








 
 

                                
ATTACHMENT A 

 

GNSO COUNCIL MOTION TO PURSUE COST ESTIMATES OF 
SELECTED WHOIS STUDIES 

Whereas: 
  
In Oct-2007, the Generic Names Supporting Organization (GNSO) Council concluded that a 
comprehensive, objective and quantifiable understanding of key factual issues regarding the 
gTLD Whois system would benefit future GNSO policy development efforts   
(http://gnso.icann.org/resolutions/ ) 
  
Before defining the details of these studies, the Council solicited suggestions from the 
community for specific topics of study on WHOIS.  Suggestions were submitted 
(http://forum.icann.org/lists/WHOIS-comments-2008/ ) and ICANN staff prepared a 'Report on 
Public Suggestions on Further Studies of WHOIS', dated 25-Feb-2008 
(http://gnso.icann.org/issues/Whois-privacy/Whois-study-suggestion-report-25feb08.pdf ) 
  
On 28-Mar-2008 the GNSO Council resolved to form a WHOIS Study Working Group to 
develop a proposed list, if any, of recommended studies for which ICANN staff will be asked 
to provide cost estimates to the Council (http://gnso.icann.org/meetings/minutes-gnso-
27mar08.shtml ) 
  
The WHOIS Study WG did not reach consensus regarding further studies, and on 25-Jun-2008 
the GNSO Council resolved to form another group of volunteers (WHOIS Hypotheses WG) to 
review the 'Report on Public Suggestions on Further Studies of WHOIS' and the GAC letter on 
WHOIS studies. (http://www.icann.org/correspondence/karlins-to-thrush-16apr08.pdf  )  

This WG was tasked to prepare a list of hypotheses to be tested, and to deliver a report to the 
Council.  The Whois Hypotheses WG delivered its report to the Council on 26-Aug-2008.    
(https://st.icann.org/Whois-hypoth-
wg/index.cgi?Whois_hypotheses_wg#Whois_study_hypotheses_wg_final_report ). 
On 29-Oct-2008 the Registry constituency circulated its recommendations for consolidating 
and considering further Whois studies. http://gnso.icann.org/drafts/gnso-whois-study-
recommendations-ryc-29oct08.pdf 

On 5 November 2008 the GNSO Council decided to convene a series of special meetings on 
Whois studies, and to solicit further constituency views assessing both the priority level and the 
feasibility of the various Whois studies that have been proposed, with the goal of deciding 
which studies, if any, should be assessed for cost and feasibility. The Council would then ask 
staff to perform that assessment, and, following that assessment, the Council would decide 
which studies should be conducted.  Council Chair Avri Doria convened a volunteer group of 



Councilors and interested constituency members to draft a resolution regarding studies, if any, 
for which cost estimates should be obtained. This ‘Whois Study Drafting Team’ is tracked on a 
wiki page at https://st.icann.org/gnso-council/index.cgi?whois_discussion. 

The Whois Study Drafting Team further consolidated studies and data requested by the GAC.  
For each of the consolidated studies, constituencies were invited to assign priority rank and 
assess feasibility.  5 constituencies provided the requested rankings, while 2 constituencies 
(NCUC and Registrars) indicated that no further studies were justified.  The GAC was also 
invited to assign priorities, but no reply was received as of 22-Jan-2009. 

The Drafting Team determined that the six studies with the highest average priority scores 
should be the subject of further research to determine feasibility and obtain cost estimates. The 
selection of these initial studies does not foreclose further consideration of the remaining 
studies.    

Resolved: 
  
Council requests Staff to conduct research on feasibility and cost estimates for the Whois 
studies listed below, and report its findings to Council by [date].    

1) Group A (Studies 1, 14, 21 and GAC data set 2): 
 
Study 1 hypothesis: Public access to WHOIS data is responsible for a material number 
of cases of misuse that have caused harm to natural persons whose registrations do not 
have a commercial purpose. http://forum.icann.org/lists/whois-comments-
2008/msg00001.html  
 
Study 14 hypothesis: The Whois database is used only to a minor extent to generate 
spam and other such illegal or undesirable activities. http://forum.icann.org/lists/whois-
comments-2008/msg00017.html   
 
Study 21 and GAC data set 2 hypothesis: There are significant abuses caused by public 
display of Whois. Significant abuses would include use of WHOIS data in spam 
generation, abuse of personal data, loss of reputation or identity theft, security costs and 
loss of data.  http://forum.icann.org/lists/whois-comments-2008/msg00026.html   

 

2) Study 11. 
 
Study 11 hypothesis: The use of non-ASCII character sets in Whois records will detract 
from data accuracy and readability. http://forum.icann.org/lists/whois-comments-
2008/msg00014.html   

       3) Group B (Studies 13, 17, GAC 1 & GAC 11) 

Study 13 hypotheses: a) The number of proxy registrations is increasing when 
compared with the total number of registrations; b) Proxy and private WHOIS records 
complicate the investigation and disabling of phishing sites, sites that host malware, 
and other sites perpetrating electronic crime as compared with non-proxy registrations 
and non-private registrations; c) Domain names registered using proxy or privacy 



services are disproportionately associated with phishing, malware, and other electronic 
crime as compared with non-proxy registrations or non-private registrations. 
http://forum.icann.org/lists/whois-comments-2008/msg00016.html  

Study 17 hypothesis: The majority of domain names registered by proxy/privacy 
services are used for abusive and/or illegal purposes.  

http://forum.icann.org/lists/whois-comments-2008/msg00020.html  

GAC Study 1 hypothesis: The legitimate use of gTLD WHOIS data is curtailed or  

prevented by the use of proxy and privacy registration services.  

GAC Study 11 hypothesis: Domain names registered using proxy or privacy services 
are disproportionately associated with fraud and other illegal activities as compared 
with non-proxy registrations.  

4) Group E (Studies 3 & 20) 

Study 3 hypothesis: Some proxy and privacy services are not revealing 
registrant/licensee data when presented with requests that provide reasonable evidence 
of actionable harm, as required to avoid liability under registration agreement 
provisions that reflect the requirements of RAA 3.7.7.3.  

http://forum.icann.org/lists/whois-comments-2008/msg00003.html   

Study 20 hypothesis: Some proxy and privacy services do not promptly and reliably 
relay information requests to and from registrants/licensees.  

http://forum.icann.org/lists/whois-comments-2008/msg00023.html  

5) Group C (GAC Studies 5 & 6) 

GAC Study 5 hypothesis: A significant percentage of registrants who are legal entities 
are providing inaccurate Whois data that implies they are natural persons. Furthermore 
the percentage of registrants with such inaccuracies will vary significantly depending 
upon the nation or continent of registration. 

GAC Study 6 hypothesis: A significant percentage of registrants who are operating 
domains with a commercial purpose are providing inaccurate Whois data that implies 
they are acting without commercial purposes. Furthermore the percentage of registrants 
with such inaccuracies will vary significantly depending upon the nation or continent of 
registration.  

6) Group D (Studies 18, 19, GAC 9 & GAC 10) 

Study 18 hypothesis: The majority of domain names registered by proxy/privacy 
services are used for commercial purposes and not for use by natural persons. 
http://forum.icann.org/lists/whois-comments-2008/msg00021.html   



Study 19 hypothesis: A disproportionate share of requests to reveal the identity of 
registrants who use proxy services is directed toward registrations made by natural 
persons. http://forum.icann.org/lists/whois-comments-2008/msg00022.html   

GAC Study 9 hypothesis: A growing and significant share of proxy/privacy service 
users are legal persons.  

GAC Study 10 hypothesis: A growing and significant share of domains that are 
registered using proxy/privacy services are used for commercial purposes. 

Council further requests that Staff refer to original study submissions (posted at 
http://forum.icann.org/lists/whois-comments-2008/ ), for statements of how study results could 
lead to an improvement in Whois policy. Many submitters also described the type of 
survey/study needed, including data elements, data sources, population to be surveyed, and 
sample size. 

Staff is invited to pursue creative ways to develop cost estimates for these studies, including re-
formulations of the suggested hypotheses.  At any time, Staff may come back to Council with 
questions regarding study hypotheses. 

Council further requests that Staff communicate the resolution to GAC representatives once it 
has been approved.  



ATTACHMENT B 

Working Definitions for Key Terms that May be Used in Future WHOIS Studies 

Prepared by GNSO drafting team 

Background and purpose:  At the GNSO Council meeting held on 2 November in Cairo, the 
Council decided that it would be helpful to develop “working definitions” of several terms that 
are being used in the context of Council discussions of possible future studies of WHOIS.  At 
the meeting, Council members identified the following terms and asked staff to develop initial 
working definitions that the Council could use as a starting point for further discussion and 
definition. To respond to the Council’s request, staff solicited definitions from GNSO Council 
members and community stakeholders, reviewed ICANN meeting transcripts, policy and 
compliance references and constituency position statements, as well as other reference papers, 
noted below. The Council formed a drafting team that met from December-February 2009 and 
this draft has been updated to reflect this subsequent GNSO Council and constituency 
dialogue.  The following does not represent the viewpoints or positions of ICANN or ICANN 
staff and is for community discussion purposes only. 

 
1)  Illegal or undesirable activities 
See Study #s 14, 15 for examples of use in context. 

Illegal or undesirable activities are activities that violate the law somewhere or activities that 
somebody finds harmful or objectionable. 
 
2)  Misuse 
See study #s 1, 14, GAC 3 for examples of use in context. 

Misuse is an action that causes actual harm, is the predicate to such harm, is illegal or 
illegitimate, or is otherwise considered contrary to intention and design of a stated legitimate 
purpose, if such purpose is disclosed.  When applied to Whois data, such harmful actions may 
include the generation of spam, the abuse of personal data, intellectual property theft, loss of 
reputation or identity theft, loss of data, phishing and other cybercrime related exploits, 
harassment, stalking, or other activity with negative personal or economic consequences.  The 
predicate to harmful action often includes automated email harvesting, domain name 
registration by proxy/privacy services to aid wrongful activity, and support of false or 
misleading registrant data.  Predicate acts might include the use of Whois data to develop large 
email lists for commercial purposes. 

http://forum.icann.org/lists/pdp-pcceg-feb06/msg00528.html 

http://cai.icann.org/files/meetings/cairo2008/Cairo01NOV08GNSOWSpm.txt 

http://gnso.icann.org/issues/whois/whois-study-hypothesis-group-report-to-council-
26aug08.pdf 

http://forum.icann.org/lists/whois-comments-2008/msg00001.html 

http://forum.icann.org/lists/whois-comments-2008/msg00026.html 



3)  Commercial Purpose 
See study #s 1, 18, 19, GAC 9, GAC 10 for examples of use in context. 

Related to a bona fide business use.  In the Internet context, the bona fide use or bona fide 
intent to use the domain name or any content, software, materials, graphics or other 
information thereon, to permit Internet users to access one or more host computers through the 
DNS:  to legally exchange goods, services, or property of any kind in the ordinary course of 
trade or business; or to facilitate (i) the legal exchange of goods, services, information, or 
property of any kind; or, (ii) the ordinary course of legal trade or business.  
http://www.icann.org/en/tlds/agreements/biz/appendix-11-08dec06.htm 

http://cyber.law.harvard.edu/tlds/001/ 

4)  Proxy and Privacy Services 
See study #s 2, 3, 5, 13, 17, 18, 19, 20, Metalitz, GAC 1, GAC 7, GAC 8, GAC 9, GAC 10, 
GAC 11 for examples of use in context.  

Proxy and Privacy services provide anonymity and privacy protection for a domain name user.   
Though the terms are colloquially used interchangeably, there is a difference.     

Privacy services hide customer details from going into WHOIS.  Privacy service providers, 
which may include registrars and resellers, may offer alternate contact information and mail 
forwarding services while not actually shielding the domain name registrant’s identity. By 
shielding the user in these ways, these services are promoted as a means of protecting personal 
privacy, free speech and human rights and avoiding personal data misuse.   

http://gnso.icann.org/drafts/icann-whois-wg-report-final-1-9.pdf    

http://gnso.icann.org/mailing-lists/archives/tf2-survey/doc00003.doc 

Proxy services protect users’ privacy by having a third-party register the name.  The third-party 
is most often the Proxy service itself.  The third-party allows the user to access and use the 
domain name through a separate agreement or some other arrangement directly with the user.  
Proxy service providers may include web design, law, and marketing firms; web hosts, 
registrar subsidiaries, resellers and individuals.   

http://gnso.icann.org/drafts/whois-study-overview-gnso-council-04oct07.pdf.   
http://www.icann.org/en/topics/raa/amendments.html#escrow 

5)  Relay Information Requests 

See study # 20 for this term’s use in context. 

Problems arise from time to time in connection with registered names.  Allegations of 
actionable harm require copyright and trademark owners, law enforcement officials and others 
to be able to operate through a proxy or privacy service provider to contact the domain name 
user.  Potential “harms” could include suspected fraud, intellectual property rights 
infringement, or the infringement of other civil or criminal laws.  To support the relay of 
information requests, service providers must have reliable and timely means of communicating 
with their domain licensees.  The ICANN Registrar Accreditation Agreement stipulates that the 



proxy registrant reveal the identity of the domain licensee upon reasonable evidence of 
actionable harm or risk liability for resulting harm. 

http://forum.icann.org/lists/whois-comments-2008/msg00023.html 

http://forum.icann.org/lists/gnso-whois-wg/pdfi6hAmW7P6J.pdf 

http://gnso.icann.org/issues/whois-privacy/whois-wg/whois-working-group-charter-
16apr07.pdf 

6)  Falsify Whois Data 

See study # 12 for this term’s use in context. 

Falsifying Whois data is an issue that balances the technical and legal requirements of Whois 
domain name registration records with the right to registrant privacy.  
http://www.icann.org/en/committees/security/sac003.htm  The security and reliability of the 
Whois data base depends on data accuracy.  ICANN therefore expects registries and registrars 
to collect accurate information and to take required action if false information is discovered or 
suspected. 

http://www.icann.org/en/committees/security/whois-recommendation-01dec02.htm#1.1 

7)  Natural Persons 
See study # 19 for this term’s use in context. 

A real, living individual as opposed to a “legal person” which may be a company, business, 
partnership, non profit entity or trade association.  It is often not clear whether registrants are 
registering a domain name as a “natural person” or a “legal person” at the time of registration.  
In the Whois context, personal data refers to any identified or identifiable natural person. 

http://gnso.icann.org/drafts/draft-report-whois-wg-28jun07.pdf 

http://gnso.icann.org/mailing-lists/archives/council/msg02742.html 



ATTACHMENT C 

Whois Study Table – Updated 18 February 2009 
 
This table, prepared by ICANN staff, is based on the chart included in the WHOIS 
Hypothesis Report of 26 August 2008, and is amended to show related or overlapping 
studies clustered into “letter groupings”. This lettering and numbering scheme 
corresponds to the study numbers referenced in the motion currently being considered 
by the GNSO Council. 
 

Study Hypotheses 

Area 1 WHOIS misuse studies 

15 
Those using Whois data to facilitate illegal or undesirable activities (such as 
spam) depend on port 43 access to Whois to obtain Whois data. 
http://forum.icann.org/lists/whois-comments-2008/msg00018.html 

A  

 

(includes 
studies 1, 14, 
21 & GAC 
data set 2) 

Study 1 hypothesis: Public access to WHOIS data is responsible for a 
material number of cases of misuse that have caused harm to natural 
persons whose registrations do not have a commercial purpose. 
http://forum.icann.org/lists/whois-comments-2008/msg00001.html  
 
Study 14 hypothesis: The Whois database is used only to a minor extent 
to generate spam and other such illegal or undesirable activities. 
http://forum.icann.org/lists/whois-comments-2008/msg00017.html   
 
Study 21 and GAC data set 2 hypothesis: There are significant abuses 
caused by public display of Whois. Significant abuses would include use 
of WHOIS data in spam generation, abuse of personal data, loss of 
reputation or identity theft, security costs and loss of data.  
http://forum.icann.org/lists/whois-comments-2008/msg00026.html   
 

GAC 3 
There are technical measures available that would effectively curtail misuse of 
data published on WHOIS databases while preserving legitimate use and open 
access to the databases. 

Area 2 Compliance with data protection laws and the Registrar Accreditation 
Agreement 

16 

Two hypotheses: 
1. Registrars do not have a uniform method of disclosing or obtaining consent 
for collection of data for WHOIS purposes. 
2. The methods employed by registrars to disclose and obtain consent have 
not been adjudicated with regard to consistency with national law. 
 http://forum.icann.org/lists/whois-comments-2008/msg00019.html 

Because there may be significant variations in consent among jurisdictions, the 
analysis should be segmented by common legal consent regimes. 



22 

(a) More restrictive Whois policies than the general ICANN Whois requirements 
have been adopted by some of the 30 top ccTLDs. 

(b) ccTLD operators report that Whois policies have been adopted in order to 
become compliant with the data protection laws of the territory. 

(c) ccTLDs are moving towards more restrictive WHOIS policies motivated by 
national data protection laws. http://forum.icann.org/lists/whois-comments-
2008/msg00024.html 

23 
Some national data protection laws explicitly apply, or have been adjudicated 
to apply, to information submitted by gTLD registrants and made available via 
Whois. http://forum.icann.org/lists/whois-comments-2008/msg00025.html 

24 
Some Registrars are not obtaining agreement to terms required under section 
3.7.7 of the RAA. http://forum.icann.org/lists/whois-comments-
2008/msg00013.html 

GAC 12, 
GAC 13, 
GAC 14 & 
GAC 15 

GAC 12 - As reported by gTLD registries or registrars, as reflected in their 
contractual documents, or as adjudicated in relevant fora, the WHOIS 
contractual obligations of gTLD registries and registrars are governed by: 

• the laws of their local jurisdiction, or  
• the laws of the jurisdictions of their Registrants, or  
• the laws of ICANN (California, U.S.), or  
• some other jurisdiction.  

GAC 13 - Those gTLD registries or registrars that are governed by a local 
jurisdiction provide a contractual mechanism (or have had a mechanism 
imposed upon them by law or binding decision) to resolve any conflicts 
between the law applicable to their WHOIS requirements and the law of any 
other jurisdiction. 

GAC 14 - Incorporated into GAC 12. 

GAC 15 - Out of scope for proposed studies of “key factual issues” 

Area 3 Availability of privacy services 

2 
The cost of proxy services precludes some registrants from using them. 
http://forum.icann.org/lists/whois-comments-2008/msg00002.html 

5 
Whois at present allows resellers and registrars to offer privacy services to 
differentiate themselves on value. http://forum.icann.org/lists/whois-comments-
2008/msg00005.html 

GAC 7 
A growing share of registrants is protecting the privacy of their Whois data by 
using proxy registrations and/or privacy services. 

GAC 8 
A growing share of registrars and affiliates are offering proxy registration and/or 
privacy services. 



Area 4 Demand and motivation for use of privacy services 

D 

 

(includes 
studies 18, 
19, GAC 9, 
GAC 10) 

Study 18 hypothesis: The majority of domain names registered by 
proxy/privacy services are used for commercial purposes and not for use by 
natural persons. http://forum.icann.org/lists/whois-comments-
2008/msg00021.html   

 

Study 19 hypothesis: A disproportionate share of requests to reveal the identity 
of registrants who use proxy services is directed toward registrations made by  

natural persons. http://forum.icann.org/lists/whois-comments-
2008/msg00022.html   

 

GAC Study 9 hypothesis: A growing and significant share of proxy/privacy 
service users are legal persons.  

 

GAC Study 10 hypothesis: A growing and significant share of domains that are 
registered using proxy/privacy services are used for commercial purposes. 

 

Area 5 Impact of WHOIS data protection on crime and abuse 

6 
There is a statistically significant correlation between more restrictive ccTLD 
Whois policies and levels of cybercrime in a 
domain.http://forum.icann.org/lists/whois-comments-2008/msg00006.html 

GAC 2 
Restrictions on some or all of the legitimate uses of WHOIS have a negative 
economic impact. 

Area 6 
Proxy registrar compliance with law enforcement and dispute resolution 
requests 

12 
Registrants would be less likely to falsify their Whois data if the sensitive 
information of private persons can be secured while giving law enforcement 
access. http://forum.icann.org/lists/whois-comments-2008/msg00015.html 



E 

 

(studies 3 
and 20) 

Study 3 hypothesis: Some proxy and privacy services are not revealing 
registrant/licensee data when presented with requests that provide reasonable 
evidence of actionable harm, as required to avoid liability under registration 
agreement provisions that reflect the requirements of RAA 3.7.7.3.  

http://forum.icann.org/lists/whois-comments-2008/msg00003.html   

 

Study 20 hypothesis: Some proxy and privacy services do not promptly and 
reliably relay information requests to and from registrants/licensees.  

http://forum.icann.org/lists/whois-comments-2008/msg00023.html  

 

Note: this language has been changed from the original text reflected in the 26 
August GNSO Hypothesis Group Report by agreement of the GNSO drafting 
team (and in consultation with ICANN staff) on 18 February 2009. 

 

Metalitz b. 
b. A party's use of a proxy/privacy registration service reduces the party’s 
ability to respond to a UDRP proceeding. http://forum.icann.org/lists/whois-
comments-2008/msg00012.html 

Area 7 WHOIS data accuracy 

8 

Some Registrars knowingly tolerate inaccurate or falsified Whois data so as to 
attract and retain registrations by spammers and other bad actors, and do not 
face deterrent consequences for doing so. 

 http://forum.icann.org/lists/whois-comments-2008/msg00008.html 

11 

The use of non-ASCII character sets in Whois records will detract from data 
accuracy and readability. 

Note: This is a proposed technical analysis and not a study, that is, a technical 
analysis of how the use of non-ASCII characters in Whois data elements might 
increase risks of inaccurate data, particularly through use of client-side 
software that fails to properly check the syntax of fields that contain both ASCII 
and non-ASCII strings. This analysis should examine and recommend methods 
for web display and Port 43 retrieval of non-ASCII Whois data, such that those 
accessing Whois can effectively read, recognize, and reliably use the 
information to reach registrant contacts and name server resources. 
http://forum.icann.org/lists/whois-comments-2008/msg00014.html 



C 

 

(GAC studies 
5 and 6) 

GAC Study 5 hypothesis: A significant percentage of registrants who are legal 
entities are providing inaccurate Whois data that implies they are natural 
persons. Furthermore the percentage of registrants with such inaccuracies will 
vary significantly depending upon the nation or continent of registration. 

 

GAC Study 6 hypothesis: A significant percentage of registrants who are 
operating domains with a commercial purpose are providing inaccurate Whois 
data that implies they are acting without commercial purposes. Furthermore the 
percentage of registrants with such inaccuracies will vary significantly 
depending upon the nation or continent of registration.  

 

GAC 4 
A significant number of Registrars do not apply effective methods to detect 
fraudulent domain name registrations, and do not take adequate corrective 
measures when fraudulent information is detected. 

(Areas 4 & 5) 

 

B 

(includes 13, 
17, GAC 1, 
GAC 11) 

Study 13 hypotheses: a) The number of proxy registrations is increasing when 
compared with the total number of registrations; b) Proxy and private WHOIS 
records complicate the investigation and disabling of phishing sites, sites that 
host malware, and other sites perpetrating electronic crime as compared with 
non-proxy registrations and non-private registrations; c) Domain names 
registered using proxy or privacy services are disproportionately associated 
with phishing, malware, and other electronic crime as compared with non-proxy 
registrations or non-private registrations. http://forum.icann.org/lists/whois-
comments-2008/msg00016.html  

 

Study 17 hypothesis: The majority of domain names registered by 
proxy/privacy services are used for abusive and/or illegal purposes.  

http://forum.icann.org/lists/whois-comments-2008/msg00020.html  

 

GAC Study 1 hypothesis: The legitimate use of gTLD WHOIS data is curtailed 
or prevented by the use of proxy and privacy registration services.  

 

GAC Study 11 hypothesis: Domain names registered using proxy or privacy 
services are disproportionately associated with fraud and other illegal activities 
as compared with non-proxy registrations.  

 



(Area 6) 

Metalitz a. 

Some registrars operating proxy/privacy services are not revealing registrant 
data when requested in a UDRP proceeding. 

http://forum.icann.org/lists/whois-comments-2008/msg00012.html 
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