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Abstract
• Since commercialization and privatization of the Internet first began
in the 1990's, there has been a steady push to move access side DNS
(called "recursive") away from customer networks and towards first
ISP's and later Cisco, Google, IBM, and Cloudflare. What are the real
motives for this trend? What are the risks and costs, and who
pays them? Dr. Vixie has worked in the DNS field since 1989 and has
invented many of the monitoring and filtering capabilities now used
by nearly all DNS services, and he will try to explain what's
happening. Special attention will be paid to the new web-based "DNS
over HTTP" or "DoH" protocol now being strongly pushed by Mozilla
and others.

Pre-History
• Before DNS, other methods were used:
•
•
•
•
•

HOSTS.TXT file, fetched nightly by FTP
/etc/hosts file, edited by local sysadmins
Sun YP (NIS), to serve a LAN or campus
NeXT NetInfo, less portable than YP/NIS
SRI Hostname, proposed but never deployed

• Some of these had broader goals than IP address lookup
• But to grow the Internet, IP address lookup had to scale by 108
• Thus the driver for DNS was simple name → address translation
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Commercialization and Privatization (~1994)
• As the Internet began to outgrow its academic/government origins:
• The number of connected networks doubled every month for quite a while
• Most of these new networks did not speak BGP or connect to an IXP
• Businesses such as WorldNet were created to service this new market

• Non-technical businesses were never told to run their own RDNS
• RDNS thus moved away from the LAN/Campus and into the local ISP
• ISP’s interests were well aligned: caching meant less upstream traffic
• Nevertheless, running a LAN or Campus RDNS was still common

Economic Products of Centralization
• End systems (hosts, routers, gateways) are rarely upgraded
• Creates a “long tail” problem which limits systemic innovation
• Makes deliberate first- or last-mover policies practical

• ISP and ASP systems are rapidly and often upgraded
• Makes protocols like IPv6, EDNS and DNSSEC more deployable
• Creates opportunities for abuse of power (surveillance; ad insertion)

• There isn’t a simple, timeless, or universal winning position
• Like all build vs. buy decisions, centralization is a case by case matter
• Mistakes will be made; tension will exist; powers will be abused

Anycast RDNS (~2005)
• OpenDNS was created to provide RDNS services to the whole Internet
• This was seen as innovative and/or controversial at the time

• Early business model included NXDOMAIN redirection
• So a typographic error in a web browser led to an advertising page

• They also intercepted lookups for www.google.com
• Each search was redirected to Google after keywords were extracted
• This led directly to Google’s investment in RDNS which became 8.8.8.8
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Abuse of Side Effects → Loss of Privacy
• Meanwhile back at the authority servers, enter the CDN
• Content Delivery Networks wanted to optimize web server selection

• They did this by estimating a browser’s location from its DNS queries
• However, the DNS queries they received were from RDNS, not stub resolvers

• Anycast RDNS blurred the inputs to this topologic estimation
• CDN’s therefore pushed for a way to learn the stub resolver’s IP address

• Thus: EDNS Client Subnet (ECS)
• Increased RDNS implementation and diagnostic complexity
• Reduced end-user privacy since the “blender effect” was no longer present
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Mobile IP (~2010)
• In this decade, almost all new IP growth is in mobile devices
• When they use WiFi, their ISP is the home or enterprise network
• When they use LTE, their ISP is a local phone company

• Regulations for phone companies are still catching up to the Internet
• Currently, surveillance and interception inside RDNS is often legal
• The log of stub DNS transactions is very useful for commercial, law
enforcement, and both domestic and foreign intelligence purposes
• The ability to insert false answers is very useful for ad insertion, censorship
• These powers have been widely abused (see Munk School reports)
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Enter Several Kinds of DNS Privacy
• First there was DNS Crypt, which is still supported by OpenDNS/Cisco
• This protects the stub-to-RDNS data path, but was never broadly adopted

• Then there was DNS Over TLS (DoT), which is being deployed now
• This is a new transport for any/all DNS transactions, above or below RDNS
• This is TCP/853, better than TCP/53, and w/ TCPFO often better than UDP/53
• Network operators can forbid, but cannot surveil or intercept, DoT

• Finally there is DNS Over HTTPS (DoH), also being deployed now
• This is a new transport for stub-to-RDNS, so, a lot like DNS Crypt
• Since it uses TCP/443, a network operator will “think twice before blocking it”
• DoH disintermediates parental controls at home, and company policy at work
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Problems with DoH, part 1
• It’s a political project, not a technical one
• Encrypting stub-to-RDNS but not subsequent flows adds no actual privacy
• An eavesdropper can guess answers based on what happens afterward
• Guessing the questions once you know the answers is trivial data science

• To stay out of jail in an authoritarian regime, you need a VPN
• And once you have a VPN, what value would DoH add?

• Also note, many names are resolvable locally but not remotely
• Most companies have their own internal-only TLD’s like .CORP or .GOOG

• The web is not the whole Internet; browsers can launch helper apps
• Helper apps will use the normal stub resolver, getting different DNS answers

Problems with DoH, part 2
• DoH cannot differentiate between these network operators:
•
•
•
•

Parents, who use RDNS filtering as part of their family Internet controls
Sysadmins, who use RDNS filtering to block spam and malware
Security teams, who use RDNS monitoring to detect new malware infections
Authoritarian government, who uses RDNS for “thought control”

• It’s going to become broadly necessary to control TCP/443 (HTTPS):
•
•
•
•

Service networks will proxy or whitelist known-safe external API servers
Access networks will add HTTPS MITM, or simply require SOCKS for outbound
Any CDN IP who offers DoH will have to be blacklisted, because of malware
This increases complexity, cost, and vulnerability for almost every network

Problems with DoH, Summary
• DoH’s costs would be tolerable if there was an accompanying benefit
• However, DoH is a political act, adding no actual or effective privacy

• It’s not likely that authoritarian governments will allow DoH
• Therefore the result of DoH will be more aggressive filtering – not privacy

• Possession is said to be 90% of the law
• On the Internet that has meant: “my network; my rules”
• On the Web that appears to mean: “my network; DoH’s rules”

• As a form of Internet governance, DoH shows the worst of all worlds

Now Under Consideration: Resolverless DNS
• Web content providers and their CDN’s want better performance
• Which means, faster time-to-first-impression

• Most content includes many object references (images, scripts)
• The time taken for a browser to look up these DNS names is measurable

• Therefore a new IRTF WG is studying “Resolverless DNS”
• So, DNS data would be “pushed” as part of a normal web content fetch

• No plan so far indicates that DNSSEC signatures would be included
• Apparently, DNSSEC wasn’t deployed fast enough to seem relevant?
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End Notes
• Every innovator solves the problems their customers have
• Not every innovator knows or cares about systemic costs

• Time to market, not quality, is the primary success trigger
• Total revenue before obsolescence is the primary success metric

• Adding complexity to a system will externalize complexity’s costs
• One estimate is that the total lifetime cost of an “IF” statement is USD 10K

• DNS is the first and only system of its kind that has scaled by 109
• Distributed, coherent, reliable, autonomous, and hierarchical – unique!

• Keeping DNS working is not a simple task on the easiest day
• The war for control over the DNS resolution path is costly and damaging

