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Company Name

N/A

Company Address 1

N/A

Company Address 2

N/A

Company City

N/A

Company State/Province

N/A

Company Postal Code

N/A

Company Website Address

N/A

Company Country

N/A

Sponsoring Organization Information

Sponsoring Organization Name

The Anti-Spam Community Registry

Sponsoring Organization Address 1

TBD, but for now use: Phoenix

Sponsoring Organization Address 2

TBD, but for now use: Taggs Island

Sponsoring Organization City

TBD, but for now use: London

Sponsoring State/Province

TBD, but for now use: The Hamptons

Sponsoring Organization Postal
Code

TBD, but for now use: TW122HA

Sponsoring Organization Country

TBD, but for now use: UK

Sponsoring Organization Website
Address

TBD, but for now use: www.spamhaus.org
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Namestrings and Conventions

First sSTLD choice: |.mai|
Naming Conventions:
The nanes registered will be of the form"key. mail" where "key" is of the form

"sld.tld" and where "tld" is an | CANN top-level-domain with certain attributes
and where "sld" is a second-I|evel-domain which is already registered in "tld".
The registrant of the "key" donmain nust be the same as for "key.sTLD'

Sec_ongl sTLD tmail

choice:

Naming Conventions:

The nanes registered will be of the form"key.tmail" where "key" is of the form

"sld.tld" and where "tld" is an | CANN top-level-domain with certain attributes
and where "sld" is a second-I|evel-domain which is already registered in "tld".
The registrant of the "key" donmain nust be the same as for "key.sTLD'

Third sTLD choice: .mta
Naming Conventions:
The nanes registered will be of the form"key.nta" where "key" is of the form

"sld.tld" and where "tld" is an | CANN top-level-domain with certain attributes
and where "sld" is a second-I|evel-domain which is already registered in "tld".
The registrant of the "key" donmain nust be the same as for "key.sTLD'

Sponsoring Organization Structure

The Sponsoring Organization (SO represents the community of individuals and
conpani es who wi sh to receive spamfree email and individuals and conpani es who
wi sh to send spamfree email and who do not want to be bl ocked, filtered or

i nconveni enced when doing so. The proposed sTLD will be limted for use by the
regi strant only during the process of sending email.

The function and nission of the Sponsoring Organization is solely to set policy
and rules for the nanes in the TLD and to deny entry into the zone or to renove
those names fromthe zone that violate those set policies and rules. The
policies and rules are designed to insure the community that emails sent using
domains in this sTLD can be trusted to be spamfree.

The SOwi |l be a not-for-profit organization. The name of the SOis “The
Anti - Spam Community Registry”. The SOw |l sub-contract to the Registry
Operator (RO all of the typical registry operations (registration, zone file
generation, etc). Because this proposal requires extra-registry services, the
SO will al so subcontract another organization to performthese non-typica
services. W are calling that organization the “extra services operator” (XO).
Both the RO and XO are existing for-profit conpanies with many years of
experience in the Internet and domain name industry. Details of the duties and
capabilities of these organizations are presented later in the proposal

Since the SO represents the community of senders and receivers of spamfree
email, it will consist of a board of advisors who each represent parts of this
conmuni ty.
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For exanpl e, The Spamhaus Project, the founding nmenber of the SO represents a
very | arge number of organizations who, by virtue of their using the Spanhaus
Bl ock List (SBL), have endorsed Spamhaus’ ability to aid themin determ ning

which email is spamand which is not. The SBL is used on approxi mately
200, 000, 000 emmi | accounts worldwi de, on nillions of domamins. Looking at these
nunbers and the fact that the blocklist receives over one billion queries per

day (not counting the high-volume users who transfer the zone and query it

| ocal | y) Spamhaus, by itself, represents a very |large segnent of the comunity.
This community will be represented on the SO board by Steve Linford, the
founder of Spanhaus, and who was recently nanmed by the | SPA (The I|nternet
Service Providers Association of the UK at ispaawards.org.uk) the “United

Ki ngdom s Internet Hero of the Year in 2003” for his tireless work in hel ping
define responsi ble emailing practices and encouraging the Internet comunity to
i mpl enent systens to make it so.

Al'l the board nmenbers will use their knowl edge in their particular fields to
create and nodi fy the policies of the sTLD using the procedures of policy
devel opnent of the SO  Special advisors will also be used fromtinme to tinme to

advi se the board on rel evant topics, to recomrend policies and to reconmend
addi ti onal board nembers fromtheir field of expertise.

Spamhaus personnel will help populate the staff of the SO and will, on a daily
basis, be the ones to validate and enforce the sTLD s stated responsible ensil
policies. They will use the technol ogy and tools provided by the XO and the
RO, conmbined with their expertise, and the policies of the SO to acconplish
this task.

This sTLD will have all customary policies which apply to all other | CANN gTLD

registries, for exanple deletes and RGP. The board will oversee the
emai | - specific, whois-specific polices and other policies that make this TLD
unique. The SOw |l follow all I CANN directives and will not offer any other

registry services that are not detailed in this proposal or that do not assist
in the mssion of the SO The SO wusing 1) the rules, policies and procedures
outlined in this proposal (rules such as each name nust have validated whois
contact information, and nust have messages sent to abuse@ey.sTLD received by
the SO, not the registrant) and 2) their know edge of responsible emailing
practices and 3) their know edge of those specific individuals and

organi zati ons who violate those practices, will determ ne which domains are
accepted or renmoved fromthe zone. Mich in the same way that Spamhaus’ SBL
has, over the past years, gained the trust and acceptance of a |arge segment of
the world's email providers so that it is now protecting an estimated 40% of

all active email accounts, the sinmlar activities and participation of Spamhaus
will help the SO insure the trust and acceptance of this sTLD by the sane | arge
segnment of the world s email providers (senders and receivers).

The SO s policy enforcement operations are carried out on a daily basis as is
required by the very nmission of this sTLD, primarily centered around addi ng
nanes to the zone that conply with the policy and renoving names fromthe zone
where the registrants have viol ated the policy.

Pol i cy-formul ati on and nodification activities will consist of quarterly
neetings, either in person or by tel econference, of the board of advisors and
ot her experts when needed. These nmeetings will take as input an SO maintai ned
publicly accessible email |ist where suggestions to inprove the inplenmentation
of the nmission of the sTLD will be solicited. Unlike a gTLD, the SO due to
the sTLD s designed technical structure, is in a unique position to receive al
abuse nmessages for each domamin. These nmessages are subnmitted to the SO froma
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part of the community this sTLD represents (nmail recipients). These abuse
nmessages, in aggregate (besides each being used in the daily operation of the
sTLD policy enforcenent), will be used by the board to both insure the
operation of the sTLDis following its stated polices and to aid in refining
policies where the need ari ses.

Appropriateness of Sponsored TLD Community

The Sponsored TLD Community is defined as responsible senders and receivers of
spamfree electronic mail.

The Sponsored Comunity, although |arge, does not include senders of spam For
t he purposes of this community, the definition of spamis an el ectronic nessage
that is considered to be Unsolicited Bulk Email ("UBE").

(1)Bul k means that the nessage is sent as part of a larger collection of
nmessages, all having substantively identical content, of which the recipient's
personal identity and context are irrel evant because the nessage is equally
applicable to many other potential recipients; AND

(2)Unsolicited neans that the Recipient has not verifiably granted deliberate,
explicit, and still-revocable perm ssion to receive the nessage.

A message is defined as spamonly if it is both Unsolicited and Bul k. This
distinction is inportant because either unsolicited email or bulk enmail, on
their own, is not classified as spamunder this definition

* Unsolicited Email is not spam (exanples include first contact enquiries, job
enquiries, sales enquiries, etc.)

* Bulk Email is not spam (exanples include subscriber newsletters, discussion
lists, information lists, etc.).

Many people suffer the costs of spam which includes wasted tinme, wasted
capacity (cpu, bandwi dth and storage), wasted manpower, hassl e and aggravation
These people (who receive spam) have in front of their email client a mail
server that receives emnil. The operator of this receiving email server and
the operator of the server that sends the emnil are the core community of
techni cal people for which the sTLD is intended. The sTLD is designed for nmail
server operators who follow “the rules” to be able to identify each other. The
sendi ng server operator registers a name in the sTLD and the receiving server
operator uses the DNS to | ookup information (IP address and other information)
about the nane and hence the sending server. Using this information, the
recei ving server can easily determine if the sending server is spamfree, as
well as determine if the email was forged. Also, using this sTLD, this
conmunity (these technical people to a |large extent, but also the public) can
send abuse nessages to the domain and be assured that their nmessage will not be
i gnored because all abuse nessages are received by a third-party (the SO, not
by the suspected abuser.

No ermai|l nmessages will be seen to cone fromthe sTLD, so that the public (the
non-techni cal people using email) will not know that the mail servers used the
sTLD. These people will see no change whatsoever in the email in their inbox.
The domains in the “fronf, “to”, “reply-to”, and other data el enments of the
emai | header will not include domains in the sTLD. The sTLD i s behind the
scenes. The public will continue to see, for exanple, the domain “exanple.con

bei ng used. However, as the sTLD beconmes better known to the public, they wll
become aware that they can sinply type “exanple.commil” or
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"www. exanmpl e.commail" (just add the easily renenmbered ".mail" to the end of
any domain) into their browsers at anytime to obtain information regarding the
registrant and its emnil practices, or to send abuse mail sinply use
"abuse@xanpl e.com nai | ".

Law enforcement, internet service providers and the intellectual property
comunities are also served due to the fact that all the whois information for
each sTLD domain is validated and carries a paper trail (of postal address and

emai | confirmation). This accurate whois verification benefit will also now
apply to all the other TLDs, for exanple “.conf, due to the fact that the
regi strant of “exanple.comnuil” is the same registrant as “exanple. conf

As nore and nore receiving mail server operators, MIA (Mail Transfer Agent)
progranms, and email policy programs (email filters) learn that mail sent using
the sTLD is spamfree, it will build trust in the sTLD so that nore operators
will obtain domains in the sTLD and will let the spamfree mail pass
unencunber ed.

Therefore, the sTLD s nain comunity is those core technical people who operate
mai |l servers that send and receive email, while the sTLD al so serves the nuch
wi der community.

The benefit to the broader comunity is that this sTLD facilitates the
unencunbered delivery of spamfree electronic mail communications for those
menbers of that conmunity that choose to use it either directly or indirectly.

The community of emmil senders and receivers is long-lasting because email is
here to stay. People all over the world send email. It is geographically

i ndependent. Sadly, the desire and ability of a segnent of nailers to send
spamwi ||l be with us as long as email exists. This sTLD can greatly help sol ve

the major problemof this community; and because the SO generally represents
this community, then this sTLD is worthy of delegation to the SO for the
pur poses of helping to solve the problem

Representation

The SO represents the community because each nember of the board represents
di fferent sub-comunities within the sponsored conmunity. It is self evident
that each of these comunities has an interest in the unencunbered fl ow of
spamfree emai|l and as such are all stakehol ders.

These sub-community categories are:

1) The comunity conprised of anti-spam advocacy groups and i ndividual s

2) The community conprised of individuals and conpanies involved in the
creation of emmil-policy prograns (anti-spamennil filter software) and
syst ens.

3) The community conprised of individuals and conpanies involved in the
creation of emmil server software and systens

4) The conmunity of university based network and email systens researchers
5) The community of internet service providers and |arge mail recipients

Each board seat will represent one of these sub-communities, for a total of
five board seats.

Speci al advisors who may al so provide input or expertise to the SO may al so be
selected fromtinme to tine. These will be people who are active in the
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Anti-Spam emmil server, email policy, ISP, or spamresearch arenas or fromthe
broader Internet comunity.

The following five entities are exanples that the proposers believe could
contribute individuals, well known to the comrunity, who woul d represent the
above five sub-conmmunities at the SO board | evel

1) Spamhaus.org, a worldw de anti-spam advocacy group based in the UK that is
trusted to protect over 200 million email accounts (estinmated to be 30-40% of
the world's active email boxes)

2) SpamAssassin, the creators of one of the nost popular email policy program
(email filter)

3) Sendnmil, a leading mail server software

4) University of Oregon, a |eading spamresearch institution

5) Qutblaze.com the world's |eading outsourced email provider

To date, not all of these entities have committed to participate at the board
level. Please refer to "Part B Application FormlInitial Directors, Oficers
and other Staff" for the list of board menbers and special advisors.

Since the goal of this sTLD is to aid in the unencunbered transm ssion of
spamfree email and to benefit email nessaging into the future, input fromthe
conmunity will be a vital and an integral part of the SO

| nput Mechani sns

1) An email list (discussion forum will be setup so that any and all people
who consi der thensel ves nenbers of the community can easily comunicate their

t houghts, ideas, suggestions, inprovenents and comrents which the board will
revi ew and make policy nodifications based on this input. The nessages on the
email list will be made public via an SO website.

2) Also, a unique attribute of this sTLD is the input channel afforded to the
conmunity by the inplenentation of a centralized enmail abuse nmessagi ng system
Because the SO controls the name server records for every domain, it will place
an MX record for each domain in the nane servers, and this MX record will point
to a mail server under the control of the SO and in the mail server the SO
will setup an “abuse” (and "postmaster" required by RFC 2821 & RFC 2142)

account for each domain. Therefore, the SOw |l receive all abuse nessages for
every domain sent by the broader community. This input will be used in two
ways, first, on a daily basis to help determ ne any viol ations of the policies
of the sTLD, and second, as input, in aggregate, to the board of the SO to help
them deternmine future policy changes.

3) Polling will also be used to gauge the comrunity on various issues of
i nterest
4) The special advisors will also provide input in their areas of expertise

I nformati onal services:

1) Each domain’s website will be controlled by the SO These sites wll

di splay information regarding the registrant, for exanple, the registrant’s
contact information that was verified by the SO

2) On the main SO website, there will be information regarding inplenmentation
of the sTLDs system across the entire spectrum of technol ogy expertise. For
exanpl e, how to use the sTLD with mail servers such as Sendnmil, Exchange,
Qwail, or Postfix, email policy enforcement software such as SpamAssassin and
“how-to” information for registrants as well

3) The main SO website will also contain areas to provide up to date

i nformati on on activities regarding the sTLD

In summary, we will provide the foll owing comunity comunication mechani sns:
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1) Public open discussion forum

2) Abuse nessages.

3) Polling and Special Advisors

4) Registrant’s informational website.
5) “Howto” informational website

6) Updates informational website.

Openness and Tansparency

The foundi ng menber of the SO Spamhaus, has been a proponent of openness on
spam issues since its inception in 1998, and will insure this tradition
continues at the SO The Spamhaus.org website is probably the nost referenced
repository of information on spamissues and spamers. Spamhaus has felt that
openness and transparency hel ps the people who know there is a problemidentify
t he causes of the problem and the possible sol utions.

The SO wi Il allow public access to all nmeeting mnutes. Comrents on policy
changes will be wel come and the input will be used to refine the policies where
needed. The goal of this sTLD is to best serve the needs of the responsible
emai |l ing community and the SO acknow edges that the input fromthe community is
the nost inmportant factor in determ ning how to inplenent and make changes to
the systemand its policies in the future.

The SO wi Il post public notice on the SO website explaining what policies are
bei ng considered for adoption and why. It will provide a reasonable
opportunity for parties in the conmunity to conment on the adoption of the
proposed policies, to see the comrents of others, and to reply to those
comment s.

The followi ng types of information will be published:

1) On the main SO website:

a. Mssion statement of the SO

b. The policies of the SO and the sTLD registry

c. Detailed instructions and a FAQ on what is needed to obtain a domain in the
sTLD

d. Detail technical documentation on the correct usage of the donmain to enmmil
applications.

e. Board neeting m nutes

f. Updated archive of the public forumenmail |ist
g. Latest events and news regarding the sTLD whi ch woul d incl ude changes and
additions to the board, links to stories in the press, etc.

h. The I CANN accredited registrars who are certified to make registrations in
the sTLD with links to their websites.

i. An admin tool for certified registrars and instructions on how to obtain
certification for I CANN accredited registrars.

2) On the registrant website:

a. Verified contact information for the registrant

b. Current status of the domamin, for exanple if the domain has been renoved
fromthe zone for a policy violation, a count of the number of days until the
regi strant can reapply.

c. Abuse reporting procedures and addresses

3) The zone file

4) \Whois information, via web and port-43 that follow all | CANN and | ETF
speci fications and directives

There may be certain details in the policies concerning the detection of
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viol ations process that the SOw Il not nake public because know edge of the
under | yi ng met hodol ogi es can be used by spammers in an attenpt to circunvent
det ecti on.

Initial Directors, Officers, and Other Staff

The initial board of directors will consist of:
Steve Linford, founder of Spamhaus.org, Representing Anti-Spam Advocacy.

Li nford was born in England. After noving to Rone and droppi ng out of

phot ography school, Steve purchased a notor hone, parked it on beaches and nade
his living by playing guitar in coffee shops. When artists such as Pink Fl oyd
toured Italy, Linford served as their road nanager.

In 1986, Linford drove his notor home to Engl and where he set up a conmpany with
t he purpose of putting nmusical tours online. Then Linford started a web page
desi gn and hosting business, called Utradesign Internet. After getting fed up
with receiving spam he becanme an anti-spamactivist. In 1998, he started the
Spamhaus project. Currently his spamlist is used by many |Internet providers
that collectively serve nore than 200 nillion email accounts.

Hero of the anti-spam novenent, Steve Linford is a man on a nission. His
Spamhaus organi zation identifies and tracks the worst bul k emailing of fenders
and works with 1SPs to block their incessant traffic. Testinobny as to how
successful he's been comes froman unlikely source - the spamers thensel ves.
His message is clearly getting through - and as a result, theirs aren't.

Joseph E. St. Sauver, Ph.D. Representing University Based Network and Email
Systenms Research Comunity

Dr. Sauver is the Director, User Services and Network Applications (since 1987)
at the University of Oregon. Dr. Sauver nanages 17 professional staff plus
nunerous part time student enployees. Exanples of his recent
research/witing/presentation work include:

* "The Open Proxy Problem Should | Worry About Half a MIlion Trivially
Expl oi t abl e Hosts?" NLANR/Internet2 Joint Techs, August 2003. Foll ow ng that
presentation and related efforts, the FTC announced creation of Operation
Secure Your Server (January 29, 2004)

* "Practical Issues Associated with 9K MIUs" NLNAR/Internet2 Joint Techs,
February 2003, Follow ng that presentation and related efforts, the Federal JET
adopted a public policy endorsing increasing the MU on the federal mnission

net wor ks (DREN, ESNET, NI SN'NREN, etc.) to 9000 bytes.

* The Novenmber 2003 issue of Network Analysis Tines (the issue distributed at
Superconputing) included his piece regarding | Pv6 nmeasurenment initiatives he is
i nvol ved with

* The March 2004 printed and online edition of Syllabus Magazine featured his
article, "What Are Portalized University Hone Pages Rare?"

* Invited to facilitate the October 2003 NWACC Single Sign On Wrkshop at Reed
Col | ege

* Presentation "Wnning the War on Spamt for NWACC in June 2003

* Invited to speak at the 2004 Cornell/Educause Institute for Conputer Policy
and Law

* Dr. Sauver was invited to sit on, and participate in the Internet2 Abilene
Net wor k Techni cal Advisory Conmittee as well as a variety of other
Interne2-rel ated groups such as the new SALSA (Security at Line Speed) advisory
group.

Dr. Sauver also perforns private consulting for a variety of |SPs and

gover nnent agenci es.
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At the time of this application, three board seats are yet to be filled.

Once this proposal is comunicated to the wider comunity, we expect nenbers of
the community to step forward and express their willingness and qualifications
to serve. The existing board nenbers will also actively recruit additiona
candi dates fromthe foll owi ng non-exhaustive list:

John Levi ne

Chai rman of the Anti-Spam Research Group (ASRG of the Internet Research Task
Force (I RTF)

The | RTF focuses on | onger termresearch issues related to the Internet. Since
| ate 2003 John has been co-chair of the Internet Research Task Force's

Anti - Spam Research Group (ASRG, asrg.sp.am. He has re-chartered the ASRG
established informal contacts with large Internet providers, and set up new
wor ki ng groups. Since 1997 he's been a board nmenmber of the Coalition Against
Unsolicited Commercial E-mail (CAUSE, cauce.org), a user advocacy group. He
al so runs the Network Abuse Cl earinghouse (abuse.net), a popular free service
that hel ps Internet users report and deal with on-1ine abusive behavior. John
has witten or co-authored over twenty books, fromthe best selling Internet
for Dummies, nowin its ninth edition, to technical works on conpiler and
graphi cs software.

Wetse Zweitze Venema, Ph.D

A |l ead technol ogi st behi nd Postfix

Most people know Dr. Venerma from software that he wote to protect systens
against Internet intruders. He continues this fine tradition with IBM at the
Thomas J. WAtson Research Center, in the USA. The first result is Postfix. This
is mail server software that ains to be fast, easy to configure, and has a
reputation as being very secure. A second result is the Coroner's Tool kit,
witten with Dan Farnmer, primarily for the post-nortem anal ysis of conputer
break-ins. Dr. Venema was awarded with the SAGE 1999 out standi ng achi evenent
award, and with the NLUUG Award 2000 in recognition of outstanding achi evenents
for the users of UNI X and Open Systens. |n June 2002 he reached the | ega

limit on his termas chair of the FIRST, an international association of
conputer security teams with over 100 nenmbers worl d-w de in government,

i ndustry, and academ a. Previously he studied physics at G oningen University
in the Netherlands, where his Ph.D. dissertation was on work done at the KVI

He spent 12 years at Ei ndhoven University, the Netherlands, as systens
architect at the Mathematics and Conputing Science department. For 8 years,

part of that tine was devoted to witing tools for automated translation of EDI
(Electronic Data |Interchange) messages.

The two precedi ng candi dates have al ready consented to be special advisors to
the SO

Justin Mason or Daniel Quinlan of SpamAssassin.org

SpamAssassin, representing the nost w dely used open source end-user emil
policy enforcenment software, is also participating in the SO Based on
SpamAssassin’s w de use and acceptance they are both well suited to represent
the even wi der constituency of email policy (spamfilter) users on the SO board
of advi sors.

Eric All man of Sendmail.org
Sendmai |, representing the nost widely used mail server software (MFA mail
transport agents) would be a good candidate. Based on Sendmail’s wi de use and
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acceptance, Eric Allman is well suited to represent the even wi der constituency
of email mail server users on the SO board of advisors.

Ted Gal vin of Spanton. org
SpanCon.org is one of the primary anti-spam advocacy groups. Ted's presence
woul d be to insure that anti-spam advocacy group’s voices are heard.

Suresh Ramasubramani an of CQut Bl aze. com

Manager, Qutblaze Security & Antispam Operations and Coordi nator, CAUCE Asia
Paci fi c ( APCAUCE)

Suresh's presence would be to insure that both |arge enmail service providers
and the international anti-spam advocacy group’s voi ces are heard.

SpamAssassi n and Sendmail can help the worl d-wi de inplementation of the gTLD
system by nodi fying their systens to allow mail using domains in this sTLD to
pass in an unencunbered manner to the recipients.

CAUCE. org and Spanton.org, in their normal advocacy endeavors, will help
popul ari ze the ideas behind this proposed system (and sTLD) to ensure the
delivery of responsible email.

SO St af f

The SO staff will be supplied by the Spanhaus organi zation. Currently there
are twenty nmenmbers on staff at Spamhaus. These staff nenbers, who are |ocated
in a number of countries spanning several continents, are highly qualified in
the field of spammer identification and crafting responsible email policies due
to their many years of experience in the field. Many have advanced degrees and
detail ed techni cal know edge of DNS, mail and other protocols. The menbers of
the staff have existing contacts with [ aw enforcenment including The US Secret
Servi ce, The Federal Trade Conmi ssion, The FBlI, The SEC, The |IRS, Scotl and
Yard, Interpol, and many US State Attorneys General and |ocal |aw enforcenent.
Spamhaus staff nenbers al so have been at the forefront of |egislative
activities regarding spamw th various governments. |n their current everyday
duties they also interface with network adnministrators fromall tier-1 and many
other tier Internet service providers.

Selection of Directors, Officers, Members, Staff

Each director nmust have a long history of service in the sub-conmunity that
they represent and nust have overwhel mi ng respect of their peers. The five
sub- conmuni ties are:

1) The comunity conprised of anti-spam advocacy groups and i ndividual s

2) The community conprised of individuals and conpanies involved in the
creation of emmil-policy prograns (anti-spamennil filter software) and
syst ens.

3) The community conprised of individuals and conpanies involved in the
creation of emnil server software and systens

4) The conmunity of university based network and email systens researchers
5) The community of internet service providers (or large email recipients)

The initial board has been sel ected, except for a representative fromthe ISP
sub-community. Any vacant seats, whether by renmoval or resignation, will be
filled by nom nation and el ection by the current board. There is no
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geogr aphi cal diversity requirenent as to the board nmenber’s hone country

| ocation. The SO believes diversity of geographical |ocations is beneficia
but al so seeks the best qualified candi dates that represent the various

sub- communi ti es. Candi dates nmust be nom nated and seconded by two different
board menbers. Vacancies will be filled within three nonths of the vacancy. The
nom nees nmust carry 2/3 of the vote of the menbers in order to be elected. Al
voting may be conducted el ectronically. Spanmhaus, as the foundi ng nenber, and
representing the anti-spam advocacy group with over 40% of all email boxes
deferring to their judgnent, has a pernmanent seat and cannot be renoved, and
recei ves an additional vote during votes that result in a tie. A board nmenber
can be renmoved by a 2/3 vote of the other menbers. As discussed, bel ow
changes in the nunber of board menbers may only be nade by a change to the
Articles of Incorporation, which would require a 2/3 vote of the nenbers. The
initial termof service is the same as the initial termof the contract. Any
board menber who wishes to resign nust subnmit a letter of resignation to the
boar d.

Directors, board menbers, officers, and staff have a duty to recluse thensel ves
from any votes or decisions where there is a conflict of interest. Each board
menber, officers, and staff, nust disclose any material fact that may be
interpreted as a conflict of interest. The board or conmittees of the board
may take action fromtine to tine to appoint officers and staff, follow ng the
procedures outlined belowin the section titled "Policy-Mking Process."

Conpensation will be commensurate with directors at simlar non-profit
or gani zati ons.

Meetings and Communication

The board will nmeet at |east once per quarter. Meetings can take place by

tel econference or in person. The date, time and |l ocation of these quarterly
nmeeting will be communicated to all board nenbers at |east 30 days before the
neeting. The board can call other tel econferencing neetings with a 2/3 vote,
if desired. Mnutes will be taken by an SO staff menber and nmade avail abl e at
the SO website within 10 working days fromthe end of the neeting.

Fiscal Information

The Sponsoring Organization is nemy forned. W estimate an initial SO staff

of 2 (before delegation is made) will be required. W project this to increase
to 7 in the first year and 16 in the second. These staff nenbers will be
nostly coming from Spamhaus’ existing staff and augnmented by new hires. Pl ease
see the business plan and the financial nodel for estimation on the annua
revenue and costs.

The RO is a public conmpany and has an existing staff of over 3,200 enployees,
and the XO has an existing staff of over 50 with revenues of over $25 nillion

Indemnification from Liability

It is anticipated that, with respect to indemification fromliability, the SO

will follow the contractual exanple set by other registries. The SOw Il enter
into a registry agreenent with I CANN. | CANN accredited registrars will (or
have already) entered into Registrar Accreditation Agreements (“RAA'S”) with

| CANN. Those Registrars that wish to sell domain names in the sTLD will enter

into an RAA appendi x (“RAA Appendi x”) with | CANN as well as a
Regi stry-Regi strar Agreement (“RRA”) with the SO These docunents will follow
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accepted industry | anguage with respect to the follow ng:

* Registrars shall be required to defend and hold harm ess | CANN, the SO, the
RO, and the XO (including enployees, directors, officers, representatives,
agents, shareholders, and affiliates of all such entities) against any cost
(including court costs and attorney fees) claim suit, action, or other
proceedi ng brought agai nst such parties relating to any product or service of
the registrar, relating to any agreenment between a registrant and a registrar
or relating to the registrar’s donmain name registration business (including
fees, advertising, custoner service, and other business practices). There wll
also be alimtation of liability provision precluding special, indirect,

i ncidental, punitive, or consequential damages, and limting the SO s, the
RO s, and the XO s damages with respect to the registrars to be no greater than
speci fied performance credits to be granted should certain defined

circunmst ances occur. The registrars will be required to bind the registrants
to substantially identical indemification and linmtation of liability

provi sions, except that the limtation of liability (in addition to precluding
consequenti al damages, etc.) shall linmit liability to registrants to no nore
than the amount paid by the registrant for the Conpliance Review and Mnitoring
Servi ce Fee

* Registrars shall be required to carry insurance in the amount of

$1, 000, 000.00 to ensure the registrars ability to neet the requirenents of the
i ndemmi fi cation provisions and to protect the named parties in the event that
the registrar fails to bind registrants to sone or all of the required terns.

* Registrars shall be required to inplement the policies of the registry and
the policies established by ICANN with respect to WHO S, UDRP, transfers, and
such other policies as may be established through | CANN s consent procedures
fromtime to time; however, there will be the special requirenent that the
WHO S, UDRP, and other decisions with respect to the Key Dommi n(s) shall apply
to domains in this sTLD

 The precise | anguage of the RRA and RAA Appendix will follow the form of
| anguage found in agreenents such as the .us Registry-Registrar Agreenent.

« Contracts relating to this sTLD will include additional |anguage requiring
that registrars require registrants to agree to the follow ng terns:

a) Registrants shall acknow edge that they have no property rights in domain
nanes in this sTLD and to acknowl edge that the listing of domain nanes in this
sTLD is strictly a service;

b) The registrants will be required to acknow edge that the SO has the sole
and conplete discretion to evaluate the registrant’s application and conti nued
conpliance with the sTLDs policies according to criteria established by the SO
criteria which, simlarly, are the sole and conplete province of the SOto
establish and nodify fromtine to tine;

c) The registrants will be required to agree to the followi ng arbitration
related ternms: to binding arbitration in the jurisdiction of the SO regarding
any dispute relating to interpretation of the service agreenent; that the
decision of the SO regarding the listing or de-listing of a donmain name in the
zone woul d remai n undi sturbed during the pendency of the arbitration
proceedi ng; that each party would have to bear its own costs in the arbitration
up to the point of the decision; that the looser in the arbitration would have
to pay the costs of the winner, up to a specified cap; and that both parties
woul d have to post a bond sufficient to ensure paynent to the w nner

Because of the unique nature of this proposed sTLD, in which registration of
the Key Domain in another TLD is a pre-requisite, many of the |egal and
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l[iability concerns which relate to other TLDs do not apply to this sTLD. For
exanpl e, UDRP arbitration proceedi ngs woul d never take place with respect to
domain nanmes in this sTLD because the WHO S Iistings as well as the managenent
control of domamin nanes in this sTLD would foll ow the designations established
by UDRP, judicial, or other proceedings which apply to the Key Domain in the
ot her TLD

Because of the unique functional nature of this proposed sTLD, there will be
conpl ai nts surrounding the de-listing of domains fromthe zone of this sTLD.

For the reasons discussed below, this leads to the requirement for the
arbitration process, referenced in paragraph c), above, which is unique to this
STLD.

In terns of conplaints regarding de-listing actions (or refusals to list a
domain in the zone), the conplaining party would have contractually agreed that
the SO was the sole and conplete authority, both with respect to evaluating the
registrant’s application and with respect to establishing and nodifying the
application criteria. However, when a first party pays noney to a second party
i n exchange for which the second party evaluates the first party according to
sone criteria and then makes the results of the evaluation available to third
parties, then a claimcan arise that the paynent of noney in exchange for the
eval uation creates an illusory contract unless the evaluation criteria can be
deternmined. |If the evaluation criteria cannot be deternined, then a court
woul d not be able to inquire as to whether or not the prom sed eval uati on t ook
place. |If a court agrees that the evaluation criteria are too indefinite to
formthe basis of a contract, then one remedy nmight be to allow the regi strant
to void the contract and obtain a refund of the Conpliance Revi ew and

Moni toring Service Fee. However, it is likely that a court would |l ook to
statenments made by the SOto third parties who are neant to convince the third
parties to use the sTLD as a basis for accepting or rejecting email and that
the court would use such statenents as a basis for performng its own review of
the evaluation criteria. Under such a scenario, a court might reviewthe
determ ned eval uation criteria, notw thstanding contractual clains that the
eval uation criteria are the sole province of the SO and order that the Court’s
interpretation of the evaluation criteria be adopted by the SO  Thus, under
“wor st case” scenarios, potential outcomes would be either a rescission of the
contract and a refund of the Conpliance Review and Mnitoring Service Fee or
the inmposition of the court’s judgment regarding the court’s own determni nation
of the evaluation criteria (as the court finds these in statenents nade to
third parties).

To avoid this potential, renpte as it may be, the | anguage providing for

bi nding arbitration is to be included in the ternms and conditions inmposed on
registrants, as well as |language linmiting danages to the amount of the
Conpl i ance Revi ew and Monitoring Service Fee. It is tenpting to adopt
processes such as those defined in the usTLD Nexus Dispute Policy and Rul es,
which, in many respects, are simlar to the UDRP arbitration rules. However
spamis different froma trademark context, or even a .us nexus context,
requiring departures fromthe approaches of the UDRP or the usTLD NDPR. The
primary difference in the context of spamis that victinms of spamindividually
suffer a small harm from any one spanmmer; as a consequence, victinms of spam are
insufficiently notivated to assume the cost of nounting an arbitration
proceedi ng agai nst the spanmer(s). Under both the UDRP and the usTLD NDPR, the
conpl ai ni ng party must pay the cost of initiating the arbitration proceeding —
typically between $1000 and $1500 (US). Also in the context of spam action
woul d have to be taken inmediately by the SOto de-list spammers. |If a third
party victim such as an individual email user or an | SP, were required to
initiate an arbitration proceeding as a condition precedent to shutting down
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spamers, then spammers could rapidly nove to new domains with the sTLDs,
ef fectively circunventing the function of the sTLD and thereby destroying the
val ue of the sTLD for its comunity.

As a consequence, the decision to de-list a registrant fromthe sTLD nust be
made rapidly and the ultimate responsibility for the decision nmust rest with
the SO The principal of “looser pays” in the arbitration proceeding protects
regi strants who may be de-listed without a substantial basis and it protects
the SO from di si ngenuous chal |l enges. The requirement of a bond ensures
recovery under the “looser pays” principal. The comercial bonding industry
creates an economically efficient third-party private evaluation of credit
wort hi ness and risk, which noderates the burden of the bondi ng requirenent
based on private, conpetitive, evaluation of such risk factors as the bonding
conpany believes are relevant. As an exanple, if a legitimte conpany with | ow
risk factors feels that it has been de-listed by the SO wi thout justification
then a private bonding conpany would be willing to put up the bonded anount
with paynent of a relatively |low price, such as 10% of the bonded anmount. A
conpany presenting high risk factors and/or a weak clai mwuld have to pay a

hi gher anmpbunt to convince a private bonding conpany to put up the bonded anount.

Proposed Extent of Policy-Making Authority

The need of the community that the SO represents is to send and receive
spamfree email. The scope of the policy-making authority requested by the SO
is tailored to fit this need of this conmunity.

The policy decides who may register in the sTLD and under what circunstances
the registration may be revoked. The SO seeks conplete authority in

di sal | owi ng and renmovi ng names fromthe zone at anytime for violations of
policy. The Iimts of the policy formation authority are in the area of
preventing spam and insuring that the sTLD is trusted. “Trusted” neans, for
exanpl e that the whois information is trusted to be valid and verified and that
nmessages sent using the sTLD are spamfree.

To illustrate, the followi ng are three exanpl es:

1) Because there is no need for the registrant to point the domain nanme to a
particul ar website, we are seeking the authority to point themall to a site
controll ed by the SO

2) Because there is a need for a third party to receive the abuse mail box
nmessages, we ask that the SO have authority over each domain’s nane server
pointers and the MX records therein so that all abuse nmessages are sent to the

SO
3) Because an especially large need of the comunity is for each domain in the
zone to have accurate and trusted whois, we will be validating each whois

record before granting use of the sTLD donai n.

The SO wi Il have conplete authority in determ ning the namespace in which
domai ns may be registered for this sTLD. Initially, names will only be all owed
to be registered in the format, KEY.sTLD, where KEY is an already registered
domain of the form SLD. TLD where TLD is an existing | CANN approved TLD whi ch

TLD has a contract with I CANN (for exanmple “.conm, “.org” or “.biz"). Any
nanes not in the form KEY.STLD, except certain reserved second | evel names for
registry operations, will not be del egated without an approved change to this

policy. The SO asks for conplete authority over all DNS records placed in the
sTLD zone including but not linmted to A, PTR, MX, wildcard, and TXT and ot her
records that are suitable for anti-spamor anti-forgery technology. A wildcard
record may, for exanple, be inserted into the zone so that the SO can determ ne
whi ch unregi stered donmains are receiving | ookup attenpts (are being forged). A
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wi I dcard record will not be used to generate revenue or point to a public
website.

Therefore, exanple policies/rules include:

1) Nanes registered in the TLD nust be of the form key.sTLD, where key is of
the form SLD. TLD where TLD is an I CANN TLD fromthe following list: com net,
org, info, biz, int, ml, gov, edu, and SLD is a donmain name al ready registered
in TLD

2) The whois information at SLD. TLD is validated by various nmethods (details in
ot her parts of this proposal)

3) The key dommi n must have been already registered for at |east 6 nonths

4) Al'l abuse nessages for key.sTLD nust be received by the SO

5) The website at key.sTLD will resolve to an SO controlled web server and wil|
di splay information regarding the registrant and the domain (details in other
parts of this proposal)

6) When the registrant's email server (or an emnil server sending on behal f of
the registrant) connects to the receiving enmail server, it nust greet the
receiving server with a HELO command of the format "HELO key.sTLD'. The

regi strant must informthe SO of the IP's and hostnanes of the sending mail
server using the website at key.sTLD. The SO w |l enter A records in the DNS
for the domain, for exanple "hostnane.key.sTLD in A 123.123.123. 123"

7) spam nmust not be sent from servers whose |IP match the IPs for the A records
in the key.sTLD nane servers

8) registrants are encouraged to use sender authentication technol ogies such as
SPF, Donmmin Keys, and Caller |ID

Authority is not sought in the follow ng registry services areas:

1) In the aftermarket or with products such as WS

2) Wldcard record that inplements Sitefinder or sonething simlar

3) Email products such as that offered by the .name registry

4) Auctions, Landrush or Sunrise. These are not necessary because only the
regi strant of the name in another | CANN TLD can get the name in this sTLD
This fact also elinmnates trademark disputes in this sTLD.

Though a higher registration fee is designed to further the mssion of the SO
in reserving the namespace for non-spaming emailers, the SO requests authority
to lower the per nane registration fees, either the initial registration year
fee, or followon registration years fee, if volume increase to the point were
the RO, XO SO, |ICANN and other costs are covered while naintaining the stated
m ssi on.

The non-profit operation of the SOis, by its very nature, a structure which is
likely a better guarantor of followi ng stated policy than for-profit

operations, because the profit notive is greatly dimnished. The high per-nane
regi stration fee needed to register each domain is a guarantee that the SO wil |
be both able to do its registrant verification procedures and remain a viable
guarantor of the sTLD s continued adninistration of the zone and performthe
stated mssion of this sTLD. Tenptations to alter policy towards revenue
generation at the expense of the Internet at large are mninmal because of both
the non-profit operation of the SO and a high per nanme fee factors. Al so,
after the normal initial registration 5-day grace period, the fee is
non-refundabl e (because the fee is for validation and nonitoring services, not
for registration, which is free), therefore, there is no financial incentive or
pressure on the SOto violate its own polices by putting unqualified domains in
the zone.

The procedure that will allow the sponsored community to participate in policy
formation is as follows: People who identify thenselves as nmenbers of the
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conmunity can participate in the SO maintai ned forumon policy devel opnment.
This forumfacilitates a back-and-forth exchange of comrents and i deas between
the SO and the menbers of the community and between the nmenbers thensel ves.

This forumwi |l be nonitored by the SO and the SO will post nessages and
encourage dialog there if necessary. Additionally, policy drafts will be
posted to the SO website and to the forumwhere after a sinilar back-and-forth
conment period on the SO policy forum the SO board will take the information

into consideration before taking a vote and enacting the policy.

The SO does not intend to vary fromany existing | CANN policy. W observe that
the SO s rules regarding valid whois may in fact enhance the enforcement of the
current | CANN policies around whois information for certain nanes because each
STLD domain is tied to another domain in another | CANN TLD, so that when the
domain’s whois is validated, the whois for the name in the other TLD is
val i dated as wel |

Policy-Making Process

The policy making process will consist of the decisions nade by the board
menbers, including the decisions by the menbers regardi ng what processes the
menbers wish to follow with respect to all or specific policy decisions. Al
deci sions by the board shall be nmade based on a majority vote of a quorum of
the board, except that a 2/3rd vote shall be required in the follow ng

i nstances: the el ection of new board nmenbers, the renoval of existing board
menbers, the addition or subtraction of board seats, or any change to the
Articles of Incorporation or By-Laws which would result in a change in the
voting control of any board menber, or any deternination by the board with
respect to whether an individual board nember has a conflict of interest with
respect to a particular vote, such that such board menber may not be allowed to
vote on the matter in question. A quorumof the board is greater than half of
the board menmbers. There shall only be allowed to be an odd nunber of board
menbers.

The board may del egate its authority to comittees of the board, provided that
no conmittee of the board nay el ect or renove board or conmittee nenbers nor
revise the Articles of Incorporation, the By-Laws, or the voting rules for a
conmittee (though conmittees may nake recommendations to the full board in
regard to such matters). No conmittee nay be constituted other than by act of
the board. Conmittees are governed by the sane voting rules which apply to the
full board, except that committees may consist of an odd or an even nunber of
menbers and that any tie vote on a committee will not constitute an affirmative
vote by the conmittee. The term "nmeeting" used in this "Policy-Mking Process"
section refers to neetings of either the board or of a board comittee and the
term"nenbers"” refers to menbers of either the board or of a board comittee,
unl ess specifically stated otherw se.

The policy making process will take place at the regularly schedul ed neetings
and at such neetings as the nenbers agree to hold fromtine to tine. The
menbers shall direct the maintenance of email fora or other sinilar

conmuni cati on system(s) which shall apprise the public of the schedul e of
neetings, the anticipated substance of the neetings, and the m nutes of past
neetings. The public shall be invited to use the conmunication systemto
provide i nput on the schedul e and substance of neetings or on other natters
that they believe of inportance to the board. Special Advisors can also be
called upon fromtime to time by the board to coment on policies and make
recomendations in their areas of expertise. Any action may be proposed by any
menber and shall be considered by the other nenbers if the proposed action is
seconded by another menber. Oher than the regularly schedul ed neetings which
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nmust be schedul ed at a previous nmeeting (regularly schedul ed or otherw se),
neetings may only be called by a mpjority of menbers and shall be held after at
| east 10 days notice, unless 2/3rds or nore of the menbers waive the notice
requirement. As a result, action by the board or a cormittee nmay be consi dered
at any tine when at |east one-half the menbers agree to call a nmeeting and when
at least 2/3rds of the nenbers agree to waive the notice requirenent. Meetings
may take place in person or through any nmedia which all ows an exchange of

i nformati on anong all the nenbers in substantially real-time. Email shall not
be considered "real-tinme," though chat shall be. The minutes of all neetings
shal |l be recorded and nade avail able through the public fora no later than 10
days after the neeting.

A. Add new value to the Internet name space

Use of the sTLD will not elimnate spam across the Internet. Spamwll stil
be sent using other TLDs and there are nany efforts to reduce spam The SO can
guarantee that nessage sent using nanes in the sTLD will be very nearly

spam free. Usage of the sTLD can dramatically increase the nunber of non-spam
nmessages that get through to their destination, and indirectly reduce the
nunber of spoofed senders (nmessages that say they cone froma domain but
actually, do not), and make spam nessages sent using other TLDs nore easily
identifiable, then that is of significant value to the Internet at |arge.

VWhat is the value of increasing the likelihood of your nessage actually
reaching its destination? Watever value that is, and the SO believes it to be
significant, that is the value that will be added to the namespace for each
nmessage sent that utilizes each nane registered.

Nane val ue: The sTLD string

Though the core community the sTLD is ained at is the group of technical nmail
server operators (both the senders and the receivers), the broader Internet
conmunity benefits because that wi der comunity sends and receives email. The
only part of the Internet conmunity that will not benefit are the people who
send email but do not send it according to the policies of this sTLD, and even
t hose people are not prohibited fromsending mail. They are still able to send
it, they just cannot use the sTLD to help the mail reach its destination. W
woul d Iike the sTLD string to be as generic as possible because then the w der
conmunity of Internet users have an easy, and nore inportant, nenorable, way to
1) visit the site of the mail sender with verified information regarding the
sender displayed there, and 2) to conplain about sent mail by submitting an
abuse conplaint. Just add ".mail" to the domain to send an abuse or to see

i nformation about the sender

Additionally it adds value to the other parts of the nane space because the
whoi s information for the other TLDs woul d be validated for some portion of
those names that are also registered in this sTLD. Also, if adoption becones
wi despread, because the other registries' would need a contract with 1 CANN in
order for its TLD to be used as second-level-domain in this sTLD, it provides a
slight incentive/benefit for the ones that do not have a contract to nake a
contract with | CANN

Enhanced diversity of the Internet nane space
Due to its uniqueness, this sTLD adds to the diversity of the Internet nane
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space. It expands the nunmber of dinensions for which a donmain name can be
used. In this case, the name both represents a validated identification and

al so an underlying systemthat enriches one of the npst basic functionalities
of the Internet: emanil. The sTLD provides an additional "layer" to other parts

of the nanespace increasing their utility by allowing themto participate in a
responsi ble email comunity.

Since the registration of a domain in the sTLD i s based upon the prior

exi stence of the key domain, only the registered user of the key donain may
regi ster the sTLD domain. What this nmeans is that any registered nane in the
sTLD will, by definition, be put into active use, and will remain as |ong as
the registrant follows the policies. Furthernore, this ensures that there is
very little chance that a domain in the sTLD may be cybersquated hijacked or
defensively registered. This also neans that there will not be, indeed, cannot
be any land rush or sunrise headaches.

Part of this sTLD s mission is to distinguish one group of users from anot her
group. A TLD is intended to be an easily renenbered, clear, |ogical
classification of a comunity of Internet users not already classified. It
makes them easily identifiable by other users. By using a second | evel donain,
this community of users would be mxed-in with the other TLD s users, and this
clarity is lost.

The SO realizes that the risks of not using a TLD are severe. |[If, for whatever
reason, there was a service interruption in the del egation of the SLD, the
entire, now established, trust system would be neutralized.

* There is a risk that the TLD in which the SLD was regi stered, goes under

* The second-level -name we select is revoked. Many if not all registration
contracts reserve the right of the registry to renpve the name for any reason
* A legal proceeding could be filed against the registry conpelling themto
suspend the domain at best and delete it at worst, this could be sonething as
sinmple as a UDRP proceeding. The SO, being delegated a sTLD, would be in
conplete control in all these circunstances and would not have to rely on
anot her party for security.

To illustrate, with an SLD, were it to be taken out of the TLD zone for any
reason, validation queries (by the receiving mail server) will return NXDOVAI N
the DNS response for “domain not found.” In this case the receiving mail server
is instructed to distrust the source of mail. This is the response we will
send when the mail source is, in fact, not trusted. Therefore, the effect of
bei ng renoved fromthe TLD zone would be that all trust verifications would
actively fail. |If this were to happen, all receiving nmail servers that were
using the SLD woul d break and they would have to change their code. A failure
of the DNS itself results in a tinme-out, which is not an active failure, and in
this case the receiving mail server is instructed to fall back on alternative
met hods of verification. Wth a TLD, as we woul d not take ourselves out of the
root zone for any reason, an NXDOVAI N woul d not be generated falsely.

Also, it is desirable for the string to be an easy nmenorabl e menoni ¢ because
the public, if it remenbers the sting, can use it to easily find information on
the mail sender or to easily send abuse nessages to the SO by sinply appendi ng
the string to the end of the key domain. Wth a second-level name this benefit
is greatly reduced.

Reach and enrich broad gl obal comrunities
Internet users who have not registered names in the sTLD benefit fromthe sTLD
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because their receiving mail servers can nore easily distinguish nessages that
are not spam Also, as adoption increases, the price can decrease, so that not
only are nore and nore receivers able to partake in the benefits of spamfree
emai| from nore people using the domains in the sTLD, but also nore and nore
senders, are able to get their non-spam nessages through

B. Protect the rights of others

Any domain nane registered in the sTLD nust first be registered in another TLD
the rights and obligations of every other TLD are reflected and nade nore
secure. Information producers and consuners will be able to interact with
greater confidence, free(er) fromtrespass and with the basic know edge that a
registrant has a verified mailing address. The rights of everyone in all TLDs

will be enhanced. 1In ternms of conpliance with I CANN policies designed to
protect the rights of others, the sTLD will add to WHO S conpl i ance across al
TLDs. While this sTLD, by itself, will not end all illegal and abusive enmil

practices on the Internet, it adds to the ways such practices can be avoi ded.
WHO S policies inevitably attenpt to bal ance conpeting interests such as
reliable identification versus free speech and anonymty, while also creating
the potential for misuse of WHO S information itself. This sTLD adds to the
di versity of ways to bal ance these dil emms and creates a new incentive for
conpliance: nore reliable email communication. This sTLD risks no derogation
of the rights of others and only furthers reliable self-identification and

conmuni cati on anong all interests, groups and constituencies, proprietary or
ot herw se.
In addition, spam nuch |ike a telemarketing phone call, can be considered an

i nvasi on of ones privacy rights, one of the purposes of the sTLD is to help
protect the rights of people to receive spamfree email .

C. Assurance of charter-compliant registrations and avoidance of abusive
registration practices

Regi stered nanes in the sTLD are of the form "key.sTLD' where "key" is a domain
nane that is already registered in another TLD. The list of applicable TLDs is
constrained to TLD regi stries that either have contract with | CANN and conply
with the UDRP and other I CANN policies or are ".ml|", ".edu", ".gov", ".int"
which are restricted TLDs.

There are three basic elements of a charter-conpliant registration in this
sTLD: 1) Registration and listing of one's WHO S information in the Key Domain
in another TLD, 2) No spam and 3) Confirnmed WHO S. The registration and WHO S
listing of the Key Domain and the spam policies of this sTLD are di scussed

el sewhere in this application. WHO S conpliance will be verified by
requiring the mailing of all application materials and the matching of WHO S
with the correspondence address. Existing WHO S information will be verified

at the following times: on any change in the Key Domain's WHO S i nformati on,
upon the | odging of a substantiated ("Substanti ated" nmeans that the WHO S
information itself is patently false or inconplete based on addressing
standards for the clained jurisdiction or that the WHO S is denponstrated to be
fal se through the presentation of evidence of mail returned "undeliverable" or
"addressee unknown," or simlar.) allegation of false WHO S, and ot herw se a
m ni mum of once a year or as otherwise directed by ICANNs WHO S policies. At
| east one contact each will be attenpted via email, tel ephone, and facsimle
and two attenpts at contact via mail will be attenpted before a nane is
de-listed fromthe zone one nonth after the first attenpted contact. A
successful non-mail contact in the |ast week of the month will give the
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regi strant one additional week to succeed in achieving a mail contact. The
sTLD will not be an additional forumfor hearing disputes regarding the

regi stration of domain names in other TLDs -- each TLD will rightly retainits
own jurisdiction over its own policies. Significantly, the sTLD creates a new
incentive -- nore confident comunication -- for conpliance with WHO' S, UDRP
every other policy or law the violation of which results in a change in a
domai n nanme's WHO S i nformati on.

| P Rights

Regi strations that infringe on the intellectual property rights of others wll
not only be discouraged, they will be not allowed, because only the registrant
of the key domain will be allowed to register that domain in the sTLD. |If

there is an intellectual property dispute with the key domain, the new

regi strant of the key domain is also the new registrant of the sTLD domain. W
do not expect there will be a trademark dispute over, for exanple

"exanpl e.commail", and not over "exanple.coni

Charter-conpliant persons or entities that are allowed to regi ster nanes:

This is nearly the entire purpose of the SO to determ ne which registrants
(and their donmins) are menbers of the comunity who follow the policies and
send spamfree email. It is part of the registration process that deternines
if the key donmain is conpliant with the policies and al so, once in the sTLD
zone, that the key domamin and emmil sent using the sTLD continues to conply.

Reservation |i st

Al the names in the entire nanmespace are reserved because, all the nanes on
the second |l evel are reserved for future use. Only those strings that match
stings of approved TLDs, will be utilized on the second level. All the nanes
on the third |l evel are reserved for use by the second-Ilevel registrant at
anot her TLD registry.

M ni mi ze abusive registrations
Abusive registrations will be mnimzed for two reasons:

1) The high per nane-year fee
2) The key dommin must already be registered in the key domain TLD for at |east

6 nont hs.

Additionally, all abuse nessages for each domain will be received by the SO

not by the registrant. These nessages will be used to determine if the
registrant's registration is abusive, and if it is, it will be renpoved fromthe
zone by the SO

There will be no "rush" on the names when the registry opens based on the
trademark or other value of the name itself because only the registrant of the
key domain will be the registrant of the key.sTLD donain

Conply with trademark and anti-cyber squatting |egislation

The SO expects to fully conply with whatever applicable trademark and
anti-cyber squatting legislation that m ght exist or be enacted during the
course of our sTLD adni nistration.
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Provi de protections for fanpbus nanmes and trademarks

Fanobus nanmes and trademarks are protected because no name will be registered in
the sTLD that has not already been registered in the key domain TLD. The

di sputes regarding names in the other TLD have very likely already been settled
because the key nane nust have been registered for at |east six nonths there.
Nevert hel ess, if there are any disputes, the SO and the regi strars making
registrations will agree to abide by any UDRP or other (court-order) dispute
resol uti on mechanism No di sputes are anticipated. Also, there is no need for
a sunrise period in which to provide these protections because only the

regi strant of the key name may obtain the key.sTLD domai n nane.

D. Assurance of adequate dispute-resolution mechanisms

Because a Key Domain is a pre-requisite to listing a domain nane in the zone of
this sTLD, UDRP, start-up (sunrise), and sinmlar dispute resolution procedures
are not required, though if a UDRP is brought it will be conplied wth.

Di spute resol ution mechanisnms relating to WHO S and spam are covered el sewhere
in this application.

E. Provision of ICANN-policy compliant WHOIS service

The whois information is integral to the operation of this sTLD because even
wi th technol ogi es that prevent sender spoofing (Sender Authentication
Technol ogi es that prevent forged "from' and other addresses), the registrant
can still spam and if the whois information is not validated or checked at
all, then it is very difficult to find out who, really, is behind it.

Part of the per-nane-year fee is to be used to performvarious validity checks

on the whois information of the underlying ("key" domain, as we call it) domain
nane. Also, a requirenment is that this key domain nust be registered for at
| east 6 nonths before the sTLD domain will be placed in the zone. Validity

checks include 1) sending postal nmil using either a governnental postal system
or courier such FedEx to the registrant or adm nistrative contact and providing
a system whereby the registrant can confirmrecei pt of the postal mail and 2)
Sending email to verify that the emnil address in the whois works and that mail
sent to that address is received by the registrant. The SO reserves the right
to al so performother whois information verifications such as calling the phone
nunber listed in the whois, sending faxes to the fax nunber, contacting the

ot her whois contacts such as the technical contact, as well as on-site

i n-person visits to the location listed in the whois, and other investigations.

Due to the fact that many | arge conpani es and ot her nenmbers of the Sponsored
Conmunity list only their corporate address in the whois for the key domain,
two optional fields can be entered when registering sTLD names. These will be
conmuni cated by the registrars to the registry using the EPP protocol. These
fields are a "Care O" nanme, which is the name of a contact person at the
address where the postal mail will be sent, and an "Alternative Email" address,
whi ch ermai|l address nust be in the key domain. |f these optional fields are
used by the registrant, postal mail will be sent to the address listed in the
whois with "Care of" line as the person's name, and mail sent to the optiona
emai | address will also be sent to the email address listed in the whois
output. Registrants will not be transmitting the whois to the sTLD operator
(the RO via the registrars. This information will be provided to the RO by
the XO who will use the zone file generated by the RO to deternine those key
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domai ns for which to obtain whois information at the other TLDs. This

information will then be transnmitted fromthe XOto the RO for insertion into
the RO s I CANN conpliant whoi s database, and as the current whois policy
states, is accessible to the public. The XOw Il nonitor the zone files and
the whois of the other TLDs daily so that any nodifications made there will be

transmitted and noted, with little delay, by the RO (one of the policies by
the SOis that if the key domain is renoved fromthe zone of the other TLD it
is also renoved fromthe zone of the sTLD). |If the whois information on the
key dommi n changes, then the SO reserves the right to re-validate the new whois
information at no charge to the registrant, and it would if the changes were
significant. |If the whois information was seen to be changing often, the sTLD
domai n nmay be renoved fromthe zone.

The registrant agrees to allow the whois information that was validated to
appear at the website "exanmple.commil" (in a graphical format) which is
mai nt ai ned by the XO for the RO. This allows the nenbers of the comunity the
opportunity to see the nost recently validated whois information for each

domain by sinply using a browser and adding ".nmail" to the end of the domain
nane in question.
The nmet hod described will be nodified, if necessary, by changes in | CANN s

whoi s policy, as well as any changes that would need to be nmade to the output
of the whois database (port-43 or otherwise) by the RO, if those are required
by changes in | CANN s whois policies.
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