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Feedback: Schedule Change:

We are soliciting questions/topic | | The Contractual Compliance Newsletter moved from a monthly
ideas that you would like to see | |to a quarterly publication schedule to provide readers with more

CONOUhWN =

reported in future newsletters. information about contractual compliance matters. We are
Please forward all questions/ taking the additional time to gather more facts and publish more
topic ideas to: concentrated issues on a quarterly basis.

compliance@icann.org.
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1. Recent Enforcement Action Summaries:

40 Registrars Terminated or Non-Renewed from 2003-2009
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Please go to our website for more detailed
information regarding enforcement actions.
http://www.icann.org/en/compliance/

ICANN sent a notice of breach to
Registrar, CodyCorp.com Inc. on 8
October 2009 based on this Registrar’s failure
to escrow gTLD Registration Data, failure to
provide a working website and failure to
provide Whois services. CodyCorp.com Inc.
must cure the breaches set forth in ICANN's
notice of breach by 29 October 2009 or risk
termination of its RAA.

ICANN terminated Registrar, Red
Register, Inc., on 11 September 2009 based
on this Registrar’s failure to pay accreditation
fees. Additional concerns regarding this
Registrar were noted in ICANN's termination
notice including, failure to maintain accurate
primary contact information, failure to provide
a working website and failure to provide
Whois services. Consistent with the terms of

the Registrar Accreditation Agreement, the
termination became effective 26 September
2009. The domain names managed by Red
Register were bulk transferred to ICANN
accredited Registrar, DirectNIC.

ICANN terminated Registrar, Desto!
Inc., on 8 October 2009 based on this
Registrar’s failure to pay accreditation fees.
Consistent with the terms of the Registrar
Accreditation Agreement, the termination is
effective 23 October 2009. Desto! Inc. did not
have any domain names under management.

ICANN did not renew the Registrar
Accreditation Agreements for
Registrars, Tahoe Domains Inc., Simply
Named Inc, dba SimplyNamed.com and
South America Domains Ltd., dba
namefrog.com based on various contract
violations that were not resolved prior to the
expiration of the registrars’ accreditation
agreements.


http://www.icann.org/en/compliance/

From 1 January 2009 to 14 October 2009,
ICANN opened over 4,000 enforcement
actions. Opening enforcement actions is part
of ICANN’s normal contractual compliance
escalation process. Generally, the process
includes the following: initial notice of non-
compliance, follow-up notice of non-
compliance, breach notice and escalation
where a party does not cure the breach that
may result in RAA termination.

Approximately 75% of ICANN-accredited
registrars that received these initial notices of
non-compliance cured the identified breaches,
thus negating the need for further

enforcement action. ICANN actively pursues
those remaining registrars and those that fail
to cure breaches are considered for
termination on a case-by-case basis, while
ICANN concurrently considers registrant data
protection issues.

In 2009, ICANN'’s escalated enforcement
activities resulted in the transmission of 184
breach notices, the termination of 9 Registrar
Accreditation Agreements and the non-
renewal of 7 Registrar Accreditation
Agreements, over the objection of those
registrars based on contract non-
compliance. ®

2. UDRP Complaint Statistics:

ICANN staff routinely investigates UDRP
complaints from dispute resolution providers
and attorneys representing trademark
owners. To assist UDRP complainants, ICANN
provides an electronic tool for complaint
processing: http://www.internic.net/
UDRPIntakeReportSystem.html.

ICANN staff attempts to resolve UDRP
complaints informally by requesting that the
concerned Registrar immediately comply with
the relevant UDRP provisions, when

noncompliance is found. ICANN is compelled
to escalate matters when Registrars fail to
comply with ICANN's informal requests.
ICANN's complaint records reveal that ICANN
received UDRP-related complaints in two
primary categories from June 2008 to June
2009: Registrar failure to verify (this is the
process UDRP service providers use to obtain
information from Registrars that is necessary
to initiate an arbitration proceeding) and
Registrar failure to implement decisions.

UDRP ISSUES BREAKDOWN

Total number of UDRP Issues Received
from June 2008 - June 2009 is 141

m UDRP Failure to
Implement Decisions

B UDRP Verification
Issues
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Registrars are encouraged to timely respond documents from the registrar to determine

to dispute resolution providers' requests for if the registrar had proper justification for

verification information and timely implement not implementing the decision. The

UDRP decisions to avoid compliance notices majority of contested decisions were

and action by ICANN. contested by a small number of
respondents who had several domain

Verification names.

ICANN received an estimated 82 verification

related compliance issues. The term » 7 decisions were implemented due to

“verification” does not appear in the UDRP, escalated compliance action.

and is commonly used to refer to the step of

the Approved Dispute Resolution Provider » 8 decisions were implemented after

review, at which point the Provider contacts compliance staff, registrars and

the registrar prior to commencement of UDRP complainants resolved transfer related

proceedings. In most cases, staff contacted issues.

the registrar and forwarded the request to the

registrar. o 12 issues were improperly submitted to

compliance staff as UDRP issues.
Failure to Implement Decisions
o 31 UDRP Provider decisions were » 1 notice of breach was sent for failure to
challenged by respondents in a court of implement a UDRP decision. @
law. In each case, ICANN staff requested

3. Contractual Compliance Advisories:

In order to help registries and Registrars un- ICANN conducts various audits to see if Regis-
derstand their contractual obligations, this trars are compliant with the RAA. In the past,
newsletter will occasionally include advisory ICANN was lenient in terms of deadlines with
information intended to clarify RAA and Regis- audit requests. However, with the new RAA
try Agreement provisions. For more informa- section 3.14, the Contractual Compliance
tion please see link to the new section: http:// Team will strictly enforce this requirement. To
www.icann.org/en/reqgistrars/ra-agreement- avoid escalated compliance action, ICANN en-
21may09-en.htm courages each registrar to review the new
RAA Section 3.14 regarding registrar audit re-
Registrar Audit Responses sponses as well as any documents transmit-
o New RAA section 3.14 requires Registrars ted by ICANN regarding theregistrar audit re-
to respond to audit requests within 15 days. sponses. @

» Registrars are encouraged to timely re-
spond to ICANN'’s audit requests to avoid
compliance enforcement action.

New RAA section 3.14 requires Registrars to

respond to audit requests within 15 days.
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4. New gTLD Program Contractual Compliance Risk Assessment:

Risk Assessment

__________________________________________________________________________________________________|

The Contractual Compliance Team will initiate
a new gTLD program contractual compliance
risk assessment as part of the enterprise risk
management work underway at ICANN. The
risk assessment will identify, document,
prioritize, mitigate and manage the
contractual compliance risks associated with
new gTLDs.

During the past three months, we compiled a
list of contractual compliance risks. We will

prioritize the risks on the basis of likelihood of
occurrence and severity of impact to ICANN
and its constituencies. Once the risks are
prioritized, we'll confirm the ranking with the
assistance of key representatives from ICANN
and its constituencies. Our team will then
consider what additional risk management
and internal control actions should be
adopted by Contractual Compliance prior to
the launch of the new gTLDs. e

5. Recent Workshops:

ICANN held two workshops at ICANN’s 35
International Public meeting in Sydney,
Australia.

ICANN's Contractual Compliance staff hosted
a Whois Data Accuracy Study workshop at
ICANN's 35th International Public meeting
held in Sydney Australia 21-26 June 2009.

~

Whois Data Accuracy
Study Workshop

>

r ™
Attendees asked questions
about verification
methodology, the domain
name sampling plan, and
the study's other details.

L J/

The purpose of the workshop was to allow
attendees an opportunity to ask questions
concerning the verification methodology, the
domain name sampling plan and other details
relevant to the Whois Data Accuracy Study.
ICANN, in collaboration with the National
Opinion Research Center, is conducting the
Whois Data Accuracy Study to provide useful
information to ICANN constituencies and the
Internet community regarding the percentage
of Whois data accuracy that exists within the
Whois database.

Jenny Kelly, Vice President of Telephone
Survey and Support Operations from the
NORC answered questions and gave details
regarding the process that will be followed to
conduct the Whois Data Accuracy Study.

The workshop was open to all attendees.



ICANN Staff hosted a workshop regarding
Registrar UDRP Best Practices. The purpose
of the workshop was to allow attendees an
opportunity to provide comments regarding a
proposed Registrar UDRP Best Practices
Document.

Registrar UDRP Best
Practices Workshop

Attendees gave
comments and
recommendations for a
proposed Best Practices
document.

International Outreach Efforts:

The Best Practice document is intended to
eliminate possible confusion with regard to
what Registrars are required to do upon
receipt of a UDRP complaint. Various
representatives attended the workshop
including, Registrars, dispute resolution
providers, trademark attorneys and others.

Attendees were given the time to engage in a
discussion regarding the proposed Registrar
UDRP Best Practices Document developed by
members of the Registrar Constituency. They
were also given the opportunity to offer
recommendations to ensure that the
proposed Registrar UDRP Best Practices
Document accurately reflects the
requirements of the UDRP. e

North America:

Stacy Burnette, Director of Contractual

Compliance, participated in the North

American Regional Registrar/Registry

Gathering in Toronto, Canada, 20-21 August

2009. The purpose of Ms. Burnette’s

presentation was to provide an update on

recent compliance activities and the status of

ongoing studies and audits. Topics discussed

included ICANN's:

o 2010 Contractual Compliance Operational
Goals

e 2010 Registry Audit Schedule

o 2010 Registrar Audit Schedule

o Recent Compliance Actions Taken by the
Contractual Compliance Team

Asia Pacific:

ICANN is seeing the primary growth in new
registrar accreditation applications coming
from the Asia Pacific region and is committed
to continuing its outreach efforts in this
region.

To this end, in September 2009, Tim Cole,
Chief Registrar Liaison and Pam Little, Senior

Director, Contractual Compliance, Asia Pacific
(a native Chinese speaker who recently joined
the ICANN staff, based out of ICANN's Sydney
office) visited a number of registrars in Beijing
and Xiamen.

Their visits were well received by the
registrars (which collectively cover over 70
percent of gTLD domains sponsored by
registrars in China) and provided a rare
opportunity for exchange of information and
ideas and discussion on recent ICANN topics
and developments.

Tim and Pam also took the opportunity to
explain the features of the new 2009
Registrar Accreditation Agreement (RAA).
Most registrars recognized the amendments
and new provisions (new enforcement tools
and remedies) are intended to provide better
protections for registrants and indicated they
were comfortable to proceed with the new
RAA (in fact, a number of them signed it
before Tim and Pam left China).



In addition to providing information to the As part of Contractual Compliance Team'’s ef-

registrars, Tim and Pam also learned more forts to reach out to registrars in the Asia Pa-
about some of the unique challenges facing cific region, on 30 September 2009, Pam vis-
registrars in the region that will prove helpful ited IP Mirror Pte Ltd dba IP MIRROR and met
as ICANN continues to develop its resources with Active Registrar, Inc., the only two

to support registrars and to enhance compli- ICANN accredited registrars in Singapore.
ance.

On 1 October 2009, Pam visited Web Com-
Many registrars also have shown keen interest merce Communications Limited dba Web-

in the implementation of the new gTLD pro- Nic.cc and met with IPXcess.com Sdn Bhd,
gram and the potential business opportunities the only two ICANN accredited registrars in
that new gTLDs and IDNs might bring. Malaysia. These visits and meetings were very

constructive and informative. @

7. Audit Updates:

ICANN determined ICANN determined if Final results will be
Expired whether or not registrars postactual published in the
Domain registrars posted their feesregistered name next ICANN
leti policy for deleting and holders haveto pay to Contractual
Deletion renewing domain recover domain names C I Semi
Policy Audit names on their that have entered the Zmp \a‘n;e ET"
websites. RGP. AnuatReport
Iron Mountain will audit the data held it Forthe secondary
) holdsin escrow for each registrar. The audit, Iron The audit
Registrar primary audit, which encompasses 60 Mountain will will be
Data Escrow domain names, cansists of a review of examine 30 ongoing
Audit the data submitted by the registrar and additional domain untilthe end
the corresponding Whois data for that names for each of the year.
domain name. registrar.
Expired Domain Deletion Policy Audits objectives:
Objective: To determine if registrars are in Part I: Determine whether or not registrars
compliance with ICANN’s consensus policy posted their policy for deleting and renewing
concerning the expiry and deletion of domain domain names on their websites.
names by conveying key information to Part II: Determine if registrars explained to
registrants, such as the registrar’s policy on current and potential registered name holders
the deletion and renewal of a domain name what the fees are/would be to recover domain
relative to its expiration date and fees names that enter the RGP.
registered name holders would have to pay Final results will be published in the next
for recovering domains that have enter the ICANN Contractual Compliance Semi-Annual
Redemption Grace Period (RGP). Report.
Synopsis: ICANN audited websites of all Registrar Data Escrow (RDE) Audit:
ICANN accredited registrars who were at the The Registrar Data Escrow program requires
time sponsoring domain names to see if the registrars to submit, on a schedule and based
content required by the Expired Domain on the specifications in the data escrow
Deletion Policy, an ICANN consensus policy, agreement, electronic data files for all gTLD
was mirrored in the information conveyed to registrations to ICANN'’s escrow agent, Iron
registered name holders. Mountain, or a third party provider subject to

_ _ ICANN'’s approval.
The two-part audit had the following



This data escrow provides registered name
holders assurance that , in the event of a
registrar failure, their domain registration
information will be secure. To make sure that
the data held in escrow could be used to
reconstitute a registrar in case of a registrar
failure, Iron Mountain conducts a primary and
secondary audit of the data files sent by
registrars.

Primary audit: Reviews the escrowed data for
60 domain name registrations for each
registrar.

Secondary audit: Reviews the escrowed data
for 30 additional domain name registrations
(or if the balance is fewer than 30 domain
names, then the remaining domain names in
the list will be reviewed).

The audits started with approximately 50
registrar data files in July 2009, approximately
100 in August, and then approximately 200
per month until the end of the year. ®

8. Study Updates:

ICANN retained NORC to
conduct a Whois Accuracy
Study to inform the
community and address
Whois inaccuracies

Privacy and

NORC constructed a
representative random
datasamplesetand
study design
methodology

NORCis analyzing
the dataand will
presentits
preliminary findings
in Seoul

ICANN reviewed a sample of domains names, coded

Proxy them based on known characteristics of privacy and

Registration
Services
Study

Privacy/Proxy Registration Services
Study

Objective: To determine the percentage of
domain names, among the top 5 gTLDs, that
were registered using a privacy or proxy
service.

Synopsis. Using a sample of 2400 domains
names registered under .com, .net, .info, .biz,
and .org, ICANN, assisted by the National
Opinion Research Center, matched domain
names with their corresponding Whois
records and coded the domain names in the
sample based on characteristics of privacy or
proxy registration service providers to
determine if the registered name holder used
one of these services when registering the
domain name.

proxy service providers, and identified the percentage
of domain names that appeared to be linked to these
type of registrations.

Whois Accuracy Study

The Contractual Compliance Team launched
the Whois Accuracy Study in coordination with
the National Opinion Research Center at the
University of Chicago (NORC). Over the years,
ICANN constituencies and others have
observed inaccuracies in Whois contact data
provided by registrants when registering and
maintaining domain names. This study is
intended to contribute to community
discussion regarding Whois policy and inform
ICANN on prospective activities aimed to
address Whois inaccuracies. ICANN and NORC
will host a workshop at ICANN 36 in Seoul,
Korea, to provide an update regarding the
study’s progress. NORC's sample plan and
proposed design methodology are available
for the community to view at http://
WWWw.icann.org/en/compliance/norc-whois-
accuracy-study-design-04jun09-en.pdf. @




9. Current Events (where Contractual Compliance matters will be discussed):

« WIPO Ten Years UDRP: What's Next?
(12-16 October 2009) in Geneva,
Switzerland

o« ICANN 36 in Seoul, Korea (25-30
October 2009)

« TWNIC Conference on Domain Name
Resolution and Trademark Protection
in Taipei, Taiwan (2 November 2009)

o Domain Name Industry Gathering in
Tokyo, Japan (4 November 2009)

o The Future of the Internet in Sao
Paulo, Brazil (24 November 2009)
and Buenos Aires, Argentina (27
November 2009)

o ICANN 37 in Nairobi, Kenya (7-12
March 2010) o

10. Consumer Complaint Update

ICANN receives thousands of complaints
every year regarding a variety of domain
name related issues. The chart on the
following page provides details concerning
the categories of complaints received. ICANN
follows-up on all complaints received
regarding suspected RAA violations and
Registry Agreement violations.

ICANN does not, however, have contract
authority to address complaints regarding
internet content, SPAM, data protection, web
hosting, data privacy and financial
transactions. As a courtesy, ICANN forwards
these complaints to the appropriate parties
for handling. e



Consumer Complaint Analysis
January 2009 - September 2009
Total - 9,304

GTLD, 176
Financial Other, 1108

Transaction, 116

Domain Renewal,
435

CPanel, 77 _____;

Name Password, 71 -
Redemption, 76

Replies, 4

Ownership
Transfer,226

Reseller Provider,
358

Registrar Service,
496

Contact Update, 149
Website Content,
340 RIR PEN, 2

The Contractual Compliance Team

CCTLD, 383

« Khalil Rasheed, Compliance Audit
ICANN's Contractual Compliance Team is Manager, Marina del Rey
located in Marina del Rey, California; khalil.rasheed@icann.org
Washington D.C., and Sydney, Australia.
« William McKelligott, Compliance Auditor,
Our staff includes: Washington D.C.
william.mckelligott@icann.org
« David Giza, Senior Director, Team Leader,
Marina del Rey o Connie Brown, Compliance Program
david.giza@icann.org Specialist, Marina del Rey
constance.brown@icann.org
o Pam Little, Senior Director, Asia Pacific,
Sydney » The Senior Vice President, Services, is also
pam.little@icann.org available as a resource for contractual
compliance matters:
o Stacy Burnette, Director,
Marina del Rey Kurt Pritz, Marina del Rey
stacy.burnette@icann.org kurt.pritz@icann.org e
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