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Memorandum 

To 
From 

Date 
Re 

ICANN 
Houthoff Buruma 
H.W. Wefers Bettink, advocaat 
19 December 2013 
Data retention waiver request (RAA 2013) 

1. This IVIemorandum has been prepared to support a Registrar Data Retention Waiver 
Request by registrars, based in the Netherlands, in relation to the data retention 
requirements contained in ICANN's 2013 Registrar Accreditation Agreement (RAA). In 
particular, this IVIemorandum explains the manner in which the collection and/or retention 
of such data is believed to violate the applicable Dutch Data protection act (DPA, as set 
out further below), and provides a description of the relevant facts and circumstances on 
which this determination is based. As ICANN's waiver procedure seems currently limited 
to the obligations under the Data Retention Specification, attached to the RAA, I will limit 
this memorandum to these obligations. 

Data retention obligations under RAA 2013 
2. Section 3.4.1.1 requires that the registrar collects and securely maintains certain data 

relating to each domain name (Registered Name as defined in the RAA), inter alia the 
data specified in the Data Retention Specification attached to the RAA for the period 
specified therein. 

3. Section 1.1 of the attachment on Data Retention Specification provides that the registrar 
shall collect from registrants at the time of registration of a domain name and maintain 
until two years after termination of ttie registration agreement: the full (legal) name of 
registrant, administrative contact, technical contact, and billing contact, their postal 
address, email address and telephone contact information as well as the WHOIS 
information, as set forth in the WHOIS Specification, the types of domain name services 
purchased and, if collected by registrar, the recurring payment data. 

4. In addition, section 1.2 of the attachment on Data Retention Specification provides that 
the registrar shall collect and maintain until no less than one hundred and eighty (180) 
days following the relevant interaction information regarding the means and source of 
payment reasonably necessary forthe registrar to process the registration transaction, or 
a transaction number provided by a third party payment processor; (ii) log files, billing 
records and, to the extent commercially practicable or consistent with relevant industry 
practices, other records containing communications source and destination information, 
including, depending on the method of transmission and without limitation: (1) Source IP 
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address, HTTP headers, (2) the telephone, text, or fax number, and (3) email address, 
Skype handie, or instant messaging identifier, associated with communications between 
registrar and the registrant about the registration; and (iii) other records associated with 
the registration containing dates, times, and time zones of communications and sessions, 
including initial registration. 

5. Section 2 of the attachment on Data Retention Specification (the Specification) provides 
that if, based on the receipt of a written legal opinion from a nationally recognized law 
firm in the applicable jurisdiction that states that the collection and/or retention of any 
data element specified in the Specification by registrar is reasonably likely to violate 
applicable law, the registrar determines in good faith that the collection and/or retention 
of any data element specified in the Specification violates applicable law, the registrar 
may provide written notice of such determination to ICANN and request a waiver from 
compliance with specific terms and conditions of the Specification. 

6. Under Section 3.4.3 of the RAA the registrar is further required during the Term of this 
Agreement and for two (2) years thereafter to make these data, information and records 
available for inspection and copying by ICANN. 

Relevant legal framework in the Netherlands 
7. The Dutch DPA implements Directive 95/46/EC on data protection (the Directive). 

8. Personai data, such as those referred to in the Specification, must be collected and 
retained for specified, explicit and legitimate purposes and not further processed in a way 
incompatible with those purposes (article 7 DPA; article 6 (1) sub b) Directive). 

9. Personai data may only be processed on a legitimate ground, as specified in article 8 
DPA (article 7 Directive). The relevant grounds in the context of the Specification are that 
the processing Is necessary for (i) the performance of a contract to which the data 
subject is party or in order to take steps at the request of the data subject prior to 
entering into a contract and (ii) compliance with a legal obligation to which the controller 
is subject, and (iii) a legitimate interest of the controller, and the right to protection of 
privacy of the data subject does not prevail. 

10. As far as data retention is concerned, article 10 DPA (article 6(1) sub e Directive) 
provides that personai data should be kept in a form which permits identification of data 
subjects for no longer than is necessary for the purposes for which the data were 
collected or for which they are further processed. This necessity may also be imposed by 
other national legislation. 
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11. Under article 2:10 of the Dutch Civil Code ("DCC"), the managing directors o fa 
company must retain its books and records which show the company's rights and 
obligations in a particular financial year for a period of seven years thereafter. This 
includes for example the bookkeeping, employee administration, and the purchase and 
sales administration. Underlying emails (and other documents) relevant to the rights and 
obligations of the company also need to be retained. 

12. A similar retention duty is laid down in article 52 of the Dutch State Taxes Act in relation 
to the books and records that show the rights and obligations of a company relevant for 
the levying of taxes. This retention duty applies until seven years have lapsed after the 
financial year to which the books apply and includes book keeping records, the creditors' 
and debtors' administration, the sales and purchase administration, the salary 
administration and stock administration. In addition, email correspondence and other 
documents that provide relevant information (including email correspondence with the 
Tax Authority or concerning taxes) should be retained. 

13. Finally, article 33 DPA (article 10 Directive) requires that the controller or his 
representative must provide a data subject from whom data relating to himself are 
collected inter alia with information on the purposes of the processing for which the data 
are intended and the recipients or categories of recipients of the data. 

Compliance violates DPA 

14. Arguably, the collection of the personai data mentioned in section 1.1 Specification is 
justified under article 8 DPA, because such data are necessary for the registrar to 
perform the registration contract with the registrant. In addition, retention fora longer 
period than necessary for that purpose is necessary in view of the duties for the registrar 
to retain these data for seven years under article 2:10 DCC (general bookkeeping duty) 
and article 52 State Taxes Act (fiscal retention duty). 

15. However, there is no legal justification under the DPA to retain the data of section 1.2 of 
the Data Retention Specification for a period of six months. 

16. Such a period of retention is not necessary for the purpose for which the data concerned 
are collected: 

a. information regarding the means and source of payment reasonably necessary for 
the registrar to process the registration transaction, or a transaction number 
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provided by a third party payment processor is not necessary for the registrar once 
the transaction has been completed; 

b. log files, billing records and other records containing communications source and 
destination information do not need to be retained after completion of the 
communication with the registrant; 

c. likewise, other records associated with the registration containing dates, times, and 
time zones of communications and sessions, including initial registration, do not 
need to be retained after completion of the communication. 

17. In addition, retention of these data does not fall under the general bookkeeping duty of 
article 2:10 DCC, nor the retention duty of article 52 State Taxes Act. The information, 
referred to in section 1.2 Specification is neither relevant to the rights and obligations of 
the company, nor for the levying of taxes. 

18. Therefore, retention of these data for a period of six months, as required by section 1.2 of 
the Specification, violates article 10 DPA. 

Conclusion 
19. As section 1.2 Data Specification Retention would require registrars to violate article 10 

DPA, registrars may request a waiver from compliance with section 1.2 of the attachment 
to the RAA on Data Retention Specification in accordance with section 2 of this 
Specification. 

Houthoff Buruma, 
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To ICANN 
From H.W. Wefers Bettink, advocaat 
Date AUGUST 21, 2015 
Re Opinion supporting Data Retention Waiver Request (RAA 2013) Dutch registrars 
 
  
      Introduction 

1. In early 2014, registrars based in the Netherlands have submitted a Registrar Data 
Retention Waiver Request, in relation to the data retention requirements contained in 
ICANN's 2013 Registrar Accreditation Agreement (RAA 2013). This request was 
supported by a Memorandum, dated 19 December 2013, which explained the manner in 
which the collection and/or retention of such data was believed to violate the applicable 
Dutch Data Protection Act (Wet bescherming persoonsgegevens, “Wbp). The present 
memorandum provides an overview of the remaining issues and contains the grounds for 
a waiver on the data elements involved. 
 
Data retention obligations under RAA 2013 

2. Section 3.4.1.1 requires that the registrar collects and securely maintains certain data 
relating to each domain name (Registered Name as defined in the RAA), inter alia the 
data specified in the Data Retention Specification attached to the RAA for the period 
specified therein. 
 

3. Section 1.1 of the attachment on Data Retention Specification provides that the registrar 
shall collect from registrants at the time of registration of a domain name and maintain 
until two years after termination of the registration agreement:  the full (legal) name of 
registrant, administrative contact, technical contact, and billing contact, their postal 
address, email address and telephone contact information as well as the WHOIS 
information, as set forth in the WHOIS Specification, the types of domain name services 
purchased and, if collected by registrar, the recurring payment data. 
 

4. In addition, section 1.2 of the attachment on Data Retention Specification provides that 
the registrar shall collect and maintain until no less than one hundred and eighty (180) 
days following the relevant interaction information regarding the means and source of 
payment reasonably necessary for the registrar to process the registration transaction, or 
a transaction number provided by a third party payment processor; (ii) log files, billing 
records and, to the extent commercially practicable or consistent with relevant industry 
practices, other records containing communications source and destination information, 
including, depending on the method of transmission and without limitation: (1) Source IP 
address, HTTP headers, (2) the telephone, text, or fax number, and (3) email address, 
Skype handle, or instant messaging identifier, associated with communications between 
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registrar and the registrant about the registration; and (iii) other records associated with 
the registration containing dates, times, and time zones of communications and sessions, 
including initial registration. 
 

5. Section 2 of the attachment on Data Retention Specification (the Specification) provides 
that if, based on the receipt of a written legal opinion from a nationally recognized law 
firm in the applicable jurisdiction that states that the collection and/or retention of any 
data element specified in the Specification by registrar is reasonably likely to violate 
applicable law, the registrar determines in good faith that the collection and/or retention 
of any data element specified in the Specification violates applicable law, the registrar 
may provide written notice of such determination to ICANN and request a waiver from 
compliance with specific terms and conditions of the Specification.  
 

6. Under Section 3.4.3 of the RAA  the registrar is further required during the Term of this 
Agreement and for two (2) years thereafter to make these data, information and records  
available for inspection and copying by ICANN. 
 
Advisory 

7. Since March 2014 constructive discussions on the issues raised in the Memorandum of 
December 19, 2013 have taken place between ICANN and the Dutch registrars, through 
their respective counsels. The Dutch registrars have argued that the general obligation of 
Section 3.4.3 RAA 2013 to make certain data, information and records concerning 
Registrants upon request available for inspection and copying by ICANN would bring 
them into conflict with the provisions of the Wbp.  
 

8. In particular, the registrars have pointed out that such an obligation would be contrary to 
article 7 Wbp, which requires that personal data are only collected for specified , explicit 
and legitimate purposes and not further processed in a way incompatible with those 
purposes.  This discussion has led to the Advisory Concerning Registrar Obligations to 
Provide Data to ICANN Pursuant to Section 3.4.3 of the 2013 RAA, published by ICANN 
on June 5, 2015 (https://www.icann.org/news/announcement-2015-06-05-en). This 
specifies the purposes for which ICANN may demand registrars to provide certain data 
for inspection and copying purposes. 
 
Waiver 

9. As part of the discussion, the Dutch registrars have also indicated that they were not as a 
rule gathering the IP address and the HTTP Header (referred to in 1.2.2(1) of the Data 
Retention Specification), nor the telephone number of the Registrant (1.2.2(2) of the Data 
Retention Specification).  

https://www.icann.org/news/announcement-2015-06-05-en
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10. The Dutch registrars have submitted that, in view of the fact that these three types of 

data are not retained by Dutch registrars there is no “industry-wide generally accepted 
standard practice”  in the Dutch registrar industry to retain such data. As this a 
precondition for the retention duty under  Section 1.2.2, this provision should not apply to 
the Dutch registrars in respect of these data and a waiver would not be necessary.  

  
11. Responding to questions from ICANN, the Dutch registrars have further clarified that 

 
(a) customers are usually identified with a user ID and all communications with a 

customer are connected to that ID; 
(b) e-mail headers are retained, together with the e-mail, but not (browser specific) http 

requests and responses with http headers; 
(c) telephone numbers of registrants are registered, but telephone calls are not logged. 

 
12. Therefore, there is an industry-wide practice in the Dutch registrar industry not to retain 

IP addresses, HTTP headers and telephone call logs, referred to in Section 1.2.2 of the 
Data Retention Specification. For that reason, in the opinion of Dutch registrars they are 
not required to retain such data. 
 

13.  In the eventuality that ICANN does not agree with this conclusion, the Dutch registrars 
request a waiver in respect of the IP address, the HTTP header and the telephone call 
log as, in their opinion, retention of each of these data would be contrary to the Dutch 
DPA. 
 

14. In addition, the Dutch registrars have indicated that they do not retain (a) log files 
containing communications source and destination information (referred to in 1.2.2 of the 
Data Retention Specification), nor (b) log files associated with the registration containing 
dates, times, and time zones of communications and sessions (referred to in 1.2.3 of the 
Data Retention Specification) for a period longer than two (2) weeks. In the view of the 
Dutch registrars, retaining such log files for a longer period would be contrary to the 
Dutch DPA. 

 
Relevant legal framework in the Netherlands 
15. The Wbp implements Directive 95/46/EC of the European Parliament and of the Council 

of 24 October 1995 on the protection of individuals with regard to the processing of 
personal data and on the free movement of such data (the Directive).  
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16. Personal data, such as those referred to in the Data Retention Specification, must be 
collected and retained for specified, explicit and legitimate purposes and not further 
processed in a way incompatible with those purposes (article 7 Wbp; article 6 (1) sub b) 
Directive). 
 

17. Personal data may only be processed on a legitimate ground, as specified in article 8 
Wbp (article 7 Directive). The relevant grounds in the context of the Data Retention 
Specification are that the processing is necessary for (i) the performance of a contract to 
which the data subject is party or in order to take steps at the request of the data 
subject prior to entering into a contract and  (ii) compliance with a legal obligation to 
which the controller is subject, and (iii) a legitimate interest of the controller, and the right 
to protection of privacy of the data subject does not prevail.  
 

18. As far as data retention is concerned, article 10 Wbp (article 6(1) sub e Directive) 
provides that personal data should be kept in a form which permits identification of data 
subjects for no longer than is necessary for the purposes for which the data were 
collected or for which they are further processed. This necessity may also be imposed by 
other national legislation. 
 

19. Furthermore, the data processed should be adequate, relevant and not excessive in 
relation to the purposes for which they are collected and/or processed (article 11 Wbp 
(article 6 1 sub b) Directive). 
 

20.  Under article 2:10 of the Dutch Civil Code ("DCC"), the managing directors of a 
company must retain its books and records which show the company's rights and 
obligations in a particular financial year for a period of seven years thereafter. This 
includes for example the bookkeeping, employee administration, and the purchase and 
sales administration. Underlying emails (and other documents) relevant to the rights and 
obligations of the company also need to be retained. 

 
21. A similar retention duty is laid down in article 52 of the Dutch State Taxes Act in relation 

to the books and records that show the rights and obligations of a company relevant for 
the levying of taxes. This retention duty applies until seven years have lapsed after the 
financial year to which the books apply and includes book keeping records, the creditors' 
and debtors' administration, the sales and purchase administration, the salary 
administration and stock administration.  In addition, email correspondence and other 
documents that provide relevant information (including email correspondence with the 
Tax Authority or concerning taxes) should be retained. 
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22. Finally, article 33 Wbp (article 10 Directive) requires that the controller or his 

representative provides a data subject from whom data relating to himself are collected 
inter alia with information on the purposes of the processing for which the data are 
intended and the recipients or categories of recipients of the data. 
 

Grounds for waiver 

a. IP address, HTTP header and telephone call log 

23. Collection, retention and further processing of the IP address, the HTTP header and the 
telephone call log  of communications with registrants  would be contrary to the Wbp. 
The gathering of this information is not necessary for the registrar’s business purposes 
and would therefore be contrary to the general principles of article 11 Wbp (6.1 sub c of 
the Directive) which requires that each processing of data is “adequate, relevant and not 
excessive in relation to the purposes for which they are collected and/or further 
processed”. 
 

24. Furthermore, as these data are not required for business purposes of the registrars, the 
collection of these data would not be for ”specified, explicit and legitimate purposes”, as 
required by article 7 Wbp (article 6.1 sub b of the Directive). 
Likewise,  there is no legitimate basis for the processing which would make it contrary to 
article 8 Wbp (article 7 of the Directive). None of the grounds, listed in that provision, on 
which processing could legitimately take place, applies to the collection (and further 
processing of the IP address, the HTTP header and the telephone call log of 
communications with registrants. 
 

25. The provisions of the Wbp and the Directive, referred to above, are also laid down in 
article 5 sub (a), (b), (c) and (e) and Section 6 of the draft EU Regulation on data 
protection (common approach text dated June 11, 2015). Pursuant to article 79a of the 
draft Regulation, any violation of article 6 may be subject to a fine not exceeding € 1 
billion or, if higher, 2% of the total worldwide annual turnover of the violating company in 
the preceding financial year. The same applies if the controller cannot demonstrate that 
the processing of personal data is performed in compliance with the draft Regulation, as 
required under article 22. The Regulation is expected to enter into force (following 
adoption of a common text) in 2017 or 2018 and should therefore be taken into account 
in the context of this waiver request. 
 
b.log files 

26. Retention of log files containing communications source and destination information and 
log files associated with the registration containing dates, times, and time zones of 
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communications and for a period longer than two weeks would be contrary to article 10 of 
the Dutch Wbp. Such a period of retention is not necessary for the purpose for which the 
data concerned are collected. In general, these log files do not need to be retained after 
completion of the communication with the registrant. 
 

27. Retention of these data does not fall under the general bookkeeping duty of article 2:10 
DCC, nor the retention duty of article 52 State Taxes Act as these data are neither 
relevant to the rights and obligations of the company, nor for the levying of taxes. 
  

28. Therefore, retention of these data for a period of six months, as required by section 1.2 of 
the Data Retention Specification, violates article 10 Wbp. 

 
Conclusion 
29. There is an industry-wide practice in the Dutch registrar industry not to retain IP 

addresses, HTTP headers and telephone call logs, referred to in Section 1.2.2 of the 
Data Retention Specification. For that reason, the registrars are not required to retain 
such data. 
 

30.  In the eventuality that ICANN does not agree with this conclusion, the Dutch registrars 
request a waiver in respect of the IP address, the HTTP header and the telephone call 
log as, in their opinion, retention of each of these data would be contrary to articles 7, 8 
and 11 of the Wbp, as well as articles 5 and 6 of the draft EU Regulation on data 
protection. 
 

31. In respect of log files containing communications source and destination information and 
log files associated with the registration containing dates, times, and time zones of 
communications and sessions retaining such log files for a period longer than two (2) 
weeks would be contrary to article 10 of the Wbp. 
 

32. As registrars may request a waiver from compliance with section 1.2 of the attachment to 
the RAA on Data Retention Specification if and to the extent compliance would be 
contrary to national law, the registrars respectfully request ICANN to issue a waiver 
concerning the data outlined in paragraphs 30 and 31. 
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