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1. BACKGROUND AND OBJECTIVES OF THE STUDY 
The IETF standardized internationalized domain names (IDNs) in 2003, more than 15 years ago. 

As a countermeasure against the potential threats of IDN homograph attacks, ICANN established 

the “Guidelines for the Implementation of Internationalized Domain Names” in 2005. TLD 

registries that offer IDN registrations are supposed to register rules that define the languages and 

character ranges to be accepted (henceforth referred to as the IDN Table). However, the rules are 

not fully enforced in gTLDs and gTLD-like ccTLDs, which have many registered domain names. 

This situation allows IDNs to be misused for phishing (i.e., homograph attacks) and hinders the 

healthy spread of IDNs. In recent years, it has been pointed out that visually similar characters 

exist not only between different scripts but also within the same script. Without any legitimate 

rules, the same situation may happen on IDN TLDs, and it is the reason why the Root LGR is 

being developed. Mixed script was strictly limited from the beginning of Root LGR development, 

but avoiding visually similar characters was raised later. Therefore, avoiding the mixing of scripts 

is not sufficient to prevent homograph attacks. A universal mechanism is needed to define a set of 

possible visually similar characters within the same script, and to notify Internet users of their use 

somehow. 

This survey targets the Root LGR Japanese Generation Panelʼs (JGP) candidate character sets 

(8 pairs, see Table 1) and investigates user perceptions of homoglyphs and homographs (words). 

Based on the surveyʼs results, we aim to develop preventive measures against IDN homograph 

attacks. 

2. SURVEY SPECIFICATIONS 
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2.1 CHARACTER SET 

In this study, we use a set of characters shown in Table 1, specified by the JGP as a candidate, 

which JGP says are recommended as confusable characters in Japanese script (Hiragana, Katakana 

and Kanji) by Unicode Consortium. 

Table 1: JGNʼs candidate similar character pairs (8 pairs) 

 

In this exercise, in addition to the study of visually similar characters, we will also study words that 

contain visually similar characters.For this purpose, we will use the words shown in Table 2. These 

are the words with a high frequency of occurrence, including the visually similar characters shown 

in Table 1. In extracting the words, we used the lexicon table of the “Modern Japanese Written 

Language Equilibrium Corpus.” We extracted the words that frequently appear in the corpus, 

including each character. 

https://pj.ninjal.ac.jp/corpus_center/bccwj/freq-list.html 

 

Table 2. Frequent words containing similar characters 
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2.2 EVALUATION CONDITIONS 

This study investigates the influence of font type, font size, and userʼs linguistic background on 

the perception of homoglyphs/homographs. The nine typical font families listed in Table 3 were 

used. These are the standard used to display Japanese characters in major web browsers and 

operating systems on both desktop and mobile environment. As a result of preliminary 

experiments, three font sizes were selected: 18 px, 24 px, and 36 px. As for the linguistic 

background, we experimented with non-Japanese users and Japanese users. 

Table 3. List of fonts used in the experiment 

 

2.3 EVALUATION METHOD 

The similarity judgment for each letter and word is based on a 5-point Likert scale. Figure 1 shows 

an image of the screen used for our user study. The characters and words are displayed as images 

so that they are not affected by the browser environment. 

Fig. 1. Image of the response screen in MTurk 
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Instructional manipulation check (IMC) was introduced to take into account the userʼs attention, 

i.e., the quality of the responses in the user survey, by presenting apparently different letter/word 

pairs and checking whether they were judged correctly. If a participant made a wrong answer, all 

the answers made by the participant were removed.  

2.4 EXPERIMENTAL SETUP 

 There were 16 pairs of target letters/words, eight pairs of homoglyphs, and eight pairs of 

homographs. Aside from these, four dummy pairs were also used to check if the participant fully 

understand specifically what (s)he is asked, while paying attention to the assignments. A total of 

20 different pairs were created. In the user survey, 20 participants responded to each pair. Since 

there are nine font types and three font size types, all pair combinations are	20	x	9	x	3	 = 	540. 

This is the case. From these 540 pairs, 300 randomly sampled pairs were tested. Each participant 

was presented with shuffled results. The 300 pairs were also divided into six sets. Each set contains 

a set of 50 pairs. Each participant is presented with 50 sets of results to minimize the load on the 

user. Participants can work on more than one set if they wish. In the end, we get 1000 responses 

per set (50 sets x 20 participants). Total:	6	sets	 × 	1000	 = 	6000	responses. From this, we remove 

the user responses that are excluded as a result of the IMC. 

3. TOOLS USED IN THE SURVEY 

The crowdsourcing platforms used for user evaluation were as follows: 
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l Non-Japanese-speaking users: Amazon Mechanical Turk (MTurk) https://www.mturk.com/  

l Japanese-speaking users: Lancers https://www.lancers.jp/  

For MTurk, we used the crowd image classifier API; for Lancers, we used Google Forms. In this 

case, we used Google App Script to generate the forms automatically. The data collected by the 

respective crowdsourcing platforms were processed using a scripting language (we used Ruby). 

 

 

 

 

4. EXPERIMENTAL RESULTS 

4.1 NON-JAPANESE USERS 

When we conducted a preliminary experiment with MTurk, we could not get any Japanese 

participants. Therefore, we assume that the following results of the MTurk experiment are all for 

non-Japanese users. 

Tables 5, 6, 7, and 8 summarize the evaluation results by character type, word type, font type, and 

character size type, respectively. 

 

Table 5: Results of character-by-character similarity ratings. Number of ratings and mean score 

(Avg) 
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Table 6: Results of word-by-word similarity ratings. Number of ratings and mean score (Avg) 

 

 

 

Table 7: Results of similarity ratings for each font Number of ratings and mean score (Avg) 

 

Table 8: Results of similarity ratings for each font size. Number of ratings and mean score (Avg) 

 

Fig. 2: Most distinguished letters and words 
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Fig. 3: Most indistinguishable letters and words (all scored 1) 

 

Highlights of the experiment for non-Japanese users are as follows: 

l As a stand-alone character, the “へ” is the hardest to distinguish. 

l It is hard to tell them apart in general when it comes to words. 

l Only the “ハ” and “⼋” are reasonably recognizable. 

l There are no significant differences between the fonts. 

l There are no significant differences between sizes. 

A SUMMARY OF THE FINDINGS 

l The more a word consists of multiple letters, the harder it is to distinguish between them. 

l The “へ” is incredibly difficult to distinguish by itself, and the “ハ” is easy to distinguish. 

l The overall trend is not dependent on font or font size. 

4.2 JAPANESE USERS 

The Lancers survey is conducted for Japanese users. All the descriptions of the experiment are 

given in Japanese. Therefore, we assume that all the participants in the survey were users fluent in 

Japanese. 
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Tables 9, 10, 11, and 12 summarize the study results by character type, word type, font type, and 

character size type, respectively. 

Table 9: Results of character-by-character similarity ratings. Number of ratings and average 

score (Avg) for Japanese users 

 

 

Table 10: Results of word-by-word similarity ratings. Number of ratings and mean score (Avg) 

for Japanese users 

 

Table 11: Results of similarity ratings for each font. Number of ratings and mean scores (Avg) 

for Japanese users 
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Table 12: Results of similarity ratings by character size. Number of ratings and mean score (Avg) 

for Japanese users  

 

 

Fig. 4: Most distinguishable letters and words for Japanese users 

 

 

Fig. 5: Most indistinguishable characters and words (all scored 1) for Japanese users 
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Highlights of the experiment for Japanese users are as follows: 

l As a stand-alone character, the “へ” is the hardest to distinguish. 

l It is hard to tell them apart in general when it comes to words. 

l Only the “ハ” and “⼋” are reasonably recognizable. 

l There are no significant differences between the fonts. 

l No significant differences between sizes are observed. 

A SUMMARY OF THE FINDINGS 

l The more a word consists of multiple letters, the harder it is to distinguish between them. 

l By themselves, “へ” and “ニ” are incredibly difficult to distinguish, while “ハ” and “ロ” 

are relatively easy to distinguish. 

l The overall trend is not dependent on font or font size. 

l Similar to Mturkʼs results ⇒ The results were similar regardless of languages. 

l However, Japanese users are better able to distinguish between similar characters. 

5. SUMMARY 

Our extensive user studies have shown that homographs (words) are more indistinguishable than 

homoglyphs (letters) and that this tendency is independent of linguistic backgrounds. Because 

actual domain names consist of words, the result implies that homograph IDNs containing visually 

similar characters are challenging to distinguish. In general, Japanese users had a higher success 

rate in distinguishing between similar characters specified by the JGP. It became clear that some 

visually similar characters specified by the JGP were difficult even for the Japanese participants to 

distinguish. A surprising result was that the discrimination success rate was not affected by font 

family and size. This result suggests that the original charactersʼ glyph structures have a more 

significant impact on human perception than the differences in the display of the characters in the 

browser (i.e., font family and size). The results also show that the pairs of eight homographic 

characters specified by the JGN tend to be difficult to distinguish, but the degree of similarity 

varies. In particular, it is essential to note that “へ/ヘ” is a problematic character to distinguish 

regardless of language. In this study, the eight pairs of similar character sets are evaluated, but this 

evaluation method is not specific to Japanese and is applicable to other scripts and languages also, 

we hope this report contributes to the Root LGR development.  


