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DNSBL - DNS based Block List

LIke DNS, an -awesome- distributed database, but now of
reputational data.

-Irst done by Eric Ziegast back in 1997, widely supported
these days.

Usually used for IP addresses (v4 & vo), host and domain
names, hashes (files, emails), ...



Anatomy of a lookup - IP

Want to know about 192.0.2.17

A 1.2.0.192.zen.spamhaus.org
-> 127.0.0.3 -> Spam emitter



Anatomy of a lookup - Hostname

VWant to know about hostname.example.tld?

A hostname.example.tld.dbl.spamhaus.org
-> NXDOMAIN -> OK Hostname



Anatomy of a lookup - Hash

Want to know about

3d0bb4e19a649369d33bad670866a51711add65a48204a6713e20842a2811963 7

SHAZ256 -> Bases’” ->

A adtrd46epieqvm7c3geodzctxo2hugso34t3yylvbcecmpoaa3gsba._file.hbl.spamhaus.org
-> 127.0.3.10 -> Malicious file




DNS Infrastructure

Anycast authoritative for the main zone

Delegated NS for the DNSBL content, with regional
clusters.

Special DNS server made for DNSBL type zones - Cl
exclusions, wildcards, supports very large zones.

S,



Query traffic - What we're expecting

Mallservers looking up IPs that send email.

Mallservers looking up domains in emall
Not just body, also rDNS, HELO/EHLO, From, etc
A/NS |Ps for said domains

Things we shouldn't see, but expect to see anyway.



Query traffic - What we're actually seeing

All the previous things - mostly good!

Miscontigs, leaks

Bad actors doing bad things

Things deserving of WAT
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Big global sender - twitter.com

15. Nov 03:00 06:00 09:00 12:00 15:00 18:00 21:00 16. Nov 03:00 06:00

Exploring DNSBL Query traffic | IDS 2022 Brussels @



Big global sender - facebook.com
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Newsletter - kim-mail.com
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Regular spam run - airfountains.biz
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Zooming in - airfountains.biz
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'Hailstorm' spam run - womenrevital.co

04:00 08:00 12:00 16:00 20:00 13. Nov 04:00 08:00

12:00

16:00

20:00

17



Notice something?

Even though these can protect you.ln reality,
when a crisis happens so quickly.

Just fill out the brief questionnaire
that follows.It Is that easy!
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Notice something?

Even though these can protect you.ln reality,
when a crisis happens so quickly.

Just fill out the brief guestionnaire
that follows.It is that easy!
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Liberal parsing - coin.it
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Liberal parsing - shellscripts

Jdbuntu-webpagesourcecheck.sh
viligercron.sh

mysglthreads.sh
restart_nttpd_new.sh
sMtp-ipset-wl.sh
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Cronjobs visualized - update.sh
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Liberal parsing - config files

mysgl-virtual_client.cf
Jpdates_spamassassin_org.ctf
database_virtual_mailbox_domains.cf
database_virtual_malllbox_maps.ct
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More WAT (1)
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More WAT (2)
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Closing up thoughts

DuUblic sources attract all sorts of data - wanted and
Jdnwanted (but possibly interesting).

Can you predict the shape of the graph? Before it
happens?
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Thank you!




