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pktvisor in 15 mins



What is pktvisor?

‣ Open Source observability Agent

‣ Taps into pcap and (soon) DNSTAP streams

‣ Summarizes critical data from streams

‣ Provides both Local and Global visibility
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What is pktvisor not?

‣ A full packet capture system

‣ A query audit log system

‣ A database

‣ Resource heavy
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Why pktvisor?

‣ Deep L7 analysis with streaming algorithms

‣ Not based on flow/sampling

‣ Small data, big information
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pktvisor extracts signal and produces summaries

‣ “Signal” is critical Net and DNS info

‣ Summarizes into live + 1 minute buckets

‣ JSON output is ~4kb per bucket

‣ ...regardless of input throughput!
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DNS signal extraction

Top Queries
Top Query Types
Top Result Codes
Rate Percentiles
Top Sources
Counters
...

1 minute summaries

raw DNS 
traffic

flow

L7 Dissection
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Top Queries
Top Query Types
Top Result Codes
Rate Percentiles
Top Sources
Counters
...

1 minute summaries

flow

Low DNS Traffic
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DNS signal extraction



Top Queries
Top Query Types
Top Result Codes
Rate Percentiles
Top Sources
Counters
...

1 minute summaries

flow

DDoS Traffic

Information 
we may need 
to mitigate an 

attack!
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DNS signal extraction



Command Line UI
Command Line UI (think “dns top”)
Updates display once / sec

pktvisor.com ∙ IDS 2021



Command Line UI
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p50 p90 p95 p99

How many unique IPs have 
been seen in the time 
window?
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p50 p90 p95 p99

How many unique Qnames 
have been seen in the time 
window?
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Central Collection

‣ Provides a Global view of distributed Agents

‣ Metric database agnostic

‣ Tools for Prometheus and Elasticsearch

‣ Grafana Dashboard
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Central Collection

Traffic

Traffic

Traffic

DB

‣ Database agnostic

‣ Scrape or Push

‣ Small Data

{prom
}
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Grafana Dashboard: Elasticsearch
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Grafana Dashboard: Prometheus
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http://pktvisor.com
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Easy Install

root@dnshost:~$ docker pull ns1labs/pktvisor 

root@dnshost:~$ docker run --net=host -d ns1labs/pktvisor pktvisord eth0 

root@dnshost:~$ docker run -it --rm --net=host ns1labs/pktvisor pktvisor-cli

pull the image

start the agent

run the command line UI

Shannon Weyrick ∙ sweyrick@ns1.compktvisor.com ∙ IDS 2021



Easy Install       Static Linux Binary

root@dnshost:~$ curl -L http://pktvisor.com/download -o pktvisor-x86_64.AppImage
root@dnshost:~$ chmod +x pktvisor-x86_64.AppImage

root@dnshost:~$ sudo ./pktvisor-x86_64.AppImage pktvisord eth0 

root@dnshost:~$ ./pktvisor-x86_64.AppImage pktvisor-cli

download the binary, make executable

start the agent

run the command line UI
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Easily Plugin To Prometheus



Easily Plugin To Elasticsearch



Install Grafana Dashboard



Deeper Dive



History

‣ pktvisor v1 2014 (forked netsniff-ng, remains open source) 

‣ operations, debugging, DDoS visibility

‣ essentially simple DNS “top”

‣ deficiencies

‣ central collection was a hack

‣ resource usage

‣ missing IPv6 and TCP support

‣ did not track transactions (query/reply pair)

Shannon Weyrick ∙ sweyrick@ns1.compktvisor.com ∙ IDS 2021



Rewrite

‣ move to Agent paradigm

‣ fix deficiencies 

‣ modularize: inputs, dissectors, analyzers, sinks

‣ parallelize

‣ summarize with stream processing techniques (DataSketches)

‣ API first: built-in HTTP control plane
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Sliding time window, JSON interface

‣ maintain mergeable 1m buckets of metrics to provide summary 
across full window

‣ always-on Agent supplies information to CLI UI and central 
collection via HTTP

‣ both merged and individual buckets are available for 
collection in REST API

‣ CLI UI uses the merged window

‣ Central collector gathers a single minute, once a minute

4 3 2 1 0

active leading
 edgetrailing edge

Time

mergeable

most recent 
full bucket
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Under The Hood

‣ agent written in modern C++

‣ CLI UI is written in Go

‣ PcapPlusPlus abstraction for pcap input + custom AF_PACKET

‣ Apache Data Sketches

‣ optional MaxMind support for GeoIP and ASN

‣ HTTP(S) API, JSON + native Prometheus output

‣ Linux, OSX. Windows?
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Data Sketches

‣ fast, probabilistic data structures designed for streaming

‣ results are approximate but within well defined error 
bounds

‣ provide cardinality, heavy hitters (frequent items), 
quantiles

‣ designed to be merged, which is how we support time window

‣ possible to expose raw binary sketch data via API so that 
it can be merged across hosts and data centers
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The Future: Orb

IoT Inspired Cloud Control Plane
for Fleet of pktvisor Agents
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Orb IoT 
CLOUD

Traffic

Traffic

Traffic
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Orb
1.   Agent fleet
2. IoT control plane
3. Data sinks
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Traffic

Traffic

Traffic

Orb IoT 
CLOUD

Orb
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1.   Agent fleet
2. IoT control plane
3. Data sinks



API
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API based configuration 
management

Agents connect via MQTT
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Exploring Edge Data with Dynamic Datasets

‣ apply multiple layered policies per Agent to extract 
different dimensions of Signal

‣ separate datasets for each policy

‣ filter out unwanted upstream data

‣ choose which summary data to collect

‣ choose where to send the data (built-in TSDB, S3 bucket, etc)
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Orb Project Goals

‣ open source, vendor neutral, cloud native 
(microservices, k8s)

‣ orchestrate fleet of pktvisor Agents

‣ single pane of glass dashboarding

‣ create and explore Signal data sets in real time 

‣ central analysis and alerting
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http://orb.community



Thank You!

Questions?

Shannon Weyrick   ◦   VP Research @ NS1   ◦   Office of CTO

sweyrick@ns1.com


