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DNS-STATS: Traffic capture
and visualisation for IMRS

- What is DNS-STATS? (dns-stats.org)
- Organisation for open source DNS traffic tool development

- Sinodun contracted to do development for ICANN DNS Engineering Team
(who manage IMRS)
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DNS-STATS: Traffic capture
and visualisation for IMRS

What is DNS-STATS? (dns-stats.org)
Organisation for open source DNS traffic tool development

Sinodun contracted to do development for ICANN DNS Engineering Team
(who manage IMRS)

What is IMRS? ICANN Managed Root Server (L-root)

IMRS is ~280 servers
Managed as ~170 (location based) “Instances”

Total traffic is ~17 billion queries per day
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IMRS data collection -
Backgrounad

Historically used a combination DSC XML + Hedgehog (+PCAP)
- Now migrated to DNS-STATS: C-DNS & (ClickHouse/Grafana solution)

- Traffic capture: “Compressed-DNS” (RFC8618, C-DNS):
Published in 2019: a CBOR based DNS specific file format for traffic capture
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DNS-STATS Status &Updates

- IMRS fully migrated to new system over the last few years

- C-DNS capture software open sourced in 2017 (IDS presentation
- v1.0 based on the RFC format released in 2020
- (Biggest change was making all fields optional




C-DNS motivation:
lTarget limited use case

ervers In challenging environments




C-DNS File sizes




C-DNS File sizes




C-DNS File sizes
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DNS-STATS Implementation Status:
compactor

+ dns-stats github: https://github.com/dns-stats/compactor

- Software actually has two components:
- compactor: Captures & compresses traffic in C-DNS format from:
1. Network interface or PCAP files
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DNSTAP support in compactor

- What is the use case?
- C-DNS originated when “DNS Privacy” was in infancy

- Original use case and implementation was for authoritative traffic capture
on the wire




DNSTAP background

- DNSTAP (https://dnstap.info/)
Introduced 2013 by Farsight Security
Google Protocol Buffers binary format

Several implementations but not standardised
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DNSTAP support in compactor

Challenges:

- Lack of standard definition leads to slight differences in
implementations (e.g which fields are supplied)

- Frame Streams is not part of spec and largely undocumented

- Meta-data is different (c.f. network interface collection)




BINNESTVANRS
Implementation Status:




DNS-STATS Implementation Status:
visuallzer

- dns-stats github: https://github.com/dns-stats/visualizer

- A FRAMEWORK for displaying C-DNS data which combines...
- inspector
- File processing queue management (Gearman)
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Architectural Overview
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DNS-STATS: visualizer

- “Build your own visualizer” - Extension & customization is straightforward

- Graphs:

- Add dashboards/graphs of your choosing
- Data:




Deployment example:

IMRS use of DNS-STATS software
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IMRS compactor Deployment

- compactor constrained to 1 CPU on the DNS server
- Collects all data in query+response (specified in C-DNS

- Writes xz compressed files to local storage

- Output file rotated every 5 minutes (configurable)

LARD %




Inspector processing

Incoming
C-DNS files

C-DNS to N C-DNSto ——
PCAP TSV
queue f ﬁ queue

PCAP archive C-DNS archive

IDS 2021

ClickHouse

20

Uploaded C-DNS files queued for
processing using Gearman job
server and suite of Python
programs

Separate queues for:

Convert C-DNS to TSV (Tab-
Separated-Value) files

Import TSV into ClickHouse
database

(Optional) C-DNS to PCAP
e.g. for anonymised DITL

DNS-STATS developments



visualiser: ClickHouse

- ClickHouse is an open source time series SQL column database with
Grafana plugin (other plugins are available!

- Used by various other DNS projects (CloudFlare, NIC Chile

X
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ClickHouse cluster

6 server cluster

- Import process handles ~17 billion records per day (~200 kqps

- Disc usage 1Tb per ~39 billion records (2+ days of raw data




ClickHouse numbers

Sample query speed: count all AAAA queries in a week
Raw data is 200 kqgps i.e. a packet every ~5 micro sec
Table sizes are for full set of DSC like aggregations




visualizer: Grafana

- Web-based visualisation platform with various plot types:
- Time series

-+ Bar chart (using Sinodun modified plugin based on Plotly
- Map (using standard plugin)

- Other plugins: ClickHouse data access, Image rendering
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Grafana dashboard
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Timeseries gra

Query Statistics

& Timelines (5m agg) / Query statistics % < & @ Yesterdayurc v Q & v

Server | |[MRS v Region | All v Country | All v City | Allv Instance @ All v Node | Allv

Queries by region

80 K

Queries per second

oA

o Ma A | MWWWWW oy N W,t\f}m
S —————

i A~ N A,.J"‘/J

00:00

02:00 04:00 06:00

— Africa — AsiaPacific — Europe — LatinAmericaCaribbean — NorthAmerica



Timeseries grapns
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Simple bar chart

Client subnet statistics
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More complex bar chart
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Map based graph

Client geographic locations
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RSSAC graphs
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summary

- DNS-STATS: C-DNS, ClickHouse and Grafana provide nice package for
traffic capture and visualisation

- C-DNS now supports DNSTAP input
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Thank you!




