C-DNS:

A DNS Packet Capture Format
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C-DNS Agenda

e Motivation for a new format

e Design decisions

by SRl

* Describe Compacted-DNS (C-DNS) format
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https://datatracker.ietf.org/doc/draft-ietf-dnsop-dns-capture-format/

DNS Packet Capture

o Capturing DNS traffic on the wire: Why do it?
 General traffic analysis
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https://www.dns-oarc.net/oarc/data/ditl

What is done today”

 PCAP files - full packet capture -

 DNS message capture tools
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http://www.tcpdump.org/
http://dnstap.info/
https://www.dns-oarc.net/tools/dnscap
https://github.com/dotse/PacketQ
https://www.dns-oarc.net/tools/dsc

What is done today”

 BUT no standard interchange format for DNS
traffic

« PCAP is very common
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Data Capture Environments

Wide range of possibilities.....

Well

e it Out-of-band
Self-hosted | provisioned, | Port mirroring
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C-DNS Project Background

* |CANN DNS Engineering team is responsible for
the Root Server operated by ICANN

e DNS-STATS org created in 2014: A covering entity

for the implementation of open source DNS



http://dns-stats.org/

C-DNS Project Background

 |[CANN operates 155+ anycast instances, 7 billion g/day
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C-DNS Project Goal:
Target most limited use case

e Data collection on same hardware as nameserver

e (Constrained instance resources: CPU, bandwidth
(Focus on serving DNS, not capturing DNS!)
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lTechnical requirements

1. Minimise the file size for storage and
transmission

2. Minimise the overhead of producing the
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Design Considerations (1)

1. Basic Unit is Q/R item: Combine DNS Query and
assoclated Response

* A single DNS ‘transaction’, commonality in data

2. Collect ‘default’ Q/R data: Optionally capture other data
e Storage constraints vs ability to reconstruct fully

3. Block storage: Collected data into blocks of Q/R items

e Abstract common data and reference by indexing e.g.
IP addresses, QNAMES

Use DNS specific domain knowledge to achieve compression
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Design Considerations (2)

4. Also collect metadata: ICMP, TCP resets, malformed
DNS counts

5. Optionally collect malformed DNS packets: Any
- structured format is limited in what can be recorded




What storage format to use”

 Considered several binary representations:

C

BOR, Apache Avro, Protobuffers

 Assume further compression with a general
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https://tools.ietf.org/html/rfc7049
https://avro.apache.org/
https://developers.google.com/protocol-buffers/

e \What is it?

* Why use it?

~+ IETF standard (REC7049)
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http://www.rfc-editor.org/info/rfc7049
https://tools.ietf.org/html/draft-greevenbosch-appsawg-cbor-cddl-10
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C-DNS Conceptual Overview

File type identifier
Preamble

Format version

Capture configuration

Capture metadata

Data block
Block stant time
Block statstcs
Block tables
Query/Response dala items

Address/Event count data items

Data block

Block start time
Block statistics
Block tables
Query/Response data items

Address/Event count data items

Furnther data blocks ...
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C-DNS Conceptual Overview
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File type identifier

Preamble

Format version

Capture configuration

Capture metadata

Block tables
Query/Response dala items

Address/Event count data items

Data block

Block start time

Block statistics
Block tables

Query/Response data items

Address/Event count data items

Further data blocks ...
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Data Block 2
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C-DNS Conceptual Overview
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File ID and Preamble

Data Block 1

Data Block 2
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File ID and Preamble
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C-DNS Conceptual Overview
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File ID and Preamble

Data Block 1

Data Block 2
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/R ltems + Bloc

Query/Response

Time offset

Response delay

Client address

Client port
Client hoplimit

Transaction ID

Query signature
Query name

IP address
table

IPv4 or IPv6
address*

Query signature

Response size
Extra query info

table

Server address

Server port

»

Name/RDATA

table
Name/RDATA*

Transport flags
QR signature flags
Query OPCODE
QR DNS flags
Query RCODE
Query class/type
Query QD count
Query AN count
Query AR count
Query NS count
Query EDNS version
EDNS UDP size
Query Opt RDATA
Response RCODE

Question
Answer
Authority
Additional }—

a response info

Answer Cm—
Authority
Additional

—

[S

Class and type
table
Class
Type

K—ey Question list

Not present if data not table
available Question*

Name
Class/type

RR table

Name
Classltype

Optional data, not present
unless collection configured

RR list table

|—> Question table

RDATA

C-DNS: A DNS Packet Capture Format
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/R ltems + Bloc

Query/Response table
Time offset IPv4 or IPv6
Response delay aelidoanas
Client address .
Client port
Client hoplimit > Nam&ltl;\;EATA
Transaction ID . ,
Query signature Query signature Name/RDATA*
Query name } table
Response size Server address
xtra query inio Server port
Question B Transport flags
Answer | QR signature flags
Authority | Query OPCODE
Additional } QR DNS flags
Query RCODE
| Query class/type
:u':z\ggt; | Query QD count
Additional | Query AN count
Query AR count
Query NS count
Query EDNS version
EDNS UDP size
Query Opt RDATA
Response RCODE

KQY Question list

Not present if data not table
available Question*

a response info

Class and type
table
Class
Type

Name
Class/type

RR table

Name
Classltype

Optional data, not present -
unless collection configured RR list table

|—> Question table

RDATA
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/R ltems + Bloc

Query/Response table
Time offset IPv4 or IPv6
Response delay address*
Client address .
Client port
Client hoplimit > Nam&ltl;\;EATA
Transaction ID " ,
Query signature Query signature Name/RDATA*
Query name } table
Response size Server address
xtra query info Server port
Question B Transport flags
Answer | QR signature flags
Authority | Query OPCODE
Additional } QR DNS flags
Query RCODE
| Query class/type
:u':z\g:?r | Query QD count
Y| Query AN count

Additional }
Query AR count Class and type

Query NS count
Query EDNS version table

EDNS UDP size , Class
Query Opt RDATA ' Type
Response RCODE .

a response info

Key Question table
Question list Name
Not present if data not table Class/type

available Question*

1 RR table
Optional data, not present RR list table Name

unless collection configured Class/type
TTL
RDATA

ICANN DNS Symposium, Madrid, May 2017 C-DNS: A DNS Packet Capture Format




/R ltems + Bloc

Query/Response table
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Response delay address*
Client address :

Clentport | Name/RDATA
Client hoplimit table
Transaction ID : | -y —Ty

Query skmedure Query signature Name/RDATA*
Query name | table

Response size Server address
xtra query info Server port

Question — Transport flags

Answer | QR signature flags
Authority | Query OPCODE

Additional } QR DNS flags
Query RCODE

‘ Query class/type
:”zw‘?' | Query QD count
oy Query AN count

Additional }
Query AR count Class and type

Query NS count
Query EDNS version table

EDNS UDP size , Class
Query Opt RDATA - . Type
Response RCODE .

a response info

Kel! Question table
Question list Name
Not present if data not table Class/type

available Question*

< RR table
Optional data, not present 2 Name
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TTL
RDATA
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/R lItems + Block data

~

IP address

Query/Response table

Time offset IPv4 or IPv6
Response delay address*
Client address :

Clientport Name/RDATA
Client hoplimit tabl
Transaction ID : | lahe ~

Query signeture Query signature Name/RDATA
Query name | table
2R s Server address
xtra query Info Server port

Question ‘ Transport flags

Answer | QR signature flags
Authority Query OPCODE

Additional } QR DNS flags
Query RCODE

‘ Query class/type
:”zw‘?' Query QD count
oy Query AN count

Additional }
Query AR count Class and type

Query NS count
Query EDNS version table

EDNS UDP size , Class
Query Opt RDATA - . Type
Response RCODE .

a response info

Kel! Question table
Question list Name
Not present if data not table Class/type

available Question*

< RR table
Optional data, not present 2 Name
unless collection configured RR list table Class/type

TTL
RDATA
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/R lItems + Block data

~

IP address
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2R s Server address
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Additional } QR DNS flags
Query RCODE

‘ Query class/type
:”zw‘?' Query QD count
oy Query AN count

Additional }
Query AR count Class and type

Query NS count
Query EDNS version table

EDNS UDP size , Class
Query Opt RDATA . Type
Response RCODE :

a response info

Kel! Question table
Question list Name
Not present if data not table Class/type

available Question*

RR table
Optional data, not present 2 Name
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TTL
RDATA
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CDDL representation

 Multiple tables - complicated but achieves goals

QueryResponse = {
time-useconds
? time-pseconds
client-address-index
client-port
transaction-id
query-signature-index
client-hoplimit
delay-useconds
delay-pseconds
query-name-index
query-size
response-size
query-extended
response-extended

D D VU VU D ) D Y

}

ICANN DNS Symposium, Madrid, May 2017

Time offset from start of block
in microseconds and picoseconds

uint, ;
uint, ;
uint,
uint,
uint,
uint,
uint,
int,
int,
uint,
uint, ; DNS size of query
uint, ; DNS size of response
QueryResponseExtended,
QueryResponseExtended,

; Has same sign as delay-useconds

18
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Packet Matching Algorithm

Draft contains a non-normative
proposal for how to match queries
and responses:

Primary key: 6 point tuple of
e |P Addrs, ports, transport, Msg ID

Secondary key: (if present)
e First Question

ICANN DNS Symposium, Madrid, May 2017

’ Process next message
4

Generate Message
Identifiers
4

Response

|
Y

QuR? >

/ Rhas
Y & question)?’ N

. L4 - \J '
Find earliest QR tem in Find earliest QR item in Create QR item:
FIFO where: FIFO where: QR.Q =Q
«  QRdone == false * QR.done == false QR.R = nil
* Primary 1D matches AND *  Prmary ID matches QR.done = false

*  Secondary ID maiches T : T

v i v
. - Create QR item:
N QRR =R
QR.done = true OR.done = wue

v

Append new
QR tem to FIFO
\4

Update all trmed out
QR tems with
(done==false):

QR.done = true

v
Remove all consecutive done
antries from fromt of FIFO for -
further processing

19 C-DNS: A DNS Packet Capture Format


https://datatracker.ietf.org/doc/draft-ietf-dnsop-dns-capture-format/

Packet Matching A\gonthm

Process next message

'

Generate Message
Identifiers
4

Response

Draft contains a non-normative , N
proposal for how to match queries e\
and responses: /A
pgemonenn | [Fpamanen | [ g oo
Primary key: 6 point tuple of  Smonedeno || Mo | | S =

IP Addrs, ports, transport, Msg ID

Secondary key: (if present) et 2anl
First QueStion 8“':?0:%9’5:" gzréa Qingﬁm.

QR.done = true

v

Append new
QR ltem to FIFO

WARNING: Packet capture | I
libraries don’t guarantee to QR emsvan

| QR.done ‘= true

return packets in time order

L
Remove all consecutive done
antries from fromof FIFO for ¢
further processing

ICANN DNS Symposium, Madrid, May 2017 19 C-DNS: A DNS Packet Capture Format


https://datatracker.ietf.org/doc/draft-ietf-dnsop-dns-capture-format/

SO... Results: Block size

Files size vs block size

Tests done using sample
data from a Root Server

ICANN DNS Symposium, Madrid, May 2017 20 C-DNS: A DNS Packet Capture Format



SO... Results: Block size

Files size vs block size

Tests done using sample
data from a Root Server

Optimal block size is
around 5-10,000 items
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So... results: File size




So... results: File size




So... results: File size




Regenerating PCAPs

1. May not have captured: Entire message (optional)

2. Cannot properly reconstruct:

* |P Fragmentation, TCP streams
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https://datatracker.ietf.org/doc/draft-ietf-dnsop-dns-capture-format/

DNSOP - Draft Status

e Oct 2016: Submitted first draft

 Nov 2016: |PR disclosure relating to pending
patent application (No updates to this since then)
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https://datatracker.ietf.org/doc/draft-ietf-dnsop-dns-capture-format/
https://datatracker.ietf.org/ipr/2909/

Implementation Status

 Running code to capture C-DNS and perform
0ssy reconstruction of PCAP

 Deployed in ICANN operated Root Server in
— L | A N I
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summary

 New DNS traffic capture format progressing as a
IETF Proposed Standard

» Significant saving is file size over e.g. PCAP
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Thank you!




