
Friday, May 3, 2019 at 3:58 AM 

Date: Friday, May 3, 2019 at 3:58 AM 

Subject: Phishing attempt on ICANN Contracted Parties 

 

 
  

  
Dear ICANN Contracted Party, 
  
I wanted to bring to your attention the ICANN organization has received reports that a 
“phishing” email from sales@icann.org has been sent to ICANN contracted parties. 
  
This is not a valid ICANN organization email address. If you receive an email from this 
address, do not respond. Instead, please forward the email in its entirety 
to globalsupport@icann.org.  
  
Please be advised the timing and content of this “phishing” attack appears to be 
designed to confuse the contracted parties, as ICANN org just recently issued quarterly 
invoices. ICANN’s invoices originate from accounting@erp.icann.org.    
  
If you ever receive suspicious emails from ICANN, please forward to the email 
to globalsupport@icann.org. 
  
For additional information about phishing scams, 
visit  https://www.icann.org/resources/pages/phishing-2013-05-03-en. 
  
In an effort to create broad awareness of this issue we have also published an 
announcement onhttps://www.icann.org/news and we ask that you alert the relevant 
members of your team.  
  
Sincerely, 
  
Ashwin Ragan 

Senior Vice President, Engineering & Chief Information Officer 
Internet Corporation for Assigned Names and Numbers (ICANN) 
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