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Introduction
As part of its role and remit, the ICANN Office of the CTO (OCTO) Security, Stability and
Resiliency (SSR) team provides capability training to anti-abuse communities.
Recipients of this training include computer emergency response teams (CERTs),
national law enforcement and justice departments, nongovernmental agencies
involved with cybersecurity, national cybercrime or cybersecurity agencies, and
international agencies – including Europol and Interpol. In June 2016, the team
agreed on a standard form for soliciting feedback from training recipients. This form
asks 10 questions and allows the trainee to provide written comments.
This report covers the period from September to December 2016 following eight
training sessions conducted by Dave Piscitello, VP of Security and ICT Coordinator, or
Richard Lamb, Senior Program Manager of DNS Security Extensions (DNSSEC).
Training recipients were from the U.S. Department of Justice, Interpol (Underground
Economy 2016), Austrian Cyber Competency Center, Dubai, Doha, Beirut (two) and the
Republic of Georgia.
The evaluations allow the OCTO SSR team to quantify training success in three areas:
n Does our training clarify ICANN’s role in investigations involving
domain name system (DNS) or registration services?
n Does our training clarify the roles of generic top-level domain (gTLD)
registry and registrar stakeholders in investigations involving DNS or
registration services?
n Does our training give investigators a better understanding of how the
Internet’s system of unique identifiers and associated registration
systems work?
We believe that quantifying the answers to these questions is a “specific, measurable,
achievable, relevant and time-oriented” (S.M.A.R.T.) means of measuring performance
or success.

About Our Survey
OCTO team members do not take attendance during training. In some cases, the
organizer takes attendance or requests contact information from trainees. In many
training sessions, the attendance is fluid – e.g., drop-ins come for specific topics or
attendees are called out to return to an in-progress investigation. Keeping these
variables in mind, estimated total attendance for these eight events was between 160
and 180 trainees.
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We use Jotform to process our online evaluations. We send an email, post a URL for
trainees to visit after the class finishes, or we provide a printed version of the online
form that attendees complete and return during the class. Our complete or partial
(and usable) responses represent an approximate 49 to 56 percent response rate. This
rate compares favorably with average response rates that are reported anecdotally for
email surveys (SurveyGizmo, Fluidsurveys). More importantly, the sample is
statistically valid. The numbers in the diagrams represent the raw data, not
percentages.

Clarifying ICANN’s Role in Investigations Involving the DNS
We asked two questions to measure the effectiveness of our training in clarifying
ICANN’s role in investigations involving the DNS. The responses from the seven
training sessions in the measurement period suggest that the training program is
effective. When asked if their understanding of ICANN’s role in investigating the DNS or
in assisting law enforcement officers had improved, 94 percent responded positively.

When asked to describe how the training affected their working knowledge of trustbased, multistakeholder collaboration, 61 percent of the trainees responded that their
knowledge was expanded, and 85 percent responded that their working knowledge
was expanded or reinforced.
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Clarifying Stakeholders’ Roles in Investigations Involving the DNS
We ask two questions to measure our effectiveness in explaining the DNS ecosystem –
DNS, gTLDs, country code TLDs (ccTLDs) and new TLD registries, registrars,
registration service and content hosting providers. Explaining registry roles was very
successful; 96 percent of trainees responded that their working knowledge expanded.

The responses regarding registrar roles indicate that 52 percent of trainees felt that
their working knowledge had expanded. Another 39 percent responded that their
working knowledge was reinforced or had remained the same.
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Educating Investigators on Technical Aspects of Identifier Systems
Providing opportunities for trainees to gain a better technical understanding of
domain names, the DNS, Internet addresses and autonomous system numbers, and
routing fundamentals is a priority for law enforcement agencies.
Our training expanded or reinforced the understanding of how the DNS works for 81
percent of our trainees.

We expanded or reinforced the understanding of Internet numbering systems for 85
percent of our trainees.
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Collecting or Obtaining Internet Identifier Information
Investigators need to understand where to obtain information related to identifiers –
and identifier system reputation data. When asked about their understanding of how
and where to obtain information about Internet identifiers, 87 percent of trainees
indicated that they had expanded or reinforced their understanding following the
training.

Investigators must understand how to associate identifiers with hosted content or
delivery services such as email and how to evaluate publicly available hosted content.
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After the training, 78 percent of trainees indicated that they had expanded or
reinforced their understanding of how to investigate content.

Current Assessment
The evaluations came from a diverse set of trainees in terms of nationality,
experience, and (investigative) roles. Our training was intended to be neither
introductory nor advanced, but rather to be applicable to participants with diverse
backgrounds. The survey responses support anecdotal comments, and formal and
informal correspondence received by the OCTO SSR team from public safety agencies
or agents. The conclusion is that the training is effective and valuable for the intended
audiences.
We asked about additional material that trainees would like to cover. The OCTO team
will consider suggested topics for future iterations of the course material. This
material changes regularly to keep pace with changes in cyberattacker or
cybercriminal behavior and with the introduction or availability of new resources.
We also asked trainees for any general comments. A sample of these open-ended
responses is presented below.
“Arrange training every quarter”
“Great training! Looking forward to an advanced training concerning this topic!”
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“Thank you for the excellent training and the time you took for giving us an in
depth view on how the stakeholders work together and investigation in
cyberspace can be done. You work did shine a light on the possibilities and
restrictions for Law Enforcement nowadays - the tools you provided us with will
definitely find their way in our daily toolboxes.”
“Thank you for the training, it was one of the most useful sessions I have been to
over the last few years! Please do come back :-)”
“Lots of useful info and new tools tx”
“Thank you for excellent workshop. I was familiar with topic already, but training
reinforced my knowledge. You also gave some tips that will help me in my line of
work”
“I want to first say that it was very good training It expand my knowledge.”
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Appendix. Letters of Thanks
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One World, One Internet
ICANN.ORG
ICANN.ORG

I C A N N | INVESTIGATING IDENTIFIER SYSTEMS ABUSE OR MISUSE: TRAINING METRICS | FEBRUARY 2017

| 13

