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  User Type Data Elements Purpose Specification Other Info 

  As a [Insert User Type from 
list] 

I use the following data elements: 
[insert from list, add anything 
missing] 

For the purpose of [specify] Any other relevant data 

1 As a person or group of 
persons seeking to anger, 
scare, intimidate, or shame 
someone 

We use the following data 
elements: registrant name, 
registrant organisation, registrant 
street, registrant city, registrant 
state/province, registrant postal 
code, registrant postal code, 
registrant country, registrant phone, 
registrant phone ext, registrant fax, 
registrant fax ext, registrant email 

For the purpose of identifying a 
domain name registrant with the 
objective of causing emotional, 
financial, and/or physical harm. 

In order to prevent misuse by 
another actor, no personally 
identifiable information should be 
stored in WHOIS whatsoever. The 
only data elements the WHOIS 
protocol requires to operate are: the 
domain name itself, the registrar, the 
domain name’s expiry date, and its 
status (registered / not registered). 
For it to be of functional use, there 
are two optional fields: nameservers, 
and the auth-code. 

2 As an actor seeking to 
identify members or 
contributors to a dissident 
group who we seek to 
silence 

We use the following data 
elements: registrant name, 
registrant organisation, registrant 
street, registrant city, registrant 
state/province, registrant postal 
code, registrant postal code, 
registrant country, registrant phone, 
registrant phone ext, registrant fax, 
registrant fax ext, registrant email  

For the purpose of identifying 
the dissent group which is using 
a domain name to bring 
important news and information 
to the public. 

In order to prevent misuse by 
another actor, no personally 
identifiable information should be 
stored in WHOIS whatsoever. The 
only data elements the WHOIS 
protocol requires to operate are: the 
domain name itself, the registrar, the 
domain name’s expiry date, and its 
status (registered / not registered). 
For it to be of functional use, there 
are two optional fields: nameservers, 
and the auth-code. 
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3 As an actor seeking to send 
unsolicited marketing 
communications 

We use the following data 
elements: domain name, registrant 
name, registrant organisation, 
registrant street, registrant city, 
registrant state/province, registrant 
postal code, registrant postal code, 
registrant country, registrant phone, 
registrant phone ext, registrant fax, 
registrant fax ext, registrant email 

For the purpose of sending 
spam to the recipient in the 
hopes of either securing new 
business, or scamming the 
recipient. 

In order to prevent misuse by 
another actor, no personally 
identifiable information should be 
stored in WHOIS whatsoever. The 
only data elements the WHOIS 
protocol requires to operate are: the 
domain name itself, the registrar, the 
domain name’s expiry date, and its 
status (registered / not registered). 
For it to be of functional use, there 
are two optional fields: nameservers, 
and the auth-code. 

4 As an actor seeking to 
hijack and steal another 
party’s domain name  

We use the following data 
elements: domain name, expiration 
date, registrant name, registrant 
organisation, registrant street, 
registrant city, registrant 
state/province, registrant postal 
code, registrant postal code, 
registrant country, registrant phone, 
registrant phone ext, registrant fax, 
registrant fax ext, registrant email 

For the purpose of gaining 
unlawful access to the 
registrant’s account with their 
registry and hijacking that 
registrant’s domain name(s). 

In order to prevent misuse by 
another actor, no personally 
identifiable information should be 
stored in WHOIS whatsoever. The 
only data elements the WHOIS 
protocol requires to operate are: the 
domain name itself, the registrar, the 
domain name’s expiry date, and its 
status (registered / not registered). 
For it to be of functional use, there 
are two optional fields: nameservers, 
and the auth-code. 

 

 


