From: Nat Kopcyk

Date: Friday, June 22, 2018 at 12:22

To: "gdpr@icann.org" <gdpr@icann.org>
Subject: [Ext] Whois after GDPR

Good Afternoon-
| am running the Cyber Notify project focused on supply chain to critical infrastructure. In
our daily work we have made over 11,800 notifications to US companies and we also share

country specific data with the following countries and organizations

Canada (CA)- Cyberdo data sharing of IOC that are incorporated in weekly
reports shared with US CERT

United Kingdom (UK)- Official data sharing relationship with National
Crime Agency (NCA) with an impending memorandum of Understanding (MOU)

Finland (Fl)- data sharing with Finland CERT

Australia (AU)- ad hoc notifications for I0C

Germany (DE)- presently developing data sharing relationship for I0C
Netherlands (NL)-presently developing data sharing relationship for IOC

REN-ISAC- The Research and Education Networking Information Sharing and Analysis
Center.

Rhode Island State Cyber Disruption Team
RI State Cybersecurity Task Force

| want to share with you some frustration our Law Enforcement partners are experiencing
because of the changes in whois:

"We are having a great number of issues with the implementation of GDPR on WHOIS,
which I think will push cybercrime investigations into the stone age again!! at least for the
meantime. | also imagine this is the case with yourselves and the work you are doing?



| will keep you posted as to any progress etc. If you have any suggestions re this in order we
can help each other, please let me know and | will see if | can make representation.”

We at the CyberNotify.org project are also struggling with the lower quality whois and need
access to real domain registration data. The same work now takes us longer and requires
more man-hours and resources.

Best,
Natalka Kopcyk

COO and Co-PI
Dissect Cyber Inc



