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Version Date Comments 
3.0 August  

2019 
Updated release to include changes to the program as a result of lessons 
learned from exercises and events. 

2.2 August 4, 
2014 

Updated release. 
Added references to protocol to explicitly discuss the use of ICANN-
modified zone and escrow data (part of the name collision response 
protocol). 

2.1 April 23, 
2014 

Updated interim release.   
Removed incorrect data classification as ‘business confidential’ – this 
document becomes a public document when released; 
Corrected section number in comments of the change log for CTP 2.0 
(erroneously listed section 9.4 for the reporting format for discrepancies 
when in fact it’s in section 10.3) and invalid cross-reference section 
numbers  to insure consistent internal linkages; 
Provided additional text to sections 3.5.5 and 3.5.7 in response to 
clarification questions from EBERO s; 
Corrected layout and formatting errors in section 10.4; 
 

2.0 March 17, 
2014 

Interim release.  Formatting corrections, language clarifications to 
remove idiomatic references.  Alignment of program description (section 
1) to actual implementation based on GDD Operations procedures  
manual;  
Addition of appendix 13 (form for reporting on closure of transition-in); 
Addition of section 10.3 (mandatory reporting format for discrepancies); 
Clarification of transition-in processes related to nic.tld, SSL certificates, 
host naming, DNSSEC considerations, and substantive updates of the 
document reflecting lessons learned from EBERO event exercises in 
1H2014. 

1.1 July 29, 2013 Synchronized sections 11.4.3 to the content of section 6; typographic 
error and formatting corrections. 

1.0 July 18, 2013 Initial release, as included in the EBERO master services agreement. 
Figure 1: Document Version Control 
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1 EBERO	Event	Team	

1.1 Mission	
The Emergency Back-End Registry Operator Event Team (“EBERO Event Team(s)”) protects the security, 
stability and resiliency of the Domain Name System by temporarily supervising the operation of critical 
registry functions of delegated top level domains by a third party emergency back-end registry operator 
(Emergency Back-End Registry Operator or “EBERO”) in response to circumstances in which the 
contracted registry operator is no longer suitable, able or willing to perform its registry obligations. 

1.2 Authority	and	Constituency	
Pursuant to Section 1.2(a)(i) of the ICANN Bylaws, ICANN is committed to preserve and enhance the 
administration of the DNS and the operational stability, reliability, security, global interoperability, 
resilience, and openness of the DNS and the Internet. Section 2.2 of the ICANN Bylaws prohibits ICANN 

from acting as a Domain Name System Registry or Registrar or Internet Protocol Address Registry in 
competition with entities affected by the policies of ICANN. However, this prohibition is not “intended 
to prevent ICANN from taking whatever steps are necessary to protect the operational stability of the 

Internet in the event of financial failure of a Registry or Registrar or other emergency.”  The Emergency 
Back-End Registry Operator is a mechanism available to ICANN to protect the operational stability of the 
Internet following the failure of a registry operator to perform its registry obligations (an “EBERO 

Event”).  

As detailed in Section 1.3 below, the EBERO Event Team reports through a designated Event Director to 
an executive committee made up of ICANN management and executives under the authority of the 

President, Global Domains Division (GDD) (“EBERO Executive Committee”). 

The EBERO Event Team serves the ICANN community through a limited scope and role. 

1.3 EBERO	Event	Team	Organizational	Structure	and	Composition	
The EBERO Event Team is a cross-functional team led by the ICANN Technical Services Team, but 
working with staff from multiple ICANN organization departments, partnering with designated registry 
service provider organizations .  These registry service providers and staff have been designated as 

having responsibility to perform tasks involved in the emergency transition of a new gTLD registry in 
response to an emergency or imminent failure of critical registry services.  EBERO Event Teams only exist 
in response to emergencies (including, but not limited to, tests of emergency response capabilities and 

real and simulated registry failure scenarios) and thus are created on an as-needed basis as 
circumstances warrant. 

In the event of multiple registry failures, ICANN may request an EBERO  to execute the transition process 
for one or more Failed TLDs (as defined in the Emergency Back-End Registry Operator Agreement 

between ICANN and the EBERO (the “EBERO Master Agreement”) to which this Exhibit is attached). In 
such a circumstance, ICANN will perform a triage process to establish the order of transition for the 
Failed TLDs. In the event of more than one TLD failure, ICANN will provide a prioritized list to the 
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appointed EBERO accompanied by the estimated number of domains under management for each 
Failed TLD.  

The appointed EBERO will communicate which and how many of the Failed TLDs for which EBERO 

services are needed that it can support for such event. Should there be more Failed TLDs for which 
EBERO services are needed than the appointed EBERO can support, ICANN will appoint additional 
appointed EBEROs to support the remainder of the applicable Failed TLDs. In such an event, ICANN may 

also designate additional Event Directors to coordinate the EBERO Event across multiple EBEROs. ICANN 
does not expect that any direct coordination between EBEROs will be required. 

 

Figure 2: EBERO Event Team Structure 

1.3.1 EBERO	Executive	Committee	
A subset of ICANN executives and management, acting in concert, will collectively be known as the 
EBERO Executive Committee and will select and authorize the individuals to act as Event Directors .  This 
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situation warrants) authorize necessary EBERO activities.  The EBERO Executive Committee will include 
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1. Senior Vice President, Global Domains Division (GDD) 
2. Vice President, Global Domains Division (GDD) Operations 

3. ICANN General Counsel 
4. Chief Innovation and Information Officer 

The EBERO Executive Committee pre-authorizes one or more individuals  as eligible to be an Event 
Director. When the SLA 24x7 monitoring system detects that an emergency performance threshold as 

specified in the base Registry Agreement, Specification 10 has been or is about to be exceeded, an on-
call Event Director is notified by Technical Services. In the event that circumstances warrant, any of the 
EBERO Executive Committee members can designate an Event Director for a particular EBERO Event and 

the designated Event Director may be changed during an EBERO Event. 

1.3.2 Event	Director	
The Event Director provides the human decision check on all EBERO activities.  The Event Director’s 
fundamental roles are to (a) review and confirm that an EBERO Event is underway and whether an 
emergency transition is required (authorizing EBEROs to take action); (b) authorize the requests for 

changes at the Internet Assigned Numbers Authority Functions Operator (“IANA”) (including contact 
updates and both scheduled and emergency root zone updates associated with an EBERO Event); and (c) 
declare the end of an event, which terminates EBERO activities.  The Event Director will serve as the 

emergency decision-maker in the event that regular channels are not practical to meet the developing 
circumstances of the emergency.  

The Event Director is also empowered to declare an EBERO Catastrophic Event.  An EBERO Catastrophic 
Event is a circumstance where EBERO(s) need to be invoked but includes complications or concerns so 

significant that existing common processes may pose substantial unforeseen risks to the security, 
stability, and/or resiliency of the DNS (for example, a failure of many registries at the same time).   The 
declaration of an EBERO Catastrophic Event could suspend EBERO service level commitments, in the 

interest of protecting the security, stability and resiliency of the DNS. 

1.3.3 Senior	EBERO	Specialist	
The Senior EBERO Specialist (SES) selected by the Event Director from a list of trained individuals,  assists 

the managing of communications and facilitates the execution of the Common Transition Process. 

1.3.4 EBERO	Program	Technical	Advisor	
The technical advisor assists the Event Director in understanding the necessary technical aspects of 
registry operation in order to facilitate appropriate decision-making when needed.  

1.3.5 ICANN	Global	Support	
ICANN Global Support is part of the communications strategy for EBERO Events, and thus is involved in 
delivering messaging and communications via telephone and email during an EBERO Event.  In addition, 
the Global Support team may be involved in other roles as required by the needs of the situation. 
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1.3.6 ICANN	24x7	SLA	Monitoring	
ICANN’s ongoing network monitoring provides information about the current status of the registry 
under operations. 

1.3.7 ICANN	Communications	
ICANN Communications will be involved in all externally facing publication communications, and may be 
involved in other roles as required by the needs of the situation. 

1.3.8 Other	Internal	ICANN	Subject	Matter	Expertise	(as	needed)	

1.3.8.1 ICANN	Legal	
ICANN Legal will be available to the Event Director to ensure proper legal authority exists to take action, 
proper form is followed, and, to the extent possible, to limit liability associated with an EBERO Event. 

1.3.8.2 ICANN	Contractual	Compliance	
The  ICANN Contractual Compliance team has two essential roles within the EBERO Event Team.  The 
first is to prepare and transmit necessary compliance notices to the failing registry.  The second is to 
provide the Event Director with historical data about past behaviors involving the registry and 

compliance, which may help to inform the Event Director as s/he is deciding whether an emergency 
Transition-In (as described in Section 3.5 below) is required. 

1.3.8.3 GDD	Technical	Services	liaison	
The GDD Technical Services Liaison provides access to specific expertise to properly advise the Event 
Director and facilitates work as warranted by the situation at hand.  For any EBERO Event requiring 

modifications to zone or escrow data prior to release to the EBERO, the GDD Technical Services liaison 
will make any necessary modifications. 

1.3.8.4 Registrar	and	Registry	Engagement	teams	

The Registrar and Registry Engagement teams  provide access to specific expertise to properly advise the 
Event Director and facilitate work as warranted by the situation at hand. 

1.3.8.5 Security,	Stability	and	Resilience	(SSR)	team	
SSR provides access to specific expertise to properly advise the Event Director and to facilitate work 

warranted by the situation at hand. 

1.4 Emergency	Back-End	Registry	Operator		
The EBERO provides five critical registry functions in response to an EBERO Event.  Those functions are: 

• DNS 

• DNSSEC 

• RDDS 

• SRS (EPP) 

• Data Escrow 
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1.4.1 EBERO	Event	Manager	
The EBERO must designate one or more individuals to serve as the Event Manager for the EBERO and to 
provide primary point of contact for EBERO matters during the EBERO Event. The EBERO will notify 
ICANN of who the Event Manager(s) will be and at what time such person will be the Event Manager 

(i.e., Person X from 0:00-7:59; Person Y from 8:00-15:49, Person Z 16:0-23:59) The Event Manager is not 
a technical role, but instead a management role that must be able to be performed 24x7 on short 
notice.  During the EBERO Event, it is expected that team members within ICANN and the EBERO will 

work closely to meet the needs of the circumstances causing the EBERO Event.  For purposes of 
initiating critical functions, the Event Manager, as the single voice of the EBERO, will speak on behalf of 

the EBERO.  The Event Manager must: 

• Acknowledge receipt of event and service orders 

• Escalate problems with data transmissions 

• Confirm to ICANN when services are ready for the Transition-In 

• Work with ICANN’s Event Director and staff to address issues as they arise 

• Direct EBERO internal staff as needed 

It is not intended or required that the Event Manager directly answer phone calls from ICANN on a 24x7 
basis provided that an Event Manager can be activated by the EBERO’s 24x7 operations center to 

become available in sufficient time to meet the timing requirements described in 4 EBERO Service 
Levels. 

1.4.2 EBERO	Service	Team	Leads	and	Team	Members	
As each EBERO’s internal functions may be structured differently, the roles required to perform an 
EBERO transition within each individual EBERO are not being enumerated within this Common 

Transition Process, but are implicitly required.  EBERO team members are likely to, for example, have 
expert roles specializing in DNS, EPP/SRS, database, networking and routing infrastructure, security, and 
registrar onboarding/relations. 

1.5 Affected	Parties	and	Roles	
The following table defines the roles of the EBERO Event Team in relation to parties involved in the 
EBERO service: 

Party Responsibilities 
ICANN 24x7 Operations Center Notifies the Technical Services team of registries which are 

failing to meet service level commitments, based on ICANN’s 
SLA monitoring. 

ICANN Compliance Notifies the on-call Event Director of any registries which are 
failing to meet specifications for data escrow, as well as advising 
of historical compliance concerns with the registry.  

EBERO Executive Committee Should emergency thresholds be reached, prompt action should 
be taken to protect the stability and resilience of the DNS and 
domain name registrants.  
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Party Responsibilities 
ICANN Communications Communications (with Senior Management) makes appropriate 

disclosures and releases to the public, press, or other affected 
parties. 

Figure 3: Affected Parties and EBERO Event Team Roles 

 

The following table defines the roles of the EBERO Event Director in relation to parties involved in the 
EBERO service: 
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Party Responsibilities of the Event Director 
Accredited Registrars The Event Director provides technical and operational notices 

about transitioning and transitioned registries to all accredited 
registrars after an emergency transition occurs. 

Registry Escrow Agents The Event Director notifies the escrow agent to arrange the 
swift release of escrow deposits in accordance with the escrow 
agreements. 

EBERO Escrow Agent The Event Director notifies the contracted escrow agent to 
authorize the initiation and termination of escrow deposits by 
the EBERO. 

IANA The Event Director notifies IANA of registry transition events 
and makes emergency requests for changes to the root zone 
and to IANA authorization databases. 

	

2 Registry	Status	Descriptions	
Status Description 
Ready State (Section 3.2) Normal operation modes for registries; EBEROs maintain 

readiness; routine communications (at least once per month) between 
EBEROs and ICANN ensure that activation channels will work. 
 

Heightened Alert 
State 
 

(Section 3.3) Upon designation of an Event Director, s/he will select an EBERO 
and notify the EBERO’s 24x7 network operations center to advise the EBERO 
of the increased risk of an EBERO transition being required. This activation will 
permit the EBERO to enter a heightened alert status. 
 
In a heightened alert state, key personnel from both ICANN and the selected 
EBERO will be notified by their respective organizations and the team will 
activate communication channels for collaboration and verbal communication 
(e.g. a teleconference bridge).  ICANN and the EBERO will monitor these 
communication channels.   
 

Event Declared (Section 3.4) Once an Event Director approves activation by declaring that an 
EBERO Event is underway, the EBERO will prepare for an emergency transition 
of DNS and DNSSEC services.  The end state of that preparation is an 
environment that can, with only updates to the root zone, provide DNS and 
DNSSEC services for the Failed TLD.  
 

Transition-In (Section 3.5) The Event Director begins the Transition-In process by 
requesting a root zone update from IANA.  Until this update occurs, the TLD 
will continue to be fully operated by the original registry back-end.  The 
Transition-In process moves DNS, DNSSEC and eventually SRS (Shared 
Registration System), RDDS (Registration Data Directory Services) and Data 
Escrow services to the EBERO. 
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Stabilized (Section 3.6) Once an operationally stabilized state of the five critical registry 
functions is attained, a variety of normal operational functions will occur.  
This includes the authorization process for registrars to access the EBERO’s 
SRS environment, as well as receiving outcomes from dispute resolution and 
directives from ICANN with respect to updates and corrections to SRS data 
and reporting functions with respect to critical registry and EBERO metrics.  
 

Transition-Out (Section 3.7.5) Upon ICANN’s designation of a successor registry operator, the 
original registry operator, another EBERO or registry service provider (each 
such provider/operator, a “Successor Operator”), the EBERO will generate an 
up-to-date verified and valid escrow format deposit of SRS data, and provide 
that data along with the escrow deposits and zone file used for the Transition-
In, and the first full escrow deposit generated by the EBERO for reconciliation 
and analysis by the receiving Successor Operator.  A full (or 
incremental/differential) updated escrow formatted deposit will be provided 
as part of the Transition-Out process.   

Figure 4: Registry Status Descriptions 



EBERO Event Common Transition Process Manual - Version 3.0 
 

Page 16 of 52 
 

3 Overview	of	EBERO	Common	Transition	Process	

3.1 Overview	of	Process	

 

Figure 5: EBERO Event Common Transition Process, Event Detection through DNS/DNSSEC transition 
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Figure 6: EBERO Event Common Transition Process, Data Escrow Release until Registry is stabilized 
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Figure 7: EBERO Event Common Transition Process, Transitioning Out of EBERO 

3.2 Ready	State	
During the ready state, there is no crisis and no atypical risk of an EBERO Event occurring.  The registry is 

operating normally pursuant to the requirements of the applicable registry agreement.  ICANN is 
monitoring the registry and operating a zone file repository to ensure that zone file data is no more than 
24 hours old. 

During the Ready State, ICANN and EBEROs will (on a monthly basis) confirm 24x7 contact and regular 

management “call lists” (assigned management personnel, e-mail, office phone numbers, etc.) in English 
for non-emergency communication.  In addition, appropriate public key distributions may occur with 
this routine monthly communication.  Monthly contact updates are described in Section 5 Monthly 
Contact Information Update Procedure for EBEROs. 

3.3 Heightened	Alert	State		
An exhaustive list of conditions used to evaluate the decision to trigger a heightened alert is not detailed 
in this high-level description.  Examples of conditions sufficient to invoke a state of heightened alert 
might include a registry operator requesting a transition to EBERO or the ICANN risk assessment 

specialists concluding that there is a substantial risk and credible threat that the registry operator 
would—within 48 hours—fail to meet its obligations under its registry agreement.  During any 
Heightened Alert State, ICANN will attempt to work with the registry operator to remediate the 

underlying problem(s). 
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Service Example Triggers for Heightened Alert 
DNS 60 minutes of total downtime  / week 
DNSSEC 60 minutes of total downtime  / week 
RDDS 720 minutes of total downtime / week 
SRS 720 minutes of total downtime / week 
Data Escrow Uncured Compliance notice of (a) failure to receive notification of required 

escrow deposits; or (b) failure of deposits to pass verification, for a period of 6 or 
more days. 

Figure 8: Heightened Alert Performance Thresholds 

It is within the discretion of the Event Director whether and when to identify the TLD string reaching a 
Heightened Alert state.  When an Event Director is activated, s/he will select an EBERO and notify both 
the EBERO’s and IANA’s 24x7 emergency contacts, communicating in English that a Heightened Alert 

State exists. The ICANN team may also open a virtual collaboration space (for example, this could 
include screen sharing technology (e.g. Adobe Connect) and voice sharing (e.g. telephone conference 
bridge); the specific technologies may be revised based on circumstances).  In addition, ICANN’s EBERO 

team will communicate authentication credentials and addressing information needed to perform 
transition data retrieval should an EBERO Event be declared.  ICANN’s technical advisor will ensure that 
zone file data is placed in an accessible area of the zone file repository for the EBERO during the 

Heightened Alert State. 

Exhibit C to the Master EBERO Agreement provides for specific  TLD exemptions to the EBERO’s 
obligation to provide services (for example, if an EBERO transition could pose a specific legal challenge) .    
In the event that an EBERO needs to put itself “last in line” because of technical circumstances (such as a 

planned maintenance or capacity considerations (already transitioning a TLD, operating in a contingency 
due to a disaster, etc.)) then it may do so  by sending written notice (in English) to ICANN stating the 
technical reason for the need of “last in line” status and the duration of such technical event (which 

needs to be a commercially reasonable period of time). In addition, the EBERO is responsible for 
immediately notifying ICANN of any developments or situations which would limit its ability to 
successfully perform its responsibilities as an EBERO.  There is no assurance that an EBERO that has 

requested “last in line” status will not still need to be selected, but the preference of the EBERO making 
such request will be considered.   

Heightened Alert State will provide the opportunity for EBEROs to activate staff so that they can respond 
should an EBERO Event be declared.  It also provides an opportunity for IANA to coordinate with the 

root zone management partners to ensure that root zone updates can occur promptly.  If an applicable 
TLD string is disclosed by the Event Director, Heightened Alert State provides an opportunity for ICANN’s 
operations team to ensure that the EBERO has access to the ICANN-managed zone file repository for the 

failing registry.  During a Heightened Alert State, ICANN may provide the EBERO the zone files. 

The Event Director will notify the selected EBERO and IANA to trigger Heightened Alert State as soon as 
possible following the notification of a potential Failed TLD.  This notification will include: 

• Name, email and other identification of the Event Director 
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• Contact information for the collaboration space 
o Call bridge access numbers 
o Collaboration tool access instructions 
o Any event authentication credentials (keywords, passphrases, etc.) required. 

• A high-level description of the circumstances leading to the event (for example, “A  gTLD with 
less than 1000 domain names under management was detected as not offering SRS services for 
4 hours and has been non-responsive to our attempts to remediate.  The Event Director may 
declare an EBERO Event, but will not make such declaration before 01:00 UTC, in approximately 

6 hours.  We are opening a conference bridge for an event response team.  Please dial in now.”) 

ICANN and the selected EBERO may jointly decide to open the event collaboration channels to observers 
from other EBEROs for the purposes of using the EBERO Event as a cross-training opportunity, but this is 
of secondary importance to EBERO emergency responses and thus is not required. 

It is not anticipated that a Heightened Alert State would exist for a period of more than 24 hours prior to 

an EBERO Event being declared. 

3.4 EBERO	Event	Declared	State	
Following a Heightened Alert State if the Event Director confirms that an EBERO Event is underway, the 
EBERO will begin preparation for the transition of DNS and DNSSEC services for the top-level domain.  
The situation will be weighed on a case-by-case basis, considering whether the transition would be 

better or worse for the stability, security and resiliency of the DNS.  Inputs from various ICANN 
departments including registry and registrar liaisons, SSR, and technical expertise on DNS and registry 
functions will evaluate the risks so that the Event Director can hold his or her decision, or can direct the 

EBERO and IANA to proceed with DNS transition or, if circumstances warrant, end the event.  

Once an EBERO Event is declared, the EBERO will obtain a copy of the TLD zone file.  The zone file 
retrieval procedure is described in Section 6 Zone File Retrieval Procedure for EBEROs.  Upon successful 
retrieval, the EBERO will re-sign the zone within its infrastructure in accordance with the requirements 

of DNSSEC and the EBERO’s (ICANN-approved) DNSSEC practice statements.  Note that during parts of 
the Transition-In, the re-signed zone could result in some DNSSEC signed domain names becoming non-
functional due to failing validation.   

The EBERO will have four hours to obtain a copy of the zone file and have a working DNS zone ready for 

changing the delegation records (NS and DS) in the root zone, and within those same four hours, must 
have the DNS zone signed and operating in accordance with the requirements of DNSSEC, starting from 
the time that the communication that an EBERO Event has been declared is received by the EBERO. 

ICANN will prepare a request to release escrow deposits for the escrow agent for the TLD as soon as the 

EBERO Event is declared, but will not transmit the request to IANA until the decision to Transition-In is 
made.  ICANN should perform necessary compliance notifications to meet its contractual and procedural 
obligations. 
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It is possible to persist in this “pending decision to Transition-In” status, as last-ditch efforts to correct 
the registry problem are attempted.  However, it is expected that ICANN will not keep an EBERO in this 

status for more than 24 hours, unless the status is part of a scheduled and agreed upon drill.  If time and 
circumstances permit, this time could be used for DNS/DNSSEC pre-delegation testing of the 
transitioned zone by ICANN. 

3.5 Transition-In	State	
Transition-In describes real, widely visible changes to the behavior of the Internet’s system of unique 

identifiers.  Transition-In is triggered by the order of the Event Director.  The Event Director will be 
advised by ICANN SSR, Compliance, technical liaison, Registrar and Registry Engagement teams, and the 
EBERO as to the readiness of the zone for transition.  Once authorization to proceed is given, the 

processes should proceed to stable operation without blocking decision points.  Declaring an EBERO 
Event will trigger ICANN processes for communication to registrars and the community; in addition, 
compliance notifications should be sent. 

Task Description Task 
Dependencies 

Maximum Time 
to Complete 
within SLA 

Responsible 
Party 

1 Declare EBERO Event   Initial event Event Director 
2 Acknowledge Service Order 1  Event Manager 
3 3.5.1 Retrieve Zone File and Prepare 

DNS and DNSSEC for Re-delegation 
2 +4 hours EBERO  

4 Prepare root zone update request 2 +4 hours ICANN 
5 Prepare escrow release order 2 +4 hours ICANN 
6 Authorize Transition-In  3,4  Event Director 
7 3.5.2 Update Root Zone 6 +4 hours IANA, Root 

Management 
Partners 

8 3.5.3 Escrow Release 5,6 +24 hours Registry Escrow 
Agent, ICANN 

9 DNS/DNSSEC Operational 7   
10 3.5.4 Escrow Release to EBERO 8 +2 hours ICANN, EBERO 
11 Acknowledge receipt of escrow release 10  Event Manager 
12 3.5.5 Populate SRS from Escrow 

Deposits and Zone File Data 
11 +72 hours EBERO 

13 3.5.6 Listing of Discrepancies between 
Escrow Data and Zone File 

11 +72 hours EBERO 

14 SRS Operational 12,13   
15 3.5.7 Populate RDDS from SRS; Begin 

SRS and RDDS Operation 
14 +24 hours EBERO 

16 RDDS Operational 15   
17 Prepare to make escrow deposits 16 +24 hours EBERO 
18 3.5.8 Begin Escrow Deposits 17   
19 TRANSITION-IN COMPLETE: STABILIZED 

OPERATION BEGINS 
6, 9, 14, 16, 

18 
Event+150 hours  
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Figure 9: Transition-In Tasks and Timeline 

3.5.1 Retrieve	Zone	File	and	Prepare	DNS	and	DNSSEC	for	Re-delegation	
The EBERO will obtain the most up-to-date copy of the registry’s zone file from ICANN and will 
prepare a DNS constellation to provide the DNS with DNSSEC service.  Further, the EBERO must 
provide DNS name server and DNSSEC (DS) keying data (in electronic form) to the Event 
Director for the transitioned zone as part of the EBERO’s preparations.  Note that re-delegation 
of the TLD in the root zone can only occur after this task is complete.  

This necessarily includes changing any DNS resource records needed to provide proper DNS 
services (for example, replacing all nameserver records and including appropriate glue records 
for the TLD itself). 

There is special handling required for the mandatory domain “nic.tld” (for top level domain 
“tld”).  Once an EBERO begins its Transition-In, the EBERO must consider itself the registry 
operator with respect to management and control of nic.tld.  That is, control of nic.tld must be 
given to the EBERO, who will control the nic.tld zone.  This is addressed in more depth in 3.5.5 
Populate SRS from Escrow Deposits and Zone File Data. 

Prior to re-delegation in the root zone, the EBERO must meet the currently published technical 
requirements for authoritative name servers as published by IANA and updated from time to 
time. The current requirements are available at https://www.iana.org/help/nameserver-
requirements. 

3.5.1.1 	DNSSEC	for	an	uncooperative	failing	registry	or	when	expedience	
requires	no	cooperation	

When dealing with DNSSEC changes and an uncooperative registry operator (i.e., a registry operator 

that is unable or unwilling to make changes to its critical functions in a manner that will facilitate the 
Transition-In), or if transition timing does not permit a more graceful DNSSEC change, the EBERO will 
remove all provided DNSSEC keying data for the zone, generating and signing the zone with new KSKs 

and ZSKs, and provide new DS records to the Event Director for inclusion at the root.  This “hard stop” 
will disrupt DNSSEC services for the transitioned zone and may be end-user and registrant noticeable 
(for a period of time, DNSSEC will simply not work), but this is considered an acceptable service impact 

as part of the emergency transition. 

3.5.1.2 	DNSSEC	with	a	cooperative	failing	registry	
A failing registry operator may be able or willing to cooperate in facilitating an orderly DNSSEC key 
rotation as part of the Transition-In.  Any cooperative strategy must not require the EBERO and failing 
registry operator to exchange private key data as part of Transition-In.  While it may be unlikely that 

there will be sufficient time to conduct a KSK rotation as described in RFC5011 or RFC6781 (or other, 
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should subsequent RFCs supersede that advice), if there is sufficient time and the EBERO, ICANN and 
failing registry operator concur on implementation details, a pre-publication strategy may be used. 

3.5.2 Update	Root	Zone	
The Root Zone must be updated to contain appropriate NS, DS and glue records.  IANA is notified of a 

root zone update, performs its mandatory checks and coordinates changes with the root zone partners 
to ensure the change occurs.  The Event Director will authorize a request to IANA for NS, DS and glue 
record updates in the root, which will be prepared by ICANN staff with technical data provided by the 

EBERO.  While no specific service levels are defined, ICANN’s current understanding is that all root zone 
parties are both committed to 24x7 response capabilities, and that the timing commitments from those 
entities will facilitate (barring problems uncovered with mandatory checks) a root zone update within 4 

hours of request.   

3.5.3 Escrow	Release	
The registry operator’s escrow agent must receive an authorized request to release the escrow deposits 
for the Failed TLD to ICANN.  While, contractually, this must occur within 24 hours of request, ICANN will 
transmit that request only upon authorization from the Event Director.  There is no formal notification 

mechanism that will be used to inform the EBERO of the release request being transmitted; informal 
communication (on the event bridge or via the Adobe Connect room) is deemed sufficient to set a 
timing expectation as to when the escrow deposits will become available to EBERO. 

3.5.4 Escrow	Release	to	EBERO	
ICANN will receive escrow releases directly from the escrow agent, then will use an ICANN key and re-

encrypt the data using the EBERO’s public key. ICANN will provide the set of escrow files within 2 hours 
of receipt, unless modifications are required to the escrow data as described in Section 3.5.4.1 
Modifications to Escrow Releases by ICANN.  This process and the specific release mechanisms and 

channels are described in Section 7 Escrow Release Protocol and Procedures for EBEROs. 

3.5.4.1 	Modifications	to	Escrow	Releases	by	ICANN	
ICANN may decide it is necessary to modify escrow deposits released to the EBERO (for example, to 
address name collisions).  If ICANN chooses to modify the escrow deposits, the Event Director may 
suspend emergency transition service levels if those modifications introduce delays or problems to the 

transition process. 

3.5.5 Populate	SRS	from	Escrow	Deposits	and	Zone	File	Data	
The EBERO will import the zone file and escrow deposits into its EBERO SRS, handling discrepancies 
between the two data sources using an algorithm described in Section 9 Handling Discrepancies 
between Data Sources during Transition. 
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The EBERO will be responsible for using the latest zone file retrieved from ICANN, and for using the last 
full escrow deposit and any applicable incremental deposits released to the EBERO through ICANN.   

Unmodified copies of the data files used to populate the SRS must be retained by the EBERO. 

Escrow deposits may or may not contain information about the nic.tld second-level domain; however, 
this information will be incorrect because it reflects the failed registry operator, rather than the EBERO.  
Once an EBERO Event has been authorized and the EBERO begins its Transition-In, the SRS (and RDDS) 
must reflect that nic.tld is now under the control of the EBERO.  EBEROs are required to provide WHOIS 
at TCP port 43 as described in RFC 3912 at whois.nic.tld.  Furthermore, web-based whois is also required 
to be locatable at whois.nic.tld.  The EBERO must deploy necessary records such that nic.tld and 
whois.nic.tld correctly resolve in DNS as part of their transition strategy.  All changes made must be 
reflected in the Listing of Discrepancies between Escrow Data and Zone File report. Once the EBERO has 
an RDAP service available, as described in Section 11, it must be provided for TLDs that are served by the 
EBERO. 

The Common Transition Process specifies the behavior of several names within NIC.TLD.  Namely, the 
EBERO must be able to control the name WHOIS.NIC.TLD, because it is required by Specification 4 for 

the RDDS service.  The underlying reason why EBEROs must seize control of NIC.TLD is specifically so 
that they can specify the correct addresses for the WHOIS service, for the Failed TLD.  As a result, the 
“takeover of NIC.TLD” during an EBERO Event is expected to be implemented through DNS changes and 

setup of critical functions only; it is not a commitment to provide new web content hosting or other 
services.  To minimize confusion and to ensure the proper direction of inquiries to ICANN  Global 
Support Center, the primary web presence for any transitioned TLD will be the EBERO program web 

page.  In the re-delegated NIC.TLD domain, the following characteristics must also exist in DNS: 

• HTTP connections to WWW.NIC.TLD and NIC.TLD must be responded by the EBERO with a 
HTTP redirect to https://www.icann.org/ebero (the EBERO program webpage). 

• There must be either one CNAME or both A and AAAA records for WHOIS.NIC.TLD. 
• The NIC.TLD zone must be DNSSEC signed.   
• Any other names in NIC.TLD should be removed, unless required for operational reasons in 

the EBERO’s best judgment. 

3.5.6 Listing	of	Discrepancies	between	Escrow	Data	and	Zone	File	
The EBERO will reconcile escrow and zone file data as part of the SRS import process, and generate a list 
of the discrepancies between the two sources using the algorithm described below in Section 9 Handling 
Discrepancies between Data Sources during Transition.  The action taken on any discrepancy must be 

included in this listing.  The listing will be both communicated to ICANN and preserved as part of the 
Transition-Out documentation to be provided to any Successor Operator.  The format for this listing is 
described in Section 10.1 Reporting Format for SRS reconciliation and report of discrepancies. 

Changes made to nic.tld as described in Section 3.5.5 Populate SRS from Escrow Deposits and Zone File 

Data must be reflected in the listing of discrepancies. 
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3.5.7 Populate	RDDS	from	SRS;	Begin	SRS	and	RDDS	Operation	
In keeping with customary practices for registries, the RDDS will be populated from the SRS system or 
will query the SRS system directly.  Thus, RDDS operation must be operational no later than 24 hours 
following the activation of SRS and SRS must be operational no later than 72 hours following receipt of 

escrow data.  Note that RDDS operation includes zone file availability to other EBEROs. 

The EPP interface to SRS must be protected by an SSL certificate, as described in the RFC 5734.  Due to 
the tight deployment timelines, all EBEROs must either operate their own certificate authority to issue 
this certificate, or must use a certificate already issued to the EBERO prior to the EBERO Event.   

The recommended architecture for EBERO certificates is to either operate a certificate authority or to 

obtain a commercial wildcard certificate for the *.ebero.providerdomain namespace. There is no 
provision for additional time in the service levels to account for difficulties procuring encryption 
certificates.  If the EBERO has control of ‘providerdomain’, then all TLDs transitioned to an EBERO should 

also operate with hostnames in the structure service-tld.ebero.providerdomain.  Any certificates used to 
secure web-based RDDS or other registrant and end-user facing services, must be issued by a globally 
trusted certificate authority member of the CA/Browser Forum.  These certificates may all function with 

the same wildcard certificate so long as it comes from a globally trusted certificate authority. 

The encryption certificate required for access to the EPP service must be issued to the canonical name of 
the SRS EPP service; however, that host name may be in names other than the TLD.  Furthermore, 
because EPP implementation models differ widely across registry designs, the EPP (and other services 

directed and accessible only to registrars such as web-based control panels) may use any certificate 
authority (including internal ones) compatible with the EBERO’s SRS systems and selected by the EBERO.  

To conform to Specification 4 of the new gTLD registry agreement, host name ‘whois.nic.tld’ must 
resolve and be accessible over both IPv4 and IPv6.  ‘whois.nic.tld’ must answer TCP/43 in conformance 

with RFC 3912 for Whois services, and must conform to standard HTTP behaviors at TCP/80.  If nic.tld is 
not available (registered to an end-user instead of the failed registry operator), the EBERO and ICANN 

will agree on the domain where the service will be provided. However, whois.nic.tld:80 does not require 
a web-based WHOIS gateway; it can provide HTTP redirection to another web services, provided that 
web browsers accessing http://whois.nic.tld will, without user intervention, result in access to a web-

based WHOIS query tool serving the EBERO transitioned TLD over HTTPS.  The permissible behaviors for 
RDDS host names are listed below in the table below. 

Hostname TCP 
port 

Protocol Expected behavior 

Whois.nic.tld 43 WHOIS 
(RFC3912
) 

Must answer per Specification 4. 

Whois.nic.tld 80 HTTP 
(RFC2616
) 

Must provide an HTTP 3xx redirection to an 
HTTPS host where the web-based WHOIS service 
will be provided over secure transport there (for 
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example, https://whois-
tld.ebero.providerdomain/) 

Whois.nic.tld 443 HTTPS 
(RFC2818
) 

Must do exactly one of the following using a valid 
certificate, if it answers at all: 

a) Not answer; or 
b) Provide a web-based interface to WHOIS; 

or  
c) Provide an HTTP 3xx redirection to an 

HTTPS host, if the web-based WHOIS 
service will be provided encrypted there 
(for example, https://whois-
tld.ebero.providerdomain/) 

Figure 10: Expected RDDS hostname/port behaviors 

Once SRS and RDDS are confirmed to be operational, the Event Director will request any additional IANA 
changes to update contacts for authorized changes to the registry’s operation, ensure RDDS services 

work properly, etc. 

The SRS must not allow any transform, create or delete commands until the first full escrow deposit has 
been generated and validated by the escrow agent to guarantee a known good state for escrow 
transfers. 

Once SRS is operational, the following table describes the transaction types that should behave in 

compliance with STD69 (i.e.: RFCs 5730, 5731, 5732, 5733, 5734 and 5910 or successors); however, from 
a policy standpoint, certain transactions must be rejected as unauthorized by EBERO operational policy. 

Note that only the DS interface of RFC 5910 must be supported.  

Reference Command type Mandatory Result in EBERO 
RFC5731 3.2.1 <domain:create> Code 2201 “Authorization Error” 
RFC5731 3.2.2 <domain:delete> Code 2201 “Authorization Error” 
RFC5731 3.2.3 <domain:renew> Code 2201 “Authorization Error” 
RFC5731 3.2.4 <domain:transfer> Code 2201 “Authorization Error” 
RFC5731 3.2.5 <domain:update> 

For any updates other 
than those affecting: 
<contact:*>, <ns:*> 
<secDNS:*>, 
<registrant:*> 

Code 2201 “Authorization Error”  

Figure 11: Unauthorized EPP transactions during an EBERO event 

3.5.8 Begin	Escrow	Deposits	
The EBERO must perform the five critical registry functions.  Escrow deposits must begin at the first 
scheduled deposit time that is a minimum of 24 hours after activation of SRS.  An SRS that becomes live 
on at any time on Day 1 (00:01 to 23:59 UTC) would be required to make Day 3’s 00:00 deposit, assuring 
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a minimum of 24 hours to begin deposits.  The first deposit must be a FULL deposit, regardless of the 
day of the week on which it occurs to ensure that the escrow begins at a known good state. 

EBEROs are expected to be able to interoperate with ICANN’s contracted escrow provider for EBERO 

prior to an EBERO event, so that operational deployment is limited to capturing configurable 
parameters. 

The EBERO must comply with the Data Escrow requirements specified in Specification 2 of the gTLD 

Registry Agreement 

3.6 PGP	and	SSH	keys	maintenance	
Several processes require cryptographic keys from ICANN and the EBERO to be known to each other for 

non-repudiation and confidentiality. 

The EBERO will provide ICANN an HTTPS URL where a PGP keyring can be downloaded by ICANN, and 
the PGP key(s) included in the keyring will be considered authoritative by ICANN for the EBERO. ICANN 
will retrieve the keyring monthly. 

ICANN will provide the EBERO  an HTTPS URL where a PGP keyring can be downloaded by the EBERO 

provider, and the PGP key(s) included in the keyring will be considered authoritative by the EBERO for 
ICANN. The EBERO will download and process the keyring before sending the monthly report described 
in section 5. 

ICANN will provide the EBERO an HTTPS URL where a tarball with the SSH host key(s) of the ICANN's 

SFTP servers can be downloaded by the EBERO, and the SSH host key(s) included in the tarball will be 
considered authoritative by the EBERO for ICANN. The EBERO will download and process the tarball 
before sending the monthly report described in section 5. 

ICANN and the EBERO shall rotate its PGP key(s) at least every six months. 

In order to rotate the key(s), ICANN and the EBERO shall publish current and future key(s) to be used 

concurrently for a period of time in order to have smooth rollover. 

An outbound mechanism shall be used for emergency rollovers and for the EBERO to provide ICANN 
with the SSH identity key(s). 

3.7 Stabilized	State	
In the Stabilized State, the registry operates with limited changes (no domain transfers, domain delete, 
domain renewals, or domain creates).  Domain names must not be expired.  Registrant, contact, NS and 

DS updates must be supported via EPP.  The EBERO must support manual updates when requested via 
e-mail from the Event Director (or designee) on a commercially reasonable, good faith best effort basis.  

The EBERO must support the URS process, if supported in the Registry Agreement of the TLD, as defined 
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by the URS requirements in the gTLD registry agreement with the exception that Domain Names must 
not be permitted to expire.   

Within 48 hours of achieving a Stabilized State, the EBERO must provide a written report detailing 

divergences from its implementation plan to ICANN.  A template for this report is described in 10.2 
EBERO Common Transition Activity Report. 

3.7.1 Reporting	Functions	
The EBERO will provide reporting as described in Specification 3 of the gTLD Registry Agreement. 

3.7.2 Registrar	Credentialing	and	SRS	Access	
While EBEROs are required to permit any registrar to credential with them prior to an EBERO Event, only 
existing registrars for the EBERO’s non-EBERO registry operations are expected to undertake the 

technical resource investment of establishing those credentials before an EBERO Event occurs.  As a 
result, a credentialing process (perhaps the standard credentialing process the EBERO already operates) 
will be required. 

Once a registrar has credentials and passes whatever necessary technical validations that are required 

by the EBERO, it will have access to SRS and can make changes within the prescribed parameters of an 
EBERO SRS. 

3.7.3 Conflict	Dispute	Resolution		
In extreme cases, data discrepancies may require some form of (as yet undefined) dispute resolution 
process to examine the available data and make a determination as to the proper registrant or 

sponsoring registrar.  Such a process might be adapted from the registrar transfer dispute resolution 
process, but needs to be performed by ICANN or a party ICANN decides to contract.  

Given that the Transition-In process reconciles differences between a registry’s released escrow 
deposits and a zone file, and given the nature of the mandatory algorithm, there are at least four critical 

classes of dispute as described in the table below. 
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Alleged Change Path to resolution 

Registrant 

There are several ways in which a registrant could be inadvertently changed (e.g., 
out of date or incomplete SRS). 
 
As long as the registrar is correct, this situation does not require a dispute 
resolution process.  The registrar will presumably have documentation and can 
figure out who is the registrant from data in the registrar’s own system. 
 
However, the current technical model will require that ICANN approve all 
registrar transfers (to avoid billable events occurring within the SRS). 

Domain Name 
Registration 
Status 

Registrants or their registrars may dispute the specific status of any given domain 
name registration; changes may occur after an escrow deposit is created that 
would not be reflected in a transitioned registry based on those escrow deposits.  
This is especially important if the change in status would result in the domain 
name not being included in the zone file. 
 
Any resolution of this issue will involve weighing and validating the veracity of 
technical evidence. 

Registrar where 
one of the 
involved 
registrars is a 
placeholder 
(reserved 
registrar) 

This scenario occurs when the Transition-In is forced to use an escrow deposit 
that is older than the creation of the domain at the originating registry.  Such 
discrepancies should already be identified as part of the Transition-In process. 
 
Any resolution of this issue will involve weighing and validating the veracity of 
technical evidence.   

Registrar where 
none of the 
involved 
registrars is a 
placeholder 
(reserved 
registrar) 

This scenario occurs when a domain transfer has occurred that was not reflected 
in the escrow deposit.   
 
Any resolution of this issue will involve weighing and validating the veracity of 
technical evidence to resolve.  Potentially, this may require input from two 
parties, if there is dispute.   
 
If both involved registrars agree that this is an error, they should provide 
documentation that the transfer between registrars did occur after the escrow 
file was generated and before the transition in occurred, and agree on a 
recommended resolution, the Event Director (or their designee) should approve 
the change and have the EBERO make the change to the SRS. 

Figure 12: Allegations of Improper Changes during Transition 

3.7.4 ICANN	Selection	of	a	Successor	Operator	
It is ICANN’s responsibility to identify the method to end the EBERO Event. Selection processes for a 
successor operator or other disposition of the Failed TLD are meant to begin after Transition-In has been 

completed.  
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3.7.5 Zone	File	Access	to	ICANN	
The EBERO will provide bulk access to the zone files for the TLD to ICANN or its designee on a continuous 
basis in the manner ICANN may reasonably specify from time to time. Access will be provided at least 
daily. Zone files will include SRS data committed as close as possible to 00:00:00 UTC. 

3.7.6 Bulk	Registration	Data	Access	to	ICANN	
The EBERO will provide bulk registration data access to ICANN as described in Section 3 of Specification 

4 of the gTLD Registry Agreement, as modified by Appendix F to the Temporary Specification for gTLD 
Registration Data. 

3.8 Transition-Out	Process	
The Transition-Out process is expected to vary by the specific circumstances of the TLD. Any Transition-
Out process should be expected to take at least several weeks due to the need to reconcile data at the 

Successor  Operator and routine delays involved in DNSSEC key rollovers. While the specific Transition-
Out process may include some kind of negotiated process, several functions and responsibilities will be 
common to any EBERO Transition-Out.   

3.8.1 Generate	Transition-Out	Data	
This step only applies to Successor Operators that are not the EBERO. 

The EBERO will use the data escrow deposit format to provide the necessary data for a Transition-Out.  

In addition to the current status (as described in an escrow deposit) of the transitioned registry, the 
EBERO should be expected to provide copies of the original escrow deposits and zone file that it used to 
perform the Transition-In, as well as a copy of the first full escrow deposit representing the EBERO’s 

initial state. 

Because only the EBERO can authoritatively state what data was used by the EBERO, the EBERO will be 
the source of data to the Successor Operator; however, duplicate data may also be provided by ICANN. 

Data Type Provided by 
EBERO to 
Successor  
Operator 

Provided by 
ICANN to 
Successor  
Operator 

Released Escrow deposit from originating registry Yes Yes 
Zone file used for Transition-In Yes Yes 
Report of discrepancies and how they were handled during 
Transition-In 

Yes Yes 

Initial Escrow-formatted status of registry taken when 
Transition-In was completed 

Yes No 

Escrow-formatted current status of registry at time of 
Transition-Out 

Yes No 
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Data Type Provided by 
EBERO to 
Successor  
Operator 

Provided by 
ICANN to 
Successor  
Operator 

Read-only access to EBERO SRS for a period of no less than 30 
days 

Yes No 

Copy of each manual change request made by ICANN to the 
EBERO 

No Yes 

Log of detailed transform transactions on a specific domain 
name for a period of no less than 30 days for any domain name 
associated with a discrepancy during Transition-In or subject to 
any manual change requested by ICANN.  

Yes No 

Figure 13: Data Sources for Transition-Out 

3.8.2 Reconcile	Transition-Out	Data	
Data reconciliation is expected to be the responsibility of the Successor Operator.  The EBERO will 
provide a current, validly formatted copy of a full escrow deposit reflecting the registry as it is being 

operated by the EBERO, but that information may be missing linkages or could require additional data to 
meet the Successor Operator’s particular technical or business model as the EBERO exists to provide 

temporary stabilization.   

For as long as the EBERO provides technical operation of the critical functions of the zone, it is expected 
that the EBERO will provide updates (occurring no more frequently than daily) of the output data to the 
Successor Operator. 

3.8.3 DNSSEC	Key	Rollover	to	New	Successor	Operator	Key	
The EBERO, Successor Operator and ICANN will agree on a DNSSEC/DNS transition plan. As part of the 

DNSSEC/DNS transition plan, the EBERO will cooperate among other things in getting updated DS 
records for the Successor  Operator included in the root by IANA, include the successor operator's 
DNSKEYs into the KEYSET of the transitioned TLD and continue providing the DNS service for at least one 

week after the TLD has been delegated to the successor operator in the root zone.  

3.8.4 Scheduled	Root	Zone	and	IANA	Updates	
The EBERO will request technical updates with IANA, in conjunction with ICANN staff under the direction 
of the Event Director as appropriate, to facilitate a smooth transition of the registry to the Successor 
Operator. 

3.9 TLD	Termination	while	in	EBERO	
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A TLD may be terminated while in EBERO, and the process is expected to vary by the specific 
circumstances of the TLD. The EBERO and ICANN will agree on a plan to terminate a TLD while in EBERO, 

once a decision to terminate the TLD has been made and communicated to the EBERO.    
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4 EBERO	Service	Levels	
All EBERO Service Levels are defined with the underlying assumption of ongoing effort to improve 
processes to maximize the speed and accuracy of transitions and minimize any impact on domain name 
registrants and on Internet users.   

4.1 Ready	State	
Action Party Service Level 
Contact information 
refresh/update 

EBERO No less frequently than once every 45 days, with the intent 
being that an update occur by the seventh calendar day of each 
month by e-mail 

Operate zone file 
repository 

ICANN This service will operate at a minimum of 99.9% uptime and will 
be synchronized to the gTLD’s master to within 24 hours.   

Figure 14: Ready State Service Levels 

4.2 Heightened	Alert	State	
Action Party Service Level 
Notify EBERO and IANA 
of heightened risk of 
EBERO Event 

ICANN As soon as possible once the Event Director has been notified of 
a potential TLD failure by Technical Services. 

Figure 15: Heightened Alert State Service Levels 

4.3 Event	Declared	State	
Action Party Service Level 
Ensure that the zone file 
is available to the 
EBERO from the ICANN-
operated repository 

ICANN Zone file must be accessible to the EBERO prior to DNS/DNSSEC 
transition, or service level timings must be relaxed. 

Prepare DNS and 
DNSSEC operations for 
zone from ICANN-
provided copy of zone 
file 

EBERO Service must be ready for delegation within 4 hours from the 
declaration of an EBERO Event and zone file availability. 

ICANN will trigger the 
event or move to a 
lesser state of readiness 

ICANN ICANN may take up to 24 hours, or longer if the EBERO is so 
advised, to make the decision to start transition-in activities. 

Figure 16: Event Declared State Service Levels 
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4.4 Transition-In	State	
Action Party Service Level 
IANA performs root 
zone update processes 

IANA, Root 
Management 
Partners 

No service level is currently defined; current best estimate is 
that ICANN can obtain a root zone update within 4 hours, 
assuming that we start from a state of heightened alert. 

Release Escrow 
Deposits to ICANN or 
ICANN designee 

Registry 
Escrow 
Agent 

Deposits must be released within 24 hours of the order 
coming from ICANN. 

Release Escrow Data 
to EBERO 

ICANN Escrow files will be made available for transfer to the EBERO 
within 2 hours of the escrow release being received at 
ICANN. 

Escrow-Zone File 
Discrepancies 
Identified with 
Notification to ICANN 

EBERO The discrepancies and actions taken on those discrepancies 
between the zone file and the escrow deposit must be 
identified, and notification of those discrepancies must be 
transmitted to ICANN prior to SRS becoming operational (in 
less than 72 hours from receipt of the escrow data). 

SRS operational EBERO The EBERO must have SRS operational (able to receive 
commands from authorized registrars, the set of which must 
include the ICANN test registrar) within 72 hours of receipt 
of the escrow data. 

RDDS operational EBERO The EBERO must answer RDDS queries based on 
transitioned SRS content within 24 hours of SRS becoming 
operational. 

Escrow Deposits  EBERO The EBERO must begin making escrow deposits for the 
transitioned registry no more than 24 hours after the 
beginning of the day following the day SRS becomes 
operational. 

Request IANA 
Authorization 
Database Updates 

ICANN The Event Director must approve a root TLD change 
template to update the technical (EBERO) contacts for the 
TLD based on the form listed at 
http://www.iana.org/domains/root/tld-change-template.txt 
and submit that form to IANA. ICANN will pre-populate the 
sections that are not the EBERO’s responsibility.  The Event 
Director will approve this form or notify the EBERO of any 
missing information within 1 business day of its submission 
from the EBERO.   

Figure 17: Transition-In State Service Levels 
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4.5 Stabilized	Operational	State	
Action Party Service Level 
DNS, DNSSEC, RDDS, SRS 
and Escrow 

EBERO Performance service levels will be compatible with the 
specifications to the new gTLD Registry Agreement.  Any 
exceptions to the specifications will need to be identified and 
detailed. 

Begin Reporting 
Functions 

EBERO Monthly reporting should be operational no later than the 
end of the month following the month that the EBERO 
reaches a stabilized state. 

Accredit registrars EBERO A registrar will be given access to the OT&E environment 
within 1 business day (at the primary place of business of the 
EBERO) of request, once a Stabilized Operation State is 
achieved; should the volume of registrars accredited exceed 
20 per day, accrediting 20 registrars per day on a first-come, 
first-served basis shall meet this service level. 
 
After each registrar meets EBERO-defined validation tests, 
the EBERO will have up to two additional business days to 
provide access.   

Selection of a Successor  
Operator 

ICANN This is expected to occur with sufficient speed to ensure that 
Transition-Out can occur.   

Figure 18: Stabilized Operational State Service Levels 

4.6 Transition-Out	State	
Action Party Service Level 
Generate Transition-
Out Data 

EBERO Unless otherwise agreed to between EBERO and the Successor  
Operator, Transition-Out data will be provided within 1 
business day of request. 

Root Zone and IANA 
Updates 

IANA Scheduled basis. 

Figure 19: Transition-Out State Service Levels 
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5 Monthly	Contact	Information	Update	Procedure	for	EBEROs	
During the Ready State, ICANN and EBEROs will (on a monthly basis) confirm 24x7 contact and regular 
management “call lists” (assigned management personnel, e-mail, office phone numbers, etc.) for non-
emergency communication.  In addition, appropriate public key distributions will occur with this routine 

monthly communication.  The detailed list of elements and acceptable mechanisms for distribution may 
be updated by ICANN from time to time. 

Each EBERO will provide a critical call list to ICANN on a monthly basis.  Critical call list information 
includes: 

• 24x7 telephone contact number. 

• ICANN's PGP and SSH keys considered authoritative by the EBERO. 

• EBERO's PGP keys considered authoritative by the EBERO. 

• List of individuals who can serve as EBERO Event Manager, showing a schedule and escalation 
path if more than one individual is involved. 

o Office telephone number 
o E-mail address 

o Cell phone/pager 
o PGP public key (optional) 

• Optional: any other key players within the organization who are likely to play a team role in 
EBERO transitions. 

o Name 

o Description of role 
o Email address 
o PGP public key (optional) 

o Phone numbers (optional) 

• A list of all authorized IP addresses for the EBERO to retrieve zone file and released escrow 
deposit data must be sent as part of the monthly contact update. 

ICANN will provide a similar call list to each EBERO for critical ICANN contacts on a monthly basis, and 
will include addressing information for access to zone files and released escrow deposits.  
Authentication credentials will be sent by ICANN to each EBERO Event Manager or their designees under 

separate cover as needed. 

The normal operation mode is for each EBERO to provide this information to ICANN by the seventh 
calendar day of the month, every month. Updates should occur more rapidly if something changes that 

could affect ICANN’s ability to contact the EBERO in the event of an emergency. 

Notifications will be sent to ICANN at an e-mail address specified by ICANN from time to time or via 
other communications channels established in consultation with all EBEROs. 
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6 Zone	File	Retrieval	Procedure	for	EBEROs	
ICANN will operate a zone file repository of TLDs for the purpose of facilitating EBERO transitions.  It is 
ICANN’s responsibility to ensure that the repository has a sufficiently current zone file, the zone file is 
updated from an authoritative source at least once every 24 hours, and the zone file undergoes some 

validation to ensure the file is loadable.  Any zone file that is inaccessible when an EBERO Event is 
declared will immediately defer the start of the transition SLAs until such time as the zone file becomes 
available.  Only those zone files for TLDs which have reached a Heightened Alert State or have had an 

EBERO Event declared will be accessible to the assigned EBERO for that (real or simulated) incident.  
During a Heightened Alert State or when an EBERO Event is declared, the EBERO will be notified by the 
Event Director when the applicable zone files are accessible. 

Access to the repository will occur via the Secure Shell (SSH) protocol.  Network addressing and 

authentication credentials will be provided by ICANN to the EBEROs from time to time.  Updated 
methods for zone file retrieval may be developed ICANN in consultation the EBEROs. 
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7 Escrow	Release	Protocol	and	Procedures	for	EBEROs	

7.1 Notification	
The purpose of notice is to ensure that proper actions are triggered in a timely manner. All notifications 

described in Section 7 Escrow Release Protocol and Procedures for EBEROs will be made using the virtual 
collaboration space created as part of the Heightened Alert State.  Many notifications will be provided 
orally only.   

7.2 Escrow	release	from	Registry	Escrow	Agent	to	ICANN	
ICANN is the beneficiary of the registry operator’s escrow agreement for the TLD.  If an escrow release is 

necessary, ICANN will provide authorization to the escrow agent to release the escrow to ICANN.  The 
escrow agent will then provide an encrypted release to ICANN via SFTP, encrypted with a previously 
shared ICANN PGP public key.  

7.3 ICANN	Decryption	and	Re-encryption	of	Escrow	Deposits	for	EBERO	
Upon receipt, ICANN staff will decrypt the escrow deposit using ICANN’s escrow private key and will 

verify that the deposit is for the applicable TLD.  The decrypted data in the escrow release will be 
combined into a single tar ball and then be encrypted/compressed using the EBERO’s previously shared 
PGP public key and signed using ICANN’s private key. 

7.4 Escrow	Release	from	ICANN	to	EBERO	
The re-encrypted escrow deposit archive will be placed on an SFTP server operated by ICANN. ICANN 

will notify the EBERO that the escrow is available for retrieval.   

The EBERO will notify ICANN at each of the following stages of success or failure: 

1. Initiation of retrieval of the file 
2. Completion of retrieval of the file 
3. Verification of the signature on the file 

4. Decryption/Decompression of the escrow deposits 

Once the archive is successfully decompressed and decrypted, the EBERO is considered to have received 
the escrow release. 	
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8 Data	Retention	after	Transition-Out/Discontinuation	of	EBERO	
All transitioned registry data is temporarily in the custody of ICANN and entrusted to the EBERO for 
operational purposes only.  The EBERO has no ownership stake in the registry data. 

Following the Transition-Out, discontinuation transitioned operation or termination of the TLD while in 
EBERO, the EBERO will generate and make a complete, accurate, and validation-passing escrow 

deposit.  Once that deposit is confirmed to be valid, the EBERO will continue to hold data from the 
transitioned registry for a period of no less than 30 days, to ensure that read-only research can be 
performed as requested by the Successor Operator  or ICANN against the shared registration system to 

clarify any data issues. 

Between 30 and 90 days following the date the deposit is confirmed to be valid, the EBERO will 
eliminate all live copies of data derived from the released escrow deposit.  Backup images may be 
cleared in the normal course of backup management as defined by the EBERO.  However, any such 

backup images shall be securely stored and will not be used to intentionally obtain access to EBERO 
data; any accidental or incidental access to EBERO data from such backup images will be promptly 
reported by the EBERO  to ICANN, and the recovered data specific to the EBERO will be promptly 

eliminated, unused. 
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9 Handling	Discrepancies	between	Data	Sources	during	Transition	
Because the zone file is constantly updated, but the escrow deposits only occur once per day, some level 
of disagreement between the two sources is likely to occur.  The handling of discrepancies must be 
uniform across all EBEROs to reduce the complexity of any exit strategy from an EBERO to a Successor 

Operator. 

The zone file will contain resource records for domain names within the zone, specifically NS, optionally 
DS records for those domains, and potentially A and AAAA glue records.  Those resource records are 
considered authoritative for the TLD.  In the case of a disagreement, the information from the newest 

source of data (described below) should be accepted.  At a high level, the data escrow data will contain 
descriptions of SRS objects, including domains (with DNSSEC extension data), hosts, and contacts.  These 
two separate and distinct data sources must be combined to form a coherent view of the registry data. 

9.1 Data	Selection	Principles	
The newest source of data (between the escrow deposits and the zone file) is considered authoritative 

for handling disagreements between data sources.  For purposes of performing this analysis, an escrow 
deposit that is 48 hours or more recent than the zone file is considered “newer”. In cases where the 
relative age is within 48 hours, the zone file will be considered authoritative.  

In cases where the escrow file is newer, a new zone file can be generated out of the escrow deposit.  

However, in most circumstances the zone file will be newer than the escrow deposit, which implies: 

• Any domain name listed in the zone file must have a corresponding domain object created in 
the SRS. 

• Any domain that exists in the escrow deposit, but does not exist in the zone file, will be added to 
the SRS in a serverHold state.  Any unknown state in the escrow deposit will be considered 
ACTIVE, based on business rules (existing name servers). 

• Any domain object created from the zone file needs to have a populated entry in the SRS, even 
if the escrow data was incomplete or missing for that domain name.  Any domain object created 
in the SRS from the zone file information only must have placeholder registrar linkages, as well 

as placeholder contact and the name server host records.  

9.2 Placeholder	Data	
Domain objects which do not exist in the escrow deposit, but exist in the zone file, will require 
placeholder data.  While NS and DS records will not require placeholders (they can be populated directly 
from the zone file), appropriate contact data and registrar linkages must be created and is described 

below. 

Placeholder contact data may be updated by ICANN from time to time to reflect current customer 
service contact points and are described in Section 12 Appendix:  EBERO Placeholder Data.  Any such 
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updates required to the contact data will need to be applied by the EBERO in a timely manner, using 
commercially reasonable efforts. 

9.3 Reconciling	Divergence	between	the	Zone	File	and	Escrow	Deposit	
If the data sources agree, the escrow data should be used as it contains all relevant fields. 

Nature of Divergence  
between data sources 

Escrow newer than 
zone file 

Zone file newer than 
escrow 

Zone file and Escrow 
approximately the 
same age (within 48 
hours) 

Domain exists in zone 
file, but not in escrow 
deposit 

Create domain with 

placeholder records 
(because it could be a 
variant name that does 

not have an explicit SRS 
object) 

Create domain with 
placeholder records 

Create domain using 
placeholder records 

Domain does not exist 
in zone file, but exists 
in escrow deposit 

Create domain using 
content from escrow 
deposit 

Ignore the domain 
from the escrow 
deposit 

Create domain using 
content from escrow 
deposit  

Object exists in both 
zone file and in escrow 
deposit, but values do 
not match 

Create object in SRS 
using escrow deposit 
data; if an object is 
missing in the escrow 
deposit, and if that 
object is referenced in 
the escrow deposit, 
and that object is 
available in the zone 
file, use the data from 
the zone file. 

Create object in SRS 
using escrow deposit 
data, then update 
using values from zone 
file 

Create object in SRS 
using escrow deposit 
data, then update using 
values from zone file 

Figure 20: Discrepancy Management Rules for Objects in the Zone File 

9.3.1 Missing	Registrar	Objects	
It is possible to reconstruct the registrar object from data available at IANA; any registrar object that 
cannot be reconstructed from data published by IANA (i.e.: any invalid registrar number) must be set to 

the IANA-assigned registrar that is reserved for EBERO use. 

9.3.2 Missing	Contact	Objects	
Contact objects: all missing contacts will use specified placeholder objects and will be recorded, so that 
the affected domain name and registrar are easily identifiable and summarized for future actions. 
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9.3.3 Data	Escrow	<nndn>	Management	Rules	for	IDN	Variants	
Because the escrow format provides for multiple ways to implement IDN variants, all EBEROs must use a 
uniform method to handle each of those variant methods. 

Escrow File 
Content 

Action 

<nndn> blocked 
or <nndn> 
withheld 

The EBERO should create a domain name object in its SRS using appropriate 
placeholder values for blocked or withheld variant names described in the 
appendices. 

<nndn> mirror EBEROs are encouraged, but not required, to implement IDN variant bundling at 
the second level (that is, in this context, support a single registration controlling 
multiple domain names in the zone file, such that changes to the DNSSEC or 
name server parameters to that one registration would promulgate to all 
affected IDN variants automatically within the registry).   
 
Should the EBERO not implement IDN variant bundling in its SRS, it must force 
each variant into a linked DN in the SRS, using original source contact and 
registrant data.   

Figure 21: <nndn> IDN variant rule management 

9.3.4 Multiple	External	Host	Objects	with	Different	Sponsoring	
Registrars	in	the	Escrow	Deposit	

It is possible that the escrow deposit may contain multiple external host objects with different 
sponsoring registrars.  In such a case, the EBERO should create the external host object in the SRS, using 

the most recent entry from the escrow deposit (based on creation date). 

9.3.5 Host	Attributes	Versus	Host	Objects	
The EBERO must use host objects, rather than host as domain attributes, within its SRS for EBERO 
transitioned registries to ensure uniform operation. 

9.3.6 authInfo	Considerations	
AuthInfo data should be replaced with random values at Transition-In. 

9.3.7 Objects	in	a	serverHold	or	clientHold	state	
Should an object be in a serverHold or clientHold state, and if the escrow file is newer (as defined 
above), then the domain must not be put into the zone file even if the domain exists in the zone file 

provided by ICANN.  However, if the escrow file is not newer (as defined above) and the entry exists in 
the zone file, then the hold status should be discarded by the EBERO. 
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9.3.8 SRS	Pending	Status	
Because pending statuses are standard SRS behaviors, and because implicit discrepancies could exist as 
a result of pending status, explicit rules are required. 

Escrowed Domain 
Object State 

Required Action 

pendingDelete or 
pendingRestore 

If the escrow deposit is older (as defined above) than the zone file, and the 
zone file shows the domain object is available, then the pending* status will be 
discarded. 
If the escrow deposit is newer (as defined above) than the zone file, then the 
pending* status will be respected. 

pendingTransfer If an escrow deposit domain object is in a pendingTransfer status, it must be 
treated as if it is correct and follow the existing described rules above, and it 
should be added to the SRS.  The pendingTransfer state should be reflected in 
SRS, even though the EBERO will not perform the transfer.  Dispute resolution 
may be required to resolve any conflict if it is wrong, and it needs to be flagged 
in the log as a potential area of discrepancy.  
 

pendingCreate Objects in a pendingCreate status leave substantial ambiguity as to who the 
registrant is supposed to be.  However, that ambiguity could be addressed as 
import rules or through dispute resolution.   
If the escrow deposit is older (as defined above) than the zone file, and the 
zone file shows the domain object is available, and the escrow deposit 
contains multiple instances of the same domain name in pendingCreate, then 
the domain object should be created with placeholder records (because we do 
not know who the registrant is).  Dispute resolution will be required to resolve 
the conflict and the records need to be flagged as a potential area of 
discrepancy. 
If the escrow deposit is older (as defined above) than the zone file, and the 
zone file shows the domain object is available, and the escrow deposit 
contains only one instance the same domain name in pendingCreate, then the 
domain object should be created in the SRS sponsored by and registered to 
whomever the escrow deposit specifies.  This situation should also be flagged 
as a potential area of discrepancy, however, and the dispute resolution 
process may be used if needed. 

Figure 22: Management of pending* Status in Escrow Deposits 

9.3.9 Unknown	or	Non-standard	SRS/EPP	States	
All unknown or non-standard states should be ignored. 	
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10 Critical	Performance	Metrics	and	Reporting	Structures	
Tracking the impact of an EBERO Event is the fundamental purpose behind the reporting structures, to 
inform ICANN and the community, about the breadth, scope and impact of an EBERO Event on 
registrars, registrants, and the quality of registry data that the EBERO was able to reconstruct.  

This model represents metrics of value in helping to resolve data discrepancies and engaging necessary 

parties to restore registrant access to update services.  As such, these metrics may be released by ICANN 
in its discretion.   

10.1 Reporting	Format	for	SRS	reconciliation	and	report	of	discrepancies	
Section 3.5.6 Listing of Discrepancies between Escrow Data and Zone File requires the EBERO to provide 
a report describing decisions about and manipulations of registry data required to perform the 

Transition-In. 

Specific requirements have been documented to make the report standard and to make the report 
format friendly to automation (both to generate and to analyze). 

10.1.1 Divergences	between	Zone	file	and	Escrow	Deposit	Data.	
This section is governed by Section 9.3 Reconciling Divergence between the Zone File and Escrow 
Deposit. 

This report shall be compiled in a comma separated-value formatted file as specified in RFC 4180. The 

file shall be named “ebero-TLD-divergences-yyyymmdd-vv.csv”, where “TLD” is the TLD name; in case of 
an IDN-TLD, the A-label shall be used; “yyyymmdd” is the year, month and day being reported in UTC; 
“vv” shall be an unsigned integer, beginning with 1, representing the version number of the document.  

The file shall contain the following fields representing the discrepancies identified under the logic of 
section 9 of the Common Transition Process: 

Field 
Number 

Field Name Description 

01 fqdn Fully qualified domain name that had a discrepancy 
02 rr-type Type of DNS resource record affected 
03 zonefile-value The value provided by the zonefile (can be blank) 
04 escrow-value The value provided by the escrow deposit (can be blank) 
05 value-used The value that was selected for use in the EBERO SRS (can be 

blank) 
Figure 23: Reporting Format for Divergences between Zone File and Escrow Deposit Data 

The first line shall include the field names exactly as described in the table above as a “header line” as 
described in section 2 of RFC 4180. No other lines besides the ones described above shall be included. 
Line breaks shall be <U+000D, U+000A> as described in RFC 4180. 
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10.1.2 Object	Manipulations	for	EBERO	SRS	consistency	during	
transition	

This report shall be compiled in a comma separated-value formatted file as specified in RFC 4180. The 

file shall be named “ebero-TLD-objects-yyyymmdd-vv.csv”, where “TLD” is the TLD name; in case of an 
IDN-TLD, the A-label shall be used; “yyyymmdd” is the year, month and day being reported in UTC; “vv” 
shall be an unsigned integer, beginning with 1, representing the version number of the document.  The 

file shall contain the following fields representing the discrepancies identified under the logic of section 
9 of the Common Transition Process.   Note that individual roids may result in more than one action, and 
thus could generate multiple rows in the CSV log file. 

Field 
Number 

Field Name Description 

01 ryde-type This can be a domain, contact, host, nndn, or registrar 
02 action Which rule was followed when the object was examined?  For 

CTP version 1.1, use the chart below to identify the relevant 
rules with “Unique Rule Identifiers”.  Version 1.2 and higher will 
provide unique rule identifiers in the text of the rules. 

03 escrow-roid The affected escrowed repository object identifier as defined in 
the ryde data objects draft/standard.  This value can be blank if 
placeholder records were generated. 

04 srs-roid The affected repository object identifier as used in the EBERO’s 
SRS.  This value can be blank if the object was not added to the 
SRS. 

Figure 24: EBERO SRS Object Manipulation Log 

The first line shall include the field names exactly as described in the table above as a “header line” as 
described in section 2 of RFC 4180. No other lines besides the ones described above shall be included. 
Line breaks shall be <U+000D, U+000A> as described in RFC 4180. 
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Unique Rule Identifier  Description 
NIC_CHANGE_DOMAIN [CTP 3.5.5] changing a service domain object (nic.tld) to 

ensure proper functionality of the EBERO, including a 
registrant change. 

NIC_CHANGE_HOST [CTP 3.5.5] changing a host object to ensure proper 
functionality of the EBERO registry 

NIC_CHANGE_CONTACT [CTP 3.5.5] changing a contact object to ensure proper 
functionality of the EBERO registry 

NIC_CHANGE_NNDN [CTP 3.5.5] changing an NNDN object to ensure proper 
functionality of the EBERO registry 

PLACEHOLDER_REGISTRATION [CTP 9.2] Creation of a placeholder domain object 
PLACEHOLDER_CONTACT [CTP 9.2] Creation of a placeholder contact object 
ZONEFILE_DOMAIN_ZONE_NOT_ESCROW [CTP 9.3] Domain name in zone file but not in escrow 

deposit 
ZONEFILE_DOMAIN_ESCROW_NOT_ZONE [CTP 9.3] Domain name in escrow deposit but not in zone 

file 
ZONEFILE_OBJECT_DISAGREEMENT [CTP 9.3] Values exist in both escrow deposit and zone 

file, but the values do not match. 
MISSING_REGISTRAR [CTP 9.3.1] Assignment of a ROID to a placeholder 

registrar. 
MISSING_CONTACT [CTP 9.3.2] Missing contact object detected  
NNDN_PLACEHOLDER_DOMAIN [CTP 9.3.3] Creation of a placeholder domain for 

BLOCKED or WITHHELD domain name variants. 
NNDN_PLACEHOLDER_MIRROR [CTP 9.3.3] Creation of a placeholder domain for MIRROR 

type domain name variants. 
OBJECT_WRONG_SPONSOR [CTP 9.3.4] (re)assignment of a ROID to a particular 

sponsoring registrar. 
HOST_ATTRIBUTE_CONVERSION [CTP 9.3.7] Conversion of a host attribute to a host object 
OBJECT_SERVERHOLD [CTP 9.3.7] object in serverHold 
OBJECT_CLIENTHOLD [CTP 9.3.7] object in clientHold 
PENDING_DELETE [CTP 9.3.8] object in pendingDelete 
PENDING_RESTORE [CTP 9.3.8] object in pendingRestore 
PENDING_TRANSFER [CTP 9.3.8] object in pendingTransfer 
PENDING_CREATE [CTP 9.3.8] object in pendingCreate 

Figure 25: Rule Identifiers for Object Manipulation Logs 
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10.2 EBERO	Common	Transition	Activity	Report	
Report Date:  YYYY-MM-DD 

 

Emergency Transition of <TLD> to <EBERO> 

 
Common Transition Process 
Requirement 

Conformance to plan/procedure and Common Transition 
Process 

Please note “full compliance” or describe any variance from internal documentation 
and/or the mandatory CTP process that occurred during the emergency transition. 

3.5.1 Retrieve Zone File and 
Prepare DNS and DNSSEC for Re-
delegation 

 

3.5.2 Update Root Zone 
(to be filled by ICANN) 

 

3.5.3 Escrow Release  
(to be filled by ICANN) 

 

3.5.4 Escrow Release to EBERO 
(to be filled by ICANN) 

 

3.5.5 Populate SRS from Escrow 
Deposits and Zone File Data 

 

3.5.6 Listing of Discrepancies 
between Escrow Data and Zone 

File 

 

3.5.7 Populate RDDS from SRS; 
Begin SRS and RDDS Operation 

 

3.5.8 Begin Escrow Deposits  

3.7.1 Reporting Functions  

3.7.2 Registrar Credentialing and 
SRS Access 

 

 
This report must be completed within 48 hours of completing the “Transition-In” phase of an EBERO Event. 
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11 Requirements	for	Critical	Registry	Functions	
The requirements for the EBERO’s five critical registry functions are reproduced below.  

11.1 DNS	and	Domain	Name	Security	Extensions	(DNSSEC)	
The EBERO shall provide multiple DNS service locations that are geographically diverse and can be 
demonstrated to fully serve domain name resolution for the global Internet in compliance with existing 
performance specifications. The DNS and Domain Name Security Extensions (DNSSEC) support will: 

1. Provide Full DNSSEC support and capability (that is, comply with RFCs 4033, 4034, 4035, 4509 

and their successors, and follow the best practices described in RFC 4641 and its successors), 
including the ability to generate new KSK and ZSK keys for the transitioned TLD, secure the keys 
and rotate the keys following a DPS created by the EBERO and authorized by ICANN [and 

included as a specification to the EBERO agreement]. Emergency DNS zone re-signing may be a 
part of an emergency transition process that prospective EBERO’s must be able to support, 
where ICANN facilitates an expedited DS publication in the DNS root zone for the transitioned 

TLD. Compliance with Specification 6, Section 1.3 of the new gTLD Registry Agreement.  
2. Provide capacity to serve high volume traffic with a minimum available peak capability of 35,000 

queries per second in the aggregate. 

3. Provide capacity to maintain at least 8 TLDs for a total of 40 million domains in an EBERO 
environment concurrently. 

4. Adequately address the risk of distributed denial of service attacks. 

5. Demonstrate geographic diversity in their DNS node announcement strategy.  
6. Support “Hashed Authenticated Denial of Existence” for DNS Security Extensions, in accordance 

with RFC 5155 and its successors.  

7. Registry Operator shall be able to accept IPv6 addresses as glue records in its Registry System 
and publish them in the DNS. An EBERO shall offer public IPv6 transport for, at least, two of the 
registry’s name servers for the transitioned TLDs. 

8. Apply updates to the DNS from the source data in the SRS in accordance with performance 
specifications described in Specification 10, Section 2 of the new gTLD agreement. 

9. Adapt to additional DNS record types and keep pace with new DNS practices as defined by 

ICANN. The timeline to support additional functionality is to be agreed in good faith between 
the EBERO and ICANN. 

11.2 	Shared	Registry	System	(SRS)	
Shared Registry System provided by the EBERO will implement standard SRS functionality but will 
provide by default a limited set of functionality to registrars.  The EBERO SRS must meet the following 

requirements: 

1. Billing functions are not required. 
2. Domain registrations, domain renewals, domain transfers, domain restores and domain deletes 

must not be provided via EPP; such changes must only be supported via web user interface and 
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must only be applicable under ICANN-approved circumstances, including but not limited to  
Expedited Registry Security Requests, or decisions from UDRP,URS, or other ICANN domain 

name dispute resolution procedures; 
3. Domains must not be expired and domains must not be auto-renewed; 
4. Comply with Specification 6, Section 1.2 of the new gTLD Registry Agreement; 

5. Support the provisioning of registrars with a central account function to manage all registries 
the EBERO is currently the EBERO for, that the registrar is maintaining registrations in. 

6. Provide EPP for client interaction. 

7. Provide a log of all transformation transactions in the TLD from EBERO activation until 
deactivation for any domain name that was subject of a discrepancy during Transition-In, or was 
subject to any manual change order from ICANN.  Each transaction must include: 

a. serialized object prior to transformation 
b. serialized object after transformation 
c. transformation requested by (IANA ID of the registrar; any change requested by ICANN 

should reference the ICANN test registrar) 
d. timestamp 
e. type of transformation 

8. Provide standard TLD reporting required by ICANN as described in Section 10 Critical 
Performance Metrics and Reporting Structures. 

9. Operate primary and secondary SRS environments in geographically diverse locations as 

described in Specification 6 Section 3.1 of the new gTLD Registry Agreement.  
10. Support and maintain IDN registrations, note that variant registrations must only be maintained. 

An EBERO will comply with Specification 6, Section 1.4 of the new gTLD Registry Agreement. 
11. Support bulk transfer and de-accreditations of registrars. 
12. Provide operational and test environments. 

13. Provide change control policies and procedures. 
14. Provide quality assurance programs. 

11.3 Registration	Data	Directory	Services	
The EBERO shall offer Registration Data Directory Services (RDDS) in accordance with Specification 4 of 
the new gTLD Registry Agreement.  For clarity, EBERO shall implement a Registration Data Access 

Protocol (RDAP) service supporting access to domain name registration data no later than one hundred 
thirty-five (135) days after it is requested by ICANN. The RDAP implementation shall conform to the 
requirements set by ICANN.  The RDDS will: 

1. Provide capacity to serve high volume traffic with a minimum available peak capability of 4,000 

queries per second in the aggregate. 
2. Operate RDDS environments in geographically diverse locations.  
3. Ensure RDDS output compliance as specified by ICANN. 

4. Comply with and support any replacement RDDS technologies sanctioned by ICANN.  
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5. Apply updates to RDDS from the source data in the SRS in accordance with performance 
specifications described in Specification 10 of the new gTLD registry agreement. 

11.4 Data	Escrow	and	Transitions	
All EBEROs will support ICANN in developing a common “Emergency Registry Transition Plan” to be 

implemented by all contracted EBEROs.   

Transition services will: 

1. Determine and reconcile the most recent DNS zone file data between the central zone file copy 
and the data escrow deposit with the EBERO operated registry system. 

2. Transition a registry from its own operations to a Successor Operator. 

3. Obtain necessary gTLD zone files from an ICANN-operated repository of zone data when an 
EBERO event is declared. 

4. Process raw migrations from an inconsistent data set in the worst cases, and so should have 

deep data recovery and mitigation capabilities. 
5. Test the EBERO capabilities and readiness to accept and act upon an emergency transition at 

least once per year. 

6. Continue to provide regular updates to escrowed data with an escrow provider, in accordance 
with Specification 2 of the new gTLD Registry Agreement. 

7. Meet any new standardized escrow format adopted by ICANN, considering that the escrowed 

data elements will be the same between formats. The timeline to support additional 
functionality is to be agreed in good faith between the EBERO and ICANN. 

8. Post zone files of the registries it is currently operating in the Centralized Zone Data Access 

System compliant with Specification 4, Section 2 of the new gTLD Registry Agreement. 
9. When performing a Transition-Out from the EBERO back to a Successor Operator, collaborate 

with the Successor Operator in order to achieve an orderly transition with minimum impact to 

registrants. 
10. Support ICANN in monitoring and documenting emergency transition processes when they 

happen. ICANN will note what worked well and what could be improved in order to propose 
modifications to this process. 

11. Maintain updated and documented processes and procedures for registry transitions and 

customer service. 
12. Provide ICANN with a report confirming that any transition process was executed in compliance 

with procedures or documenting any variances. 
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12 Appendix:		EBERO	Placeholder	Data	

12.1 Registrar		
An EBERO registrar (to be the source when the actual source is unknown) will be registered with IANA 

prior to production.  The EBERO registrar will be the placeholder for all domain name registrations that 
do not have a known registrar. 

12.2 Contact	for	Unknown	Registrant,	Known	Registrar	
Contact Field Placeholder Structure for Unknown Registrant, Known Registrar 
Individual Name EBERO– Registrant Data Unavailable 
Organization Please Contact <registrar> Customer Service for Resolution  
Address <registrar mailing address> 
Telephone Numbers <registrant customer service phone number, if available; if not, invalid 

phone number> 
Email Address <registrar’s customer service email address, if available; if not, mandatory 

registrar abuse contact; if that is also not available, invalid address> 
Status  
Sponsoring Registrar <sponsoring registrar> 

Figure 26: Placeholder Contact for Unknown Registrant, Known Registrar 

12.3 Contact	for	Unknown	Registrar	
Contact Field Placeholder Structure for Unknown Registrar 
Individual Name EBERO– Registrar Data Unavailable 
Organization Please have your registrar contact ICANN for resolution  
Address 12025 Waterfront Drive, Suite 300 

Los Angeles, California 90094-2536 
USA 

Telephone Numbers +1 310 301 5800 
+1 310 823 8649 (FAX) 

Email Address See http://www.icann.org/en/contact 
Status serverDeleteProhibited, serverTransferProhibited, serverUpdateProhibited 
Sponsoring Registrar EBERO Registrar 

Figure 27: Placeholder Contact for Unknown Registrar 

12.4 Contact	for	IDN	Variant	Blocked	
Contact Field Placeholder Structure for IDN Variant Blocked 
Individual Name EBERO– IDN Variant Blocked 
Organization This name has been blocked as part of the registry’s IDN variant policy 
Address 12025 Waterfront Drive, Suite 300 

Los Angeles, California 90094-2536 
USA 
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Contact Field Placeholder Structure for IDN Variant Blocked 
Telephone Numbers +1 310 301 5800 

+1 310 823 8649 (FAX) 
Email Address See http://www.icann.org/en/contact 
Status serverDeleteProhibited, serverTransferProhibited, serverUpdateProhibited 
Sponsoring Registrar EBERO Registrar 

Figure 28: Placeholder Contact for IDN Variant Blocked 

12.5 Contact	for	IDN	Variant	Withheld	
Contact Field Placeholder Structure for IDN Variant Withheld 
Individual Name EBERO– IDN Variant Withheld 
Organization This name has been withheld as part of the registry’s IDN variant policy 
Address 12025 Waterfront Drive, Suite 300 

Los Angeles, California 90094-2536 
USA 

Telephone Numbers +1 310 301 5800 
+1 310 823 8649 (FAX) 

Email Address See http://www.icann.org/en/contact 
Status serverDeleteProhibited, serverTransferProhibited, serverUpdateProhibited 
Sponsoring Registrar EBERO Registrar 

Figure 29: Placeholder Contact for IDN Variant Withheld 

 

 




