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1 Executive Summary

ICANN's Affirmation of Commitments (AoC) called for a regular review of the degree to which
the New Generic Top-Level Domain (gTLD) Program promoted consumer trust, choice and
increased competition in the Domain Name System (DNS) market. This review is called the
Competition, Consumer Trust, and Consumer Choice Review (CCT).! The AoC further called
on the CCT reviews to evaluate the effectiveness of the application and evaluation process
for new gTLD applicants and the safeguards put in place to mitigate the risks associated with
the expansion of generic top-level domains. These reviews are important because they
provide ICANN with an assessment of how the new gTLD round performed in these areas and
guidance on key issues (including competition, consumer protection, security, malicious
abuse, and rights protection issues) as it contemplates further increase in the number of top-
level domains (TLDs). The CCT was asked to weigh the advantages and disadvantages of
the New gTLD Program in these key areas and assess whether the Program resulted in net
benefits to users of the DNS.

The review team endeavored to be as objective as possible and to base its findings on
available data. The more objective the findings, the more likely the impact of implemented
recommendations can be measured. The idea of using metrics to evaluate the performance
of the DNS began six years ago with an ICANN Board resolution? that called on the community
to identify quantitative targets to assess the impact of the New gTLD Program on consumer
trust, choice, and competition in the DNS marketplace. Although the particular metrics
developed at that time aided the review team's analysis, they ultimately did not form the basis
for the majority of the review. However, the CCT Review Team did strive to employ quantitative
analysis wherever possible.

The CCT Review Team found that while the New gTLD Program is quite new and the data are

incomplete, on balance the expansion of the DNS marketplace has demonstrated increased

competition and consumer choice and has been somewhat successful in mitigating its impact

on consumer trust and rights (particularly trademark) protection. That said, the review team
concluded that the New gTLD Program should be re
number of policy issues should be addressed before any further expansion of gTLDs.

In particular, the review team found that critical data were in short supply for the analysis of
competition, the effectiveness of safeguards, and the promotion of consumer trust and
geographic representation of applicants. Even the definition of the DNS market itself is
problematic without additional information about whether consumers view new gTLDs as
substitutes for other domain names, such as country code top-level domains (ccTLDs). Some
gTLDS compete in narrow markets that serve specialized groups of registrants, and alternative
online identities such as Facebook and Yelp pages and third-level domains may serve as
substitutes for registrations in gTLDs. Consequently, the CCT Review Team recommends that
ICANN enhance its capabilities to gather and analyze data, in particular those used by
ICANN's Contractual Compliance Department, prior to further increasing the number of
gTLDs. We also identify certain policy issues that the community should resolve prior to the

1 0On 30 September 2009, ICANN and the United States Department of Commerce signed the AoC, whichd

among other thingsd committed ICANN to periodically organizing Community-led review teams to assess the

impact of the New gTLD Program on the domain name marketplace. In January 2017, the AoC expired following

the IANA transition in October 2016. However, many of the provisions contained in the AoCd including

Community-led reviews of competition, choice, and trust in the domain name marketplaced have been

incorporate d i nto | CANNO6s revised byl aws (see | CANN, AByl aws f or
Number s: Section 4. 6: Specific Reviews, 0 amended 1 October
https://www.icann.org/resources/pages/governance/bylaws-en/#article4).

2] CANN Board Resolution 2010.12.10.30, AfConsumer Choi ce, Co
January 2017, https://www.icann.org/resources/board-material/resolutions-2010-12-10-en#6

] ®

ICANN | COMPETITION, CONSUMER TRUST, AND CONSUMER CHOICE REVIEW | September 2018 |5



https://www.icann.org/resources/pages/governance/bylaws-en/#article4
https://www.icann.org/resources/board-material/resolutions-2010-12-10-en#6

further expansion of the gTLD space. Finally, we recommend a number of specific research
projects that should be completed prior to a future CCT, and in many cases, even sooner.

Background

Prior to the start of the CCT Review Teambs wor k i n January 2016, | CAN
community, had begun preparatory work to identify metrics to inform the forthcoming review.

Data collection on these metrics began in 2014 and continued into 2016.2 In addition, ICANN
commissioned two major research projects in 2015 in anticipation of the reviewte amés wor k:

a global consumer end-user and registrant survey, and an economic study of the Pr o gr a mé s
competitive effects. These surveys were repeated in 2016 to compare against those

conducted in 2015 as newer gTLDs came into operation, and took into consideration, where

applicable, additional questions and requirements raised by the review team.®

In conducting its analysis, the review team was mindful of the fact that the New gTLD Program
had only been in place for a short period of time, that new domain names are continuously
entering the marketplace, and thus the full effects of the Program may have not yet have been
fully realized. The Team used data that had previously been collectedd and commissioned
new research where it felt important data were missingd to help inform its analysis. The Team
divided its work into four subteams:

Y. Competition and Consumer Choice. This subteam examined the effects of the entry of
new gTLDs on price and non-price competition in the expanded domain name
marketplace, as well as whether consumer choice in the marketplace was effectively
enhanced with the introduction of new gTLDs.

%, Consumer Trust and Safeguards. This subteam focused on the extent to which the
expansion of new gTLDs has promoted consumer trust and the impact of the safeguards
adopted to mitigate any problems that might have arisen as a result of the program.

Y, Application and Evaluation Process. The review team explored issues related to the
effectiveness of the application process to operate a new gTLD, with a particular focus
on the applicant experience, the paucity of applications from underserved regions, and
the objection processes.

3 This work was carried out by the Implementation Advisory Group for Competition, Consumer Trust, and

Consumer Choice (IAG-CCT). See ICANN Board Resolution 2015.02.12.07712015. 02. 12. 09 A Recommend
for the Collection of Metrics for the New gTLD Program to Support the future AoC Review on Competition,

Consumer Trust and Consumer Choice, 0 (12 February 2015), a
https://www.icann.org/resources/board-material/resolutions-2015-02-12-en#l.e

4 Nielsen, ICANN Global Consumer Research (April 2015), accessed 26 April 2017,
https://www.icann.org/news/announcement-2015-05-29-en; Nielsen, ICANN Global Registrant Survey

(September 2015), accessed 26 April 2017, https://www.icann.org/news/announcement-2015-09-25-en; Analysis

Group, Phase | Assessment of the Competitive Effects Associated with the New gTLD Program (September

2015), accessed 3 August 2018, https://www.icann.org/news/announcement-2-2015-09-28-en

5 Nielsen, ICANN Global Consumer Research: Wave 2 (June 2016), accessed 26 April 2017,
https://www.icann.org/news/announcement-2-2016-06-23-en; Nielsen, ICANN Global Registrant Survey: Wave 2

(August 2016), accessed 26 April 2017, https://www.icann.org/news/announcement-2-2016-09-15-en; Analysis

Group, Phase Il Assessment of the Competitive Effects Associated with the New gTLD Program (October 2016),

accessed 3 August 2018, https://www.icann.org/news/announcement-2016-10-11-en

o ®
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Y. International Trademark Association (INTA) Impact Study. The subteam was limited
in time as it was formed to analyze and draw conclusions on the INTA Impact Study
results.®

Competition and Consumer Choice

Although it is still too early to evaluate fully the competitive effects of the introduction of 741

delegated new gTLDs as of May 2017 (excluding those that are considered fibrandsd,” some

preliminary findings suggest that the potential for healthy competition exists and some

important indicators are consistent with increased competition. Of particular note, as of

December 2016, registrations in new gTLDs accounted for about three-fifths of new
registrations in all gTLDs, about 45 percent of new registrations in all TLDs (including open

ccTLDs) since the new gTLDs were introduced, and about 58 percent of new registrations in

gTLDs and Aopeno ccTLDs. We also found that, in
about 14 percent of registrations among new and legacy gTLDs (see Table 2 below).

It is also interesting to note that in 92 percent of the cases in which a second-level domain
was available in .com, the registrant nonetheless chose a second-level string in a new gTLD.
For example, even if bigshotphotography.com was available, registrants often chose
bigshots.photography instead, and in many cases were willing to spend more money to do
s0.8

The structure of the domain name industry itself provides a partial explanation of the potential
for sustained competition. In particular, the availability of independent back-end service
providers and retailers (registrars) decreases barriers to entry because new registries do not
need to invest in supplying their own in-house back-end infrastructure or developing their own
sales channels. Consequently, smaller niche registries have a higher likelihood of achieving
minimum viable scale.

Early indications are that right holders are less inclined to rely on defensive registrations (i.e.,
registering a domain simply to prevent others fromdoingso) t han in the past
whether this is the result of the new rights protection mechanisms or simply the sheer volume

of new gTLDs. Instead rights holders are engaging in increased monitoring and case by case
resolution mechanisms. Further analysis of the distribution of defensive costs (including
fblocking, davhich entails an agreement with a registry not to sell a domain), direct
communication (such as cease and desist correspondence and URS) is currently underway,

but preliminary indications are that increases in defensive investment by trademark holders

were less than anticipated prior to the launch of the Program.

One caveat to this analysis stems fromthee x i st ence of a | arge number
(domains that have been registered but are not yet being used) in new gTLDs. Although not
dispositive, the fact that the average parking rate for new gTLDs is higher than for legacy
gTLDs may suggest that competition from new gTLDs may not be as significant as indicated

6 Nielsen, INTA New gTLD Cost Impact Study (April 2017) and INTA, New gTLD Impact Study Status Report II
(August 2017), accessed 3 August 2018,
https://community.icann.org/display/CCT/Studies%2C+Research%2C+and+Background+Materials

7 gTLDs considered .brands for the purpose of this review are those which include Specification 13 in their
Registry Agreements, or are exempt from the Registry Operator Code of Conduct. See
https://www.icann.org/resources/pages/reqistries/reqistries-agreements-en and
https://www.icann.org/news/blog/new-gtld-registry-operator-code-of-conduct

8 This reporting is derived from an analysis of two data sets produced by ICANN organization for the Review

Team. See ANew gTLD aRelge sitnr a.tcioomm,s6 Av2016 and 2018), and fEXx
Against New gTLDs,o0 (2016 and 2018), accessed 3 August 201
https://community.icann.org/display/CCT/Studies%2C+Research%2C+and+Background+Materials
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by the registration data reported above.® We hope that parking data will be part of the analysis
in future reviews.

Consumer Trust and Safeguards

An international survey commissioned by the CCT indicates the domain industry is one of the
most trusted in the tech sector and that the dramatic expansion of the DNS has done little thus
far to undermine that trust.® A key component of this trust seems grounded in familiarity, with
legacy gTLDs still more trusted than new gTLDs, and strings with recognized terms more
trusted than strings with less familiar terms. In addition, there are indications of a desire among
end-users for a more semantic Web in which the domain name is an indicator of the type of
content contained within a TLD.

Similarly, consumers reported that restrictions on who could purchase certain gTLDs would
engender greater trust, particularly if the domain name itself suggests that the registrant might
need to possess a certain license or credentials. These tendencies represent both an
opportunity and a danger if the connection between names and content proves to be less
direct.

Given the difficulty of defining and measuring it r u s teview teanhexplored the notion of
Atrustworthinesso as a proxy fedewteanofieldedansgudy t r ust
on DNS Security Abuse to determine if the rates of abuse were higher or lower in new gTLDs.*!
These findings were used to analyze whether or not new gTLDs were inherently less
trustworthy than legacy gTLDs, as well as to determine the effectiveness of safeguards
implemented as part of the New gTLD Program.'? The results were mixed, indicating that
despite new safeguards, some new gTLD registries and registrars may in fact be less
trustworthy than those associated with legacy gTLDs, even if new gTLDs as a whole are not.

Other notable findings on the impact of the new gTLD safeguards include the following:
Y. Ninety-nine percent of registries have implemented safeguards regarding the prevention
of abusive activities in their gTLDs as required in their registry-registrar agreements;

however, the downstream impact is unclear.3

%, 1CANN reports that abuse complaint volumes are typically higher for registrars than
registries, but it is difficult to determine if safeguards are affecting rates of abuse.4

9See ntldstats, AParking in New gTLDs Overview, 0 accessed 3
10 Nielsen, Consumer Research Wave 2 (2016), pp. 63-69.

11 SIDN Labs and the Delft University of Technology (August 2017), Statistical Analysis of DNS Abuse in gTLDs

Final Report, accessed 3 August 2018, https://www.icann.org/en/system/files/files/sadag-final-09aug17-en.pdf.

ADNS Abuseodo is a term used by the Review Team that refers i
activities that actively make use of the DNS and/or the procedures used to register domainname s 0 ( see p. 3 of
the ANew gTLD Program Safeguards Against DNS Abuse: Revi se
Abuseo in the context of this report refers to specific, t

phishing, pharming, botnet command-and-control, and spam in the DNS. For more on how abuse has been
characterized by the ICANN Community, seetheRegi st rati on Abuse Policie@® Working (
May 2010), accessed 3 August 2018, https://gnso.icann.org/sites/default/files/filefield 12530/rap-wg-final-report-
29may10-en.pdf

12 |CANN Operations and Policy Research, New gTLD Program Safeguards Against DNS Abuse: Revised Report
(July 2016), accessed 3 August 2018, https://www.icann.org/news/announcement-2016-07-18-en

13 |CANN (2015), ICANN Contractual Compliance 2014 Annual Report, accessed 7 February 2017,
https://www.icann.org/en/system/files/files/annual-2014-13feb15-en.pdf, p. 13.

14 ICANN (2016), ICANN Contractual Compliance 2015 Annual Report, accessed 7 February 2017,
https://www.icann.org/en/system/files/files/annual-2015-27jan16-en.pdf

o ®
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%2 WHOIS accuracy complaints remain the largest category of complaints to ICANN
Contractual Compliance.®®

%2 ICANN Contractual Compliance has reported that 96 percent of the 264 registries that
were reviewed in 2014 are performing the analysis that is required to determine if they
are being used to perpetrate security threats.6

%, The review team examined the rates of UDRP and URS case filings and found an overall
decrease in the number of cases filed since 2012, although URS cases in new gTLDs
have driven an approximately 10 percent increase in disputes since the recent low point
in cases filed in 2013. The review team needs more information on costs related to
trademark enforcement before it will be able to reach more specific conclusions in this
area.’

The review team also identified several challenges to its assessment of the extent to which
safeguards mitigated risks involved in the expansion of the gTLD space. Ultimately, the
safeguards put in place as part of the Program were too narrow in scope to prevent some of
the malicious abuse issues identified prior to the introduction of the new gTLDs.!® Instead, as
in legacy gTLDS, DNS Security Abuse still remains a significant issue. Although abuse does
not universally persist in all new gTLDs, it is endemic to many. More troubling, at present there
is little recourse for the community to stop new gTLD registries and registrars associated with
high levels of abuse. This in turn creates incentives for network operators to unilaterally block
all traffic from specific TLDs or registrars, running counter to community goals for Universal
Acceptance of new gTLDs.*®

The failure to prevent the spread of certain abusive activities to new gTLDs previously
identified by the community is significant. The CCT Review Team recognizes the infrastructure
role played by domain names in enabling abusive activities that impact the security, stability,
and resiliency of the DNS, undermine consumer trust, and, ultimately, impact end-users
around the globe. Accordingly, this is a high-priority topic that must be addressed before any
further expansion of the DNS, and the review team offers several recommendations to remedy
the deficiencies of the status quo and improve the security of the DNS.

As previously mentioned, one challenge to evaluating the impact of safeguards on
trustworthiness is the lack of granularity in ICANN Contractual Compliance data. It is unclear
what the impact of safeguards imposed on sensitive, regulated, and highly-regulated strings
has been since complaints to registrants are difficult to track, as is the lack of detail publicly
reported by ICANN Contractual Compliance regarding complaints that it receives. Moreover,
provisions related to inherent government functions and cyberbullying that were incorporated
into the Registry Agreements were difficult to measure as there were no consequences
identified for a failure to comply with these provisions. Finally, the Public Interest Commitments

] CANN, AContractual Compliance Reports, o accessed 8 Augus:
https://www.icann.org/resources/pages/compliance-reports-2016-04-15-en.

16 |ICANN (2015), ICANN Contractual Compliance 2014 Annual Report, accessed 10 August 2018,
https://www.icann.org/en/system/files/files/annual-2014-13feb15-en.pdf.

I CANN, ACCT Metrics Reporting Page: Rights Protection Mec|
https://www.icann.org/resources/pages/cct-metrics-rom-2016-06-27-en.

18 |ICANN (3 October 2009), Exploratory Memorandum: Mitigating Malicious Conduct, accessed 9 November

2016, https://archive.icann.org/en/topics/new-gtlds/mitigating-malicious-conduct-040ct09-en.pdf

BAaUniver sal Acceptanceodo refers to an effort to encourage 0fl
a consistent manner, including new gTLDs and internationalized TLDs. Specifically, they must accept, validate,

stor e, process and display al/l domain names. 0 See | CANN, i |
https://www.icann.org/resources/pages/universal-acceptance-2012-02-25-en
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(PICs) incorporated into Registry Agreements were particularly challenging to assess because
they varied greatly.?° It remains unclear how effective enforcement of the PICs has been.

Application and Evaluation

Here the review team chose to focus less on the complexity and any inefficiencies of the
application and evaluation process and more on the potential inequities of the program as
implemented. Of particular concern to the review team was the relatively low application rate
from entities in the fiGlobal South.&*

The CCT Review Team commissioned two focused efforts to explore applicant experiences
and barriers to entry for those who did not apply to operate a new gTLD.?? Although more than
half of the applicants to the New gTLD Program indicated they would go through the process
again (even with no changes), a large majority indicated the Program was overly complex and
bureaucratic, and that the assistance of outside consultants was necessary. Therefore, it
should come as no surprise that a focus group of potential applicant cohorts (similar entities
to those who applied) in the Global South indicated not only a lack of awareness of the
Program as a whole, but also concerns over the complexity of the application process and a
lack of available assistance in applying. Although not the most frequently expressed concern,
nearly every cohort expressed concerns about the return on investment from operating a new
gTLD. Programs that were putin place to facilitate and encourage applications from the Global
South were thought to be both poorly monitored and largely ineffective. The ICANN community
needs to make a decision about the importance of applications from the Global South (and by
extension, from other underrepresented regions) and, if appropriate, to take further steps to
encourage those applications. It is clear that if the community wants more applications from
underrepresented regions, more needs to be done.

Further analysis of the application process revealed that the implementation of policies around
issues such as string confusion was inconsistent and unpredictable. More clarity is needed in
the Applicant Guidebook (AGB) to reduce this inconsistency going forward.?3

Finally, the CCT Review Team found that Governmental Advisory Committee (GAC)
participation in the application and evaluation process was largely beneficial and led directly
to modifications of applications and applicants more successfully navigating the process.

Rights Protection Mechanisms

An important aspect of the safeguards available in new gTLDs are the Rights Protection
Mechanisms (RPMs) which were specifically developed in connection with the introduction of
the New gTLD Program. T h e R P Mo6meanute stand alongside existing rights protection
mechanisms such as the Uniform Dispute Resolution Process (UDRP). The CCT Review

0See | CANN Wi ki, fAPublic Interest Commitments, o accessed 3
https://icannwiki.org/Public _Interest Commitments.

2l Gl obal Southo is a fluid and sometimes contested term us:
Latin America, Asi a, Africa, and Oceani aeeNdardDadossand over vi ew
Raewyn Connel |, i Contexts:@oumdl af the AnericantsSocidlogical Association [11, 1] (2012):

http://journals.sagepub.com/doi/pdf/10.1177/1536504212436479

22 AMGlobal Consulting, New gTLDs and the Global South: Understanding Limited Global South Demand in the
Most Recent New gTLD Round and Options Going Forward (October 2016), accessed 3 August 2018,
https://community.icann.org/display/CCT/Studies%2C+Research%2C+and+Background+Materials

23 |CANN, gTLD Applicant Guidebook (June 2012), accessed 3 August 2018,
https://newgtlds.icann.org/en/applicants/agb
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Team examined whether these RPMs help encourage a safe environment and promote
consumer trust in the DNS. The CCT Review Team also sought to measure the cost impact
of the New gTLD Program on intellectual property owners. The early indicators are that there
is proportionately more trademark infringement in new gTLDs than in legacy TLDs.

The data available indicated that the number of domain name disputes had increased since
the introduction of new gTLDs, with disputes rising year-on-year after their introduction. Of
course, a rising number of domain name disputes is not in itself surprising, given the expansion
of the DNS and increased number of domain name registrations worldwide. Thus, the CCT
Review Team sought an answer to the more pertinent question of whether there is
proportionately more trademark infringement in new gTLDs than in legacy TLDs. This is a
more difficult issue, as there are many factors involved in assessing trademark infringement,
and minimal data is available. For example, in addition to the UDRP and URS, trademark
owners also use a variety of other means to deal with abusive domain name registrations,
such as court actions and demand letters, which are not tracked centrally. Nor are the costs
associated with such actions avail abl e. It is al
to track such data. The International Trademark Association (INTA) conducted a study of its
membership to begin to explore the experience of trademark holders that reveals some of the
complexities in obtaining such information. The INTA study was directed to the 1,096
corporations, nonprofits and other entities that own trademark portfolios and are considered
Airegul arodo members under | NTA6s membership struct
of trademark service providers were not the targets of the survey. This decision was made in
order to avoid overlap with brand owners whose outside counsel may also be receiving the
survey. Ninety-three respondents entered the survey and 33 completed it. Subsequent
feedback suggests that the complexity of the questions, the length of the survey, and the
survey methodology, generally, discouraged completion.

The CCT Review Team examined the survey results and supplemented these with its own

analysis. While the survey received a low number of respondents, the INTA survey offers

some interesting findings with respect to the costs of trademark enforcement in the new gTLDs

to brand owner s. The survey flhybrand owndrsd primdaiilg e w TL D
duplicate | egacy TLD or c¢ccTLD registrations. 0
registered names in the new gTLDs for the first time versus duplicating existing domains in

legacy gTLDs or ccTLDs. This suggests that defensive registrations may remain an issue in

the New gTLD Program. While one of the stated purposes of the New gTLD Program was to

create greater choice, the primary consideration for domain registration by brand owners who

participated in the survey appears to be defensive.

However, the survey also indicates that for the respondents the expansion of the New gTLD
Program has made defensive registrations a less efficient means of protection. Accordingly, it
appears that trademark holders are shifting their protection spending to alternatives and
expanded monitoring. Furthermore, the survey suggests that as many as 75% of domain name
dispute cases involve entities that have registered their domain names using privacy and proxy
services making it difficult to assess whether this abuse is tied to common actors. These
results suggest the need for further research in these systems. Finally, there is an indication
that enforcement costs have increased in the new domains, which suggests that at least for
respondents, there is greater infringement in those new domains than in legacy gTLDs and
ccTLDs. The INTA survey suggests that, at the very least, further research is necessary,
perhaps with a simplified methodology to encourage a higher completion rate. Nonetheless,
the exercise did provide useful information in terms of indicating trends. It is clear that the
brand owners that participated in this survey have experienced some frustration with the New
gTLD Program and the rights protection mechanisms that have been put in place.

L L]
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The CCT Review Team also looked to data collected by ICANN as well as data from the World
Intellectual Property Organization ("WIPQO"). ICANN's metrics data shows that domain name
disputes are rising alongside total domain name registrations but does not show a breakdown
of the relative use of UDRPs, i.e. the use of UDRPs in new gTLDs as opposed to legacy
TLDs. WIPO data for 2017 however does give a strong indication that there is
proportionately more trademark infringement in new gTLDs than in legacy TLDs.

The CCT Review Team could not definitively conclude whether the URS is a valuable RPM
given its low usage compared to the UDRP. The fact that the TM-PDDRP and RRDRP have
not been invoked to date may on the one hand bring into question their effectiveness but may
equally suggest that their mere existence is acting as a successful deterrent. Conclusions
from the RPM review currently underway may shed some more light on the issue in the near
future.

Recommendations

In light of the studies and analyses carried out for this review, the CCT Review Team has
developed recommendations that fall into three main categories:

%, Requests for more and better data collection
Y, Policy issues to be addressed by the community

Y, Suggested reforms relating to transparency and data collection within ICANN
Contractual Compliance

The review team has assigned a priority level to each recommendation, which reflects the
timeframe in which each should be implemented and the extent to which any particular
recommendation should be a prerequisite to further expansion of the DNS.

Data Gathering

I n general, t hwerk wae Wammered kty ensufiicdest data on pricing of domain
names, including wholesale, retail, and secondary market prices. In addition, collection of data
about a country at a regional level would make it possible to assess competition in narrower
geographic areas. Furthermore, the lack of data regarding DNS abuse and lack of more
granular information about the subject matter of complaints received by ICANN Contractual
Compliance also created obstacles to assessing the effectiveness of the safeguards and the
trustworthiness of the new gTLDs. Some of this additional data collection will require changes
to registry and registrar contracts, which will take some time, but the review team believes that
it is necessary for proper evaluation of reforms to the New gTLD Program. Other data are
collected by third parties, and also could be used by ICANN. To the extent possible, relevant
data should be made available in an easily accessible and non-confidential form to
researchers both within and outside the ICANN community. The CCT Review Team
recommends that data gathering become a priority inside ICANN, with an emphasis on data-
driven analysis and programmatic success measurement.

ICANN Contractual Compliance

The CCT Review Team found that current data available from ICANN Contractual Compliance
are insufficient to measure the enforcement of various contract provisions and the success of
safeguards in mitigating downstream consequences to DNS expansion. Part of the problem

L L]
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is transparency, in part due to the lack of granularity of the data that are being collected. The
CCT make several recommendations for practical reform within ICANN Contractual
Compliance.?*

Conclusion

Initial indications are that the New gTLD Program has led to a dramatic increase in consumer
choice, a modest, but important, increase in competition, and has had a minimal impact on
consumer trust. However, there are several TLDs with a disproportionate level of DNS security
abuse and the review team recommends enhancements to various enforcement mechanisms
prior to any further additions to the DNS. The review team believes that there is a substantial
need for more and better data on both competition and pricing, and on the impact of
safeguards on consumer protection.

24 Since the publication ofthe CCTRevi ew Teamo6s dr aft recommendations for pt
Contractual Compliance has considered the review team recommendations in implementing certain

changes described in the blogs of October 2017, AEnhanci
Report i nhtips:Bwww.icann.org/news/blog/enhancing-transparency-in-contractual-compliance-reporting,
and March 2018, AEnhancing Transparency in Contractual C

https://www.icann.org/news/blog/enhancing-transparency-in-contractual-compliance-reporting-en.
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2 CCT Review Team Recommendations

The review te a mod s recommendati ons a rtable Iselown nTher fulk e d i n
recommendations, with related findings and rationale, may be found in the cited chapters.

Prerequisite or priority level: Per the ICANN Bylaws, the CCT Review Team indicated
whether each recommendation must be implemented prior to the launch of subsequent
procedures for new gTLDs.?® The review team agreed that those recommendations that were
not categorized as prerequisites would be given a time-bound priority level:

%, High priority: Must be implemented within 18 months of the issuance of a final report

Y, Medium priority: Must be implemented with 36 months of the issuance of a final report

Y, Low priority: Must be implemented prior to the start of the next CCT Review

%See | CANN, dABylaws for Internet Corporation for Assigned I
https://www.icann.org/resources/pages/governance/bylaws-en/, Section 4.6.d.iv: AFor each c
recommendations, the CCT Review Team should indicate whether the recommendation, if accepted by the

Board, must be implemented before opening subsequent rounds of new generic top-level domain applications

period s . 0

¢] °®
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Recommendation Prerequisite Con

or priority sen
level sus
Chapter 5. Data-Driven Analysis: Recommendations for Additional Data Collection and Analysis

1 | Formalize and promote ongoing data collection. | ICANN organization | High | Yes
Chapter 6. Competition

2 Collect wholesale pricing for legacy gTLDs. ICANN organization Low Yes
3 Collect transactional pricing for the gTLD | ICANN organization Medium Yes

marketplace.

4 Collect retail pricing for the domain marketplace. | ICANN organization Low Yes
5 Collect secondary market data. ICANN organization High Yes
6 Partner with mechanisms and entities involved | ICANN organization Low Yes

with the collection of TLD data. As feasible,
collect TLD registration number data per TLD
and registrar at a country-by-country level in
order to perform analysis based on the same
methods used in the Latin American and
Caribbean DNS Marketplace (LAC) Study.?®

7 Collect domain usage data to better understand | ICANN organization High Yes
the implications of parked domains.
Chapter 7. Consumer Choice

8 Conduct periodic surveys of registrants that | ICANN organization Low Yes
gathers both objective and subjective
information with a goal of creating more
concrete and actionable information.

9 The ICANN community should consider whether | New gTLD Subsequent | Prerequisite | Yes
the costs related to defensive registration for the | Procedures PDP
small number of brands registering a large | Working Group and/or
number of domains can be reduced. Rights Protection
Mechanisms (RPM)
PDP Working Group
10 | The GNSO should initiate a new Policy | Generic Names Medium Yes
Development Process (PDP) to create a | Supporting
consistent privacy baseline across all registries, | Organization
including to explicitly cover cases of privacy
infringements such as sharing or selling
personal data without a lawful basis, such as the
consent of that person. The GNSO PDP should
consider limiting the collection and processing of
personal data within rules which are mandatory
for all gTLD registries. It should also consider
not allowing registries to share personal data
with third parties without a lawful basis, such as
the consent of that person or under
circumstances defined by applicable law (e.g.
upon requests of government agencies, IP
lawyers, etc.). Also, it is necessary to be aware
of emerging, applicable regulations related to
the processing of the personal data. For

26 Oxford Information Labs, EURId, InterConnect Communications (22 September 2016), Latin American and
Caribbean DNS Marketplace Study (hereafter LAC Study), accessed 6 August 2018,
https://www.icann.org/en/system/files/files/lac-dns-marketplace-study-22sepl6-en.pdf.

o °
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Recommendation Prerequisite

or priority
level

clarification, this recommendation does not
relate to issues involving WHOIS or registration
directory services data.

Chapter 8. Consumer Trust

11 | Conduct periodic end-user consumer surveys. | ICANN organization Prerequisite | Yes
Future review teams should work with survey | and future CCT Review
experts to conceive more behavioral measures | Teams

of consumer trust that gather both objective and
subjective data with a goal toward generating
more concrete and actionable information.

12 | Create incentives and/or eliminate current | New gTLD Subsequent | Prerequisite | Yes

disincentives that encourage gTLD registries to | Procedures PDP (incentives
meet user expectations regarding: (1) the | Working Group could be
relationship of content of a gTLD to its name; (2) implemented
restrictions as to who can register a domain as part of
name in certain gTLDs based upon implied application
messages of trust conveyed by the name of its process)

gTLDs (particularly in sensitive or regulated

industries) and (3) the safety and security of

usersbod personal and

(including health and financial information).

These incentives could relate to applicants who

choose to make public interest commitments in

their applications that relate to these
expectations. Ensure that applicants for any
subsequent rounds are aware of these public
expectations by inserting information about the
results of the ICANN surveys in the Applicant

Guide Books.

13 | ICANN should collect data in conjunction with ICANN organization Low Yes

its related data collection activities on the

impact of restrictions on who can buy domains
within certain new gTLDs (registration
restrictions) to help regularly determine and
report:

1. Whether consumers and registrants are
aware that certain new gTLDs have
registration restrictions;

2. Compare consumer trust levels between
new gTLDs with varying degrees of
registration restrictions;

3. Determine whether the lower abuse rates
associated with gTLDs that impose stricter
registration policies identified in the
Statistical Analysis of DNS Abuse in gTLDs
Study continue to be present within new
gTLDs that impose registration restrictions
as compared with new gTLDs that do
not;?’

S| DN Labs and the Delft University of Technology, ADNS Ab!
o °
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Recommendation

Prerequisite

or priority
level

accessed 8 August 2018, https://eurid.eu/en/news/eurid-set-to-launch-first-of-its-kind-domain-name-abuse-

et al
Bai

prevention-tool/andVi sser s T.
.eu TLDO I n: Daci er M.

(2017),
l ey M.

AExpl or i
Pol ychronaki s

ng the

Defenses. RAID 2017. Lecture Notes in Computer Science, vol 10453. Springer, Cham, accessed 8 August
2018, https://link.springer.com/chapter/10.1007/978-3-319-66332-6 21.

https://eurid.eu/media/filer_public/9e/d1/9ed12346-562d-423d-a3a4-bcf89a59f9b4/eutldecosystem.pdf. This

process will not prevent registrations, but instead delay activation of a registration if a domain name is identified

as being potentially abusive by machine learning algorithms. Future review teams could study this effort to
consider its effectiveness and whether it could serve as a potential innovative model to help foster trust and a

secure online environment. In addition, the .xyz registry may provide another example of proactive measures to
combat abuse. The .xyz registry purports to have a zero-tolerance policy toward abuse-related activities on .xyz

4. Assess the costs and benefits of
registration restrictions to contracted parties
and the public (to include impacts on
competition and consumer choice) and;
5. Determine whether and how such
registration restrictions are enforced or
challenged.
Chapter 9. Safeguards
14 | Consider directing ICANN organization, in its | The ICANN Board, the | High Yes
discussions with registries, to negotiate | Registry Stakeholders
amendments to existing Registry Agreements, | Group, the Registrar
or in consideration of new Registry Agreements | Stakeholders Group,
associated with subsequent rounds of new | the Generic Names
gTLDs, to include provisions in the agreements | Supporting
to provide incentives, including financial | Organization, and the
incentives for registries, especially open | Subsequent
registries, to adopt proactive anti-abuse | Procedures PDP WG.
measures. 28
15 ICANN Org should, in its discussions with | The ICANN Board, the | Prerequisite Yes
registrars and registries, negotiate amendments | Registry Stakeholders | (provisions to
to the Registrar Accreditation Agreement and | Group, the Registrar address
Registry Agreements to include provisions | Stakeholders Group, systemic
aimed at preventing systemic use of specific | the Generic Names DNS Security
registrars or registries for DNS Security Abuse. | Supporting Abuse
With  a view to implementing this | Organization and the should be
recommendation as early as possible, and | Subsequent included in
provided this can be done, then this could be | Procedures PDP WG the baseline
brought into effect by a contractual amendment contract for
through the bilateral review of the Agreements. any future
In particular, ICANN should establish thresholds new gTLDs)
of abuse at which compliance inquiries are
automatically triggered, with a higher threshold
at which registrars and registries are presumed
to be in default of their agreements. If the
community determines that ICANN org itself is
28 The review team looked for examples of practices that could assist in proactively minimizing abuse. One such
example has been proposed by EURId, the operator of the .EU registry, which will soon test a delayed delegation
system. See EURiIi dyndlEURiIirdstSedf tiot 4 aKi nd Domain Name Abuse F

Ecosyste

or any of their other domain extensions using a sophisticated abuse monitoring tool enabling proactive monitoring
and detection in near real-time, suspending domains engaging in any of the abusive activities set out. Future
review teams could explore the effectiveness of this approach by examining abuse rates over time and

comparing the levels of abuse both before and after this policy.

Ant on
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Recommendation

ill-suited or unable to enforce such provisions, a
DNS Abuse Dispute Resolution Policy (DADRP)
should be considered as an additional means to
enforce policies and deter against DNS Security
Abuse. Furthermore, defining and identifying
DNS Security Abuse is inherently complex and
would benefit from analysis by the community,
and thus we specifically recommend that the
ICANN Board prioritize and support community
work in this area to enhance safeguards and
trust due to the negative impact of DNS Security
Abuse on consumers and other users of the
Internet.

Prerequisite

or priority
level

Con
sen
sus

16

Further study the relationship between specific
registry operators, registrars, and DNS Security
Abuse by commissioning ongoing data
collection, including but not limited to, ICANN
Domain Abuse Activity Reporting (DAAR)
initiatives.?® For transparency purposes, this
information should be regularly published,
ideally quarterly and no less than annually, in
order to be able to identify registries and
registrars that need to come under greater
scrutiny, investigation, and potential
enforcement action by ICANN organization.
Upon identifying abuse phenomena, ICANN
should put in place an action plan to respond to
such studies, remedy problems identified, and
define future ongoing data collection.

The ICANN Board, the
Registry Stakeholders
Group, the Registrar
Stakeholders Group,
the Generic Names
Supporting
Organization, and the
Subsequent
Procedures PDP WG,
SSR2 Review Team.

High

Yes

17

ICANN should collect data about and publicize
the chain of parties responsible for gTLD domain
name registrations.

The ICANN Board, the
GNSO Expedited PDP,
the Registry
Stakeholders Group,
the Registrar
Stakeholders Group,
the Generic Names
Supporting
Organization, the
Subsequent
Procedures PDP WG,
SSAC

High

Yes

18

In order for the upcoming WHOIS Review Team
to determine whether additional steps are
needed to improve WHOIS accuracy, and
whether to proceed with the identity phase of the
Accuracy Reporting System (ARS) project,
ICANN should gather data to assess whether a
significant percentage of WHOIS-related

ICANN organization to
gather required data,
and to provide data to
relevant review teams
to consider the results
and, if warranted, to
assess feasibility and

Medium

Yes

2] CANN,

fiDomain Abuse

ssr/daar

Activity

Reporting

( DAAR) ,-0

accessed
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Recommendation

complaints applicable to new gTLDs relate to the
accuracy of the identity of the registrant.*° This
should include analysis of WHOIS accuracy
complaints received by ICANN Contractual
Compliance to identify the subject matter of the
complaints (e.g., complaints about syntax,
operability, or identity). The volume of these
complaints between legacy gTLDs and new
gTLDs should also be compared. ICANN should
also identify other potential data sources of
WHOIS complaints beyond those that are
contractually required (including but not limited
to complaints received directly by registrars,
registries, ISPs, etc.) and attempt to obtain
anonymized data from these sources.

Future CCT Reviews may then also use these
data.

desirability of moving to
identity validation
phase of WHOIS ARS
project.

Prerequisite Con

or priority sen

level

Sus

19

The next CCT should review the "Framework for
Registry Operator to Respond to Security
Threats" and assess whether the framework is a
sufficiently clear and effective mechanism to
mitigate abuse by providing for systemic and
specified actions in response to security
threats.3!

Future CCT Review
Teams

Medium

Yes

20

Assess whether mechanisms to report and
handle complaints have led to more focused
efforts to combat abuse by determining: (1) the
volume of reports of illegal conduct in
connection with the use of the TLD that
registries receive from governmental and quasi-
governmental agencies; (2) the volume of
inquires that registries receive from the public
related to malicious conduct in the TLD; (3)
whether more efforts are needed to publicize
contact points to report complaints that involve
abuse or illegal behavior within a TLD; and (4)
what actions registries have taken to respond to
complaints of illegal or malicious conduct in
connection with the use of the TLD. Such efforts
could include surveys, focus groups, or
community discussions. If these methods
proved ineffective, consideration could be given
to amending future standard Registry
Agreements to require registries to more
prominently disclose their abuse points of
contact and provide more granular information

ICANN organization
and future CCT Review
Teams

Medium

Yes

] CANN, AWHOIS Accuracy Reporting System
https://whois.icann.org/en/whoisars
8] CANN, f@AFramework for Registry Operator
https://www.icann.org/resources/pages/framework-registry-operator-respond-security-threats-2017-10-20-en

( ARS)

Projec

to Respond t

t

(0]
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Recommendation Prerequisite

or priority
level

to ICANN. Once this information is gathered,
future review teams should consider
recommendations for appropriate follow up
measures.

2 132

Include more detailed information on the subject | ICANN organization High
matter of complaints in ICANN publicly available
compliance reports. Specifically, more precise
data on the subject matter of complaints,
particularly: (1) the class/type of abuse; (2) the
gTLD that is target of the abuse; (3) the
safeguard that is at risk; (4) an indication of
whether complaints relate to the protection of
sensitive health or financial information; (5) what
type of contractual breach is being complained
of, and (6) resolution status of the complaints,
including action details. These details would
assist future review teams in their assessment
of these safeguards.®3

Yes

22

Initiate engagement with relevant stakeholders | ICANN organization High
to determine what best practices are being
implemented to offer reasonable and
appropriate security measures commensurate
with the offering of services that involve the
gathering of sensitive health and financial
information. Such a discussion could include
identifying what falls within the categories of
Asensitive health and
what metrics could be used to measure
compliance with this safeguard.

Yes

2Since the publication of the CCT Review Teambés dr
Contractual Compliance has considered the review team recommendations in implementing certain changes. In
October 2017, ICANN Contractual Compliance, began collecting and reporting on the granularity of registrar-
related DNS Abuse complaints by identifying the type of abuse including spam, pharming, phishing, malware,
botnets, counterfeiting, pharmaceutical, fraudulent and deceptive practices, trademark or copyright infringement,
and missing or invalid registrar abuse contact information. This information is reported on ICANN.org in the
monthly dashboard at this link https://features.icann.org/compliance/dashboard/report-list. The quarterly and
annual metrics reports provide information about enforcement reasons, reporter categories, closure reasons and
details of the complaints inclusive of DNS Abuse by legacy and new gTLDs as they evolve through the
compliance process, from ticket receipt to closure. They also reporting on any complaint type if it concerns a
GAC Cat 1 gTLD. They also report on granularity of type of Transfer complaints (choices are Transfer,
Unauthorized Transfer, COR, Unauthorized COR and TEAC).

In light of the ICANN community concerns regarding DNS infrastructure abuse, Compliance updated the audit
plans with expanded questions and testing to address DNS abuse and also includes concerns about DNS
infrastructure abuse when determining which contracted parties to audit. This information will be reported via the
Audit Report and published under Reports & Blogs at this link https://www.icann.org/resources/compliance-
reporting-performance.

¥Since the publication of the CCT Review Teambés dr
Contractual Compliance has considered the review team recommendations in implementing certain changes

aft

aft

recao.l

recao.l

described in the blogs of October 2017,Ai Enhanci ng Transparency in Contractual Cc

https://www.icann.org/news/blog/enhancing-transparency-in-contractual-compliance-reporting, and March 2018,
AEnhancing Transparency i n Cohttgs:y/veve.icana drg/néus/ivipalemnhanoing-e
transparency-in-contractual-compliance-reporting-en.

Reportin
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Recommendation

ICANN should gather data on new gTLDs
operating in highly-regulated sectors to include
the following elements:34

Y. A survey to determine: 1) the steps registry
operators are taking to establish working
relationships with relevant government or
industry bodies; and 2) the volume of
complaints received by registrants from
government and regulatory bodies and their
standard practices to respond to those
complaints.

% A review of a sample of domain websites
within the highly-regulated sector category
to assess whether contact information to file
complaints is sufficiently easy to find.

% An inquiry to ICANN Contractual
Compliance and registrars/resellers of
highly regulated domains seeking
sufficiently detailed information to
determine the volume and the subject
matter of complaints regarding domains in
highly regulated industries.

Y, An inquiry to registry operators to obtain
data to compare rates of abuse between
those highly-regulated gTLDs that have
voluntarily agreed to verify and validate
credentials to those highly-regulated gTLDs
that have not.

Y, An audit to assess whether restrictions
regarding possessing necessary credentials
are being enforced by auditing registrars
and resellers offering the highly-regulated
TLDs (i.e., can an individual or entity
without the proper credentials buy a highly-
regulated domain?).

To the extent that current ICANN data collection
initiatives and compliance audits could
contribute to these efforts, we recommend that
ICANN assess the most efficient way to proceed
to avoid duplication of effort and leverage
current work.

ICANN organization,
New gTLD Subsequent
Procedures PDP
Working Group

Prerequisite

or priority
level
High

Yes

24

a. Determine whether ICANN Contractual
Compliance should report on a quarterly basis
whether it has received complaints for a registry
operator 6s failure t o

ICANN organization

Low

Yes

34 For materials illustrating the safeguards related to highly-regulated sectors, see ICANN CCT Review Wiki,

0Studi es, Research, and Background

Materi al s:

Safeguards

August 2018, https://community.icann.org/display/CCT/Studies%2C+Research%2C+and+Background+Materials
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Recommendation Prerequisite

or priority
level

safeguard related to gTLDs with inherent
governmental functions or the safeguard related
to cyberbullying.®

b. Survey registries to determine: 1) whether
they receive complaints related to cyberbullying
and misrepresenting a governmental affiliation;
and 2) how they enforce these safeguards.

25 | To the extent voluntary commitments are ICANN organization, Prerequisite | Yes
permitted in future gTLD application processes, | New gTLD Subsequent
all such commitments made by a gTLD Procedures PDP

applicant must state their intended goal and be | Working Group
submitted during the application process so
that there is sufficient opportunity for
community review and time to meet the
deadlines for community and Limited Public
Interest objections.® Furthermore, such
requirements should apply to the extent that
voluntary commitments may be made after
delegation. Such voluntary commitments,
including existing voluntary PICs, should be
made accessible in an organized, searchable
online database to enhance data-driven policy
development, community transparency, ICANN
compliance, and the awareness of variables
relevant to DNS abuse trends.

26 | A study to ascertain the impact of the New gTLD | ICANN organization High Yes
Program on the costs required to protect
trademarks in the expanded DNS space should
be repeated at regular intervals to see the
evolution over time of those costs. The CCT
Review Team recommends that the next study
be completed within 18 months after issuance of
the CCT Final Report, and that subsequent
studies be repeated every 18 to 24 months.

The CCT Review Team acknowledges that the
Nielsen survey of INTA members in 2017
intended to provide such guidance yielded a
lower response rate than anticipated.’” We
recommend a more user friendly and perhaps
shorter survey to help ensure a higher and more
statistically significant response rate.

27 | Since the review teambs i ni {Generic Names Prerequisite | Yes
recommendation, the PD Supporting
Protection Mechanisms in All gTLDs (RPM | Organization

35 ICANN Governmental Advisory Committee (GAC), Beijing Communiqué, accessed 6 August 2018,
https://www.icann.org/en/system/files/correspondence/gac-to-board-18aprl3-en.pdf

%] CANN, AfObjection and Dispute Resolution, o0 accessed 6 Aug!
status/odr

37 Nielsen, INTA New gTLD Cost Impact Study (April 2017) and INTA, New gTLD Impact Study, (August 2017).
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Recommendation Prerequisite Con

or priority sen
level sus

WG) 6 has started revie
Suspension system in detail and this is currently
ongoing.3® Given this ongoing review, the CCT
Review Team recommends that the RPM WG
continues its review of the URS and also looks
into the interoperability of the URS with the
Uniform Domain Name Dispute Resolution
Policy (UDRP).*°® Given the current timeline, it
would appear that the appropriate time to do so
will be when the UDRP review is carried out by
the PDP WG and at this time consideration be
given to how it should interoperate with the
UDRP.

The review team has encountered a lack of data
for complete analysis in many respects. The
RPM PDP WG appears to also be encountering
this issue and this may well prevent it drawing
firm conclusions. If modifications are not easily
identified, then the review team recommends
continued monitoring until more data is collected
and made available for a review at a later date.
28 | A cost-benefit analysis and review of the | Generic Names Prerequisite | Yes
Trademark Clearinghouse (TMCH) and its | Supporting

scope should be carried out to provide | Organization
quantifiable information on the costs and
benefits associated with the present state of the
TMCH services and thus to allow for an effective
policy review.*® Since our initial draft
recommendation, the RPM PDP has started
reviewing the TMCH in detail and ICANN has
appointed Analysis Group to develop and
conduct the survey(s) to assess the use and
effectiveness of the Sunrise and Trademark
Claims RPMs. Provided that the RPM PDP has
sufficient data from this survey or other surveys
and is able to draw firm conclusions, the CCT
Review Team does not consider that an
additional review is necessary. However, the
CCT Review Team reiterates its
recommendation for a cost-benefit analysis to
be carried out if such analysis can enable
objective conclusions to be drawn. Such cost-
benefit analysis should include but not

3] CANN GNSO, APDP Review of Al Rights Protection Mechani s
https://gnso.icann.org/en/group-activities/active/rpmand | CANNO and | CANN AUni form Rapid
accessed 6 August 2018, https://www.icann.org/resources/pages/urs-2014-01-09-en

¥ CANN, #AUniform Domain Name Dispute Resolution Policy, o a

https://www.icann.org/resources/pages/help/dndr/udrp-en

O] CANN, ATrademar k Clearinghouse (TMCH), 0 accessed 6 Augus/
https://newgtlds.icann.org/en/about/trademark-clearinghouse
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Recommendation

Prerequisite

or priority
level

necessarily be limited to looking at cost to brand
owners, cost to registries, and cost to registrars
of operating with the TMCH now and going
forward and look at the interplay with premium
pricing.
Chapter 10. Application and Evaluation Process of the New gTLD Program
29 | Set objectives/metrics for applications from the | New gTLD Subsequent | Prerequisite | Yes
Global South. Procedures PDP 0 objectives
Working Group/Generic | must be set
Supporting Names
Organization
30 | Expand and improve outreach into the Global | ICANN organization Prerequisite | Yes
South.
31 | The ICANN organization to coordinate the pro | ICANN organization Prerequisite | Yes
bono assistance program.
32 | Reuvisit the Applicant Support Program.*! New gTLD Subsequent | Prerequisite | Yes
Procedures  Working
Group
33 | As required by the October 2016 Bylaws, | New gTLD Subsequent | Prerequisite | Yes
Governmental Advisory Committee (GAC) | Procedures PDP
consensus advice to the Board regarding gTLDs | Working Group, GAC,
should also be clearly enunciated, actionable, | ICANN organization
and accompanied by a rationale, permitting the
Board to determine how to apply that advice.*?
ICANN should provide a template to the GAC for
advice related to specific TLDs, in order to
provide a structure that includes all of these
elements. In addition to providing a template, the
Applicant Guidebook (AGB) should clarify the
process and timelines by which GAC advice is
expected for individual TLDs.
34 | A thorough review of the procedures and | New gTLD Subsequent | Prerequisite | Yes
objectives for community-based applications | Procedures PDP
should be carried out and improvements made | Working Group
to address and correct the concerns raised
before a new gTLD application process is
launched. Revisions or adjustments should be
clearly reflected in an updated version of the
2012 AGB.
35 | The New gTLD Subsequent Procedures PDP | New gTLD Subsequent | Prerequisite | Yes
should consider adopting new policies to avoid | Procedures PDP
the potential for inconsistent results in string | Working Group
confusion objections.*® In particular, the PDP
should consider the following possibilities:

Program

( ASR) , &

accessed 6

41 CANN, #d@AApplicant Support
https://newgtlds.icann.org/en/applicants/candidate-support
21 CANN, i GAC Advice, 0

| CANN, #AByl aws, 0

Augu:

a lattpse/sewgtldb.icdhn.okaleq/applitant@gactaBlvice. See also
Sect i o rhitp&/iwivw.icaAm.otgiresdurees/Bages/@eemancetbylaws . 6 :

en/#article2

41 CANN GNSO, AiPDP New gTLD

Subsequent

https://gnso.icann.org/en/group-activities/active/new-qgtld-subsequent-procedures

Procedur es,

0

accesse.
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Recommendation Prerequisite Con

or priority sen
level Sus

1. Determining through the initial string
similarity review process that singular
and plural versions of the same gTLD
string should not be delegated.*

2. Avoiding disparities in similar disputes
by ensuring that all similar cases of
plural versus singular strings are
examined by the same expert panelist.

3. Introducing a post-dispute resolution
panel review mechanism.

“New gTLD Subsequent Procedures Wiki, AString Similarity, o
https://community.icann.org/display/NGSPP/4.4.2+String+Similarity
° °
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3 Background on the Competition,
Consumer Trust, and Consumer
Choice Review

The Competition, Consumer Trust and Consumer Choice Review Team (CCT) was convened

under the Affirmation of Commitments (AoC) Section 9.3 *The AoC prescri bes th
new gTLDs (whether in ASCII or other language character sets) have been in operation for

one year, ICANN will organize a review that will examine the extent to which the introduction

or expansion of gTLDs has promoted competition, consumer trust and consumer choice, as

well as effectiveness of (a) the application and evaluation process, and (b) safeguards put in

place to mitigate issues involved inthei nt r oducti on%or expansion. o

The CCT was assembled in January 2016 and was comprised of 17 community
representatives and volunteer subject matter experts representing a diverse array of global

Internet stakeholders.*” Since the review team was convened, ICANN has adopted new

Bylaws as part of the Internet Assigned Numbers Authority (IANA) stewardship transition that
incorporated the AoC provisions into the | CANN B
4.6.%8 Similar to the AoC, the Bylaws describe the scope of this review as:

i T hrewiew team for the CCT Review will examine (A) the extent to
which the expansion of gTLDs has promoted competition,
consumer trust and consumer choice and (B) the effectiveness of
the New gTLD Round's application and evaluation process and
safeguards put in place to mitigate issues arising from the New
gTLD Round. o

The new Bylaws also specify that, for each of its recommendations, the CCT Review Team
should indicate whether the recommendation, if accepted by the Board, should be
implemented before opening subsequent rounds of new gTLD applications periods. The
recommendations contained in this report identify those that should be implemented before
the opening of future application periods for new gTLDs.

Producing recommendations that are as data- and fact-driven as possible is a fundamental

goal of the review, and the CCT Review Team has endeavored to support its
recommendations with data received prior to and throughout the review process. A number of

initiatives were undertaken priortothe CCTReviewd s | aunch and during del ib
its work.4°

45 US Department of Commerce and ICANN, Memorandum of Understanding Between the Department of

Commerce and the Internet Corporation for Assigned Names and Numbers, 31 December 1999,
https://www.icann.org/resources/unthemed-pages/icann-mou-1998-11-25-en.The Affirmation of Commitments,

signed on 30 September 2009 between | CANN and the U.S. Dep:
periodic review of four key ICANN objectives: (1) ensure that decisions made related to the global technical

coordination of the DNS are made in the public interest and are accountable and transparent; (2) preserve the

security, stability and resiliency of the DNS; (3) promote competition, consumer trust, and consumer choice in the

DNS marketplace and (4) facilitate international participation in DNS technical coordination.

] CANN, AByl aws for I nternet Corporation for Assigned Name:
January 2017, https://www.icann.org/resources/pages/governance/bylaws-en This aspect has now been

incorporated to the new ICANN Bylaws, https://www.icann.org/en/system/files/files/adopted-bylaws-27may16-

en.pdf.

47 The composition of the CCT Review Team can be viewed here:
https://community.icann.org/display/CCT/Composition+of+Review+Team

] CANN, #fABylaws, o0 (2016) .

49 For details, see Appendix E: Terms of Reference.
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In December 2010, the Board requested advice from the At-Large Advisory Committee

(ALAC), Governmental Advisory Committee (GAC), Generic Names Supporting Organization

(GNSO), and Country Codes Names Supporting Organization (ccNSO) on establishing the

definition, measures, and three-year targets for competition, consumer trust and consumer

choice in the context of the Domain Name System (DNS). This advice was requested to
support | CANNG6s obligations under the AoC to r e\
expansion of gTLDs has promoted competition, consumer trust and consumer choice.*°

The ICANN Board formed an Implementation Advisory Group for Competition, Consumer
Trust and Consumer Choice (IAG-CCT) in September 2013 to review 70 metrics
recommended by a GNSO-ALAC working group in December 2012. The IAG-CCT was tasked
to make recommendations to the review team based on an evaluation of the feasibility, utility
and cost-effectiveness of each of the proposed metrics. In September 2014, the IAG-CCT
submitted its final recommendations®! to the ICANN Board, which adopted them in February
2015.52 The recommendations included 66 metrics related to competition, consumer trust and
consumer choice. The ICANN organization has been continuously gathering and publishing
data related to most of these metrics on the ICANN website.>3

These efforts led the ICANN organization to commission surveys of Internet users and
registrants to gauge their sense of trust and choice of gTLDs, and an economic study of gTLD
pricing and marketplace competition. Nielsen was retained to perform the registrant>* and
consumer®® studies. The Analysis Group was retained to perform the economic studies.>
Each served as important resources for the review team in building its draft recommendations.

The AoC mandates an examination of the effectiveness of the application and evaluation
processes used in the 2012 round of gTLD applications, including ICANN organization0 s
implementation of the policy recommendations made for the New gTLD Program. To help
inform the CCT, ICANN organization compiled and published the Program Implementation
Review,% which incorporated feedback from stakeholders, including applicants, service
providers, and other community members, in order to provide the community (and the
organization itself) with perspective on the execution of the New gTLD Program. The review
team was also interested in understanding why more firms from the developing world did not
apply to the program. To inform this aspect of its work, AMGlobal produced a report on its
research and interviews conducted with firms, organizations and other institutions that did not
apply for new gTLDs, but who may have been considered good candidates for the program
because they were similar to entities from the developed world that did apply.°8

%] CANN Board Resolution 2010.12.10. 30, fiConsumer Choice, C
20 January 2017, https://www.icann.org/resources/board-material/resolutions-2010-12-10-en#6

51 Implementation Advisory Group for Competition Consumer Trust and Consumer Choice (26 September 2014),

Final Recommendations on Metrics for CCT Review, accessed 20 January 2017,
https://community.icann.org/display/IAG/IAG-CCT+report

52 |CANN Board Resolution 2015.02.12.07-2015. 02. 12. 09, i Re c o menteomal Metricsdon s f or t he
the New gTLD Program to Support the future AoC Review on Competition, Consumer Trust and Consumer

Choice,0 (2012), a c c bttpss//envdw.icarth.ord/resourcesbyard2r@térial/resolutions-2015-
02-12-en#l.e
53] CANN, iCompetition, Consumer Trust and Consumer Choice (!

January 2017, https://www.icann.org/resources/reviews/cct/metrics

54 Nielsen, Registrant Survey (2015) and Nielsen, Registrant Survey Wave 2 (2016).

55 Nielsen, Consumer Research (2015) and Nielsen, Consumer Research Wave 2 (2016).

56 Analysis Group, Phase | Assessment (2015) and Analysis Group, Phase Il Assessment, (October 2016).

57 ICANN, Program Implementation Review (January 2016), accessed 13 January 2017,
https://newgtlds.icann.org/en/reviews/implementation/program-review-29jan16-en.pdf

58 AMGlobal, New gTLDs and the Global South (October 2016).
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The AoC also mandates that the review assess the effectiveness of safeguards enacted to
mitigate abuse of new gTLDs. To inform CCT's work, the ICANN organization worked with the
community to create the New gTLD Program Safeguards Against DNS Abuse report,>® which
explored methods for measuring the effectiveness of safeguards to mitigate DNS abuse that
were implemented as part of the New gTLD Program. The ICANN organization also drafted
the Rights Protection Mechanisms Review (RPM),%° which focused on key rights protection
mechanisms such as the Trademark Clearinghouse, the Uniform Rapid Suspension System
and Post-Delegation Dispute Resolution Procedures.5!

59 ICANN Operations and Policy Research, New gTLD Program Safeguards (2016).

60 ICANN (11 September 2015), Rights Protection Mechanisms Review, accessed 20 January 2017,
https://newgtlds.icann.org/en/reviews/rom/rpm-review-11sepl5-en.pdf

61 For more details, see Appendix C: Surveys and Studies.
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4 History of the New gTLD Program?®?2

In the 1990s, management of the Domain Name System (DNS) was revised periodically to
encourage more competition in the domain name marketplace. The number of available
gTLDs, however, remained fixed and small. Beginning in 2000, ICANN expanded the available
set of gTLDs to encourage more competition in the market for domain names.

History of the Expansion of the DNS Prior to 2000

The DNS was developed in the early 1980s as a means of organizing and easing Internet
navigation by establishing unique, easier-to-remember addresses for different locations on the
Internet. Initially, eight gTLDs were established, within which eligible entities could register
second-level domain names. Three of these gTLDs (.com, .org, and .net) were unrestricted,
meaning that anyone could register a second-level domain name within them. Five (.edu, .gov,
.arpa, .int, and .mil) were in restricted use, meaning that only particular types of users were
allowed to register a second-level domain within them. In addition to gTLDs, two-letter country
code TLDs (ccTLDs) were introduced over time, beginning with .us in 1985.

Initially, the task of registering second-level domain names in the various gTLDs fell to SRI
International, a not-for-profit research institute operating under a contract with the Department
of Defense (DOD). In the early 1990s, the responsibility for registering names for .com, .org,
.net, .edu and .gov was transferred to a private corporation, Network Solutions Inc. (NSI),
under a contract with the National Science Foundation, which had taken over from DOD as
the funding source. NSI operated the registry and acted as the sole registrar for .com, .org
and .net.

In the early 1990s, .com replaced .edu as the most-used gTLD as the commercial possibilities
of the Internet became apparent following the development of the World Wide Web. As the
.com registry operator and its sole registrar, NSI had a monopoly on the registration of second-
level domain names in .com. In 1995 NSI began charging $100 to register a .com domain
name for a two-year period.

The late 1990s saw a rapid series of steps designed to increase competition in the DNS
marketplace. In 1997, the U.S. Government issued a policy directive stating that the
management of the DNS should be privatized®3. In a policy statement issued in 1998, the U.S.
Depart ment of Commerce (ACommerceodo) declared it
DNS from the U.S. government to a private corporation.®* ICANN was established in 1998 as
a private, not-for-profit corporation to manage the DNS. A Memorandum of Understanding
( MOU) signed by Commerce and | CANN established I

andr ei terated Commerced6s intent that the manageme
principles of stability, competition, bottom-up coor di nati on, ®aThaMOUepr eser
al so described one of | CANNOGs mai n ordedeprinmg i bi | it

62 Michael L. Katz, Gregory L. Rosston, and Theresa Sullivan (June 2010), An Economic Framework for the
Analysis of the Expansion of Generic Top-Level Domains, prepared for ICANN,
https://archive.icann.org/en/topics/new-gtlds/economic-analysis-of-new-gtlds-16jun10-en.pdf

63 pPresident William J. Clinton (1 July 1997), Memorandum on Electronic Commerce,
https://www.gpo.gov/fdsys/pka/WCPD-1997-07-07/pdf/WCPD-1997-07-07-Pq1006-2.pdf

64 National Telecommunications and Information Administration, US Dept of Commerce (5 June 1998), Statement
of Policy on the Management of Internet Names and Addresses, https://www.ntia.doc.gov/federal-register-
notice/1998/statement-policy-management-internet-names-and-addresses

65 US Department of Commerce and ICANN (31 December 1999), Memorandum of Understanding between the
US Department of Commerce and the Internet Corporation for Assigned Names and Numbers, Section II.A,
accessed 6 August 2018, https://www.icann.org/resources/unthemed-pages/icann-mou-1998-11-25-en
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the circumstances under which new TSlixkdingr e add
fdevel opment of policies for the addition, all o
establishment of domain name registries and domain name registrarstohos t g T°LTBuss,. 0

as described in the Applicant Guidebook (AGB), f
promote competition in®%he domain name mar ket . o

In late 1998, the National Telecommunications and Information Administration (NTIA), an
agency within the U.S. Department of Commerce, required NSI to separate the registry
functions from the registrar functions and to facilitate the entry of competitive registrars by
establishing a shared registration system that would allow registrars other than NSI to interact
with the .com, .org and .net registry databases. This led to the entry of hundreds of registrars,
but the set of gTLDs remained fixed at a small number.

Previous gTLD Expansions®®

Including the most recent in 2012, ICANN has held three rounds of gTLD expansion since its
founding. The first befceaomciept & Moetlaturaudd, IGANNI pr oo f
announced that it would create a maximum of seven new ¢gTLDs, for which it received
approximately 50 applications. After evaluating the applications, ICANN added four
unsponsored gTLDs (.biz, .info, .name and .pro) and three sponsored gTLDs (.aero, .coop
and .museum). The second round of gTLD expansion began in 2004. In that round, ICANN
accepted applications only for sponsored gTLDs but announced that it would not limit the
number of new gTLDs and would approve all qualified applications. ICANN received ten
applications for nine different sponsored gTLDs and ultimately approved eight of the
applications (.asia, .cat, .jobs, .mobi, .post, .tel, .travel and .xxx). Thus, prior to the 2012 New
gTLD Program, there were 23 gTLDs.

Background of the 2012 New gTLD Program*

In 2005, ICANN's Generic Names Supporting Organization (GNSO)d the main policy-making
body for generic top-level domainsd initiated a Policy Development Process (PDP) to consider
the introduction of new gTLDs into the DNS based on the results of previous rounds conducted
in 2000 and 2004. The two-year PDP included detailed and lengthy consultations with the
many constituencies of ICANN's global Internet community, including governments, civil
society, business and intellectual property stakeholders, and technologists. In 2008, the
ICANN Board adopted 19 specific GNSO policy recommendations for implementing new
gTLDs, which included elements such as allocation criteria and contractual conditions for
operating a gTLD.”?

After approval of the PDP&6s recommendati ons, I C
transparent implementation process to address stakeholder concerns, such as the protection

%6 1bid., Section 2.B.c

67 US Government Publishing Office, Federal Register 31741: Management of Internet Names and Addresses

[Vol. 63, 1], (10 June 1998): https://www.gpo.gov/fdsys/pka/FR-1998-06-10/pdf/98-15392.pdf

8 |ICANN, gTLD Applicant Guidebook (June 2012), p. A-1.

69 Katz et. al (2010), An Economic Framework

1 CANN, AfRegistry Proof of Concept Reports, 0 accessed 19 J.
https://www.icann.org/resources/pages/poc-2012-02-25-en.

"I CANN, fNew Gewelti Qomapns: About the Program, o0 accessed 1
https://newgtlds.icann.org/en/about/program.

72 |ICANN Generic Names Supporting Organization (8 August 2007), Final Report: Introduction of New Generic

Top-Level Domains, https://gnso.icann.org/en/issues/new-gtlds/pdp-dec05-fr-parta-08aug07.html.
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of intellectual property and community interests, consumer protection and DNS stability. This
work included public consultations, review and input on multiple draft versions of the Applicant
Guidebook. In June 2011, ICANN's Board of Directors approved the Guidebook and
authorized the launch of the New gTLD Program. The program's goals included enhancing
competition and consumer choice, and enabling the benefits of innovation via the introduction
of new gTLDs, including both new ASCII and Internationalized Domain Name (IDN) top-level
domains.

The application window opened on 12 January 2012, and ICANN received 1,930 applications
for new gTLDs. As reported on | CANN6s New gTLD w

Tabl e 1: New gTLD Afplicationsdé Status

Total Applications Submitted 1,930

Completed New gTLDs

(gTLDs delegated, i.e., introduced into DNS) 1:232

Applications Withdrawn 618

Applications that Will Not a7
Proceed or Were Not Approved

Currently Proceeding Through 33
New gTLD Application Process

“Figures current to 6 August 20%k8%&.elSdo maChNN, PiMNgw aGe rSd raitd
accessed 6 August 2018, https://newgtlds.icann.org/en/program-status/statistics.
o °
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5 Data-Driven Analysis:
Recommendations for Additional Data
Collection and Analysis

As called for in its terms of reference, the CCT Review Team endeavored to engage in

objective research, to determine its findings and to provide a framework to evaluate the

effectiveness of its recommendations.’* To this end, the review team assembled data that had

been collected as a result of the IAG-CCT recommendations, purchased additional data, and
commissioned the collection of more.” The timeframe for the review, beginning while new

strings were still being delegated, necessarily limited the conclusions that could be reached.

Furthermore, the effort to conceive data-driven evaluation models was hampered by the

difficulty in defining abstract concepts such as HoWeverstoenpgmary Tr ust .
challenge was insufficient data.

At the core of any competitive analysis is pricing, both in wholesale and retail markets. The
data available to analyze both markets were often insufficient for the task. In particular, it would
have been useful to have better price data, which would have allowed us to measure the
impact of new gTLD entry and to define market(s) in which gTLDs compete more precisely.
Anecdotal data suggest that the market in which new gTLDs patrticipate also includes legacy
gTLDs,cert ai n figenerico ccTLDs (such as .co), other
even alternative online identities such as social media accounts and third-level domains. More
and better data on pricing, wholesale, retail, and the secondary market, both global and
regional, are necessary to fully understand the behavior of participants within these markets.
Finally, the role of parking (i.e., domains that have been registered, but are not yet being used
as primary identifiers of typical websites. Instead, these domains are forwarded to other
domains (including sub-domains), used only for email, monetized via advertising, or simply do
not resolve, perhaps held in reserve by speculators or as premium domains by registries.
websites) is not fully understood.

When evaluating the effectiveness of Rights Protection Mechanisms (RPMs) and safeguards,
far more granular data on individual safeguards, as well as greater transparency on complaints
from | CANNOGs Contract Compliance Department i s n

Additional surveys of end-users would be helpful for competition analysis, to explore

substitution behavior, and to evaluate consumer trust. Although user surveys were fielded by

the IAG-CCT and t he CCT, it i s the review te&éambds vVvi
greatly from surveys that take a more refined approach to analyzing registrant behavior. We

describe our suggested approach to future surveys in Recommendations 8.

Finally, even the evaluation of the effectiveness of the application and evaluation process
would have benefited from additional data. For example, programs put in place to encourage
and facilitate applications from the Global South were not sufficiently tracked to allow for
comprehensive evaluation.

As the issue of data has come up in the past and will inevitably come up in the future, the CCT
would like to make a general recommendation about data collection to ICANN in addition to
making suggestions particular to CCT research.

74 Competition, Consumer Trust, and Consumer Choice Review Team (2016), Terms of Reference, accessed 6
August 2018, https://community.icann.org/pages/viewpage.action?pageld=58727456.

> Implementation Advisory Group for Competition Consumer Trust and Consumer Choice (26 September 2014),
Final Recommendations.
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Recommendation

Recommendation 1: Formalize and promote ongoing data collection.

Rationale/related findings: The lack of data has handicapped attempts both internally and
externally to evaluate market trends and the success of policy recommendations.

To: ICANN organization
Prerequisite or priority level:"® High
Consensus within team: Yes

Details: In an effort to promote more objective policy development inside ICANN, the ICANN
organization should establish a formal initiative, perhaps including a dedicated data scientist,
to facilitate quantitative analysis of policy initiatives and reviews by staff, contractors, and the
community. Specifically, where possible, the ICANN organization should proactively collect
data needed to validate or invalidate policy initiatives (whether ICANN organization- or
community-driven), identify and collect data necessary to measure program success, both
incrementally and in retrospect. On a case-by-case basis, this initiative would help to ascertain
the cost/benefit and security requirements for the data in question.

Success measures: The ability for the community to determine, through review process, if
policy initiatives had well-defined issue measurement to justify reform and facilitate review.

Below are some of the CCT-specific data requests for future review teams.

Competition and Consumer Choice

At various points in this report, we identify analyses that we were unable to conduct because
we lacked the needed information. Some of these shortcomings can be overcome in the future
if ICANN obtains these data directly from industry participants or if ICANN enters into
contractual relationships with parties that collect the data. Others will require improved
analyses of the behavior of industry participants, especially analyses that enhance our
understanding of the way in which registrants substitute among TLDs. This section discusses
these issues in greater detail. In addition, we believe that ICANN can make better use of
publicly available data and that it should develop the capability to analyze both proprietary and
public data on an ongoing basis.

The most significant data limitation that we faced was the almost total lack of information about
the wholesale prices charged by legacy TLDs. Analysis Group requested wholesale price data
directly from both legacy and new gTLD registries as part of its research, with the
understanding that the data would never be provided to ICANN or made public. In addition,
Analysis Group provided assurances that the data published in its report would be aggregated

76 Prerequisite or priority level: Per the ICANN Bylaws, the CCT Review Team indicated whether each
recommendation must be implemented prior to the launch of subsequent procedures for new gTLDs. The team
agreed that those recommendations which were not categorized as prerequisites would be given a time-bound
priority level:

High priority: Must be implemented within 18 months of the issuance of a final report.

Medium priority: Must be implemented with 36 months of the issuance of a final report.

Low priority: Must be implemented prior to the start of the next CCT Review.
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and anonymized so as not to compromise confidentiality. Although Analysis Group obtained
some data from most of the new gTLD registries from which it requested them, there were
extremely few responses from legacy gTLDs and incomplete data from new gTLDs. We
believe that ICANN should acquire this information from all registries on a regular basis and
provide assurances that the data would be treated on a confidential basis. The data could then
be analyzed by the ICANN organization and by others that execute non-disclosure
agreements.

Very high parking rates are observed for some gTLDs, raising questions as to the competitive
effects of parking. If prospecting rates are different between new and legacy gTLDs, we may
be observing something different from competitive behavior and an analysis of registration
renewal rates would be helpful in improving our understanding of this phenomenon. Although
nTLDstats.com provides this information on an ongoing basis for new gTLDs, ICANN has had
to enter into a contract with them to obtain similar information for legacy gTLDs. We report the
results of our analysis of these data below. We recommend that ICANN arrange to obtain this
information on an ongoing basis in the future.

A third limitation involved our inability to conduct analyses on a regional or country basis.
However, during the course of our work, we learned that some of the data required to conduct
this analysis had been compiled in connection with the Latin American and Caribbean DNS
Marketplace Study.”” We subsequently obtained those data, and we report the results of using
the data to analyze concentration in a number of Latin American countries below.’® We
recommend that ICANN collect information on regional market shares between relevant
ccTLDs and legacy TLDs, as well as pricing data for all countries on an ongoing basis in the
future. In this regard, it is important to note that country-specific analysis would allow
assessment of the extent to which gTLDs and ccTLDs compete. Some of these data may
already be collected, for example by the Council for European National Top-Level Domain
Registries (CENTR), and we recommend that ICANN explore the possibility of obtaining the
needed data from these sources.”

Fourth, it appears that ICANN does not currently make use of retail price data that can be
obtained directly from public sources such as https://tld-list.com/ and https://namestat.org. We
recommend that ICANN develop the capability of analyzing these data on an ongoing basis.
ICANN may also wish to explore the possibility of obtaining data on prices that prevail in
secondary market transactions.

Finally, we note that our ability to define relevant markets has been severely handicapped by
the lack of information about how registrants make choices among TLDs. Appendix G:
Possible Questions for a Future Consumer Survey contains suggestions for questions that
might be included in a future end-user survey.

Consumer Trust/Safeguards

The review team also faced challenges related to its assessment of the extent to which the
expansion of gTLDs promoted consumer trust and the effectiveness of safeguards adopted
by new TLD operators in mitigating certain risks involved in such expansion.

7 Oxford Information Labs, EURId, InterConnect Communications, LAC Study.

I CANN CCT Review Wi ki, o0Studies, Research, and Background
accessed 6 August 2018,

https://community.icann.org/display/CCT/Studies%2C+Research%2C+and+Background+Materials.

® centr.org, accessed 6 August 2018.
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Two surveys were made available that contained data regarding the extent to which consumer
end-user and registrants trusted new gTLDs.8° However, the review team noted that the
surveys did not define consumer trust (and other key terms) and contained few questions that
explored the objective behavior of the survey respondents that could serve as a proxy for
consumer trust. Moreover, certain responses that identified factors relevant to consumer
trustd such as reputation and familiarityd were broad concepts that did not lend themselves
to providing precise guidance for either future applicants, ICANN, or other community
stakeholders. As a result, we recommend that future review teams work with survey experts
to conceive more behavioral measures of consumer trust that gather both objective and
subjective data, with a goal toward generating more concrete and actionable information, as
described in recommendation 8.

The review team also lacked sufficient data on how effective safeguards adopted by new gTLD
operators were in mitigating certain risks.8* For example, although many safeguards for new
gTLDs aimed at mitigating DNS Security Abuse, little information was available to the review
team that directly addressed this issue. In response, the review team commissioned a study
to establish baseline measures of DNS Security Abuse rates in new and legacy gTLDs that
will enable further inquiry into the effectiveness of these safeguards.®? We hope that future
review teams will build on this study and consider how additional studies may shed further
light on assessing the effectiveness of new gTLD safeguards.

An important and related issue is information about the costs of implementing these
safeguards. At the time this review took place, the review team lacked data regarding the costs
to registries and registrars of implementing the safeguards required under the New gTLD
Program. Such data would be useful to future review teams who may wish to engage in a cost-
benefit analysis.

Another challenge faced by the review team was a lack of transparency in the subject matter
of complaints submitted to ICANN Contractual Compliance. Although ICANN makes available
information about the general subject matter of the complaints it receives, such as WHOIS
accuracy or DNS Security Abuse, ICANN does not disclose more specific information about
the subject matter of these complaints. For example, regarding complaints about registrars,
ICANN Compliance reports do not disclose what type of WHOIS accuracy is being complained
about (i.e. address, email, or identity verification). Similarly, ICANN Compliance reports do not
identify what types of DNS Security Abuse are the subjects of complaints, nor the nature of
complaints made regarding implementation of UDRP and URS decisions (rather Compliance
reports provide just the number of such complaints). Such information would permit review
teams to identify more precisely which subject areas generate the most complaints and would
enable a better assessment of the effectiveness of current safeguards.

80 Nielsen, Consumer Research (2015); Nielsen, Consumer Research Wave 2 (2016); Nielsen, Registrant Survey
(2015); and Nielsen, Registrant Survey Wave 2 (2016).

81 ICANN, New gTLD Program Safeguards (2016).

2SI DN Labs and the Delft University of Technology (
8Since the publication of the CCT Review Team6s dr a
Contractual Compliance has considered the review team recommendations in implementing certain changes
described in the blogs of Orcdmdberi R0Aaunt MmE&Enthaalci @gmplriaarspea
https://www.icann.org/news/blog/enhancing-transparency-in-contractual-compliance-reporting, and March 2018,

August
ft reco.l

AEnhancing Transparency i n Cohttgsy/vevev.icana.drg/n€us/bigglenhannimge Repor t i n o
transparency-in-contractual-compliance-reporting-en.
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6 Competition

In announcing the opening of the latest round of the introduction of new gTLDs, ICANN stated
that:

The [New gTLD Program] aims to enhance innovation, competition, and
consumer Thé[Brogcam]éhas enabled hundreds of new top-level
domai ns in ASCI I characters and in different
Internet's root zone since the first delegations occurred in October 2013.84

This section describes the review te a manalysis of the effects of the recent new gTLD round

on competition. Before reporting the findings, however, it is important to emphasize that there

were significant | imitations in conducting the a
effects of the New gTLD Program are unlikely to be felt for some time. TLDs continue to be

introduced and many new gTLDs are still in the early stages of their development. Together,

these factors make it difficult to reach definitive conclusions about the Pr o gr amdés i mpact
this time. Therefore, this should be regarded as an interim report and it is possible that the

DNS marketplace will look quite different in the future than it does at present.

Second,t he r ev i amlysts bas be@rshampered significantly by the lack of relevant
data, including, but not limited to, information about the wholesale prices charged for gTLD
registrations. Consequently, among the conclusions reached are recommendations
concerning additional information that ICANN should collect on an ongoing basis in order to
improve its ability to carry out future analyses.®®

Finally, although registrants are likely to view different types of TLDs as substitutes for one
anotherd for example, ccTLDs, legacy, and new gTLDs may all offer the same kind of string
ending a registrant may valued the review team does not currently have enough information
to permit definition of markets definitively for the purpose of analyzing competition. For that
reason, the review team has analyzed competition in a number of alternative markets,
including all gTLDs, allgTLDs p | us fi o p®eandall ELDSELTReshope is that future
analyses will be better able to define the relevant markets in which gTLDs compete. To that
end, a draft of a registrant survey that ICANN could undertake that would improve our
understanding of registrant behavior, and thus permit relevant markets to be defined more
precisely, is included in Appendix G.

8] CANN, ANew Geneti Oomapns: About the Program, 0 accessed 6
https://newgtlds.icann.org/en/about/program

85 Katz et. al (2010), An Economic Framework. Inpar agr aph 118, the authors make a si |
derive the greatest informational benefits from the next round of gTLD introductions, ICANN should adopt

practices that will facilitate the assessment of the net benefits from the initial rollout of additional gTLDs.

Specifically, ICANN should require registries, registrars, and domain names registrants to provide information

sufficient to allow the estimation of the costs and benef i
8%Ben Edel man, fARegi stroatliaosnts nmond i Gpieend c2c2T LJDusl,y 200 2,
https://cyber.harvard.edu/archived content/people/edelman/open-cctlds/. Edelmann ot e s : ifSeeing the grc
COM, NET, and ORG, certain country-code top-level domains (ccTLDs) have decided to open their name spaces
to all interested registrants, regardless of country. Thes

di stinguished from those 6cl osedd mx TdfDst idhiat rdesnpectriesd rada
87 There is also some indication that alternative online identities, including social media and third level domains,

may be substitutes for registrations in TLDs. Fdom exampl e,
behalf of ICANN for this report, found that these alternatives are often easier to use and may affect decisions on

whether to register a domain name. See Nielsen, Consumer Research Wave 2 (2016).
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Economic Framework for Competition Analysis

In order to analyze the competitive effects of the entry of new gTLDs into the DNS, the review
team first attempted to define the relevant markets in which participants in the DNS operate.
This required an understanding of, among other factors, the extent to which new TLDs serve
as substitutes for the legacy domains, substitutions among new TLDs, and the geographic
dimension of the market in which TLDs operate. Because the review team did not have
sufficient information to define markets definitively, we conducted our analysis using a number
of alternative market definitions. After defining markets, the review team then calculated the
market shares of TLD operators, registrars, and back-end providers, and calculated measures
of market concentration based on those shares. In order to assess the likely effect of new
gTLD entry on competition in the DNS marketplace, these measures were compared in late
20130 just before the introduction of the new gTLDsd to their levels in December 2016, giving
the review team an observation window of approximately three years.

Penetration by New gTLDs in the Domain Name System

The New gTLD Program not only vastly increased the number of registries from which
registrants can choosed an increase of more than 60-foldd but it has also vastly increased
their variety. This increase in non-price competition among gTLDs is reflected in domains in
new languages (e.g., .immobilien), new character sets (e.g., . [xn--sesbb4g] and « + [xn-
-tckwe]), new geographic identities (e.g., .london and .tokyo), and new specialized domains
(e.g., .racing, .realtor, and .pub). The review team found that, as of December 2016 new
gTLDs had acquired approximately 61 percent of the increase in the number of registrations
in all gTLDs; approximately 45 percent of the increase in the number of registrations in all
TLDs, gTLDs, and ccTLDs; and about 58 percent of the increase in the number of registrations
in all gTLDs and ack the irtrodpctiam of nevcg TLUDDegan ia October
2013. The review team also found that, as of December 2016, new gTLDs accounted for about
14 percent of the total number of registrations in all gTLDs, about 9 percent of the total number
of registrations in all TLDs, and about 13 percent of the total number of registrants in all gTLDs
and A open®BTableZlrdpdits these results: &

8Google, fAlnternational @m204teti ng, 0 accessed 19 Ja
i of fAo

https://support.google.com/webmasters/answer/62399?hl=eni s t he source of the |
Google refers to as fAigenerico TLDs.

8¥Since the review teamés primary focus is on gTLDs that ar e
members of the public, the analysis excludes gTLDs that are subject to Specification 13 of the base registry
agreement and/or are exempt fromthe A Regi stry Operator Code of Conduct o (ROC
team requested that Analysis Group exclude ROCC-e x e mpt as wel | as ABrando TLDs subj
from the anal ysi s. For details obsSpseseefl CANNpnAABphndati bI
for Specification 13 of the Registry Agreement, 0 accessed
https://newgtlds.icann.org/en/applicants/agb/base-agreement-contracting/specification-13-applications. For

detailson ROCC-e x e mpt TLDs, see | CANN, ARegistry Operatior Code of
accessed 20 January 2017, https://newgtlds.icann.org/en/applicants/agb/base-agreement-contracting/ccer.
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Table 2: New gTLD Registrations Relative to Various Benchmarks as of December

2016%°
New gTLDs Registrations
Benchmark g g o
Relative to Benchmark (%)
Legacy TLD and new gTLD registrations I 14.2%
Legacy TLD, new gTLD, and all ccTLD registrations I 8.8%
Legacy TLD, new gTLD, and cpen ccTLD registrations I 12.6%

New gTLD registrations and ease in legacy TLD
ewg registrations and increase in legacy - 61.0%

registrations since the beginning of the New gTLD Program

New gTLDs registrations and increase in legacy TLDs and
all ccTLDs registrations since the beginning of the - 45.4%
New gTLD Program

New gTLD registrations and increase in legacy TLD and
open ccTLD registrations since the beginning of the - 58.4%

New gTLD Program

A question that naturally arises is how to interpret the observed share of registrations currently
captured by new gTLDs. There are at least three reasons why one might expect that share
initially to be smaller than the level that it will eventually reach. First, there are costs to
registrants for switching from a legacy to a new gTLD that impart inertia to the process. These
costs can be fairly mundane, such as the costs of repainting trucks or issuing new business
cards. But they can be significantd for example, the costs of assuring that customers and
others are made aware of the changed and may well exceed any direct costs related to the
registration of a domain name. Second, there are
a potential registrant might be reluctant to register in a new domain because the domain has
a small subscriber base and thus users are generally unaware of its existence. Although a
Aibandwagohwheefrfeeca onew gTLD6s increased popul arit
register names after it has reached a given sized is unlikely to occur during the early part of
its operations.®! Third, a registrant might wait for the expiration of its registration term with a
legacy gTLD before switching to a new gTLD or, at least for a time, register in a new gTLD

9% These and other calculations in this section were performed by Analysis Group at the request of the review

team. Registration data for legacy and new gTLDs were derived from monthly transaction reports as of

December 2016 and October 2013, which are available at https://www.icann.org/resources/pages/reqgistry-
reports.(Registration data for ccTLDs were based on Zooknic map data. Where Zooknic data were not available,
cCTLD registration data were based on Nominet data as of December 2016. Registration data for ccTLDs at the
beginning of the New gTLD Program were based on Nominet data as of December 2013.QAll calculations were
based on the total number of registrations as of December 2016 with the exception of the change in legacy TLD

and ccTLD registrations since the entry of new gTLDs (October 2013). Brand and ROCC-exempt TLDs were
excluded from the analysis. The list of Brand TLDs is available at
https://newgtlds.icann.org/en/applicants/agb/base-agreement-contracting/specification-13-applications. The list of
ROCC-exempt TLDs is available at https://newgtlds.icann.org/en/applicants/agb/base-agreement-

contracting/ccer

“TMi chael L. Katz and Car |li dSrhagn d oN e tivBbe Jaurasitd Eaootnisp,edt i t
Perspectives 8(2), (1994): 93-115, http://www.jstor.org/stable/2138538?0rigin=JSTOR-
pdf&seq=1#page_scan_tab_contents. Katz and Shapiro discuss network effects, where the value of a product to

a user depends not only on its intrinsic characteristics but also on the number of other users of that product. See

al so: H. Liebenstein, fBandEdwdgaons Smolb headdth e d@ulrterlgyf Consume
Journal of Economics 64(2), (1950), 183-207, http://gje.oxfordjournals.org/content/64/2/183.short. Liebenstein
callsthistype of behavior a fibandwagon effect, o which reflects ft
and behave I|like their fellowséodo (p. 184) .
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while maintaining its registration in a legacy domain. Given the low cost of renewal and the
high likelihood of remnant links and traffic, there may be very little incentive to drop an old
domain registration immediately. Future surveys of gTLD registrants may provide evidence of
this type of behavior.

Together, these factors suggest that new gTLDs are unlikely to reach their full potential

immediately. In fact, a study performed by KPMG for ICANN found that the new gTLDs that

had been introduced after 2001 had, onave r a g e, reached 40 percent of
observed peak registrationd at the end of 12 mol
the end of 24 months of operation, and 70 percent of the peak at the end of 36 months of

operation.%? For these reasons, the share of registrations currently captured by the new gTLDs

likely understates the level that it will eventually reach.%?

It is important to note that the share of registrations accounted for by new gTLDs depends
both on their share of the increase in the number of registrations and on the rate at which the
total number of all registrations increased over the period.** For example, given the
approximately 61 percent share of the increase in gTLD registrations accounted for by new
gTLDs, their share of total gTLD registrations would have been approximately 30 percent if
the number of gTLD registrations had doubled between October 2013 and December 2016.
In fact, the rate of increase was about 30 percent.®® Interestingly, however, this rate of increase
is greater than the rates observed before the introduction of the new gTLDs.%

It is also possible to use these results to project the share of total registrations that would be
captured in the future by the new gTLDs if the rate of increase in the total remains unchanged
at about 30 percent every three years and if the new gTLDs continue to capture about 61
percent of the increase. Under these assumptions, the share captured by the new gTLDs
would be approximately one-quarter after six years and approximately one-third after nine
years.

Substitution Analysis

One question typically asked when evaluating a competitive market is whether a new entrant
is a reasonable economic substitute for an existing product. Substitute goods are those goods,
to varying degrees that can satisfy the same necessity, they can be used for the same end.
Some examples of substitute goods are:

%, Coca-Cola and Pepsi

%, Car, motorbike, bike and public transport
Y, Butter and margarine

Y, Tea and coffee

%, Bananas and Apples

Generally, this fAsubstitutabilityo is expressed
substitute good. Basically, if the price of Coke goes up, more people will switch to Pepsi. This

92 KPMG, Benchmarking of Registry Operations (February 2010), accessed 19 January 2017,
https://www.icann.org/resources/pages/benchmarking-2010-02-15-en, p. 17.

93 A possible offsetting factor that we discuss below is the fact that a significant percentage of registrations in new

gTLDs are currently fAparkedd and therefore may not be rene)
94 Note that the increase in the number of registrations equals new registrations minus registrations that are not

renewed.

9 QOver the same period, the rate of increase of registrations in all TLDs was about 24 percent and the rate of

increase of registrations in gTLDs and fAopeno ccTLDs combi |
number of registrations in gTLDs grew faster than that of all ccTLDsand o f al | fopend ccTLDs.

9 Analysis Group, Phase | Assessment (2015), p. 33, Fig. 8.
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is distinguished from fcompl e medmusardyldthipcase,d uct s s
more sales of hot dogs lead to an increase in sales in mustard, while an increase in the price
of hot dogs leads to a decrease in sales of both hot dogs and mustard.

Applied to the gTLD market, assessing whether the new gTLDs represent economic
substitutes for legacy gTLDs, one would ask: as the price of legacy gTLDs increases, does
demand for the new gTLDs increase? Analysis of this sort in the gTLD marketplace involves
three challenges.

First, as noted earlier, the existence of price caps on legacy gTLDs masks what might be the
true market price for legacy gTLDs, and any tipping price that would directly increase demand
for alternatives. It is possible that these price caps actually suppress competition by keeping
prices below market value and discouraging substitution and other competitive effects. As
Debra Aron and David Burnstein note:

The regulatory constraints on the market would, in some circumstances,
impede the normal functioning of competitive forces, resulting in a market
that appears to fail competitive criteria, which in turn leads regulators to
perpetuate the regulatory constraints.®’

Ideally, an evaluation of the pricing in the secondary market is desirable to determine if there
are any direct price impacts, but even those will not likely be directly substitutions.

Second, the typical price point of a gTLD is s
mandatory and, in certain cases, counter-indicated. For example, if a registrant has done

business at VertigoSoftware.com for a number of years, but eventually buys Vertigo.software,

perhaps even at a premium, they are unlikely to immediately drop VertigoSoftware.com

because of its presence in bookmarks, emails, blog posts, 3rd party reports, etc. When the

price to maintain VertigoSoftware.com is relatively low, the registrant will be inclined to simply

keep both registrations, at |l east for a ti me.
websites, business cards and marketing materials, not directly in the marketplace. Studying

the use of a gTLD would be complex but perhaps necessary to fully understand what

substitution has taken place.

The third challenge with a substitution analysis is that not every second-level domain of a new

gTLD is a substitute forthec or r espondi ng domain in a | egacy gT
in the Consumer Choice section below). With the exception of a few new strings such as .xyz,

.online, .site and .space, the new gTLDs are meant to be more semantic and specific than the

legacy generic TLDs. So while bridal.photography is a reasonable substitute for
bridalphotography.com, plumbing.photography is not a substitute for plumbing.com. Instead,

itds i mportant to take t hdhegreuwofthdmaPadterrmtivesdor whol e
the legacy gTLDs (and ccTLDs). For example, SHOP might be a substitute for online shopping

websites, PHOTOGRAPHY might be an alternative for photographers, NEWS might be an
alternative for nletwdss wheebrsei ttetsgt edmrce ren@mhilsee a c
observing that half of new registrations (or a third if you include ccTLDs) are new gTLDs. While

the demand for second-level domains has remained somewhat constant at roughly 5% growth

per year, these new registration figures suggest that substitution is taking place in the overall

market.

“Debra Aron and David Burnstein, ifRegul at douppal ol i cy and t h
Competition Law & Economics [Volume 6, Issue 4] (December 2010), https://doi.org/10.1093/joclec/nhp033 pp.

9731 994.
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As Jonathan Parker and Adrian Majumdar argue:

In some cases, the dynamics of future competition are much better captured
by the share of new business won than shares based on total revenues from
installed base customers. For example, where a firm has a large installed
base of customers locked-in to long term contracts, it may be of greater
interest to access its success in relation to business opportunities.®®

While ongoing study is certainly needed, the trends suggest the initial formation of a
competitive marketplace for second-level domains that will only grow with time and eventually
reveal more explicit substitution behavior.

The Structure of the TLD Industry

Registrar Services

One factorthathasf aci | it ated the entry of new gTLDs is t
specifically registrar and back-end services, that can be acquired through market transactions
rat her t han be @ Musdhasctieedefiect ofradwingntiael mMingmum viable
scaled6 it he small est scale of output at which an en
entry and operating cost%ofgfLDscurrent |l evels of p

According to I CANN, AAn i ndividual or undegaa | ent i
generic top-l ev el domain (AgTLDO) €& maayccdoeddd eldy regiirsd
Any entity that wants to offer domain name registration services under gTLDs with a direct

access to the gTLD registries is required to obtain an accreditation from ICANN. To that end,

the interested entity must apply for accreditation and demonstrate that it meets all the
technical, operational and financial cri¥Ateri a ne
the end of August 2016, 2,084 registrars operated under the 2013 Registrar Accreditation

Agreement, and 51 operated under the 2009 Registrar Accreditation Agreement.'%2 Only

registrars that operate under the 2013 Registrar Accreditation Agreement can register domain

names in the new gTLDs.

Three hundred thirty-four (334) registrars currently register domain names in new gTLDs and
a significant number of new gTLDs are represented by a relatively large number of

98 Jonathan Parker and Adrian Majumdar, UK Merger Control, (Oxford: Hart Publishing, 2016), p. 432.

99 Of course, this does not mean that registries should be prevented from vertically integrating into either back-

end or registrar functions, especially as doing so is unlikely to result in foreclosing other registries from obtaining

needed services from third parties.

WRobert D. Wi I | i g, shAtMeiragle rOrAgnaanliyzsaitsi,o nl nTdhue o Brpokinga nd Mer ger (
Papers on Economic Activity (Microeconomics), eds. M.N. Bailey and C. Winston, 1991, p. 310. See also US

Department of Justice and the Federal Trade Commission (2010), Horizontal Merger Guidelines,
https://www.ftc.qov/sites/default/files/attachments/merger-review/100819hmq.pdf, section 3.3.

101 CANN, Al nformati on f or Beesged20tJanaary013nd Regi strants, 0 a
https://www.icann.org/resources/pages/registrars-0d-2012-02-25-en.

2] CANN, A2013 Registrar Accreditation Agreement, 0 accessed
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en. | CANN, AR2009 Registrar
Accreditation Agr eement , dittpa/dwone.isasreodd/reBodirced/pages/@-agyeerdedtl 7 ,

2009-05-21-€en.
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registrars.1% The following table reports the distribution of new gTLDs as measured by the
number of registrars that register names in their domains:

Table 3: Number of Registrars Registering Each New gTLD as of December 201604

009

™ ale %
Number of Registrars Number of New gTLDs % of New gTLDs
Fewer than 10 29 T%
11-20 25 6%
21-30 14 3%
31-40 31 7%
41-50 25 5%
51-75 54 11%
More than 75 305 61%

Note that more than three-fifths of new gTLDs have their names offered by more than 75
registrars, about three-quarters have their names offered by more than 50 registrars, and 89
percent have their names offered by more than 20 registrars.%®

Not only is it common for TLDs to be represented by multiple registrars, it is also usually the
case that registrars represent multiple TLDs. The following table reports the number of new
gTLDs that are represented by each of the top 20 registrars, which collectively have registered
almost 87 percent of all domains that have been registered in the new gTLDs. The mean
number of new gTLDs that are represented by these registrars is approximately 287; 18 have
registered domains in more than 50 new gTLDs and 12 have registered domains in well over
300 new gTLDs.106

103 These registrars report active registrations in new gTLDs or were included in the March 2016 ICANN Monthly

Transaction Reports of new gTLDs, despite having zero active registrations in those domains. The list of

registrars was obt aiinsetdr afrr olnDs ,io0a naac.coersgs,e di ReOg January 2017,
http://www.iana.org/assignments/registrar-ids/registrar-ids.xhtml (brand and ROCC-exempt TLDs excluded from

the review team analysis). As a point of reference, 2042 registrars provide registrations for the legacy gTLDs.

104 Calculations performed by Analysis Group at the request of the review team. All calculations were based on

the total number of registrars and registrations as of December 2016. Registrar and registration data for legacy

gTLDs and new gTLDs were derived from monthly transaction reports provided to ICANN by operating registries

as of December 2016, available at https:// www.icann.org/resources/pages/registry-reports. Only ICANN-

accredited registrars and new gTLDs were included in the analysis. ICANN-accredited registrars were identified

based on registrars |listed at: iana. or g, ifRegistrar | Ds, 0
http://www.iana.org/assignments/registrar-ids/registrar-ids.xhtml. Brand and ROCC-exempt TLDs were excluded.

105 As a point of reference, of the five ccTLDs in the Latin American and Caribbean region that do not employ a

direct registration model in which Adomains are tequired di
number of registrars employed were 17, 19, 80, 92, and 200, respectively. See ICANN (2016), Latin American

and Caribbean DNS Marketplace Study, p. 50. Although at least some of these ccTLDs have apparently been

able to attract the interest of a signific ant number of registrars, the report not e:
many ccTLDs in the region face once they have decided to implement the registry-registrar model is more [sic]
how to attract the | arger interrfdthia@dnalp.r &di)st Mans tsagiglesit

of registrars to registries may differ across regions, but further research is needed to assess this issue.

106 The mean is 318 if eName Technology, which represents only four registries, and Knet Registrar, which
represents a single registry, are eliminated from the calculation.
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Table 4: Number of New gTLDs Represented by Top 20 Registrars by Registration

Volume197

Back-End

ICANN defines a back-e n d

run one
Ya
Y

Ya

Registrar

Alibaba Cloud Holding Ltd.
NameCheap Inc

GoDaddy Group

GMQ Internet Inc
Chengdu West Dimension Digital Tech
Tucows

West263 International Ltd
United Internet AG
PublicDomainRegistry Ltd
Alpnames Ltd

Rightside

Uniregistrar Corp

eName Technology Co Ltd
Web.com

Xin Net Technology Corp
KeyDrive Group

Gandi SAS

Knet Registrar Co Ltd
Google LLC

NameSilo LLC

Total

Registry Operators

regi s

or more of

DNS resolution

Protocol (EPP)

Ya

% Of
Rank New gTLDs
Registrations

1 25.46

2 14.03

3 9.70

4 6.67

5 5.23

6 3.75

7 5.25

8 3.04

9 2.91

10 1.46

11 1.14

12 1.10

13 1.03

14 0.99

15 0.93

16 0.92

17 0.89

18 0.85

19 0.74

20 0.73

86.82 N/A

try operator as
the Cr it i%The

DNSSEC properly signed zone (if DNSSEC is offered by the registry)

43 and through a Web-based service.

Ya

Registry Data Escrow

Crifical Fundtion® ares

ffan organi za

of a

Shared Registration System (SRS), usually by means of the Extensible Provisioning

Registration Data Directory Services (RDDS), e.g., WHOIS provided over both port

Back-end providers may also offer additional services such as billing, reporting, account

management tools, and other technical services relatedtothe TLDO6s regi strati on
WnTLDStats, ARegistrar Overhttpsg/ntidstats.aom/c essed 12 July 2018,
18] CANN, ARegistry Transitiomy®_l/cesses, 0 accessed 20 Janu
https://www.icann.org/resources/pages/transition-processes-2013-04-22-en.
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Although there are far fewer back-end providers than there are registrars, six different back-
end providers each provide services to new gTLD registries that collectively have more than
one million registrations.

Of the 944 new gTLDs that had begun operation as of 6 May 2016, 495 (52 percent) were
using back-end providers that were located in their respective jurisdictions and 627 (66
percent) were using back-end providers located in their respective ICANN regions.% Thus,
although well over half of all new gTLDs employed back-end providers that were located in
relatively close proximity, a significant number did not. This suggests that back-end providers
at more distant locations can nonetheless provide service to a registry.

For each of the six largest back-end providers as measured by the number of registrations in
the gTLDs that they serve, we also compiled data on the size distribution of the gTLDs that
they serve. Table 5 reports the results of this analysis.

Table 5: Back-End Registry Service Providers (RSPs) Servicing the Most New gTLD
Registrations as of December 201610

Number of TLDs serviced, by number of domain name registrations
Back-End RSPs

Ser‘fitcgl”gth;D 1- 2,501~ 5,001- 10,001 - 50,001 - 100,001~ 250,001 - 500,001 - > 1 Million
most New & 2,500 5,000 10,000 50,000 100,000 250,000 500,000 1 Million

registrations

CentralNic 3 10 3 4 2 1 2 1
ZDNS 0 3 1 0 1 0 0 1
Neustar, Inc. 193 3 3 8 5 4 0 3 1
Rightside Registry 46 57 69 56 9 0 0 0 0
Uniregistrar Inc. 11 2 3 6 2 1 1 0 0
Afilias Limited 164 9 3 14 0 1 2 0 0

There are several observations that can be made about these results. First, about 94 percent
of the new gTLDs that obtain back-end services from one of these providers have fewer than
50,000 registrants. Second, three of these back-end providersd Rightside, Neustar, and
Afiliasd collectively serve about 90 percent of the new gTLDs with fewer than 50,000
registrants. Third, whereas neither Rightside nor Afilias serves any new gTLDs with more than
500,000 registrants and, indeed, none of the new gTLDs that are served by Rightside has
more than 100,000 registrants, three of these back-end providersd Neustar, CentralNic, and
ZDNSO9 together serve all of the eight new gTLDs with more than 500,000 registrants.

9751 CANN Geographic Regi ons, dttpsi/nestirmsicch.or2/6n/rebians and Eleeza2 0 1 7,
Agopianto CCT-Revi ew mai I-R$R deodgr, afgilRiyc | ocation comparison, o0 (19
http://mm.icann.org/pipermail/cct-review/2016-May/000461.html. In Africa, three gTLDs (out of a total of 10) are

using back-end providers in their respective jurisdictions and these three are therefore also using back-end

providers in their regions; in Latin America and the Caribbean, five gTLDs (out of a total of 17) are using back-

end providers in their respective jurisdictions with one additional gTLD using a back-end provider in the region; in

Asia Pacific, 81 gTLDs (out of a total of 163) are using back-end providers in their respective jurisdictions and a

total of 102 are using back-end providers in their regions, in North America, 357 gTLDs (out of a total of 441) are

using back-end providers in their respective jurisdictions and 409 are using back-end providers in their regions,

and in Europe: 49 gTLDs (out of a total of 352) are using back-end providers in their respective jurisdictions and

107 are using back-end providers in in their regions.

110 Registration data derived from ICANN Monthly Transaction Reports, available at
https://www.icann.org/resources/pages/registry-reports.
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It is also important to note that the incremental cost incurred by a back-end operator to serve
a registry operator varies with the number of domains served by the registry!!! and that back-
end providers employ a number of pricing models that take these cost differences into account.
For example, some charge registries a fixed fee per registered domain. Others charge a per-
domain fee that varies with the number of domains in the registry. Still others provide service
in return for a share of registry revenues, among other models. As a result, small TLDs tend
to pay lower total prices to back-end operators than do large ones.

Size Distribution of gTLDs

Another aspect of the structure of the TLD industry is the wide variation in the sizes of different
gTLDs. The table below reports the size distribution of new gTLDs, where size is measured
by number of registrations. In reviewing the data in the table, it is important to recognize that
some new gTLDs have only recently become available for registrations by the public and
others may still not be available.

We find that about three-quarters of the new gTLDs that we have analyzed currently have
fewer than 10,000 registrants and more than 90 percent have fewer than 50,000 registrants.**?
This raises the question of whether these gTLDs will be viable in the long run. There are, at
|l east, the following five possibilities for fAsm
despite their size by serving niche markets, for example small geographic areas or specialized
products and services, and may be viable even if they do not serve large humbers of
registrants because their registrants are willing to pay relatively high prices;*3 (2) they may
lower their prices in the hope that the resulting increase in registrations will more than offset
the reduction in price; (3) they may grow over time and eventually achieve economic
viability;** (4) they may change their target markets;'® (5) they may be acquired by larger

MThis also varies with the registr ybdmurpddydbadk-ens operftar e x amp |
to serve a gTLD that does non-standard manual vetting is higher than the incremental cost of serving one that

does not.
22The | CANN (2016), Latin American and Cari bbeanondNS Mar ket
tail seen in domain names worl dwi deébo

113 Uniregistry recently announced price increases of up to 3,000 percent for its new gTLDs. Frank Schilling, CEO
of Uniregistry argued that Alf you have a speacpicewi th only !
A i

point to justify its existenceéo (See Kevin Murphy, AiSchil |
alive, 0 Domai n | nhttp://dogaininkite.comi21603;schiflify-big-price-increases-needed-to-

keep-new-gtlds-alive.

Boston Ivy recently announced substanti al price decreases

registry just slashed its wholesale prices up to 97%, Domain Name Wire, March 15, 2017,
http://domainnamewire.com/2017/03/15/tld-registry-just-slashed-wholesale-prices-97/.

115 For example, .whoswho recently eliminated its requirement that registrants show that their names had

appeared in a pokPeeKaMhiod sMWhphywy, ARel aunch and sl ashed pric

terrible sales, 0 Domain Incite, 1 Shép/doenairineite.co//20B30, accessed
relaunch-and-slashed-prices-for-whoswho-after-terrible-sales.
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operators that achieve economic viability by owning several TLDs;''® or (6) they may
eventually exit the market.'1?

Table 6: Size Distribution of New gTLDs as of May 201718

(1 L

W 11 %
Number of Registrars Number of New gTLDs % of New gTLDs
0-1,000 300 40.49
1,001 - 10,000 263 35.49
10,001 - 50,000 120 16.19
50,001 - 100,000 29 3.91
100,001 - 250,000 13 1.27
250,001 - 500,000 6 0.47
500,001 - 1,000,000 7 0.50
>1,000,000 3 0.21
Total 741

Nonetheless, it is important to note that, according to publicly available monthly
transaction reports, some small legacy TLDs continue to operate despite a small
number of registrations in their domains.

116 For examples of such acquisitions, see: ICANN (2015), Assignment Transfer and Assumption of the top-level

domain .promo registry agreement, accessed 20 January 2017,
https://www.icann.org/sites/default/files/tids/promo/promo-assign-pdf-14dec15-en.pdf; ICANN (2015), Assignment

and Assumption Agreement [of .hiv by Uniregistry Corp], accessed 20 January 2017,
https://www.icann.org/sites/default/files/tlds/hiv/hiv-assign-pdf-20nov15-en.pdf; ICANN (2015), Assignment and

Assumption Agreement [of .reise by Foggy Way LLC (Donuts)]: Dot-REISE Registry Agreement, accessed 20

January 2017, https://www.icann.org/sites/default/files/tlds/reise/reise-assign-pdf-0O4may15-en.pdf. Note,

however, that most acquisitions that have occurred to date involved transfers from one holder of a large number

of domains to another, for example the transfer of 24 domains from Donuts to Rightside (UnitedTLDHoldco). See

Kevi n MYaoumight be suiprised how many new gTLDs have changed hands already, 6 Domain I ncit e,
July 2015, accessed 20 January 2017, http://domainincite.com/18849-you-might-be-surprised-how-many-new-
gtlds-have-changed-hands-already. More recently, Donuts and Rightside agreed to merge. See Rightside,

ARi ghtside and Donuts Announce Definitive Merger Agreement,
http://investors.rightside.co/releasedetail.cfm?releaseid=1030175. Under that agreement, Donuts would acquire

40top-l ev el domains as well as Rightsidebds technical registry
take: Donuts to buy Right si dhitp/danainn@nPewi.comi2017/06/d4ffirstetake: 4 June 2 |
donuts-buy-rightside-213-million/.

7see | CANN, ARegistry Agreement Termination Information Pa
https://www.icann.org/resources/pages/atld-reqgistry-agreement-termination-2015-10-09-en#status

pata current to May 20 17marySocusisengTLbsthataeeyor vlvibe, gepeaaltyd s pr i

available for registration by members of the public, the analysis excludes gTLDs that are subject to Specification

13 of the base registry agreement. Fododet®sl sser BRLANNT I c
AApplications to Qualify for Specification 13 of the Regi si
https://newgtlds.icann.org/en/applicants/agb/base-agreement-contracting/specification-13-applications. For

detailson ROCC-e x empt TLDs, see | CANN, ARegistry Operator Code of
accessed 20 January 2017, https://newgtlds.icann.org/en/applicants/agb/base-agreement-contracting/ccer.
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Table 7: Small (Under 20,000 Registrations) Legacy gTLDs Still in Operation'??

TLD Number of Domains (March 2018)
.aero 10,900

.coop 8,122

.museum 678

.post 410

travel 17,700

At the other end of the distribution are the new gTLDs in which the largest numbers of domains
have been registered. As the following table shows, about 39 percent of the domains that have
been registered in new gTLDs have been registered in the five largest new gTLDs, about 52
percent have been registered in the 10 largest, and about 76 percent have been registered in
the 20 largest.??? Thus, although a very large number of gTLDs have entered in recent years,
a relatively small number account for a very large proportion of the domains that have been
registered.

Table 8: Percentage of gTLD Registrations in Top 20 New gTLDs?'?!

19 CANN, AiMont hly Registry Re lptps//wwav.icann.arg/reseusceséipagesiradistry-ul y 201 8,
reports/#a. Note that, for contractual reasons, data from these monthly reports are withheld from public view until

three months after the end of the month to which the report relates..

2nTLDStats, ANew gTLD Over viht#pa//nidstatscconetlsl. Aecarding @ nTLDStags, 2 0 1 8,

37 new gTLDs currently have more than 100,000 registered domains, 63 have more than 50,000 registered

domains, and 198 have more than 10,000 registered domains.

121 1bid.
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