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Request for Proposals for an Independent 
Evaluator for the ICANN Security and Stability 

Advisory Committee* 
 

Deadline for applications 2359 UTC Friday 3 October 2008 

1. Introduction 

1.1 The Internet Corporation for Assigned Names and Numbers 
(ICANN) is an internationally organized, non-profit corporation that has 
responsibility for the coordination of critical Internet resources. These 
include Internet Protocol (IP) address space allocation, protocol 
identifier assignment, generic (gTLD) and country code (ccTLD) Top-
Level Domain name system management, and root server system 
management functions. 

As a private-public partnership, ICANN is dedicated to preserving the 
operational stability of the Internet; to promoting competition; to 
achieving broad representation of global Internet communities; and to 
developing policy appropriate to its mission through bottom-up, 
consensus-based processes. 

The systems that ICANN coordinates provide stability and universal 
resolvability of the Domain Name System (DNS). In accordance of 
Article XI, Section 2 of the ICANN Bylaws, the role of the Security and 
Stability Advisory Committee ("SSAC") is to advise the ICANN 
community and Board on matters relating to the security and integrity of 
the Internet's naming and address allocation systems.  Further details of 
the SSAC charter can be found in the Terms of Reference below. 

1.2. ICANN is seeking to appoint an independent consultant to 
undertake a review of the ICANN SSAC. The information outlined below 
illustrates the scope of the work and the criteria for selection. 

1.3. This document should be read in conjunction with the Terms of 
Reference for Independent Review of the ICANN SSAC document 
which can be found further on this document. 

*Please note that this document has been posted prior to formal Board approval in order to 
facilitate the process for seeking proposals from organizations interested in performing the 
SSAC independent review.  Accordingly, this document is preliminary pending formal Board 
approval, and is subject to revision or withdrawal at the Board’s discretion.   
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2. Objectives 
2.1. The review is designed to determine: (i) whether the SSAC is 
fulfilling its purpose in the ICANN structure; and (ii) if so, whether any 
change in structure or operations is desirable to improve its 
effectiveness. 
2.2. The Review is due to begin in Q4 2008. A full project timeline will 
be developed, but it is anticipated that a key milestone will include 
presentation of a draft report at the ICANN meeting in early 2009. 
2.3. The Review of the SSAC is expected to include personal 
interviews, surveys, research and consultation with members of the 
ICANN community. The successful organization is welcome to suggest 
additional forms of soliciting the information. ICANN will provide to the 
Review team background documentation and reports and access to a 
range of historical data on a confidential basis. 
 

3. Tender Scope and Conditions 

3.1. Taking note of the Terms of Reference, applicants should provide 
the following: 

3.1.1. Statement of Suitability. The Statement of Suitability must include 
a detailed outline of the applicant’s ability to perform the work showing 
past projects, consultancies, research, publications and other relevant 
information, including references. Preference will be given to applicants 
who can demonstrate  

• strong knowledge of DNS infrastructure and DNS security  

• a detailed understanding of current issues in Internet security 
including the interplay and coordination of organizations involved 
in this area 

• knowledge and understanding of the IP addressing layer  

• operational experience in both stability and security of large scale 
DNS deployments 

• an understanding of the Domain Name market and the impact 
this market has on stability and security 

• experience in evaluating organizational effectiveness 

3.1.2. Work Approach. The Work Approach needs to detail the way in 
which the applicant would approach the project. Given the geographic 
distribution of the SSAC and other key stakeholders, the successful 
candidate will be required to communicate through email, conference 
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calls, and video conference. It is also expected that the successful 
applicant would need to be available to present their report in person at 
one of ICANN’s public meetings. 

3.1.3. Team Curriculum Vitae. The response must include Curriculum 
Vitae for the team showing each individual’s suitability for the proposed 
work. 

3.1.5. ICANN Contract Compliance: Applicants should warrant that they 
are willing to operate under a non-disclosure agreement. 

3.1.6. The proposal should include a work schedule including key 
milestone dates and a statement of proposed fees. 

3.2 Deadline / requirements: By 2359 UTC Friday 3 October 2008, 
interested applicants should submit proposals by email to 
rfp-ssac-review@icann.org   (a confirmation email will be sent for each 
proposal received). 
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Terms of Reference for the Independent Review 
of ICANN’s Security and Stability Advisory 

Committee 
ICANN's Bylaws require that Supporting Organizations, Councils and 
Advisory Committees be independently reviewed. These Terms of 
Reference will form the basis for a review of the Security and Stability 
Advisory Committee (SSAC).  

The results of the Review shall be posted for public review and 
comment, and shall be considered by the Board not later than its 
second scheduled meeting after being posted for 30 days. As provided 
in the Bylaws, consideration by the Board includes the ability to revise 
the structure or operation of the SSAC by a two thirds vote of all Board 
Members. 

A. Purpose of Review 

The purpose of the Review is to help determine the best way forward, 
but such analysis depends in the first instance upon a solid assessment 
of how the SSAC has performed to date. 

In accordance with Article IV, Section 4, Paragraph 1 of the ICANN 
Bylaws, the review of the SSAC is designed to determine: 

1. Whether the organization has a continuing purpose in the ICANN 
structure; and 

2. If so, whether any change in structure or operations is desirable to 
improve its effectiveness. 

Both of these questions should be answered as comprehensively as 
possible, taking into account the rationale for the SSAC and its 
functioning so far.  

B. Rationale for the SSAC 

In accordance of Article XI, Section 2 of the Bylaws, the role of the 
Security and Stability Advisory Committee ("SSAC") is to advise the 
ICANN community and Board on matters relating to the security and 
integrity of the Internet's naming and address allocation systems. The 
SSAC has the following responsibilities: 

1. To develop a security framework for Internet naming and address 
allocation services that defines the key focus areas, and identifies 
where the responsibilities for each area lie. The committee shall 
focus on the operational considerations of critical naming 
infrastructure. 
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2. To communicate on security matters with the Internet technical 
community and the operators and managers of critical DNS 
infrastructure services, to include the root name server operator 
community, the top-level domain registries and registrars, the 
operators of the reverse delegation trees such as in-addr.arpa 
and ip6.arpa, and others as events and developments dictate. 
The Committee shall gather and articulate requirements to offer 
to those engaged in technical revision of the protocols related to 
DNS and address allocation and those engaged in operations 
planning. 

3. To engage in ongoing threat assessment and risk analysis of the 
Internet naming and address allocation services to assess where 
the principal threats to stability and security lie, and to advise the 
ICANN community accordingly. The Committee shall recommend 
any necessary audit activity to assess the current status of DNS 
and address allocation security in relation to identified risks and 
threats. 

4. To communicate with those who have direct responsibility for 
Internet naming and address allocation security matters (IETF, 
RSSAC, RIRs, name registries, etc.), to ensure that its advice on 
security risks, issues, and priorities is properly synchronized with 
existing standardization, deployment, operational, and 
coordination activities. The Committee shall monitor these 
activities and inform the ICANN community and Board on their 
progress, as appropriate.  

5. To report periodically to the Board on its activities.  

6. To make policy recommendations to the ICANN community and 
Board 

The Chair and the members of the SSAC are appointed by the ICANN 
Board. The SSAC appoints one non-voting liaison to the ICANN Board 
of Directors. 
 

 

C. Questions to Address 

Key questions that the Review should consider are indicated below. 
This list is intended to be illustrative, rather than definitive or exhaustive, 
particularly as the initial results of the Review may suggest related 
questions that should also be answered. It will be important to consider 
the questions from different perspectives, including past and current 
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members of the SSAC, the ICANN Board, other Supporting 
Organizations (SOs) and Advisory Committees (ACs) and perhaps 
others within (and outside of) the ICANN community. 

 

PART I. Does the SSAC have a continuing purpose in the ICANN 
structure? 

Overall purpose 

1. What security and stability issues has SSAC been dealing with 
and what issues should SSAC be dealing with or expecting to 
deal with given expected developments in the ICANN 
environment?  

2. What purpose has the SSAC served? What should be the 
purpose of the SSAC in the future? Does the rationale for the 
SSAC in the Bylaws need to be revised? 

3. Has SSAC activity accurately reflected the tasking and 
accountability set out in the Bylaws?  Given the growth of ICANN 
since the original drafting of the Bylaws, what changes are 
needed to the SSAC component of the Bylaws to reflect the 
community’s current needs? 

Effectiveness 

4. Has the SSAC been effective in delivering a security framework 
for Internet naming and address allocation services, as outlined in 
the Bylaws (see above)? What changes, if any, are required to 
make SSAC more effective? 

5. Has the SSAC communicated effectively on security matters with 
the Internet technical community, as outlined in the Bylaws?  
What changes, if any, are required to make SSAC communicate 
more effectively? 

6. Has the SSAC gathered and articulated requirements for security 
and stability to offer to those engaged in technical revision of the 
protocols and in operations planning?  What changes, if any, are 
required? 

7. How effective has the SSAC been in engaging in ongoing threat 
assessment and risk analysis, and advising the ICANN 
community accordingly?  What changes, if any, are required? 

8. How effective has the SSAC been in communicating with those 
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with direct responsibility for Internet naming and address 
allocation security matters, and in synchronizing its advice with 
existing activities of those organizations?  How effectively has 
SSAC communicated with the ICANN technical community and 
operators and managers of critical DNS infrastructure?  What 
changes, if any, are required? 

9. How effective has the SSAC been in its reporting to the Board on 
its activities and making policy recommendations to the Board?  
Has the SSAC been effective in providing advice to the ICANN 
Board on matters as outlined in the Bylaws?  How effectively 
have SSAC recommendations been implemented?  Does SSAC 
need to place greater effort on following through on 
recommendations that it makes?  What changes, if any, are 
required? 

10. How effective has the SSAC been in making policy 
recommendations to the ICANN community?   

11. How does SSAC interact with other ICANN SOs and ACs? Are 
there regular communications between the SSAC and other SOs 
and ACs?  How effective has the SSAC been in providing input 
and advice to other SOs and ACs?  How effective has SSAC 
been in educating the ICANN community on security and stability 
issues?  What changes, if any, are required? 

12. Has SSAC played an appropriate role in ICANN policy 
development processes? 

13. Does SSAC provide input to the ICANN budget process in a 
timely and effective manner to ensure that sufficient resources 
are allocated to security issues ?  How effective is SSAC in 
engaging in the ICANN budget process?  What input, if any, 
should SSAC have to ICANN's operations, corporate systems 
and plans? 

14. Overall, how effectively has SSAC performed its role? 
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PART II. Is there any change in structure or operations that could 
improve the SSAC's effectiveness? 

Structure and composition 

15. What organizational structure, if any, is appropriate?   

16. Given the security capabilities that exist in the ICANN community 
and in the broader Internet community, is a structure like SSAC 
still needed? 

17. What is the optimal size of SSAC to maximize its effectiveness?  

18. What should be the role of the Chair of the SSAC, and how 
should that person be selected? 

19. Is the composition of SSAC appropriate for its mission?  Does the 
current process for recruiting SSAC members meet SSAC’s 
current and future needs? 

20. Have members of SSAC had the skills needed to conduct their 
work effectively? 

21. Does a non-voting liaison seat on the Board provide sufficient 
input and representation for SSAC? Is there any change needed? 

Internal Operations and Procedures 

22. How does the SSAC determine what advice to provide with 
respect to particular ICANN issues? What procedures govern 
how decisions regarding SSAC input for the Board and other 
ICANN entities are made? What are the benefits and costs of 
SSAC setting its own independent agenda as opposed to 
responding only to specific Board requests for advice?  Are any 
changes needed to these procedures to improve the timeliness 
and quality of advice that is provided? 

23. Do SSAC procedures allow it to maximize the expertise of 
committee members?   

24. Given the volunteer nature of the committee, are the expectations 
placed on SSAC members appropriate?  Should SSAC members 
be paid for their work? 

25. Are sufficient safeguards in place to identify and address potential 
or actual conflicts of interest? 

26. Does the SSAC operate in an accountable and transparent 
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manner? Are any changes to SSAC procedures necessary to 
enhance accountability and transparency? 

27. Are the SSAC's procedures sufficient to guide all aspects of its 
work? 

Resources and support 

28. Has the SSAC had the resources necessary to accomplish its 
tasks? 

29. What kind of support has ICANN provided to the SSAC? What is 
the appropriate level of financial, institutional and staff support 
that should be provided to SSAC given expected developments in 
the ICANN environment? 

Overall 

30. What other general or specific measures could enhance the 
effectiveness of SSAC? 

 


