
VERISIGN,  INC.’S  RESPONSE  TO  REPORT  FROM THE  ICANN
SECURITY  AND  STABILITY  COMMITTEE  RE “REDIRECTION  IN

THE  COM  AND  NET  DOMAINS”

August 5, 2004



1

The following is the response of VeriSign, Inc. (“VeriSign”) to the report
submitted to the ICANN Board of Directors by ICANN’s Security and Stability Advisory
Committee (“SSAC”) entitled “Redirection in the COM and NET Domains” (the
“Report”), dated July 9, 2004.  The Report sets forth SSAC’s findings and
recommendations regarding VeriSign’s implementation, between September 15, 2003
and October 3, 2003, of “Site Finder,” a wildcard response to user queries that included
mistyped domain names or domain names that, for technical purposes, were not present
in the .com or .net zones.

I. EXECUTIVE  SUMMARY

SSAC is an advisory committee to ICANN whose only chartered purpose is to
advise “the ICANN community and Board on matters relating to the security and
integrity of the Internet’s naming and address allocation systems.”1  With respect to Site
Finder specifically, SSAC was instructed by ICANN to gather and assess quantitative
evidence to support the conclusion in SSAC’s preliminary report,2 issued on
September 22, 2003, that Site Finder weakened the stability of the Internet.3

The Report contains no evidence that the introduction of Site Finder destabilized
the naming (“Domain Name System” or “DNS”) and address allocation system or the
Internet.  Rather, the Report acknowledges that Site Finder “did not have network-
shattering effects”4 and that “RFC 1034 allows for flexibility in the way that DNS can
respond to queries for uninstantiated names,”5 including through use of a wildcard that
synthesizes a response to user queries for non-existent domain names.  The report further
notes that “the wildcard mechanism had been a part of the DNS protocol since the
specifications were originally written.”6  These findings echo those reached by the
Internet Architecture Board (“IAB”), which concluded that Site Finder is “a legitimate

                                                
1 Report at p. ii (citing Security Committee Charter at 1) (emphasis added).
2 ICANN Advisory Concerning VeriSign’s Deployment of DNS Wildcard Service,
19 Sept. 2003 (http://www.icann.org/announcements/advisory-19sep03.htm); Final
Resolution regarding VeriSign Registry Site Finder Service from GNSO Secretariat, 25
Sept. 2003 (http://gnso.icann.org/mailing-lists/archives/council/msg00136.html).
3 Message from Security and Stability Advisory Committee to ICANN Board
22 Sept. 2003 (http://www.icann.org/correspondence/secsac-to-board-22sep03.htm).
4 Report at p. iv.
5 Id. at p. 11.
6 Id. at p. 12.
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use of wildcard records that did not in any way violate the DNS specifications.”7  These
findings also are consistent with the findings of the Technical Review Panel (“TRP”)
formed by VeriSign to assess Site Finder.8

Based not on evidence but on purported universally accepted technical principles,
the Report recommends that wildcards should not be introduced by so-called “public”
zones “whose contents are primarily delegations,” that existing RFCs be modified to
“clarify” the proper use of wildcards, and that all changes in services offered by a registry
should take place only after “a substantial period of notice, comment and consensus
involving both the technical community and the larger user community.”9

SSAC’s purported “findings” and “recommendations” are inappropriate,
unsubstantiated, and themselves contrary to longstanding written standards and
specifications for the operation of the DNS and the Internet.  None of SSAC’s findings
conclude that Site Finder, or wildcards generally, pose a threat to the security and
stability of the Internet’s naming and address allocation system.  That is the limit of
SSAC’s mandate.  Accordingly, those “findings” and “recommendations” it does make
exceed the scope of SSAC’s charter as a limited technical advisory committee – to
evaluate security and stability threats to the Internet’s naming and address allocation
systems – and are not derived from the supposed principles espoused by SSAC.

 Such overreaching is an understandable by-product of the context in which the
Report was created.  SSAC began its analysis with the predetermined conclusion that Site
Finder, and all other wildcards, should be prohibited.  Indeed, a draft of SSAC’s
September 22, 2003 report reveals that the “Opinions” and “Recommendations” were
drafted before the committee had undertaken any reasoned evaluation of Site Finder.  The
September 19, 2003 draft of the report entitled Recommendations Regarding Veri[S]ign’s
Introduction of Wild Card Response to Unregistered Domains within .com and .net.,
circulated by Steven Crocker, contained fully formed conclusions and recommendations,
yet nothing under the “Analysis” heading except a plea for Paul Vixie, among others, to

                                                
7 IAB Commentary: Architectural Concerns on the Use of DNS Wildcards at p. 4
(http://www.iab.org/documents/docs/2003-09-20-dns-wildcards.html).
8 See VeriSign Site Finder Technical Review Panel Summary, slide 8, presented by Scott
Hollenbeck, VeriSign Director of Technology, at 15 Oct. 2003 SSAC meeting.  One of
SSAC’s third party committee members, Bruce Tonkin of Melbourne IT, also was a
member of the TRP.
9 Report at pp. vi, 25.
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“please dump stuff into this section.”10  Under these circumstances, SSAC’s adherence to
its preliminary conclusion, notwithstanding the absence of any evidence of a security or
stability threat to the DNS or the Internet, should come as no surprise.

Moreover, the Report appears primarily to have been composed and/or
contributed to by persons who are opponents of Site Finder and/or competitors of
VeriSign, a fact the Report fails to acknowledge.  For example, Paul Vixie, a member of
the committee who is cited three times as evidentiary support for the Committee’s
conclusions, fails to disclose that he is the president of Internet Systems Corporation
(“ISC”), which released the BIND software patch discussed in the Report as one of the
technical responses to VeriSign’s wildcard implementation, and competes with VeriSign
in other relevant respects, including the provision of DNS services and as a potential
TLD registry operator.  The Report also fails to identify that Suzanne Woolf, an
employee of ISC, K.C. Claffy, an associate of Paul Vixie, and Mike StJohns as members
of the committee who were added to the committee by SSAC’s committee chair,
specifically for the purpose of rendering conclusions about Site Finder.  Ms. Woolf and
Ms. Claffy’s association with Mr. Vixie suggests they were added for the purpose of
packing the committee with Site Finder opponents.  Indeed, the unilateral addition of
these new members by the committee chairman was a direct violation of ICANN’s
Bylaws.11  By contrast, both VeriSign members of the committee recused themselves
from the Site Finder assessment due to their obvious conflict.12  Other members of the
committee with clear conflicts of interest likewise should have recused themselves.  They
did not.

As to the Report’s findings and recommendations, they would in effect restrain
technical innovation and commercial practices on the Internet on the basis of vague and
unwritten “codes of conduct” and self-styled “established practices” that, contrary to the
Report, do not represent consistent Internet practices or conduct.  For example, the
Report condemns Site Finder as violating a “well-defined boundary between architectural
layers.”  Yet multiple technologies widely used on the Internet, such as network address

                                                
10 September 19, 2003 draft of report entitled Recommendations Regarding VeriSign’s
Introduction of Wild Card Response to Unregistered Domains within .com and .net.,
circulated by Dr. Crocker, at p. 2 (capitalization in original) (emphasis added).  A copy of
this draft is attached as Exhibit A.
11 Bylaws for Internet Corporation for Assigned Names and Numbers, Art. XI §§ 2(2)(b),
5 (http://www.icann.org/general/bylaws.htm#XI).
12 The body of the Report fails to note that Mark Kosters and Ken Silva, VeriSign’s
employees on the SSAC Committee, recused themselves from the drafting of the Report
and the adoption of the findings and recommendations of the Committee in the Report.
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translators and firewalls, to name but two examples, “violate” this purportedly immutable
principle.  Furthermore, Site Finder did not change the positioning of the DNS in the
layering of network services.  Indeed, SSAC itself recently endorsed the processing of
internationalized domain names (“IDNs”) at the DNS level, a technical innovation that,
based on the analysis in the Report, would “blur” the boundaries between architectural
layers.  SSAC’s own inability to articulate and to apply in a consistent manner the
“principles” by which it purports to judge Site Finder undercuts its purported justification
for constraining implementation of RFC-compliant wildcards on that basis.

In essence, SSAC uses a façade of technical orthodoxy to mask a rigid adherence
to the status quo of the DNS, which is antithetical to the very nature of the Internet and
inconsistent with the RFCs, which themselves recognize the importance of innovation to
the Internet.  The Internet was born out of a spirit of innovation and has rapidly evolved
and grown since its inception.  Such evolution and growth would have been impossible
had improvements and modifications been subjected to an “appropriateness” review
based solely on their consistency with the technical status quo, as contemplated in the
Report.  Yet that is precisely what SSAC has proposed.  Contrary to the Report’s
implication, a secure and stable Internet does not equate to an unchanging one. SSAC’s
approach stifles the very innovation necessary to ensure a robust, secure and stable
Internet.

Finally, in an effort to de-emphasize the lack of evidence to support its findings
and recommendations, the Report cites a handful of alleged problems purportedly
experienced by certain software applications while Site Finder was operational.  None of
these purported problems, however, affected the security and stability of the DNS or the
Internet.  Moreover, contrary to ICANN’s clear directive, SSAC has failed to quantify or
independently to verify any of the purported problems described in the Report, raising
serious doubts that they were real, serious, or widespread.  Indeed, the Report
acknowledges that the committee made no quantitative assessment of any data, stating
“[w]e offer up no quantitative measures of the magnitude of this change [i.e., Site Finder]
and its potential differential impacts among different populations of users around the
world . . . .”13  Yet that was precisely what SSAC was supposed to do.

At base, the tenor of the Report suggests pre-judgment by SSAC, while the scope
of the Report inappropriately exceeds SSAC’s supposed competence.  Despite nine
months of review, SSAC has failed to identify any evidence that Site Finder affected the
security and stability of the Internet or the DNS.

                                                
13 Report at p. 20.
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II. SSAC’S  FAILURE  OF  PROCESS

SSAC’s proceedings in this matter have failed to comport with basic principles of
fairness, openness and transparency supposedly fundamental to ICANN and its
committees.  One week after VeriSign launched Site Finder, on September 22, 2003,
SSAC submitted a Report to the ICANN Board of Directors entitled, Recommendations
Regarding VeriSign’s Introduction of Wild Card Response to Uninstantiated Domains
within COM and NET.”  This report had been circulated in draft form on September 19,
2003, just four days after VeriSign launched Site Finder.  The report already included its
prejudged conclusion Site Finder had impacted the stability of the Internet, even though
the facts and analysis necessary to that conclusion were not yet known:

This is where we need to include the factual information to support
the opinions and recommendations that follow.  PAUL VIXE [sic]
and SUZANNE, AMONG OTEHRS [sic], please dump stuff into
this section.14

This comment demonstrates that SSAC reached its recommendation that Site Finder
should be suspended before review or consideration of any evidence that would support
that recommendation.15  Indeed, SSAC was not interested in, and never followed up on,
VeriSign’s offer to provide relevant data before the report was published, including: (1) a
description of the methods and technologies used by VeriSign to implement its wildcard
initiative; (2) the extensive body of data that VeriSign had developed in the course of
researching and testing its wildcard implementation; (3) the operational data VeriSign
had collected since launching Site Finder; and (4) the feedback VeriSign had received
from the Internet community since the launch.16

SSAC has failed to correct any of the original deficiencies in its process.17

Although SSAC did hold meetings (at VeriSign’s request) for the purpose of appearing to
                                                
14 See note 10 above, Exh. A (19 Sept. 2003 draft of SSAC report).
15 The final version of the report, issued on September 22, 2003, did not address this
deficiency.  It also did not include any facts or evidence concerning the purported effects
of VeriSign’s wildcard implementation.  See note 3 above.
16 SSAC did not follow-up on VeriSign’s offer.  Indeed, at one point, a SSAC member
actually requested payment from VeriSign before she would analyze VeriSign’s data.
17 VeriSign first brought these issues regarding SSAC’s process to ICANN’s attention by
letter dated 3 Oct. 2003, a copy of which is attached as Exhibit B.  VeriSign then repeated
its objections in a subsequent letter to ICANN dated 9 Oct. 2003, a copy of which is
attached as Exhibit C.
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gather evidence regarding Site Finder, including several presentations by VeriSign, the
Report, with the sole exception of one undated anecdotal example, fails to include any
information subsequent to the September 22, 2003 report, including any information that
was disclosed at the October SSAC meetings.  In short, SSAC appears to have found no
factual information to “dump into” the Report.  SSAC’s unexplained and lengthy delay in
issuing the Report, coupled with the lack of discernible improvement in the factual and
evidentiary underpinnings of the Report, erodes its credibility.

Moreover, during its investigation process, SSAC appears to have solicited only
negative comments about Site Finder.  Specifically, the Report relies on comments
received in response to the request for comment by the At-Large Advisory Committee
(“ALAC”), dated September 17, 2003.18  The Report implies that ALAC’s request for
comment was a neutral, fact-finding tool.  Instead, the ALAC request for comment
targeted those opposed to Site Finder by prefacing its request with a reprint of ALAC’s
September 16, 2003 Statement to the ICANN Board that Site Finder raised “grave
technical concerns.”19

Further, SSAC failed to conform to the procedures outlined by ICANN to govern
its review of Site Finder.  On October 6, 2003, Paul Twomey wrote to VeriSign “to
explain the next steps in ICANN’s technical review and evaluation of [Site Finder],
specifically as it involves ICANN’s Security and Stability Advisory Committee . . . .” 20

Through that letter, ICANN explained that SSAC would gather information to conduct a
technical analysis of Site Finder in a fair and timely fashion that would include
VeriSign’s participation and data.  SSAC, however, ignored these instructions:  The
Report includes no quantifiable evidence regarding the alleged effects of Site Finder, and
SSAC did not fairly consider VeriSign’s data in the process.

In addition, SSAC has not been open and transparent in the process leading to
creation of the Report.  Among other things, the primary “evidence” relied on by the
Report concerning the purported effect of Site Finder on content filters, are off-line
communications to Ms. Woolf and Dr. Crocker that have not been made public by the
committee.21  SSAC also has attempted to prevent SSAC members from disclosing

                                                
18 Report at pp. 4 n. 37, 17 n. 48-51.
19 see also VeriSign Site Finder Request for Comments, posted by ALAC on
17 Sept. 2003 (http://alac.icann.org/redirect/request-comments-17sep03.htm).
20 Letter from Paul Twomey to VeriSign, 6 Oct. 2003.
21 See Report at p.19 n. 57.
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information regarding its deliberations about the Report,22 and has failed to clearly
indicate which committee members, beyond the Report’s authors, support its findings and
recommendations.  Such secrecy is contrary to ICANN’s charter and precludes effective
and thorough rebuttal.

Notwithstanding the Report’s self-congratulatory “acknowledgements,” the
process by which conclusions contained in the SSAC Report were reached was also not
unbiased or inclusive.  Opponents and competitors of VeriSign dominated, at all stages,
the process followed by SSAC, and SSAC members with stated biases participated in the
deliberation and drafting of the SSAC Report.23  For example, the Report relies heavily
on the opinion of Paul Vixie, an outspoken critic and competitor of VeriSign, on the issue
of Internet stability following the implementation of VeriSign’s wildcard.24  Yet the
Report fails to include a conflict of interest statement for Mr. Vixie, even though he is the
president of ISC, which released the BIND software patch discussed in the Report as one
of the technical responses to VeriSign’s wildcard implementation.  Ironically, Mr. Vixie’s
BIND patch was a primary source of the “incoherence” described in the Report.

In response to VeriSign’s concerns regarding the composition of SSAC,
Mr. Twomey, in an October 6 letter, explained that “it is important to note that the
membership of SSAC was established prior to” the launch of the Site Finder service.  His
statement sought to offer the assurance that only properly nominated and pre-existing
SSAC members would be participating in the committee’s technical review of Site
Finder.  However, that was not the case.  SSAC’s chairman, Steven Crocker, added at
least three individuals to the committee, in violation of ICANN Bylaws,25 including
Suzanne Woolf, K.C. Claffy and Mike St. John.  The addition of these individuals for the
sole purpose of participating in SSAC’s review of Site Finder is not disclosed in the
Report.  Nor did SSAC add additional members to SSAC to counterbalance the Site
Finder opponents added by Steven Crocker.  The inclusion of persons with conflicts of
interest in the drafting of the Report effectively compromised the legitimacy of SSAC’s
process and its ultimate findings and recommendations.
                                                
22 See June 22, 2004 email from Steve Crocker to Ken Silva re “SSAC Ground Rules.”
23 As explained in note 12, above, the Report inappropriately implies that VeriSign
employees Ken Silva and Mark Kosters participated in the drafting of the Report and
endorse its findings.  Instead, although not mentioned in the body of the Report, Messrs.
Kosters and Silva rightly recused themselves from the exercise.
24 Report at pp. 14 n. 38, 20 n. 60, see below at pp. 17-18.
25 ICANN Bylaws provide that members of SSAC may be appointed only by the ICANN
Board.  See note 11, above.  A review of the ICANN Board minutes reveals that no such
Board action occurred.
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Finally, the overall tone of the Report suggests prejudgment and is inconsistent
with a dispassionate, technical assessment of Site Finder.  The Report gratuitously uses
emotional and evocative language that clearly shows the committee’s bias against
VeriSign and Site Finder and its desire to foment hysteria regarding Site Finder.  SSAC’s
decision to include hostile information from press reports characterizing Site Finder as a
“potentially highly lucrative business venture” that could generate “tens of millions of
dollars of revenue” further calls into question the objectivity and motives of the
Committee.26  Clearly, such statements are not relevant to a neutral “technical analysis”
of Site Finder.

III. VERISIGN’S  SITE  FINDER  SERVICE

User Response to Site Finder

The Report purports to assess the “impact” of Site Finder on the Internet.  The
Report, however, fails to acknowledge the significant value provided by Site Finder to an
important Internet constituency – users browsing the Internet.  This constituency, which
generated 69% of the traffic to Site Finder,27 overwhelmingly supported Site Finder.

VeriSign referred users to the Site Finder website through the use of a wildcard
address (A) record entry in the .com and .net zones.  In doing so, VeriSign processed
queries for nonexistent domain names in full compliance with provisions of the DNS
protocol that address wildcards and with all applicable RFCs and specifications.28  As
stated above, SSAC and the IAB have both acknowledged that Site Finder complied with
all applicable RFCs.29

VeriSign’s Site Finder service improved the user web browsing experience when
the user submitted a query for a non-existent second-level domain name in the .com and
.net top level domains.  Before this service was implemented, when a user entered a URL
containing a nonexistent domain name (e.g., unregistered or not present in the zone)

                                                
26 Report at p. 3.
27 Hollenbeck, note 8, above, VeriSign Site Finder Technical Review Panel Summary,
slide 7; Usability Market Research, slide 4, presented by Ben Turner, VeriSign Vice
President of Naming Services at 15 Oct. 2003 SSAC meeting.
28 See IAB Commentary, note 7, above.
29 See above at notes 7, 8.  As explained, below at pp. 12-13.  VeriSign’s independent
Technical Review Panel also reached this same conclusion.
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ending in .com or .net, his or her web browser returned an error message that contained
no useful information.  With Site Finder, in the same situation, users received a user-
friendly help screen that included, not only a clear message that what was entered could
not be found, but also such information as (i) alternative web addresses the user may have
been seeking; (ii) a search engine; and (iii) links to popular categories of websites the
user could search.

Survey results, which VeriSign provided to SSAC prior to the issuance of its
Report, indicated that 84% of Internet users who tried Site Finder preferred the service to
receiving an error message and a majority of respondents said that Site Finder improved
the Internet.30  Internet users also took advantage of the innovative features Site Finder
offered.  Feedback indicated that 80% of those surveyed used Site Finder’s web
suggestions and 84% used the popular category web links.31  A majority of Site Finder
users surveyed also found the service to be useful, convenient, and easy to operate.32  As
one Site Finder user noted:

As a heavy but non-technical computer user it has been extremely
frustrating for me to encounter 404 errors.  Naturally, they happen at the
busiest times.  Many of us have become dependent on computers and
expect all functions to work at a highly consistent level.  Alternative
suggestions instead of a project-stopping 404 is a welcome and functional
improvement to my use of the Web and related searches.  It is difficult for
me to see a downside to this user friendly enhancement.33

This positive response from Internet web users is particularly significant given that the
majority of the traffic received by Site Finder came from Internet users attempting to
locate websites (the HTTP protocol).

The Report attempts to dismiss VeriSign’s evidence of positive user response to
Site Finder by suggesting that VeriSign refused to provide information regarding the
overall methodology and release of the survey instrument to the committee.  This is
incorrect.  During its October 15, 2003 presentations to SSAC, VeriSign provided the
sample sizes (1,027, 1,000 and 300), the method of sampling (random), the general
geographic distribution of survey participants, and informed SSAC that the survey was

                                                
30 Turner, note 27, above, Usability Market Research, slides 3-4.
31 Id. at slide 4.
32 Id. at slide 5.
33 Id. at slide 7.
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conducted on-line.  VeriSign also provided the dates that the surveys were distributed,
along with the names of the survey firms that administered the surveys.34 The Report
acknowledges VeriSign’s “copious” evidence but, nonetheless, dismisses it without any
citation to contrary survey evidence that Internet users were displeased by Site Finder.  A
fair and impartial assessment of the “impact” of Site Finder should have taken into
consideration the favorable response of the constituency most exposed to and affected by
it.

Finally, the Report asserts that, notwithstanding consumer acceptance of Site
Finder, the service had two adverse effects on end-users:  “substitution for existing
services and removal of choice.”35 More particularly, the Report asserts that Site Finder
displaced similar services offered by MSN and AOL.36 However, assessment of the
alleged impact of Site Finder on “consumer choice” is outside the scope of SSAC’s
competence and ICANN’s mandate that SSAC assess the technical impact of Site Finder.
Moreover, the Report’s assertion is demonstrably untrue.  In the very next section of the
Report, SSAC acknowledges that “patches were released by ISPs and by vendors of DNS
resolver software” that transformed the Site Finder response back to the “no such
domain” error code.37  Thus, contrary to the Report’s assertion, existing services were not
displaced and consumer choice remained.38

VeriSign’s extensive testing and research of Site Finder

The Report mentions, but fails to provide any details regarding, VeriSign’s pre-
launch testing and research of Site Finder, despite the fact that VeriSign gave
presentations to SSAC that described in detail its testing and research process.

                                                
34 Id. at slide 2.  SSAC’s dismissal of VeriSign’s survey on the grounds that its
methodology was unverified is inconsistent with SSAC’s unquestioning acceptance of
unverified emails criticizing Site Finder.  SSAC’s inconsistent consideration of data again
suggests bias and prejudgment on the part of SSAC and its members.
35 Report at p. 17.
36 Id.
37 Id. at pp. 18, 19.
38 Id. at p. 19.  The Report attempts to avoid this contradiction by asserting that these
responses to Site Finder “introduce[d] the network or resolver operator into the decision
process, further removing users from exercising choice.”  Id.  Yet, prior to the
introduction of Site Finder, the “consumer choice” for address directory services was the
result of application or network operator modification of VeriSign’s “no such domain”
error response.  SSAC’s “consumer choice” argument collapses under the weight of its
own contradictions.
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Prior to deployment of Site Finder, VeriSign undertook extensive research
regarding the needs of Internet users.  In connection with that research, users, responding
to a free-form question regarding the “current pains” they experience with the Internet,
identified the need for new ways to find URLs they were looking for or to provide a form
of spell correction on the World Wide Web.

To understand those responses better, VeriSign conducted additional market
research in 2002 and 2003 to test the need for and desirability of an alternative to a
typical error page response to a mistyped or mistaken web address.  An overwhelming
majority of the Internet users interviewed indicated that they would prefer the ability to
initiate a web search and to receive links to related or relevant web sites.39

To meet this un-filled end-user need, VeriSign began research and testing to
determine if a solution could be created that improved the web browsing experience for
Internet users, that was standards compliant and scalable, and that would maintain the
stability and security of the DNS and the Internet.40  To that end, VeriSign reviewed
existing wildcard solutions.  For example, VeriSign had been operating a wildcard A
record in its .cc and .tv ccTLD registries for several years, without criticism or comment
from ICANN or SSAC.  Additionally, in connection with internationalized domain names
(“IDN”), VeriSign implemented synthesized records – an innovation endorsed by
SSAC.41

VeriSign also reviewed available data in connection with other gTLD and ccTLD
registries known to operate wildcards, including .bz, .cn, .cx, .io, .mp, .museum, .nu, .ph,
.pw, .td, .tk, .tw, .va, and .ws.  In so doing, VeriSign noted that no objection had been
raised by SSAC, the IAB, or by any other ICANN committee or constituency, in response

                                                
39 Specifically, in December 2002 testing, 67% of the 955 Internet users interviewed
rated the ability to initiate a search as “highly useful.”  Additionally, 65% of those
interviewed rated links to related/relevant sites as “highly useful.”  Testing conducted in
January 2003 revealed that 70% of those interviewed showed a high preference for search
capabilities and 68% had a high preference for links to related sites.  VeriSign Site Finder
Pre-Launch Activities, slide 4, presented by Anthony Renzette, VeriSign Director of
Product Development, at 15 Oct. 2003 SSAC Meeting.
40 Id. at slide 5.
41 See SSAC’s Comments on VGRS at p. 2, a copy of which is attached as Exhibit D
(stating, with respect to VeriSign’s support for international domain names, that SSAC
“can’t really see a technical basis for objecting to what VeriSign is doing”).
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to those wildcard deployments in top-level domains.42 VeriSign also developed and
published guidelines for the deployment of wildcards and discussed this concept.43   

Furthermore, VeriSign conducted extensive testing prior to introduction of Site
Finder.  That testing included third party testing to evaluate the effect of a DNS A record
wildcard on protocols and applications.44  VeriSign also performed live tests to determine
the types, volumes, and sources of DNS traffic.45  In addition, through an external survey
and review process, VeriSign worked with a wide range of companies to test and refine
the Site Finder service.  VeriSign contacted over 600 companies and notified them of the
upcoming Site Finder launch, briefed 55 companies on Site Finder (pursuant to non-
disclosure agreements), and tested Site Finder with 35 companies.  The companies
participating in testing represented a wide cross-section of industries, including health
care, telecommunications, finance, transportation, and software.  This testing involved a
subset of protocols (including HTTP, HTTPS, SSH, FTP, SMTP, DNS, VPN and custom
applications) and key applications, some of which were intentionally mis-configured with

                                                
42 VeriSign brought the implementation of a wildcard by .biz to SSAC’s attention on
May 19, 2003, and solicited the committee’s comments regarding the service.  SSAC
never followed-up or took any action with respect to .biz.  On the contrary, SSAC
members recognized that wildcards are RFC-compliant and that the committee did not
have standing to review the .biz wildcard.  For example, on May 21, 2003, Jaap
Akkerhuis agreed with Johan Ihren’s statement that:  “I think wildcards are a bad mistake
that should be avoided (religious pov) but as others have commented it is not up to us or
anyone else but the zone owner to decide the contents of the zone so long as these
contents adhere to relevant RFCs”) (emphasis added).  Mr. Akkerhuis then explained:
“A wildcard as in the normal DNS is within the protocol.  If people do that, there is not a
lot you can do.  And, to make things worse, for .museum it is a requirement according to
the contract they have with ICANN.”  On May 19, 2003, Paul Vixie wrote:  “speaking for
dnssac, [I] don’t think we have standing.  [D]ns is a distributed, reliable, autonomous,
hierarchical database system.  The key word for this purpose is “autonomous”.
Delegating something to somebody and then telling them what they can and cannot put
into it is false (and I might add, offensively so.)”  And that same day, David Conrad
wrote:  “As long as no RFCs are violated, I don’t see a problem with it per se.”  These
email messages are attached as Exhibit E.  The inconsistency in approach by SSAC
significantly undermines the credibility and objectivity of its purported conclusions with
respect to VeriSign’s implementation of a wildcard.
43 Domain Name System Wild cards in Top-Level Domain Zones, Scott Hollenbeck and
Matt Larson, VeriSign Naming and Directory Services, 9 Sept. 2003.
(http://www.verisign.com/resources/gd/sitefinder/bestpractices.pdf).
44 Renzette, note 39, above, VeriSign Site Finder Pre-Launch Activities, slides 6, 8.
45 Id. at slide 7.
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non-existent domain names.46  The testing companies reported no issues to VeriSign
resulting from the Site Finder service.47

Finally, after launching Site Finder, VeriSign assembled a technical review panel
(the “TRP”) of industry experts48 to gather and evaluate technical data concerning Site
Finder from interested parties in the Internet community. Specifically, the TRP:
(1) quantified the likelihood of an issue arising for Internet users and any resulting
consequences, (2) determined what enhancements could be made to improve Site Finder,
and (3) reported the observed implementation issues to VeriSign, along with any
supporting data.  In so doing, the TRP looked at Site Finder from three perspectives:
reported issues, protocol analysis, and use case analysis.  It also considered possible
issues identified by the IAB, as well as those reported by NANOG, Slashdot, online press
and others.

After an extensive quantitative technical review, the TRP concluded that: (1) No
security or stability problems had been identified; and (2) Site Finder caused no material
irresolvable problems for the Internet.49  These conclusions were based on a detailed
analysis of the top ten most used protocols and the likelihood and impact of the possible
issues identified by IAB and others. 50

The SSAC Report relegates these technical findings to a footnote.  Rather than
evaluate them based upon evidence, SSAC dismisses them without analysis, stating that
the summary of TRP’s conclusions “does not reflect our reading of the Technical Review
Committee’s specific findings.”51  Consistent with the rest of the Report, however, SSAC

                                                
46 Id. at slide 9.
47 Id.
48 Hollenbeck, note 8, above, VeriSign Site Finder Technical Review Panel Summary,
slide 4.  The TRP included, among others, Bruce Tonkin (chair), CTO of Melbourne IT,
Ken Schneider, CTO and VP of Operations for Brightmail, George Sherman, CTO office
of Morgan Stanley, and Keith Teare, Chairman, President, and CEO of Santa Cruz
Networks. Four VeriSign engineers also sat on the TRP.  Their role, however, was
limited to listening to and answering questions from the industry experts.
49 Id. at slide 8.
50 Id. at slides 7, 10.  Specifically, the HTTP, SMTP, DNS, IRC, epmap, pop3, microsoft-
ds, netbios-ns, netbios-ssn, and ftp protocols were analyzed.  These protocols were the
most common protocols based on the number of connection attempts to the Site Finder
server.  Id. at slide 7.
51 Report at pp. 7-8 n. 25.
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fails to explain how its “reading” of the available information differs from the TRP’s
reading of it.  Further, SSAC does not define the “specific findings” of the TRP to which
it refers.  These vague and conclusory references are irresponsible and disingenuous.

Without including specific information about Site Finder’s development, testing,
and post-launch evaluation, all of which was presented and made available to SSAC by
VeriSign, the Report fails to describe accurately the service or its genesis and purported
“impact.”

IV. SSAC’S  FINDINGS  AND  RECOMMENDATIONS

The Executive Summary appearing at the outset of the SSAC Report contains
eight “findings,” and four “recommendations” purportedly based on those findings.  The
structure of the Report suggests that the evidentiary support for these findings and
recommendations is set forth later, in the body of the Report.  That evidence, however, is
never set forth.  Rather, the Report relies on self-reflexive citations back to its own earlier
opinion statements to support its findings and recommendations, none of which was
based on any evidence in the first place.

Instead of a quantitative assessment of Site Finder’s alleged “impact” on the
Internet, the primary focus of the Report is on Site Finder’s alleged non-conformance
with vague “Internet engineering principles” and its effect on a narrow range of
applications that are not themselves a part of the Internet’s infrastructure, but which
interact with that infrastructure in some way.  Given SSAC’s narrow purpose to assess
security and stability threats to the Internet’s naming and address allocation systems, the
appropriateness of SSAC’s exposition on Internet engineering principles and assessment
of the effect of a standards compliant wildcard implementation on non-compliant
applications that are not part of the Internet’s infrastructure, is questionable.  Moreover,
as set forth below, SSAC’s “fundamental engineering principles,” to the extent they exist,
either are not universally accepted or applied, or have no relevance to wildcards.

Furthermore, SSAC’s recommendations, despite the Report’s statement to the
contrary, do not flow from its purported findings and are fundamentally flawed:

• Recommendation (1):  SSAC recommends that “[s]ynthesized responses
should not be introduced into top-level domains (TLDs) or zones that serve the public,
whose contents are primarily delegations and glue, and where delegations cross
organizational boundaries over which the operator may have little control or influence.”52

                                                
52 Id. at pp. iv, 24.
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This recommendation is unwarranted and inappropriate given SSAC’s failure to find that
Site Finder affected the security or stability of the DNS or the Internet, and SSAC’s
acknowledgment that wildcards are RFC-compliant.  Further, the Report contains no
explanation or justification for several artificial qualifications placed on this
recommendation, namely that wildcards should only be prohibited in (a) what the
committee calls “public” zones, (b) whose contents are “primarily delegations and glue,”
and (c) “whose delegations cross organizational boundaries.”  These qualifications are
irrelevant to wildcard implementation from a technical standpoint.53  SSAC’s
recommendation appears to be nothing more than a naked gerrymandering intended to

                                                
53 The Report fails to define what it means by a “public” zone.  However, it appears that
SSAC means to distinguish between TLDs that are limited to specific entities (such as
museums for .museum) and TLDs that are not so limited.  This distinction, as well as the
“delegations and glue” and “cross organizational boundary” distinctions, however, have
no impact on the technical manner in which a wildcard would operate within a zone.  At
the protocol level, a DNS wildcard does not provide semantic distinctions between
“public” zones, “private” zones, or any other type of zone.  The expected DNS protocol
response (and the underlying implications of that response for applications that use the
DNS) is exactly the same.

SSAC’s reference to TLDs whose contents are “primarily delegations and glue” also
has no application in the context of a wildcard discussion.  The .com and .net registries
historically have been operated in a fashion that virtually all inquiries to its name servers
are responded to with referrals to name servers with authoritative information for second
level domains.  This was done primarily to permit flexibility on the part of the operators
of hosts to change data without requiring the hosts constantly to submit new data to the
relevant TLD registry.  Address information, called “glue,” accompanied the response to
provide the recipient of the referral with the necessary address information to contact the
appropriate name servers.  However, there is nothing in the RFCs or in any specification
that requires any TLD registry operator to follow that pattern. In fact, other registries (for
example, the .name registry) contain significant numbers of records directly correlating
authoritative (i.e. non-delegation) data with secondary domain labels.  There is no
“expectation” that a response will always be a delegation.

From the standpoint of a resolver program, the only difference between receiving a
delegation response and receiving the data sought is that the resolver must do less work
in the latter situation than if it had received a direct response.  Instead of having to query
another name server, the resolver is finished once it receives the actual resource record
set associated with the secondary domain label.  Any resolver’s job is to secure an actual
data sought, if it exists within the resolver’s scope of query, not just to find a referral to
another name server. Once the resolver finds the data, it forwards it without comment to
the application that requested it.  A resolver simply does not “care” which name server it
receives a response from.
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affect only certain registry operators, such as VeriSign, while leaving other registries free
to implement wildcards.54

• Recommendation (2):  SSAC recommends that “[e]xisting use of
synthesized responses should be phased out in TLDs or zones that serve the public,
whose contents are primarily delegations and glue, and where delegations cross
organizational boundaries.”55  This recommendation contains the same baseless and
unprincipled qualifications as Recommendation (1) with the same intended effect of
exempting some, but not all, registry operators.  As SSAC is aware, wildcards are a well-
established feature of the DNS landscape, as demonstrated by the fact that the following
top-level domains had supported wildcard functionality in their zones prior to VeriSign’s
introduction of Site Finder:  .bz, .cn, .cx, .io, .mp, .museum, .nu, .ph, .pw, .td, .tk, .tw, .va
and .ws.  Indeed, ICANN’s agreement with the registry operator for the .museum TLD
specifically permits the implementation of a wildcard.56  SSAC cites no valid reasons
why wildcards in the .com and .net zone should be phased out, while they continue to be
operated by these other TLDs.

• Recommendation (3):  SSAC states “[T]here exist shortcomings in the
specification of DNS wildcards and their usage” and recommends that the defining RFCs
be “examined and modified.”57  This recommendation falls far outside the scope of
SSAC’s supposed competence and its function to assess security and stability issues
concerning the DNS.  SSAC is not a standards-setting organization with responsibility for
review and modification of the RFCs.

• Recommendation (4):  SSAC recommends that “[c]hanges in registry
services should take place only after a substantial period of notice, comment and
consensus involving both the technical community and the larger user community.”58

                                                
54 A preliminary draft of the Report did not include these purported qualifications on
SSAC’s recommendation.  A copy of this preliminary draft is attached as Exhibit F.
However, after the draft was circulated for comment, the operator of the .name TLD
registry objected to SSAC’s preliminary recommendation, and called upon the committee
to limit its recommendation to VeriSign and Site Finder. A copy of .name’s objection is
attached as Exhibit G.  SSAC’s qualifications on its recommendation thus appear to be a
thinly disguised attempt to make SSAC’s recommendation appear neutral but, in reality,
apply only to VeriSign.
55 Report at pp. vi, 25.
56 TLD Sponsorship Agreement:  Attachment 13 (.museum) at p. 5.
57 Report at pp. vi, 25.
58 Id.
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This recommendation too falls outside the scope of the committee’s supposed
competence.  Further, this recommendation is vague and fails to provide any guidance
regarding the process contemplated by SSAC, or the scope of the services that would be
subject to the recommendation.  SSAC’s proposed review for all “technical” innovations
is antithetical to a robust Internet.

V. SITE  FINDER  DID  NOT  AFFECT  THE  STABILITY  OR  SECURITY
OF  THE  INTERNET

The Report neither identifies any event of instability or any lack of security of the
DNS system or the Internet’s infrastructure, nor does it enumerate any specific effects
that could fairly be characterized as threats to security or stability.  On the contrary, it is
clear from the Report that Site Finder did not and cannot have that effect.

The methodology used by VeriSign in the development and deployment of Site
Finder ensured that, contrary to the suggestion of the SSAC Report, the core registry
function continued to operate during the period of deployment with the same level of
security, stability, and technical reliability as it has always demonstrated.  DNS inquiries
of VeriSign’s authoritative servers continued to produce responses as always, returning
referrals for second-level domain names registered in the .com and .net top-level
domains.  Those responses were produced as rapidly as they were prior to introduction of
Site Finder; there were no time-outs or other error conditions.  Further, there were no
security breaches.  The integrity of VeriSign’s master files and authoritative servers –
prior to, during, and after Site Finder – remained secure.59

The SSAC Report fails to acknowledge that the Site Finder service operated
without affecting the availability or stability of the DNS or the Internet infrastructure.
During its deployment, and over the last six years as a whole, VeriSign has maintained
100% availability and response.  VeriSign is resolving in excess of 100,000 DNS queries

                                                
59 The Report attempts to avoid these undisputed facts by engaging in a linguistic shell
game with the term “stability.”  The Report appears to use the word “stability” in two
different ways, without distinguishing between them.  “Stability” can mean “unchanging”
or it can mean “freedom from liability to fall or be overthrown.”  See Oxford English
Dictionary, “Stability,” online edition.  In engineering terms, when applied to a system,
“stability” generally means the latter, i.e., that the system is free from a failure or from
being overthrown.  Id.  By mixing the two usages, the Report engenders confusion and
deviates inappropriately from its limited delegated mission.  Only the latter meaning is
appropriate here.  Only that which causes failure in the system should be considered.
Applying that meaning, the Report fails to demonstrate how or why Site Finder threatens
the stability of the DNS system or the Internet overall, much less that it actually ever did.
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per second at peak times, totaling more than 10 billion queries per day.  This performance
is the result of the tens of millions of dollars VeriSign has invested in the .com and .net
infrastructure, the hundreds of thousands of employee hours dedicated to constant
monitoring of that infrastructure, and VeriSign’s continued willingness to deploy
additional capacity to exceed anticipated demand.  It is this investment, by VeriSign, that
ensures the deterministic, robust, reliable, and highly scalable infrastructure of the
Internet.  It is undisputed that Site Finder had no impact on this infrastructure.

VI. SITE  FINDER  DID  NOT  VIOLATE  “FUNDAMENTAL”  INTERNET
ENGINEERING  PRINCIPLES

As stated above, SSAC was unable to fault Site Finder on security or stability
grounds.  Indeed, SSAC member Paul Vixie has expressly admitted as much.  In response
to an email stating that “I think recent events prove pretty well that VeriSign GRS no
longer gives a crap about stability.  Have we forgotten *.COM so quickly?,” Mr. Vixie
conceded:

[I] was . . . publicly critical of *.COM and *.NET, but
that’s a policy problem, not an operational problem.
[V]eriSign has a very good record for name server uptime
both at the TLD and root level.60

Nonetheless, SSAC proceeded to perform a policy assessment of Site Finder.
SSAC evaluated the Site Finder service against an ill-defined set of “principles” of
Internet engineering.  These “principles” were primarily derived from the SSAC
members’ personal, philosophical views of the Internet.  The Report’s policy discussion
is beyond the scope of SSAC’s mandate, outside its area of expertise, and inappropriate.
It also is flawed.

First, as explained above, SSAC acknowledges that Site Finder was fully
compliant with all applicable RFCs, protocols and specifications.  But, notwithstanding
these critical admissions, the Report makes the conclusory statement that “Good practice
regarding wildcards has evolved,” and then implies that any wildcard implementation is
in fact bad practice.61   The Report provides no support for its statements and fails to
describe “good practice.”  Given that wildcards are clearly anticipated, and even

                                                
60 Email message posted by Paul Vixie to nanog@merit.edu dated June 17, 2004
(emphasis added).  A copy of this email is attached as Exhibit. H.
61 Report at p. 12.
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specified, in the RFCs, any claim that the adoption of a wildcard by VeriSign was
unexpected or non-compliant is disingenuous.  Moreover, the implication that a DNS
level use of wildcards is “bad practice” is inconsistent with the RFCs and reflects merely
a differing philosophy, not a technical issue or an issue of security or stability.

SSAC’s use of the principle of “stability” to critique Site Finder also is
misplaced.62  SSAC is using “stability” to mean nothing more than “unchanging.”  But
innovation and experimentation are the true founding principles of the Internet.  A
verbatim quote from RFC 1034 underscores this point:

. . . The official protocol includes standard queries and their
responses and most of the Internet class data formats (e.g.,
host addresses).

. . . However, the domain name system is intentionally
extensible.  Researchers are continuously proposing,
implementing and experimenting with new data types,
query types, classes, functions, etc.  Thus while the
components of the official protocol are expected to stay
essentially unchanged and operate as a production service,
experimental behavior should always be expected in
extensions beyond the official protocol. (Emphasis added.)

SSAC’s conception of “stability” would limit any implementation of new
standards compliant functionality, solely on the basis that it had not been done in the past.
This is not stability; it is rigidity.  By equating stability with “unchanging,” SSAC has set
itself up as the enforcer of the status quo.  SSAC’s conception of its role is thus
antithetical to the experimental and innovative nature of the Internet, as recognized by the
RFCs themselves.

The other “principles” referenced in the Report likewise are inapplicable here.
The Report states that “[t]he authoritative servers for these two zones (.com and .net) no
longer give out ‘no such name’ responses for any possible name in these two zones”63

                                                
62 The Report describes a “set of core protocols” which SSAC asserts must remain stable:
“[T]he diversity and complexities that can arise from the commitment to an open
architecture are enabled by an equally deep commitment to a discipline of a minimal set
of core protocols that are kept very stable.  This core includes the Internet Protocol (IP),
the routing system and the domain name system. . . .”  Id. at p. 8 (emphasis added).  The
Report includes no evidence that these “core protocols” were affected by Site Finder.
63 Report at p. 12, citing IAB Commentary.
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and asserts that this violates two other alleged principles:  “Be conservative in what you
send and liberal in what you receive”64 and “Do what you think the other party is
expecting.”65

The first principle alleged, as generally understood, means that a program or user
should not expect an expansive interpretation by the recipient of what it sends, but that it
should be prepared to receive a relatively broad range of responses.  This “principle”
applies to clients as well as servers.  Thus, an application asking for an “A Record”
should be prepared to interpret any form of response described in the applicable RFC.
Site Finder always produced a standards compliant response defined by the RFC.  It
supplied an IP address for every possible query, in exactly the prescribed format.  In fact,
Site Finder is an example of being liberal in what is received.  Instead of rejecting
outright a request for an uninstantiated domain name, Site Finder made an effort to
respond most liberally to the sender’s request.

The second purported principle, the so-called principle of “least astonishment,”
invoked by SSAC for the purpose of critiquing Site Finder, is described by SSAC as
“traditional.”  However, nowhere in the Report is the origin of the “principle” identified,
nor are examples given of its application.  Moreover, this “principle” is inherently
subjective and difficult, if not impossible, to apply predictably to any real system.
Indeed, it is difficult to discern what the Report claims is unexpected.  As stated above, a
wildcard response is clearly contemplated by the applicable RFCs and, thus, can hardly
be characterized as “unexpected.”

The Report also asserts that Site Finder “implicitly” violated the “principle of
layering” by assuming that “all – or at least the vast preponderance – of queries involving
uninstantiated names were intended to be HTTP (Web) queries or SMTP (e-mail)
transactions.”66  The Report fails to mention that this “assumption” is actually correct.
Nearly 86% of all traffic to Site Finder was from HTTP queries or SMTP transactions.67

Moreover, multiple widely accepted technologies used on the Internet, and not criticized
by ICANN, including Network Address Translators and firewalls, clearly “violate” the
“layering” of address resolution in a way that Site Finder did not.  With Site Finder, the

                                                
64 This principle is in fact set forth in RFC 793, section 2.10, authored by Jon Postel.
65 Report at p. 9.
66 Id. at p. 14.
67See Hollenbeck, note 8, above, VeriSign Site Finder Technical Review Panel Summary,
slide 7.  Many of the other protocols using the DNS are automated and, therefore, less
prone to the user error that results in a query involving an uninstantiated domain name.
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boundary between an Internet application and the application resolution process remained
unchanged.  If a resolver did not find an entry for a second level domain name in its
cache, it queried root zone and TLD name servers in exactly the same fashion as it did
before the launch of Site Finder.  Site Finder did not require resolvers to change their
procedures in order to respond to application-layer queries for IP addresses.

Further, SSAC itself recently approved VeriSign’s processing of internationalized
domain names (“IDNs”) at the DNS level, a technical innovation that, according to the
Report, would “blur” the boundaries between architectural layers.  VeriSign’s IDN
technology replaced the error code that otherwise would be received by a user with a
wildcard response that attempts to match the IDN with its ASCII equivalent.68  For
purposes of SSAC’s “layering” critique, this is functionally equivalent to Site Finder.
Nonetheless, even though SSAC endorsed VeriSign’s IDN implementation, it has chosen
to condemn Site Finder.  SSAC’s own inability to apply these supposed “principles” in a
consistent manner undercuts its rationale for using them to constrain implementation of
VeriSign’s RFC-compliant wildcard.

The Report also asserts that Site Finder reduced “coherency” on the Internet.69

SSAC defines coherence as follows:  “One of the fundamental objectives in the design of
the domain name system is to give the same response no matter where the queries are
initiated.  This attribute is called coherence.”70  SSAC does not contend, nor can it, that
Site Finder introduced incoherence into VeriSign’s DNS query responses.  Before,
during, and after the launch of Site Finder, VeriSign’s DNS name servers responded to
identical queries with identical responses, no matter where the queries were initiated.

In fact, the Report contends that incoherence was created, not by VeriSign and
Site Finder, but by certain software vendors and ISPs when they began modifying
intermediate systems to intercept and alter the RFC-compliant DNS responses returned
from VeriSign's servers.  This type of incoherency, however, is common and existed
before the launch of Site Finder:  Many ISPs routinely intercept and alter traffic on their
network in such a way that their users experience different application behavior than
other Internet users.  SSAC fails to recognize or address this.

                                                
68 See SSAC’s Comments on VGRS, note 41, above, Exh. D.
69 Report at p. 20.  As noted, SSAC’s only “evidence” for this assertion is the opinion of
Paul Vixie.  Id. at p. 20 n. 60.
70 Id.
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VII. THE  REPORT  FAILS  TO  QUANTIFY  OR  SUPPORT  ITS
PURPORTED  EVIDENCE  OF  SITE  FINDER’S  ADVERSE  EFFECTS

The Report identifies no adverse impact on responses to HTTP requests, which
constituted the majority of the requests received by Site Finder.  Instead, the Report
focuses on alleged effects of Site Finder on a narrow range of applications that are not
themselves a part of the Internet infrastructure, but which in some way interact with that
infrastructure.  Specifically, the Report focuses on potential implications for non-
standards compliant applications when a standards-compliant wildcard is deployed.  As
explained below, the Report fails to quantify these alleged problems or, with the
exception of one unverified anecdote, to provide any evidence to support its description
of these “problems.”

The Report begins by criticizing the manner in which Site Finder dealt with
requests from email applications.  After a criticism of the initial Site Finder software,
however, the Report, proceeds to discount its own criticisms, eventually, and accurately,
pointing out that the second version of the Site Finder SMTP server did not refuse a
connection, thereby triggering further connection attempts.  Rather, its response was
equivalent to “no user at this address.”  The SMTP client response was not to continue to
try to transmit, but rather to terminate the effort and report the error.  Thus, no messages
were lost in transit.

The actual operation of Site Finder was technically straightforward.  When
presented with an uninstantiated domain name in the .com and .net top level domains,
VeriSign’s authoritative name server returned the IP address of a server complex
VeriSign had configured specifically for the Site Finder service (“Response Server”).  An
authoritative name server never knows what application will use the IP address thereafter.
It does not make any assumptions in that regard, nor need it make any such assumptions.
Applications that queried for an uninstantiated domain name would naturally transmit
their requests in exactly the same manner as prior to the launch of Site Finder.

In the case of queries using HTTP protocols and directed to port 80, the Response
Server responded with a web page identifying potential alternative spellings and web
addresses, as well as providing enhanced searching capability.  In the case of service
requests using SMTP protocols and directed to TCP port 25, the Response Server did not
refuse a connection, even in its initial deployment.  Rather, it established a TCP
connection.  Once the connection was established, the user’s SMTP client application
transmitted the addressee information, at which point the Response Server would indicate
unequivocally that no such user was known.  The uniform and proper response of a client
application to a “no such user” reply is to report the error immediately, not to queue up
retries as implied in the SSAC Report.  Further, the Response Server received no more
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header information than for any other misdirected e-mail.  VeriSign did not catalogue or
collect any header information.

In the case of the remainder of application protocols or requests directed to other
ports, the Response Server explicitly rejected connection attempts using protocol-
standard responses, allowing applications to note the refused connection without undue
delay.  Significantly, the Report includes no examples of any problems with these
protocols.

The Report also asserts that the second iteration of VeriSign’s Response Server
“bounced” messages in excess of ten megabytes with a “message too large” error.  This is
incorrect.  VeriSign’s Response Server never was set to reject messages larger than ten
megabytes, and it did not, in fact, reject messages on that basis.  Although the Response
Server “advertised” a maximum message size of 10 megabytes, if the client indicated it
wanted to send a larger message, the Response Server did not issue a 5xx error code as it
would have if it were actually rejecting messages larger than 10 megabytes but, rather,
issued a 550 error with the text explanation “Client host rejected:  The domain you are
trying to send mail to does not exist.”  A test of the Response Server would have
confirmed this.  SSAC did not attempt to perform such a test.  In the absence of such a
test, its assertion is not only incorrect, but irresponsible, and underscores its questionable
approach.

The Report next speculates that VeriSign “might be collecting information that
users would not expect them to collect . . . ”71  The Report, however, fails to identify any
information VeriSign collected.  In fact, as SSAC knows, VeriSign did not collect any
private information.  Because of the way VeriSign structured its SMTP response, no
message content should ever have been transmitted to VeriSign.  The sender’s email
address and the email addresses of message recipients were transmitted initially, but
nothing more.  VeriSign has stated publicly and unequivocally that it did not record and
collect even that much information, and it did not do so.72  Any and all SMTP requests
(port 25) were summarily responded to with the “no such user” response and nothing was
recorded.  The implications of the Report to the contrary are simply unfounded.

                                                
71 Report at p. 16 (emphasis in original).
72 See, e.g., VeriSign Response to IAB Commentary:  Concerns on the use of DNS
wildcards, October 6 2003 at p. 6 (http://www.icann.org/correspondence/verisign-
response-iab-06oct03.pdf); see also VeriSign Privacy Policy FAQs
(http://www.verisign.com/products-services/naming-and-directory-services/naming-
services/site-finder-services/page_002700.html).
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The spam filter issue raised in the Report is even more specious.  Any spam filter
can check for the IP address of the Site Finder server (which is published), just as easily
and quickly as it can check for a Name Error code.  Spam filters typically are installed on
servers, not clients, and they are updated frequently.  As the Report notes, spam filter
companies quickly added the capability of treating the Site Finder IP address as
equivalent to a DNS Name Error response for filtering purposes.73

The so-called “web bug” is yet another baseless attack on Site Finder and
VeriSign in the SSAC report. Virtually every web server includes a program to log every
inquiry, recording the host name making the request and the full URLs requested.
Information about the type of browser, transmission speed and other purely technical
information is received as well.  These logs are used by almost every web site operator to
monitor which portions of a web site are most used and to correct configuration errors.
Because VeriSign is concerned only with usage of the Site Finder web site, the standard
logs (which would cover all protocols) were over-inclusive and not particularly helpful
for usage monitoring functions.

Accordingly, VeriSign engaged Omniture to collect the equivalent information by
means of a small Javascript program placed in the Site Finder page.  That way, only
instantiations of the Site Finder web page would be reported.  That Javascript program
relayed a small amount of information, substantially equivalent to that contained in a
usage log, to Omniture’s server.  Omniture then produced summary, aggregate statistics
and relayed them back to VeriSign.  Omniture is specifically precluded from using any
individual items of information other than to report them back to VeriSign.   

VeriSign did not use the information in any fashion other than it would use
normal web usage log information.  This web usage log information gathering also was
fully disclosed in VeriSign’s Privacy Policy.74  Moreover, VeriSign did not “install”
anything on user’s computers, and specifically did not install any program that would
continue to operate after a Site Finder page ceased to be active.  The Javascript employed
by Site Finder ceased to be active as soon as the user exited the Site Finder page.

                                                
73 Spam filters that rely primarily or exclusively on name error responses are exceedingly
rare, and process less than 3% of spam.  See Hollenbeck, note 8, above, VeriSign Site
Finder Technical Review Panel Summary, slide 11; see also Review of Technical Issues
and VeriSign Response, slide 7, presented by Matt Larson, VeriSign Principal Engineer,
at 15 Oct 2003 SSAC Meeting.
74 A copy of VeriSign’s Site Finder Privacy Policy is attached as Exhibit I.
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Finally, the Report evocatively but falsely implies that Site Finder made it easier
for end users to access websites featuring adult content.  It states that many sites “have
strong filters in place to protect its end users from accessing inappropriate sites,” and it
implies that Site Finder would permit users to bypass those protections.  The Report does
not explain how this would occur,75 and indeed, it could not occur. Site Finder was
incapable of altering the function of a content filter in the manner described by SSAC.
When Site Finder’s HTTP server displayed a list of alternatives to the erroneously typed
URL, the links displayed on a Site Finder response page did not bypass any content filter
that otherwise would operate on a user’s computer.  In other words, if a content filter
prohibited a user from visiting a specific link, Site Finder in no way provided a “back
channel” through which to access that link.  Moreover, Site Finder included the added
functionality for a user to set individual Site Finder preferences such that future Site
Finder pages received by that user would not include links to sites featuring adult
content.76  The Report’s insinuation that Site Finder increased the likelihood of access to
adult content is false.

VIII. CONCLUSION

As the foregoing discussion demonstrates, the Report is fundamentally flawed in
its process, analysis and recommendations.  SSAC had a single, limited mandate with
respect to Site Finder – to assess quantitatively the technical effect of Site Finder on the
stability and security of the DNS and the Internet.  SSAC mustered no evidence that Site
Finder adversely impacted the security of the DNS or Internet.  SSAC found no evidence
that Site Finder adversely impacted the stability of the DNS or Internet.  SSAC was
forced to acknowledge that Site Finder did not cause DNS or Internet failures or outages.
These facts should have ended SSAC’s Site Finder process.

Instead, having concluded before it had even begun its investigation that Site
Finder should be suspended, and having been stacked during its purported technical
evaluation with Site Finder opponents, SSAC proceeded in the absence of evidence or
quantification to formulate the biased and unsupported conclusions and recommendations
appearing in the Report.  Those conclusions and recommendations do not follow from

                                                
75 The only purported support for this comment appears to be a couple of “personal
communications” between Dr. Crocker and Ms. Woolf, and someone named “Collie,”
who appears to have asserted that Site Finder provided “an alternative pathway to reach
objectionable content” to students in Tennessee school districts.  SSAC Report at pp. 19
n. 57, 20.  No further information is provided regarding this purported problem.
76 Site Finder Preferences, Content Filtering, formerly available at
http://sitefinder.verisign.com/help.jsp, a copy of which is attached as Exhibit J.
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any evidence or technical analysis by SSAC.  Rather, they derive from and reflect the
purely personal philosophies and preferences of SSAC’s conflicted membership.  As
SSAC member Paul Vixie recognized:  “[I] was publicly critical of *.com and *.net, but
that’s a policy problem, not an operational problem.”77  (Emphasis added.)  SSAC’s
conclusions and recommendations should thus be recognized for what they are – policy
recommendations by a body that was not charged with, and has no expertise in, policy-
making.

Indeed, SSAC’s policies espoused in the Report are misguided and wrong-headed.
They equate “stability” with a total lack of change.  However, as the RFC’s themselves
recognize, the history of the Internet is change, and the future of the Internet is change.
To remain vibrant and responsive, the Internet must change, at its core as well as at the
periphery.  By aligning itself with an immutable status quo, SSAC has done a thorough
disservice – to Site Finder, to the Internet, and to present and future Internet users who
expect innovation to keep the Internet expanding and responsive to their needs.

VeriSign reserves all rights and remedies it has with respect to the actions of
ICANN and SSAC regarding Site Finder or any other matter, including those rights
subject to claims in the pending litigation VeriSign has commenced against ICANN.  A
statement of the violations of VeriSign’s rights by reason of the conduct of ICANN and
SSAC, including in connection with the Report, is beyond the scope of this letter.

                                                
77 Vixie, note 60, above, Exh. H.
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