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1 SACO007, Domain Name Hijacking Report:
http://www .icann.org/announcements/hijacking-report-12jul05 .pdf

2 sACO1 1, Problems caused by non-renewal of a domain name associated with a DNS name server:
http://www .icann.org/committees/security/renewal-nameserver-07jul06.pdf

3 SACO010, Renewal Considerations for Domain Name Registrants: http://www .icann.org/committees/security/renewal-advisory-
29jun06.pdf

4 SAC028, Advisory on Registrar Impersonation Phishing Attacks (2008 4F 5 H 26 H) :
http://www .icann.org/committees/security/sac028 .pdf
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Comcast & 3% E KA L HMIZ E R 55 = R I i 254 Ak i A B R I [ o FE T 8 v
2o SHEHMKARS, Comcast W4 IH I Network Solutions, Inc. VM T K%y 200 PM#44. ©
2008 4 5 H 28 H, Hdi# 3k T H1 Network Solutions FLE ] Comcast 38+ MHK ;1115
AR . Bl ANEERH RGL, Bh#FBE B 7 —SRFE. 7 Comcast T/EAN 2
KT ARG S s~ W8 5 R T 1B 145 S

Beki B P RRARATI R 25K — 44 Comeast B HE GUEFE IR, IRJEABA BRI 13X AN . B 7=
MROAR AL TRERBCARI A 45 6 (10 T- B3k A3 Comeast 33Tk ™ (KI5 AR « 8 Network
Solutions ] 7 FRAAFAEAR ] 22 i, ABATTAO AR B3 By al M T A N PESS R Bk

S A en.wikipedia.org/wiki/Comcast [/ Comcast %% H

6 Comcast.net Domain Hijacked at Network Solutions: http://www.domainnamenews.com/featured/comcastnet-domain-hijacked-
at-network-solutions/1619

7 How was Comcast.net hacked?: http://blogs.zdnet.com/security/?p=1224

8 Comcast.net name hijacked: http://www internetidentity.com/2008/June-2008.html
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T Comcast AEN RIS TR 3B - B @ 50 B LRI e v HS M ey .
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CheckFree (U454 4 FIServ) & &BRE R &SAT AR B A F R4 RE T 112
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9 Comcast account access issue — clarification:
http://blog.networksolutions.com/2008/comcast-account-access-issue-clarification/

10" Comcast Hijackers Say They Warned the Company First: http://blog.wired .com/27bstroke6/2008/05/comcast-
hijacke .html

11 Potty-mouthed hackers steal comcast.net keys, go for a spin:
http://www theregister.co.uk/2008/05/29/comcast_domain_hijacked/

12 Frserv: http://en.wikipedia.org/wiki/Fiserv

13 DN attack hijacks payment website: http://www.techworld.com/security/news/index.cfm?newsid=107959

14 Network Solutions phishing attack preceded CheckFree domain takeover:
http://www.computerworld.com/action/article .do? command=viewArticleBasic &articleld=9122722

15 http://www internetidentity .com/2008/Nov-Dec-2008-FIN html#cf

16 Digging Deeper into the CheckFree attack:
http://voices.washingtonpost.com/securityfix/2008/12/digging_deeper_into_the_checkf.html
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DomainZ (Domainz.net.nz) s& MelbournelT BAEF VU =110 A w], WiE—FKIEMRS 7
2009 4F 4 A 21 H, fAiFH24EERNT DomainZ %5 65K 2 UL RIPAT 45 M tL A s
(SQL) yEANBGHEBAE T LA M N (fFE Coca-Cola. Fanta. F-secure. HSBC.
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17 1CANN Response to Recent Security Threats: http://www.icann.org/en/announcements/announcement-03jul08-en.htm

18 Turkish criminal hackers hijack ICANN sites: http://news.cnet.com/8301-10789_3-9980713-57 .html

19 photobucket: http://en.wikipedia.org/wiki/Photobucket

20 Photobucket's DNS records hijacked by Turkish hacking group: http://blogs.zdnet.com/security/?p=1285

21 Popular porn site attacked by prudes: http://www .securecomputing.net.au/News/102818 ,popular-porn-site-hacked-by-
prudes.aspx

22 Turkish Hackers Take Out Top Porn Site:
http://www.darkreading.com/security/perimeter/showArticle .jhtml;jsessionid=FV31FLACFRJQYQSNDLPSKHOCJUNN2JVN?ar
ticleID=208803672&subSection=Security
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23 SACO023, Is the WHOIS Service a Source for email Addresses for Spammers?
http://www .icann.org/en/committees/security/sac023.pdf
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25 SAC007: Domain Name Hijacking Report (2005 4F 7 H 12 H) :
http://www .icann.org/announcements/hijacking-report-12jul05 .pdf

26 SACO11: Problems caused by the non-renewal of a domain name associated with a DNS Name Server (2006 4 7 J 7 H) :
http://www icann.org/en/committees/security/renewal-nameserver-07jul06.pdf

27 SACO010: Renewal Considerations for Domain Name Registrants (2006 F e H 29 H) .
http://www .icann.org/committees/security/renewal-advisory-29jun06.pdf
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28 APWG #yfiiEshasai s (2008 4 FH4E)
http://www .antiphishing.org/reports/apwg_report_H2_2008.pdf

29 Global Phishing Survey:Trends and Domain Name Use in 2H2008:
http://www .antiphishing.org/reports/ APWG_GlobalPhishingSurvey2H2008.pdf

30 VeriSign Registry-Registrar Two-Factor Authentication Service: http://www.icann.org/en/registries/rsep/

ASCRYBE SRR, BT B . AR B AR S H A R S AL (ICANN) R )l O e I E A Ik, A 91 2
ICANN [ T 5, A K 9 30 5 Ra 2 ME - 0E 3 RO B A o B wl DUfE DUR BE 82 4R 31 98 30 R -
<http://www .icann.org/committees/security/sac040.pdf>.

2009 4 8 H 19 H %14 7, 22 ;W



PEIHE R FE S S D R 2i kb . B T 5 R ESCRBIOUA 1 & 4 36 E 2 4b,  SSAC
TSR AR 2% 1 ] 2 R R R S A B T VR AN IS IE AR, 0G0 26 E AR AERI AR P2 (NIST) —
ML 5 I E bR vE . 31

RS A LEE U 2 AR BB I e — AT A N S U 1R R B 5 bl
Hh 2 INIX L8 i U B AL 40— 2 ) O SR S8 SR K (A AT A A e Bl o A — S8 e i
HURI 2 2SR P R B L B bl o 30 1 8 S I A 2B % — L R . SR )a
FATEMG RS AERAERAE T, 2 RN B AT iR i SRR VLR bR . 7R
A A1k DNS BE B K5 56 b 5 ISR BROIN R SOy Lo < g ok — 5 I A AN,
FATI B AR 55 v L B I 1 ik 55 18 O8I B 521X — i % ) R 2 4 i«

BTV IR — BN 05 R, A A e w1k
NEM P AT ST AN S BRI D7 T AR o IS T 2 A A (1 5 SR ABL A A ) Vg il
FEAGEN B RAT OREG AR . — HLABSTITIZ R, St ol DAREO P 8K T T H R i 2 A
TREGAR T o AL LR — P IX R R B AR AL & DR AR AT B 8 X T e, & B
RAEANCERENRIE, I IERAFEEA DR IGAR (IR« AT W IR 55 7 5 R 0 35K ot
R RI IR 2 7 SRR 27 Gy o, w DABR ARk B R R DO g, SR )™
P thINR L T 2R A n] LA UG R A EVRT DNS #AE B JH sh sl AU 4 e %5

ZNEAHRIBRR R WAHLURYE, EBTE IS e 5 R IR 5 B — A Ri
TAE. SRS ZUR YL, AR LE PR A AN T NS IR A S WARA L. X
PRI LA FECPA 0 57 A P 7 R A kA2 P A A s P MG e T e 32 1) 2 7 T B A4 11
M. SSAC Ay BBy 1E 4l 47 38 2 A AR 53 T I ARVE T N5 J8 B it IX et itk 45 7
SONEM NE B RS B AEM RS R 20t THLS . B, SRR 55 v ) DUESRORITS A5 AR
sfE R O BIEREAE T 20, Bl etk ) e —EIF DLRAT Oy B Rk 0 ik 55
Ty FEMENIE AR 55 v md DA FTIBC 2 s ME— PR s e L AN AR i, A7 2840
ZUn] BE A B OR AT B 0T N IR AR RORT LLE RS 344 Bl AT SRR /il LU i DNS
Mo CXHEFUZRZEIN], HRIEAAAEARAD o VEMIRSS 7T A LUE IR X L8 15 it 5 Atk
it (O Ag B B A NIB AR ) 45 7 — R S M A X L4 it

FESCE AN AN o A7 L2 SUH I T RO A AR A T A ) AR R B 1 R AL
AR RIS 27N T UL BAT M IBIEEE ST BGh B AN ER I —T5 (il
PR RT RN PAT e TREBG B B Bt . A7 2L A ZUnT e X ERIE B L E Ak 55 7 22
SRASAEZ AL IR A H BB TR B IR Ss « XAE, IXLEZH Z0n] DLREARATT A S48 A 3 b
VEVAEIEMR BIRT IR FR R 2, ATl DNS FUE Fo X T 8AT XS TARR R 20

31 http://csre.nist.gov/publications/nistpubs/800-63/SP800-63V1_0_2 pdf
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32 Thawte Site Seal: https://www .thawte .com/ssl-digital-certificates/trusted-site-seal/index .html?click=site-seal-tile

33 VeriSign Secured Seal®: http://www.verisign.com/ssl/secured-seal/

34 pCI AR R4 https://www .pcisecuritystandards.org/

35 Bik5H SAC 038, Registrar Abuse Contacts: http://www.icann.org/committees/security/sac038.pdf
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