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IDNA status at Microsoft

« IDNA solves a major customer demand
by making both resources and pointers
(IRI-URI) written in native languages

— http://BRD3&.jp/ '

— http://O) ). Akl jr/ )
« Appropriate layers provided by platform

services (Windows XP, Vista)

— Support for IDNA RFCs (ToASCIl, ToUnicode)

— Script helpers (Script in text, Script per locale)

« Used bK IE7 and forthcoming version of
Outloo

« User locale and customization determines
visual experience
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http://???.jp/
http://????????.?????.ir/

Language preference

« List of languages that are intelligible to

the user

Add suffix to the domain name

Language Preference ‘Z‘

Language Preference

Add the languages you use to read websites, listing in order of
preference. Only add the ones you need, as some characters
can be used to impersonate websites in other languages.

Language:
English (United States) [en-us] Mave Up
Japanese [ja] -
French (France) [fr] Maove Bawn
Korean [ko] =
Bulgarian [bg] R
Thai [th] Refmove
Add

~gpecific suffix

Do npt add "www' to the beginning of typed web addresses
Specify the suffix (for example .net) that should be added to

typed web addresses when you press Ctrl + Shif] 8,
Suffix: ‘

[ OK ][ Cancel I

Language Preference

X|

Language Preference

Add the languages you use to read websites, listing in order of
preference. Only add the ones you need, as some characters
can be used to impersonate websites in other languages.

Language:
English (United States) [en-us] Mave Up
Japanese [ja] -
French (France) [fr] Maove Bawn
Korean [ko] =
Bulgarian [bg] R
Thai [th] Refmove
Add

Locale specific suffix
[ po not add 'wwaw' to the beginning of typed web addresses

Specify the suffix (for example .net) that should be added to
typed web addresses when you press Ctrl + Shift + Ente

Suffix:

[ OK ] [ Cancel
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Preventing homograph
spoofing attacks

 IDN names with contents not
familiar to the user are shown in
Punycode form
— Scripts unknown to a user (locale based)

— Mixed scripts (unless customary for the
language/locale)

http://EE D *.jp/ OK for a Japanese user,
although it contains both Kanji (Han) and
Hiragana

http://vrposhop.com/ always shows as
http://xn--shop-k4d3a7bp.com/

R



http://???.jp/
http://????shop.com/
http://????shop.com/

Mixed scripts example

/~ WUrpoShop.com - MUHTEPHET Maras1H Nno NpoAaxe JMLEH3MOoHHbIX Mrp - Windows Internet Explorer

(M=) - (@ hitp:/fxn—shop-kd3a7bp.cm/ E

File Edit View Favori Tools Help

© +

(:) WrpoShop.com - UHTEpHET MarazuH no npog... I | @ M o DEage = .@- Tools ~

[0

»»

'@ This web address contains letters or symbaols that cannot be displayed with the current language settings. Click here for options...

WIPOBBIE KATEFOPHM Dungeons & Dragons Online
PC GAMES . XMT ce3oHa! BXO[, B CMCTEMY
-
® Crpatervu Baxszblsammaﬂ MacCCoBan For I:I
i OHN3aWHOBAA poONeBasn C
8 RPG-Action MHOTOUWCIEHHBIMW BOZMOXKHOCTAMK Mapons l:l
8 CumynATopsl W o4YeHb Kpacueol rpadmkoi! m
8 KeecTsl Urpokw BbiBUpaoT 1M pasBWBaOT J—’
pons?
CBOEro repof, OCHOB3aHHOMO Ha 35611 Napont
@ Cnopt Perucrpaups

HECKONBKKWX pacax W KNaccax.

8 OHnaitH-urpsl (noppobHee 06 urpe)

. OWHOAKTCAH
XBOX LeHa: $49.99 & B KopsuHy .
) * Lord of the Rings:
& Action Middle-Earth Online
RF Online World of (SmaseTcn or 5 2006}
Oeictene Warcraft
MOWCK B KATANOTE NPOWCKOANT Ha (us) (EU)
H . nnaHete Nowus. NpexpacHeld MUp
A3B3HWE WPl Bopuba 3a Azeroth cHoBa PACTIPOOAMA
I:I KOHTPONL HEa COTPACAIT
NNaHETOR ApesHue M“ o
r HaitTi 1 npoMCxXoanT npeacKazaHua u $56.99 (Geino 561.55]
- - Hoeunkal MEKIY THEMA UeHa: HOBbLIE 3MNOBELLME
UeHa: pacamm... US-Bepous:  sauuicibl... Everquest II: Collector's
HOBOCTH $49.99 $56.99 Edition
u %55.99 (Ovino £99.99)
Ultima Orline: 8th Age g—&”—”“ obree EU-sepcun:  © Kynute (US)
Quake 4, Final Fantasy XI: ¥ B wopsuny $63.99 % Kynurs (EU) Unreal Tournament 2004
Vana'diel Collection %2299 (Geuno $39.99)

Civilization IV 1 gpyrue

Wrpel NOCTYMMAK B EverQuest IT: Quake 4
npoaaxy. Noapof-es _ Kingdom of CromeTHasA JIMHKA BpemeHHasn

S

[ ¢

@ (1 item remaining) Opening page http://*n--shop-k4d3a7bp.com/... @:’ K3 gl My Computer

%

16...
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IDN Issues

« Cannot support improvement beyond
Unicode 3.2

— Existing scripts (Ethiopic, Greek, Khmer, Lati
etc...)

— New scripts (N'Ko, Tai Le, Tifinagh, etc...) &
« At least one script (Myanmar) is going

through a major revision since 3.2
« Removal of ZWJ, ZWNJ by IDN process is

problematic for:

— Sindhi: § oz versus &8 o

— Myanmar: §a$e versus (45>

— Persian

« No serious security threat mitigation

—



Recommendations for IDN fu

« Extend support to Unicode 5.0 or even future
version 5.x to support Myanmar

« De-emphasize role of the complex IDN ;
Nameprep process )

* Focus on the output list instead

« Restrict problematic characters from the IDN
Nnamespace.
— symbols,
— not in modern-use scripts or script elements
— combining characters not in first label letter

« Standardize the IDN namespace as an ISO 10646
character collection

 Establish script based guidelines for
constituencies with worldwide reach (such as

gTLDs)




Guidelines for IDN repertoir
generic TLDs

« Worldwide name space
— All modern writing systems can be represented in ID
« Multi-script coverage
— All modern scripts are available

« Secure environment

— Mixed script prohibited in labels (with exceptions)
— Repertoire restriction

« Equal access
— Put all gTLDs on same footing
— Compatible with ccTLDs practice

« Based on Idnchars.txt
— 37199 characters!

R



IDN.IDN

Technical issue

— Trivial for disjoint domains (making sure root level la
<=63)

— Joint domains should behave as a single domain fro
security point of view

Alternate names for many TLDs is obvious:
- jp= .H&
- .ma™ . gl
— .np > . AUt

Name policies need to be defined for multilingual

regions/countries (how many?)

— India: HRd ome 393 AR @hHHWI 20
903 edom HARH Qe sFe “Ulg:

gTLD policies need to be established
— How many?
— Ownership (%88 by MuseDoma?)

JER—E—



Resources

« http://www.microsoft.com/windows/ie/ie7/ie7betaredire
pXx
— 1E7 Beta 2
« http://msdn.microsoft.com/library/en-us/intl/nls IDN.asp
— IdnDL.dIl (down level scripts APIs)
— Normaliz.dll (IDN and normalization functions)
« http://blogs.msdn.com/ie/
— Recent developments on IE7
« http://www.unicode.org/reports/tr36/tr36-4.html
— Information about confusables, IDnchars.txt, ...
« http://www.unicode.org/reports/tr24/tr24-7.html
— Script tables

-



http://www.microsoft.com/windows/ie/ie7/ie7betaredirect.mspx
http://www.microsoft.com/windows/ie/ie7/ie7betaredirect.mspx
http://msdn.microsoft.com/library/en-us/intl/nls_IDN.asp
http://blogs.msdn.com/ie/
http://www.unicode.org/reports/tr36/tr36-4.html
http://www.unicode.org/reports/tr24/tr24-7.html

Questions?
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