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Corporate Continuity Program (security, IT, others across staff)

Objectives
- Improve Business:Continuity
program
Establish formal plan
Establish secure data center

Establish formal :driII/exercise
programs

Deliverables
Initial ICANN Business Continuity plan. ;.
(Oct 09) :
- Improved Crisis Management plan -
(Aug 09) :
Establish Secure IT Data Center (Sep 09)
Exercise Business Continuity/Crisis '

Key Stakeholders

- ..ICANN Security & Resiliency Team
- ICANN IT/IANA/DNS Ops

- ICANN Human Resources
-...ICANN.Global Meetings Team .

- ICANN Staff

- Resources _
- Human =5 FTEs {includes planning
and IT for data center} :
Financial — $3.0M including FTEs,
capital support for.data.center, .
professional services for
conducting training and audits:
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Policy Support for SSR-related efforts incl. SSAC (policy)

Objectives Deliverables :
Set:by-supported SO/Acs conducting [ =+ SSAC Reports, Advisories, Comments
S5R aCtiV:itv - Domain name protéction study
= GNSO; ccNSO : (Jun 09) ;
e . = e
- SSAC RSSAC (Sep 09)
- RSSAC; ALAC - Others will depend on SO/AC FY 10
work plans
Key Stakeholders Resources (FY 10)
& NamedESO/ACS .......... E.Hu.nqaﬁ__3_5 FTE e e
- ASO ' Financial — $1.2M for FTEs and
- ICANN policy staff - limited additional funding
- ICANN Security staff b forsohrelated
: . activities; support for
SSAC/RSSAC root scaling
study
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Appendix B — Glossary of SSR Plan
Terms and Acronyms

ACRP — Attack Contingency Response Planning

Add Grace Period - a five day option period at the beginning of the
registration of an ICANN-regulated second-level domain. Registrants
may opt to cancel their registration during this five day time period,
when registration fees must be fully refunded by the domain name
registry.

APWG - Anti Phishing Working Group

ASN — Autonomous System Numbers: within the Internet, an
Autonomous System (AS) is a collection of connected IP routing
prefixes that presents a common, clearly defined routing policy to the
Internet. Internet Service Providers (ISPs) must have an Autonomous
System Number (ASN) officially registered through IANA.

ccNSO - Country Code Names Supporting Organization of ICANN is the
policy development body for a narrow range of global country code
Top Level Domain issues within the ICANN structure.

ccTLD — country code Top Level Domain

CENTR - Council of European National Top Level Domain Registries is
an association of Internet country code Top Level Domain Registries
such as .uk in the United Kingdom and .es in Spain. Full Membership is
open to organizations, corporate entities or individuals that operate a
country code Top Level Domain registry.

CSIS - Center for Strategic and International Studies provides strategic
insights and policy solutions to decision makers in government,
international institutions, the private sector, and civil society.

FIRST — Forum of Incident Response and Security Teams
gTLD - generic Top Level Domain

IANA - Internet Assigned Numbers Authority

IDN — Internationalized Domain Name

IETF - Internet Engineering Task Force

IP — Internet Protocol specifies the format of packets and the
addressing scheme. Most networks combine IP with a higher-level
protocol called Transmission Control Protocol (TCP), which establishes
a virtual connection between a destination and a source. By itself IP is
something like the postal system. It allows you to address a package
and send it using the system, but there's no direct link between your
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packet and the recipient. TCP/IP creates the connection between two
hosts so that they can send messages back and forth.

IPv4 - Internet Protocol version 4 is the fourth revision in the
development of the Internet Protocol (IP) and it is the first version of
the protocol to be widely deployed. Together with IPv6, it is at the
core of standards-based internetworking methods of the Internet, and
is still by far the most widely deployed Internet Layer protocol.

IPv6 - Internet Protocol version 6 is the next-generation Internet Layer
protocol for packet-switched internetworks and the Internet. In
December 1998, the Internet Engineering Task Force (IETF) designated
IPv6 as the successor to version 4 by the publication of a Standards
Track specification, RFC 2460.

ISOC — Internet Society
IT — Information Technology

Botnets — most commonly created by duping ordinary users into
opening an attachment on their computer that appears to do nothing
but actually installs hidden software to be used later for an attack. The
now compromised computers, or “bots,” are combined to form
networks which can then be directed as desired, most often for
malicious attacks.

Cache Poisoning — exploiting a flaw in the DNS software to make it
accept incorrect information which then causes the server to cache
the false entry thereby sending all subsequent server requests to the
new, falsely verified domain.

Denial of Service attack (DoS) — malicious code which causes a flood
of incoming messages, essentially forcing the targeted system to shut
down, thereby denying use by legitimate users.

Distributed Denial-of-Service attack (DDoS) — a type of denial of
service attack in which an attacker uses malicious code installed on
multiple systems in order to attack a single target. This method has a
greater effect on the target than is possible with just a single attacking
machine. On the Internet, a distributed denial-of-service attack is one
in which a multitude of compromised systems attack a single target,
thereby causing denial of service for users of the targeted system. The
flood of incoming messages to the target system essentially forces it
to shut down, thereby denying service to the system to legitimate
users. DDoS attacks are most effective when launched via a large
number of open recursive servers: distribution increases the traffic
and decreases the focus on the sources of the attack. The impact on
the misused open recursive servers is generally low, but the effect on
the target is high. The amplification factor is estimated at 1:73. Attacks
based on this method have exceeded 7 Gigabits per second.
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DNS — Domain Name System which translates domain names (alpha)
into IP addresses (numeric). Because they're easier to remember
domain names are alphabetic. The Internet, however, is based on
numeric IP addresses (e.g. 198.123.456.0). When you use a domain
name (www.examplir.gratis.com), a DNS service translates the
alphabetic name into the corresponding numeric IP address.

DNSSEC — Domain Name System Security Extensions provide a way for
software to validate that Domain Name System (DNS) data have not
been modified during Internet transit. This is done by incorporating
public-private signature key pairs into the DNS hierarchy to form a
chain of trust originating at the root zone. Importantly, DNSSEC is not
a form of encryption. It is backward compatible with existing DNS,
leaving records as they are—unencrypted. DNSSEC ensures record
integrity through the use of digital signatures that attest to their
authenticity.

At the core of DNSSEC is the concept of a chain of trust. ICANN's
proposal to sign the root zone file with DNSSEC (of October 2008)
builds on that notion and, based on security advice, recommends that
the entity responsible for making changes, additions and deletions to
the root zone file and confirming those changes are valid, should
generate and digitally sign the resulting root zone file update. This
signed file should then be passed to another organization (presently
VeriSign Corporation) for distribution. In other words, the organization
responsible for the initial basis of trust—validating root zone changes
with top level domain operators—should also authenticate the validity
of the final product before it is distributed.

Domain Name Front Running — the questionable practice employed
by some domain name registrars of using insider information to
register domain names in advance with the intent to sell the name, at
a premium, to registrants who would logically benefit from having the
name for their own use

Domain tasting — the practice of a domain name registrant using the
five-day Add Grace Period at the beginning of the registration of an
ICANN-regulated second-level domain to test the marketability of a
domain name. During this period a cost-benefit analysis is conducted
by the registrant on the viability of deriving income from
advertisements being placed on the domain’s website.

Domain tasting should not be confused with domain kiting, which is
the process of deleting a domain name during the five-day add grace
period and immediately re-registering it for another five-day period.
This process is repeated any number of times with the end result of

having the domain registered without ever actually paying for it.
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Double flux — Of particular concern to ICANN is a variant of fast flux
called double flux where the attacker not only changes addresses that
point to illegal web sites, but the addresses of the DNS name servers
that the attacker uses for the “user friendly” names he embeds in
phish emails. In both cases, the changes occur very quickly, on the
order of 3 minutes, leaving virtually no time for investigators to
respond. ICANN’s SSAC is working closely with the brand defenders
and law enforcement as well as registries and registrars to identify
countermeasures, especially ones that take DNS out of the fast flux
equation.

Fast flux — an evasion technique used by phishers, identity thieves and
other e-criminals to frustrate incident response team and law
enforcement agency efforts to track down and take down illegal web
sites. The fast flux technique closely resembles a three-card Monte
shell game, where a “tosser” lays three folded playing cards on a table
and a victim is lured into betting on his ability to “follow the red
queen” (the British call this scam “Find the Lady”). The tosser moves
all three cards at blinding speed while simultaneously distracting the
victim with conversation, clever quips, and sleights of hand. Fast flux,
however, is a high stakes trick, and has become a worrisome and
omnipresent attack technique. In fast flux hosting, the tosser rapidly
changes the addresses that point to illegal web sites.

Malware — an amalgamation of the words “malicious” and “software”
often used as a catchall phrase to include computer viruses, worms,
trojans , rootkits, spyware, adware, crimeware and any other
unwanted software introduced to a user’s computer with or without
their consent. Malware is deemed to be such based on the perceived
intent of the creator rather than any particular features of the
software.

NOC — a Network Operations Center is a physical location from which
a typically large network is managed, monitored and supervised. NOCs
also provide network accessibility to users connecting to the network
from outside of the physical space.

NOG - Network Operations Group
NRO — Number Resource Organization

Patches — programs designed to fix software flaws, often installed
automatically to reduce need for end-user participation and increase
ease of use.

Phishing — a form of Internet fraud that aims to steal valuable
information such as credit cards, social security numbers, user IDs and
passwords by creating a website similar to that of a legitimate
organization, then directing email traffic to the fraudulent site to
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harvest what should be private information for financial or political
gain.

RAA - Registrar Accreditation Agreements

Registry — an organization that manages the registration of top-level
Internet domain names

Registrar - a company authorized to register Internet domain names
RIR — Regional Internet Registry

rPKI — Resource Public Key Infrastructure

RSEP — Registry Services Evaluation Process

RSTEP - Registry Services Technical Evaluation Panel

Spam — any unsolicited email. Usually considered a costly nuisance,
spam now often contains malware. Malware is a class of malicious
software—viruses, worms, trojans, and spyware—that is designed to
infect computers and systems and steal critical information, delete
applications, drives and files, or convert computers into an asset for an
outsider or attacker.

Spoofing — an attack situation where one person or program
masquerades as another by falsifying data. The falsified data is in turn
trusted as valid by the individual system attempting to connect with
the legitimate system or program.

TLD - Top Level domain

Trojan - a class of malicious software (malware) that appears to
perform a desirable function but instead performs undisclosed
malicious functions allowing unauthorized access to the host machine,
giving Trojan users the ability to save their files onto the unwitting
computer user’s machine or even watch the user's screen and control
the computer.

Virus —a program or string of code that is loaded onto a computer
without the user’s knowledge and runs malicious software (malware).
Even a simple virus can replicate itself, making it more damaging
because it will quickly use all available memory on an infected
computer system.

Worm - similar to a virus by design a Worm is considered to be a
variant of a virus, but is more dangerous due to its ability to transmit
itself across networks. Worms spread from computer to computer, but
unlike viruses, have the ability to travel without any human action
intentional or unintentional. A worm takes advantage of file or
information transport features on a computer system, which is what
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allows it to travel unaided. For example, a worm can send a copy of
itself using an unknowing user’s email address book. It would then
replicate on the newly infected computers and propagate yet again
through the newly compromised systems’ email address books and
continue on eventually consuming so much memory and bandwidth
that it causes entire networks to come to a halt.
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