
 

 
 

2 February 2012 
 
 
The Honorable Fred Upton 
Chairman  
Committee on Energy and Commerce 
U.S. House of Representatives 
2125 Rayburn House Office Building 
Washington, DC 20515-6115 
 
Dear Chairman Upton:  
 
Thank you for your letter of December 21, 2011 regarding ICANN’s New Generic Top-Level Domain 
Program following our testimony before the December 14, 2011 hearing held by the Subcommittee on 
Communications and Technology.  While the application window for new gTLDs opened on January 12, 
ICANN continues to carefully consider all viewpoints that have been raised regarding the program and 
the scope of protections offered. 
 
As Kurt Pritz described in his testimony before the Subcommittee, the New gTLD Program is the result 
of careful and extensive community deliberations over six years.  There is no aspect of the Program that 
has not been the subject of discussion, debate and compromise.  The opening of the application window 
does not represent the end of work on the Program by ICANN and the multistakeholder community.  As 
ICANN has repeatedly stated, we will continue to provide the forum in which all stakeholders can 
discuss and, to the extent necessary, develop, further refinements to the New gTLD Program.  
 
The program has been designed to benefit the two billion (and growing) Internet users around the globe 
through increased competition, choice and innovation.  It is also designed to provide a secure, stable 
marketplace through the implementation of enhanced rights protection mechanisms, malicious conduct 
mitigation measures and other consumer protections.  The New gTLD Program sets a new, more secure 
baseline for consumers, businesses, registry operators, and all others involved in the Internet.  
 
As Mr. Pritz testified, the New gTLD Program today includes significant protections beyond those that 
exist in current TLDs. Below is a summary of some of the new mandatory protections1 
 
 
 

                                                
1	  A	  detailed	  description	  of	  these	  protections	  appears	  in	  the	  New	  gTLD	  Application	  Guidebook,	  and	  
in	  the	  factsheets	  on	  Trademark	  Protections,	  available	  at	  http://newgtlds.icann.org.	  
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• New Trademark protections: 
o Formal objection and dispute resolution processes that enable trademark owners to block 

registration of infringing top-level domains; 
o Uniform Rapid Suspension: A rapid, inexpensive way to take down infringing domain 

names; 
o Trademark Clearinghouse: a one-stop shop so that trademark holders can protect their 

property right in ALL new TLDs with one registration; 
o Mandatory Sunrise and Trademark Claims processes for all new gTLDs that, respectively, 

give trademark holders first rights to a second-level domain name, and provide warning 
notices to those attempting to register trademarked names; 

o The requirement to maintain thick Whois information, provision of centralized access to 
zone data, and a strong incentive to provide a searchable Whois database – all to make it 
easier to find infringing parties; and 

o A post-delegation dispute procedure under which rights holders can assert domain name 
abuse claims directly against TLD registry operators; ICANN may impose sanctions on 
complicit registries including shutting them down.   

• Measures to mitigate malicious conduct on the Internet, and increase security and stability 
of the Internet: 

o Background reviews of TLD applicants, including reviews for criminal history (including 
the use of telecommunications or the Internet to facilitate crimes, illegal sale of drugs, 
and others); 

o Rejection of applications where the applicant has a pattern of adverse decisions under the 
UDRP (Uniform Domain Name Dispute Resolution Policy), or has been found to act in 
bad faith or with reckless disregard to their obligations under cybersquatting legislation; 

o The requirement to have a plan to implement domain name system security extensions 
(DNSSEC), reducing the risk of “man-in-the-middle” attacks and spoofed DNS records;  

o A centralized zone file access system to allow for more accurate and rapid identification 
of key points of contact within each gTLD. This reduces the time necessary to take 
corrective action within TLDs experiencing malicious activity; 

o A requirement to establish a single point of contact responsible for the handling of abuse 
complaints (as requested by law enforcement authorities); and 

o Requirements that New gTLD Registry Operators must: 
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• Maintain a Continued Operations Instrument sufficient to fund basic registry 
operations for a period of three years in case of business failure, to protect consumers 
and registrants within that gTLD in the event of registry failure. 

• Maintain continuity and transition plans, including regular failover testing.   

• Cooperate with ICANN In the event transition to a new registry operator is necessary. 
ICANN will identify an Emergency Back-End Registry Operator to assist in the 
registry transition process and provide emergency registry services as needed.   

• Objection Processes 

• The New gTLD Program includes robust processes to assure that the community as a whole 
– with particular opportunities for governments and rights holders – has the opportunity to 
raise objections that could lead to the rejection of applications that may cause: 
o User Confusion;  

• Infringement of legal rights, particularly intellectual property rights; 

• Introduction of TLD strings that are contrary to generally accepted legal norms of 
morality and public order as recognized under principles of international law; and   

• Misappropriation of community names or labels. 

• In addition, there will be a specialized function, an “Independent Objector” that will act 
solely in the best interest of the public, and may file an objection to an application that may 
give rise to the concerns raised above. 

 
As noted at the Subcommittee hearing, some trademark holders remain concerned that, in the case of 
top-level registrations, the New gTLD Program does not offer sufficient protections to reduce the need 
to submit defensive applications.  Detailed discussions with intellectual property experts that participate 
actively in ICANN policy development indicate that those experts who are knowledgeable of the TLD 
marketplace are most comfortable with protections for top-level names.   
 
Nonetheless, with regard to the perceived need for defensive registrations at the top-level by trademark 
holders, ICANN commits to solicit information as expeditiously as possible from the intellectual 
property community.  This commitment, set out in a January 11, 2012 letter to Assistant Secretary for 
Communications and Information, Lawrence Strickling, also committed ICANN to submit any new 
proposals or recommendations arising out of that work for evaluation and comment from the ICANN 
stakeholder community.  A copy of ICANN’s letter to Assistant Secretary Strickling is attached to this 
letter. 
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Many of the concerns raised by you and your colleagues echo the concerns raised by the Federal 
Trade Commission in its December 16, 2011 letter to ICANN.  ICANN’s response, attached to 
this letter, included the following points: 
 

• Whois accuracy:  Issues concerning Whois accuracy have been under discussion within 
ICANN for nearly ten years.  Today, there are five different Whois-related studies ongoing 
and two active Working Groups discussing Whois-related issues. 

• Law enforcement recommendations:  ICANN is currently in negotiations with its accredited 
registrars on amended the Registrar Accreditation Agreement (RAA) to meet the 
recommendations raised by law enforcement authorities.  Amendments are expected to be in 
force prior to the entry of the first new TLD in 2013.  The negotiation includes work towards 
substantial and unprecedented steps to improve the accuracy of Whois data.  ICANN is 
taking a strong stand in regard to issues relating to the verification of Whois data and expects 
the accredited registrars to take action to address the demands of law enforcement 
worldwide. 

• Consumer issues:  ICANN is committed to monitor for the development of consumer issues, 
including those related to the expansion of new TLDs. 

 
Finally, more information regarding the New gTLD program may be found in ICANN’s responses to the 
additional questions for the record, submitted to the Subcommittee on January 20, 2012.2  
 
We hope this information is helpful.  Thank you for your interest in ICANN’s New gTLD Program.  
 
Best regards,  
 

 
 
Rod Beckstrom 
President and CEO 
 
cc:  The Honorable Henry A. Waxman, Ranking Member 
 The Honorable Sue Myrick, Vice Chairman 

The Honorable Greg Walden, Chairman, Subcommittee on Communications and Technology 

                                                
2	  ICANN	  publicly	  posted	  the	  responses	  at	  
http://www.icann.org/en/correspondence/pritz-‐to-‐walden-‐20jan12-‐en.pdf.	  	  	  
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The Honorable Anna G. Eshoo, Ranking Member, Subcommittee on Communications and 
Technology 
The Honorable Cliff Stearns, Chairman, Subcommittee on Oversight and Investigations 
The Honorable John Shimkus, Chairman, Subcommittee on Environment and the Economy 
Mary Bono Mack, Chairman, Subcommittee on Commerce, Manufacturing, and Trade 
The Honorable Lee Terry 
The Honorable Charles F. Bass 
The Honorable Edolphus Towns 
The Honorable Edward Markey 
The Honorable Donna Christensen 
The Honorable Steve Scalise 
The Honorable Brett Guthrie 
The Honorable Doris Matsui 
The Honorable Mike Rogers (MI) 
The Honorable Robert Latta 
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