
Voluntary termination
of RAA by registrar

RAA expires without 
renewal

Involuntary termination 
of RAA (breach)

ICANN transmits informal 
notification of release to escrow 
agent via email. Escrow agent 

provides ICANN with description 
of data availability

ICANN confirms appropriateness 
of release with legal counsel

ICANN transmits formal 
data-release demand letter to 

escrow agent

Escrow agent authenticates 
request by telephone with author 

of demand letter and verifies 
request with second ICANN 

fiduciary

Escrow agent decrypts and 
uncompresses data and re-

encrypts data using ICANN’s 
public key

Escrow agent effects release via 
sFTP or courier within 5 business 

days of demand letter

Potential 
Release 

Scenarios

5 days

ICANN decrypts and 
uncompresses data and performs 

checksum validation

Registrar and ICANN 
jointly request release
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