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Who: You are invited to participate in this survey if you provide or use gTLD domain name registration data, including Registrants, Registrars, 
Registries, and the broad spectrum of individuals, businesses, and other organizations that consume Whois data today. 

Why: This survey is a chance to tell the Expert Working Group on gTLD Directory Services (EWG) about the risks and benefits that the Next 
Generation Registration Directory Service (RDS) might have for YOU. 

Results: All risks and benefits identified through this survey will be published in aggregated, anonymized form and used by the EWG to refine RDS 
recommendations to reduce unanticipated and unnecessary risks and as input to a full risk assessment. 

1. RDS Risk Survey  Invitation

If you may be impacted by the proposed RDS, responding to this 
survey will ensure the EWG is aware of risks and benefits that 
concern YOU when finalizing its report to the ICANN Board and 

Community. 
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The ICANN Board formed the EWG to examine the purpose and provision of gTLD registration data, envisioning a cleanslate approach to meet 
global Internet community needs with greater privacy, accuracy, and accountability. 

In response, the EWG recommended that today’s Whois system be replaced with a nextgeneration Registration Directory Service (RDS) that 
enables consistent access to all gTLD registration data, with some data remaining public and other data being gated – that is, available only to 
authorized users for permissible purposes. The RDS also would include measures to increase accuracy and deter misuse. 

To learn more about the proposed RDS: 

l  WATCH this short introductory video,  
l  LISTEN to this longer presentation,   
l  EXPLORE these FAQs, or  
l  READ the EWG’s Initial Report and Status Update Report 

This survey’s results and preliminary analysis will be included in the EWG’s report to the ICANN Board and used as input to policy development 
processes. If ICANN decides to pursue RDS implementation, that system’s design would undergo a formal risk assessment to analyze identified risks, 
rank and prioritize them, assess their impacts and interactions, and identify steps to reduce risk. 

2. RDS Risk Survey  Background

https://community.icann.org/pages/viewpage.action?pageId=40175189
http://buenosaires48.icann.org/en/schedule/wed-rds
http://www.icann.org/en/groups/other/gtld-directory-services/faqs
http://www.icann.org/en/groups/other/gtld-directory-services/initial-report-24jun13-en.pdf
http://www.icann.org/en/groups/other/gtld-directory-services/status-update-11nov13-en.pdf
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Everyone is welcome to participate in this survey. 

However, we ask that you please answer only those questions that apply to you as a registration data provider and/or user, identifying potential 
RDS risks and benefits that could impact YOU. 

Please simply skip questions that do not pertain to you, or that you do not wish to answer. 

By participating in this survey, you understand and agree that responses gathered may be used by ICANN and published/disclosed to others outside 
of ICANN for the purposes described above. However, no respondent’s individual or organization name will be included in any such publication. 

The confidentiality mechanisms afforded by the survey platform itself are detailed here. If you have any questions about this survey, please contact 
us at RiskEWGSurvey@icann.org. 

You will have an opportunity to review your responses at the end of this survey before submitting them. Estimated time to complete this survey is 10 
to 20 minutes (not including optional review of RDS background materials.) 

To participate in this survey, please click “NEXT” to answer a few demographic questions. 

3. RDS Risk Survey  Participation and Confidentiality

http://help.surveymonkey.com/articles/en_US/kb/Are-my-survey-responses-anonymous-and-secure
mailto:Risk-EWG-Survey@icann.org
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1. Where are you or your organization based? (select ALL that apply)

The Whois system currently makes data about domain name registrations publicly available to anyone, including the names and addresses of 
Registrants and designated points of contact. 

2. Which of the following describes you?  (Select ALL that apply)

4. RDS Risk Survey  Demographics

*

*

Africagfedc

Asiagfedc

Europegfedc

Oceaniagfedc

North Americagfedc

Latin Americagfedc

I do not use or provide Whois data.gfedc

I input registration data to be provided by Whois.gfedc

I collect, store, or relay registration data to be provided by Whois.gfedc

I use registration data requested from Whois.gfedc
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Help us understand your role in using or providing domain name registration data. 

3. Which best describes you as a Whois data PROVIDER?
(Select ALL that apply; Click each answer to view definitions)

4. Which best describes you as a Whois data USER?
(Select ALL that apply; Click each answer to view definitions)

5. RDS Risk Survey  User/Provider Roles

Natural Person (Individual) Registrantgfedc

Legal Person (Business) Registrantgfedc

Proxy Service Providergfedc

Protected Registrantgfedc

Domain Name Registrargfedc

Domain Name Registrygfedc

ThirdParty Whois Data Access Providergfedc

Other (please specify)gfedc

Natural Person (Individual) Registrantgfedc

Legal Person (Business) Registrantgfedc

Proxy Service Providergfedc

Protected Registrantgfedc

Internet Technical Staffgfedc

OnLine Service Providergfedc

Individual Internet Usergfedc

Business Internet Usergfedc

Internet Researchergfedc

Intellectual Property Ownergfedc

Law Enforcement Agencygfedc

Operations/Security Incident Investigatorgfedc

Other Investigatorgfedc

Other (please specify)gfedc

https://community.icann.org/download/attachments/45744698/Defs-Natural.pdf
https://community.icann.org/download/attachments/45744698/Defs-Natural.pdf
https://community.icann.org/download/attachments/45744698/Defs-Natural.pdf
https://community.icann.org/download/attachments/45744698/Defs-Legal.pdf
https://community.icann.org/download/attachments/45744698/Defs-Proxy.pdf
https://community.icann.org/download/attachments/45744698/Defs-Protected.pdf
https://community.icann.org/download/attachments/45744698/Defs-Technical.pdf
https://community.icann.org/download/attachments/45744698/Defs-ISP.pdf
https://community.icann.org/download/attachments/45744698/Defs-Individual.pdf
https://community.icann.org/download/attachments/45744698/Defs-Business.pdf
https://community.icann.org/download/attachments/45744698/Defs-Researcher.pdf
https://community.icann.org/download/attachments/45744698/Defs-IPO.pdf
https://community.icann.org/download/attachments/45744698/Defs-LEA.pdf
https://community.icann.org/download/attachments/45744698/Defs-OpSec.pdf
https://community.icann.org/download/attachments/45744698/Defs-Investigator.pdf
https://community.icann.org/download/attachments/45744698/Defs-Natural.pdf
https://community.icann.org/download/attachments/45744698/Defs-Legal.pdf
https://community.icann.org/download/attachments/45744698/Defs-Proxy.pdf
https://community.icann.org/download/attachments/45744698/Defs-Protected.pdf
https://community.icann.org/download/attachments/45744698/Defs-Registrar.pdf
https://community.icann.org/download/attachments/45744698/Defs-Registry.pdf
https://community.icann.org/download/attachments/45744698/Defs-ThirdParty.pdf
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The rest of this survey seeks input on potential risks and benefits associated with the EWG's recommended RDS, should 
ICANN choose to implement such a system to replace Whois. 

 
The next few pages will ask questions about possible risks and benefits that could result from RDS implementation, organized into the following 
categories: 

l Technical: Changes to processes that use or provide registration data today,  
l Legal or Financial: Changes to legal considerations and costs associated with registration data,  
l Operational: Changes in speed of access to or availability of registration data, and  
l Security or Privacy: Changes that could affect the privacy of domain name registration data.  

Throughout, you will be asked to flag the risks and benefits that are most important to you.  At the end, you will have a chance to suggest ways to 
mitigate top risks or increase top benefits. 

If you are unfamiliar with the proposed RDS, you may learn more before continuing by: 
 

l WATCHING this short introductory video,  
l LISTENING to this longer presentation,  
l EXPLORING these FAQs, or  
l READING the EWG’s Initial Report and Status Update Report  

Please answer questions that apply to YOUR OWN provision and/or use of registration data.    

Skip any questions that do not apply to you or that you prefer not to answer. 

 
6. RDS Risk Survey  Overview

 

https://community.icann.org/pages/viewpage.action?pageId=40175189
http://buenosaires48.icann.org/en/schedule/wed-rds
http://www.icann.org/en/groups/other/gtld-directory-services/faqs
http://www.icann.org/en/groups/other/gtld-directory-services/initial-report-24jun13-en.pdf
http://www.icann.org/en/groups/other/gtld-directory-services/status-update-11nov13-en.pdf
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Please think about potential Negative Technical Impacts that the RDS could have on the way that YOU use or provide 
registration data...  
 
5. Using all four columns below, please: 
 
l Select ALL Technical Risks that potentially impact YOU.  
l Select TWO (2) risks that could have the biggest impact on you.  
l Select TWO (2) risks mostly likely to occur.  
l Select ANY newlyintroduced RDS risk that is not already a known Whois risk. 

You are encouraged to add to these examples by describing other risks using rows fh.  

6. If you added Other Technical Risks above, please briefly describe them below.

 
7. RDS Risk Survey  Technical Risks

Might impact you? Two most impactful? Two most likely? New with RDS?

a) My registration data access practices might need to 
change.

gfedc gfedc gfedc gfedc

b) I might no longer have anonymous public access to all 
registration data.

gfedc gfedc gfedc gfedc

c) Accreditation for access to gated data might be 
burdensome.

gfedc gfedc gfedc gfedc

d) I might need to change user interfaces for registration 
data entry or access.

gfedc gfedc gfedc gfedc

e) I might need to update software that handles 
registration data.

gfedc gfedc gfedc gfedc

f) Other Technical Risk (describe below) gfedc gfedc gfedc gfedc

g) Other Technical Risk (describe below) gfedc gfedc gfedc gfedc

h) Other Technical Risk (describe below) gfedc gfedc gfedc gfedc

f)

g)

h)
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Please think about potential Positive Technical Impacts that the RDS could have on the way that YOU use or provide 
registration data...  
 
7. Using all four columns below, please: 
 
l Select ALL Technical Benefits that potentially impact YOU.  
l Select TWO (2) benefits that could have the biggest impact on you.  
l Select TWO (2) benefits mostly likely to occur.  
l Select ANY newlyintroduced RDS benefit that is not already a known Whois benefit. 

You are encouraged to add to these examples by describing other benefits using rows fh.  

8. If you added Other Technical Benefits above, please briefly describe them below.

 
8. RDS Risk Survey  Technical Benefits

Might impact you? Two most impactful? Two most likely? New with RDS?

a) My registration data might be easier to maintain. gfedc gfedc gfedc gfedc

b) Registration data that I access might be more 
accurate.

gfedc gfedc gfedc gfedc

c) Access to registration data might be more uniform and 
consistent.

gfedc gfedc gfedc gfedc

d) I might have better access to gated data that I really 
need.

gfedc gfedc gfedc gfedc

e) I might no longer be required to provide port 43 public 
Whois access.

gfedc gfedc gfedc gfedc

f) Other Technical Benefit (describe below) gfedc gfedc gfedc gfedc

g) Other Technical Benefit (describe below) gfedc gfedc gfedc gfedc

h) Other Technical Benefit (describe below) gfedc gfedc gfedc gfedc

f)

g)

h)
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Please think about potential Negative Legal and Financial Impacts that the RDS could have on your use or provision 
of registration data...  
 
9. Using all four columns below, please: 
 
l Select ALL Legal and Financial Risks that potentially impact YOU.  
l Select TWO (2) risks that could have the biggest impact on you.  
l Select TWO (2) risks mostly likely to occur.  
l Select ANY newlyintroduced RDS risk that is not already a known Whois risk. 

You are encouraged to add to these examples by describing other risks using rows hj.  

10. If you added Other Legal or Financial Risks above, please briefly describe them below.

 
9. RDS Risk Survey  Legal and Financial Risks

Might impact you? Two most impactful? Two most likely? New with RDS?

a. I might have difficulty complying with my local data 
privacy laws.

gfedc gfedc gfedc gfedc

b. The amount of registration data that is freely available 
to all might decrease.

gfedc gfedc gfedc gfedc

c. RDS access logging or notification might compromise 
active investigations.

gfedc gfedc gfedc gfedc

d. I might have to consent to centralized access or 
storage to register a domain.

gfedc gfedc gfedc gfedc

e. My total cost for obtaining registration data might 
increase.

gfedc gfedc gfedc gfedc

f. I might have difficulty complying with legitimate law 
enforcement requests.

gfedc gfedc gfedc gfedc

g. Without public access to all data, I might make less 
valueadded services profit.

gfedc gfedc gfedc gfedc

h. Other Legal/Financial Risk (describe below) gfedc gfedc gfedc gfedc

i. Other Legal/Financial Risk (describe below) gfedc gfedc gfedc gfedc

j. Other Legal/Financial Risk (describe below) gfedc gfedc gfedc gfedc

h)

i)

j)
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Please think about potential Positive Legal and Financial Impacts that the RDS could have on your use or provision of 
registration data...  
 
11. Using all four columns below, please: 
 
l Select ALL Legal and Financial Benefits that potentially impact YOU.  
l Select TWO (2) benefits that could have the biggest impact on you.  
l Select TWO (2) benefits mostly likely to occur.  
l Select ANY newlyintroduced RDS benefit that is not already a known Whois benefit. 

You are encouraged to add to these examples by describing other benefits using rows hj.  

12. If you added Other Legal or Financial Benefits above, please briefly describe them 
below.

 
10. RDS Risk Survey  Legal and Financial Benefits

Might impact you? Two most impactful? Two most likely? New with RDS?

a. I might find it easier to obtain lawful access to gated 
registration data.

gfedc gfedc gfedc gfedc

b. Binding corporate rules might help me to comply with 
diverse privacy laws.

gfedc gfedc gfedc gfedc

c. Contractual enforcement of datarelated obligations 
might be more robust.

gfedc gfedc gfedc gfedc

d. My total cost to obtain registration data might 
decrease.

gfedc gfedc gfedc gfedc

e. Improved quality of registration data might reduce 
costly inefficiences.

gfedc gfedc gfedc gfedc

f. RDSsupplied Validator services might reduce my 
validation expenses.

gfedc gfedc gfedc gfedc

g. The RDS ecosystem might create new business 
opportunities for me.

gfedc gfedc gfedc gfedc

h. Other Legal/Financial Benefit (describe below) gfedc gfedc gfedc gfedc

i. Other Legal/Financial Benefit (describe below) gfedc gfedc gfedc gfedc

j. Other Legal/Financial Benefit (describe below) gfedc gfedc gfedc gfedc

h)

i)

j)
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Please think about potential Negative Operational Impacts that the RDS could have on the way that YOU use or 
provide registration data...  
 
13. Using all four columns below, please: 
 
l Select ALL Operational Risks that potentially impact YOU.  
l Select TWO (2) risks that could have the biggest impact on you.  
l Select TWO (2) risks mostly likely to occur.  
l Select ANY newlyintroduced RDS risk that is not already a known Whois risk. 

You are encouraged to add to these examples by describing other risks using rows eg.  

14. If you added Other Operational Risks above, please briefly describe them below.

 
11. RDS Title Survey  Operational Risks

Might impact you? Two most impactful? Two most likely? New with RDS?

a. My access to registration data might be impeded by 
RDS failure.

gfedc gfedc gfedc gfedc

b. My access to registration data might be slowed by RDS 
bottlenecks.

gfedc gfedc gfedc gfedc

c. My access to gated data might be delayed by slow 
accreditation.

gfedc gfedc gfedc gfedc

d. RDSreturned registration data might not be 
sychronized with recent updates.

gfedc gfedc gfedc gfedc

e. Other Operational Risk (describe below) gfedc gfedc gfedc gfedc

f. Other Operational Risk (describe below) gfedc gfedc gfedc gfedc

g. Other Operational Risk (describe below) gfedc gfedc gfedc gfedc

e)

f)

g)
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Please think about potential Positive Operational Impacts that the RDS could have on the way that YOU use or 
provide registration data...  
 
15. Using all four columns below, please: 
 
l Select ALL Operational Benefits that potentially impact YOU.  
l Select TWO (2) benefits that could have the biggest impact on you.  
l Select TWO (2) benefits mostly likely to occur.  
l Select ANY newlyintroduced RDS benefit that is not already a known Whois benefit. 

You are encouraged to add to these examples by describing other risks using rows eg.  

16. If you added Other Operational Benefits above, please briefly describe them below.

 
12. RDS Risk Survey  Operational Benefits

Might impact you? Two most impactful? Two most likely? New with RDS?

a. I might have more reliable highspeed access to 
registration data.

gfedc gfedc gfedc gfedc

b. RDS response time might be more uniform and 
predictable than Whois.

gfedc gfedc gfedc gfedc

c. Realtime authenticated access to gated data may be 
faster than today.

gfedc gfedc gfedc gfedc

d. Relay and reveal responses from accredited Proxies 
may be shorter.

gfedc gfedc gfedc gfedc

e. Other Operational Benefits (describe below) gfedc gfedc gfedc gfedc

f. Other Operational Benefits (describe below) gfedc gfedc gfedc gfedc

g. Other Operational Benefits (describe below) gfedc gfedc gfedc gfedc

e)

f)

g)
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Please think about potential Negative Security and Privacy Impacts that the RDS could have on the way that YOU 
use or provide registration data...  
 
17. Using all four columns below, please: 
 
l Select ALL Security and Privacy Risks that potentially impact YOU.  
l Select TWO (2) risks that could have the biggest impact on you.  
l Select TWO (2) risks mostly likely to occur.  
l Select ANY newlyintroduced RDS risk that is not already a known Whois risk. 

You are encouraged to add to these examples by describing other risks using rows hj.  

18. If you added Other Security or Privacy Risks above, please briefly describe them 
below.

 
13. RDS Risk Survey  Security and Privacy Risks

Might impact you? Two most impactful? Two most likely? New with RDS?

a. My registration data might be misused by the RDS 
operator.

gfedc gfedc gfedc gfedc

b. My registration data might be more vulnerable to 
external attack.

gfedc gfedc gfedc gfedc

c. My registration data might be more accessible to law 
enforcement.

gfedc gfedc gfedc gfedc

d. I might have to supply a valid email address to register 
a gTLD domain.

gfedc gfedc gfedc gfedc

e. I might have to supply a valid phone number to 
register a gTLD domain.

gfedc gfedc gfedc gfedc

f. I might have to supply a verifiable identity to register a 
gTLD domain.

gfedc gfedc gfedc gfedc

g. I might have to declare that I am a legal or natural 
person to register a gTLD domain.

gfedc gfedc gfedc gfedc

h. Other Security/Privacy Risk (describe below) gfedc gfedc gfedc gfedc

i. Other Security/Privacy Risk (describe below) gfedc gfedc gfedc gfedc

j. Other Security/Privacy Risk (describe below) gfedc gfedc gfedc gfedc

h)

i)

j)
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Please think about potential Positive Security and Privacy Impacts that the RDS could have on the way that YOU use 
or provide registration data...  
 
19. Using all four columns below, please: 
 
l Select ALL Security and Privacy Benefits that potentially impact YOU.  
l Select TWO (2) benefits that could have the biggest impact on you.  
l Select TWO (2) benefits mostly likely to occur.  
l Select ANY newlyintroduced RDS benefit that is not already a known Whois benefit. 

You are encouraged to add to these examples by describing other risks using rows gi.  

20. If you added Other Security or Privacy Benefits above, please briefly describe them 
below.

 
14. RDS Risk Survey  Security and Privacy Benefits

Might impact you? Two most impactful? Two most likely? New with RDS?

a. My registration data might be better protected against 
misuse.

gfedc gfedc gfedc gfedc

b. My registration data might be more uniformly secured. gfedc gfedc gfedc gfedc

c. Gated access may deter unlawful access to highrisk 
registration data.

gfedc gfedc gfedc gfedc

d. Less of my registration data might be public and 
anonymously available.

gfedc gfedc gfedc gfedc

e. I might publish a reusable Contact ID instead of my 
name.

gfedc gfedc gfedc gfedc

f. I might be able to register a domain using a Secure 
Protected Credential.

gfedc gfedc gfedc gfedc

g. Other Security/Privacy Benefit (describe below) gfedc gfedc gfedc gfedc

h. Other Security/Privacy Benefit (describe below) gfedc gfedc gfedc gfedc

i. Other Security/Privacy Benefit (describe below) gfedc gfedc gfedc gfedc

g)

h)

i)

 



Page 16

RDS Risk SurveyRDS Risk SurveyRDS Risk SurveyRDS Risk Survey

Finally, think about the risks and benefits that you consider the most likely and most impactful. 

If desired, use the "Previous" button to review your answers before continuing.  

21. If you consider any top RDS risks unavoidable, please tell us why:

 

22. If you consider any top RDS risks acceptable, please tell us why:

 

 
15. RDS Risk Survey  Strategies for Risk Mitigation

55

66

55

66



Page 17

RDS Risk SurveyRDS Risk SurveyRDS Risk SurveyRDS Risk Survey
23. If you think any top RDS risks can be shifted or reduced, please explain how:

 

24. If you consider any risks to be a good trade for benefits gained, please tell us why:

 

25. Do you have any further comments to help us understand your top risks and benefits?

 

55

66

55

66

55

66
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Thank you for your interest; the questions posed by this survey do not appear to apply to you. 
 
If you feel that you have reached this page in error, you may click "Previous" to modify your responses.  Otherwise, please click "Next" to exit this 
survey. 
 
We invite you to visit the EWG's Public Research Page in 3Q14 to view published survey results. 

 
16. RDS Risk Survey  Does Not Apply

 

https://community.icann.org/display/WG/EWG+Public+Research+Page
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At this time, you may use “Previous” to review and/or modify your answers. When you are satisfied, please click “Submit” to record your answers and 
exit this survey. 
 
Thank you for participating in this survey. Your valuable input will help ensure that the EWG considers potential RDS impacts on the numerous and 
highly diverse members of our Internet community. 
 
A summary of survey results, along with the EWG’s preliminary analysis, will be included in the EWG’s report to the ICANN Board and used as input 
to any subsequent PDP(s), design/implementation project, and full risk assessment. 
 
We invite you to visit the EWG's Public Research Page in 3Q14 to view published survey results. 

 
17. RDS Risk Survey  Conclusion

https://community.icann.org/display/WG/EWG+Public+Research+Page
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Registration Directory Service (RDS)  
Session Agenda 


+ Introduction 


+RDS Overview 


+Next Steps 


+Q&A 
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Introduction: 
Mandate and Purpose 


+ ICANN Board directives 
1. Implement WHOIS Review Team  


recommended improvements 
2. Redefine the purpose and provision of  


gTLD registration data 
+ Expert Working Group (EWG) was formed to 


address the latter by 
– Assessing the needs for a Next Generation 


Registration Directory Service (RDS) 
– Recommending a clean-slate approach 


 







4 


Jean-Francois Baril  
(Lead Facilitator) 
Pekka Ala-Pietilä Michele Neylon 
Lanre Ajayi Michael Niebel 
Steve Crocker Stephanie Perrin 
Chris Disspain Rod Rasmussen 
Scott Hollenbeck Carlton Samuels 
Jin Jian Faisal Shah 
Susan Kawaguchi Fabricio Vayra 
Nora Nanayakkara 


EWG Members 
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What’s happened so far? 


+ Initial Report published on 24 June 
+ Recommended paradigm shift 


– Abandon one-size-fits-all WHOIS approach 
– Create new purpose-driven RDS 


to improve privacy, accuracy & accountability 
+ Community consultations in Beijing and Durban,  


and via public comment and on-line survey 
+ Status Update Report published on 11 Nov 


 
 


http://www.icann.org/en/news/announcements/ 
announcement-11nov13-en.htm 
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Why replace WHOIS? 


+ Despite recent improvements,  
significant deficiencies still exist: 
– Anonymous public access fosters mining and abuse, 


with little accountability or ability to remedy 
– Unacceptable accuracy levels creates inefficiencies for 


those seeking to communicate with registrants 
– Limited ability to: 


• Protect privacy of individuals 
• Ensure integrity of data 
• Conform to differing privacy regimes 


– Lack of:  
• Security features or auditing capabilities 
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Requirements for a  
Next-Generation RDS 


+ Based on analysis of users and purposes, the 
EWG recommended design principles 
 
 
 
 


  
+ Goal: Facilitate and focus policy discussions for 


an issue that has been contentious for 10+ years 


Applicability Data Elements 


International Considerations Access Methods 


Accountability Validation and Accuracy 


Privacy Considerations Standard Validation Service 


Permissible Purposes Contractual Relationships 


Data Disclosure Storage and Escrow 
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RDS Users and Purposes 


+ Based on use case analysis 
 


 


 


 


 


 


+ Initial list for discussion and refinement 


+ Processes and policies required to add new users and 
purposes over time, as the Internet evolves 


gTLD Registration Data 
Recommended Purposes 


Personal Data 
Protection 


Technical 
Issue 


Resolution 


Abuse 
Mitigation 


Regulatory/ 
Contractual 


Enforcement 
Legal Actions 


Domain Name 
Control 


Internet 
Services 
Provision 


Individual 
Internet Use 


Domain Name 
Purchase/Sale 


Domain Name 
Research 


REGISTRATION DATA USERS 
 All Registrants 
 Protected Registrants 
 Internet Tech Staff 
 On-Line Service Providers 
 Individual Internet Users 
 Business Internet Users 
 Intellectual Property Owners 
 Internet Researchers 
 LEA/OpSec Investigators 
 Non-LEA Investigators 
 Bad Actors 
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Recommended Design Principles – 
Accountability 


+ All parties in the domain name  
ecosystem have responsibilities 


– Domain name registration and use 


– Current, accurate, timely registration data 


– Reachable for timely resolution of 
domain name problems 


– Repercussions for misusing registration data 
or providing inaccurate data 
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Recommended Design Principles – 
Data Elements 


+ Purpose-based data collection 


+ Data needed for identified purpose(s) to be provided 
by registrants, registrars, and registries 
– Collected by registrars 


– Stored by registries 


+ Criteria recommended for which data elements 
should be mandatory or optional 
– Sample RDS data records given to illustrate principles 


– Allows for extensibility 


– Risk assessment recommended 
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Recommended Design Principles – 
Validation and Accuracy 


+ Applicant submits contact data through Validator of 
his/her choice (e.g., registrar, registry, 3rd party) 


+ Validator performs syntactic, operational, and 
(optional) identity validation on contact data 
– At time of collection 


– When any update is made 


– Periodic, time-stamped accuracy audits 


+ Creates pre-validated reusable contacts for 
– Domain name registrant contact 


– Role-based contacts for registered domain names 
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Recommended Design Principles – 
Data Disclosure 


Anonymous Public Registration 
Data Access via RDS 


• Purpose-based disclosure 
• Public Access to minimum set 
• Gated Access to other data… 
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Recommended Design Principles – 
Data Disclosure 


• Purpose-based disclosure 
• Public Access to minimum set 
• Gated Access to other data 


Gated Data Access via RDS 
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Sample RDS Record 


Registry or Registrar Source Registrant Source Optional Role Based Contacts 
Registration Status 
DNSSEC Delegation 
Client Status 
Server Status 
Registrar 
Reseller 
Registrar Jurisdiction 
Registry Jurisdiction  
Registration Contract Language 
Creation Date 
Original Registration Date 
Registrar Registration Expiration 
Date 
Updated Date 
Registrar URL 
Registrar IANA Number 
Registrar Abuse Contact Email 
Registrar Abuse Contact Phone 
URL of the Internic Complaint 
Site 


 


Domain Name 
Name Server 
Registrant Name 
Registrant Type 
Registrant Contact ID (issued by 
RDS-accredited Validator) 
Registrant Organization 
Registrant Company Identifier 
Registrant Email 
Registrant Street 
Registrant City 
Registrant State/Province 
Registrant Postal Code 
Registrant Country 
Registrant Phone 
Registrant Phone Ext 
Registrant Fax 
Registrant Fax Ext 
Registrant SMS 


 


Contact Name 
Contact Role  
Contact ID 
Contact Organization 
Contact Street 
Contact City 
Contact State/Province 
Contact Postal Code 
Contact Country 
Contact Phone 
Contact Phone Ext 
Contact Email 
Contact Fax 
Contact Fax Ext 
Contact SMS 


 


 
KEY:  Rest May Be Gated Bold Elements Always Public/
Shaded Optional to Collect/Rest mandatory to Collect  
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Recommended Design Principles – 
Access Methods 


+ Disclosures only through defined access methods 


– For consistency, central point of access 


– Public data via anonymous query (e.g., website) 


– Gated data via other access multi-modal methods 


+ To deter misuse and promote accountability 
– Access should be authenticated to appropriate level 


– Accreditation of requestors needing gated access 


– If terms and conditions violated, penalties may be applied 


+ Use existing/emerging protocols: EPP and RDAP 







16 


Recommended Design Principles – 
Privacy Considerations 


+ RDS should accommodate needs for 


– Enhanced Protected Registration Service for general personal 
data protection and adherence to privacy laws 


– Maximum Protected Registration Service for at-risk users 


+ Proposed principles and processes for accredited  


– Shield (formerly Privacy) and Proxy Service Providers 
– Secured Protected Credentials System 


+ RDS must address data residency and impact on 
collection, access and transfer operations 


– Consideration of Binding Corporate Rules to achieve this 
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Support for Design Principles – 
Suggested System Models 


+ EWG examined several possible models 
+ Models differ in the way that data would be 


copied to or queried through the RDS 
 
 
 


+ All except current WHOIS could satisfy 
recommended design principles to some degree 


+ Focused analysis on two most promising models 
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Aggregated RDS (ARDS) 


Registrar 


Aggregated 
RDS 


Registrants Requestors 


Stores copies of Data 
Validates Collected Data 


Handles All Queries 
(public & authenticated) 


Licenses Requestors 
Applies Gating Policy 
Returns Allowed Data 


Audits Data Access 
Additional Services 


Data 
Collection 


Data 
Storage Data Access  


Enabled via 
Periodic Data Copies 


for all gTLDs 


Registrar Registrars 


 
gTLD  


Registries 
 


Purpose-Driven 
Data Disclosure 


via Public & 
Authenticated 


Access Methods 


 
gTLD  


Registries 
 


 
gTLD  


Registries 
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Federated RDS 


Registrar 


Federated 
RDS 


Registrants Requestors 


Obtains Data in Real-Time 
Validates Collected Data 


Handles All Queries 
(public & authenticated) 


Licenses Requestors 
Applies Gating Policy 
Returns Allowed Data 


Audits Data Access 
Additional Services 


Data 
Collection 


Data 
Storage 


Data Access 
Enabled via 


Queries 
relayed in  
Real-Time 


for all gTLDs 


Registrar Registrars 


 
gTLD  


Registries 
 


Purpose-Driven 
Data Disclosure 


via Public & 
Authenticated 


Access Methods 


 
gTLD  


Registries 
 


 
gTLD  


Registries 
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Analysis of Jurisdictional Concerns 
and Applicable Law 


+ EWG exploring mechanisms for  
accommodating jurisdictional concerns 


+ Jurisdictional concerns are not unique to RDS 


– Prior to new gTLDs, gTLD registration data stored by 
registries in a few jurisdictions 


– With new gTLDs, potential conflicts of applicable law are 
magnified exponentially 


– Current WHOIS waiver process unlikely to scale 


+ Binding Corporate Rules suggested as potential solution 


– Minimum Baseline to be considered (e.g. EU Data Directive) 
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Next Steps for the EWG 
 


+ Dialog with Community at ICANN 48 


+ Research Phase  
– ccTLD and commercial validation practices 
– Organizations to accredit RDS users 
– Risk/impact and detailed cost analysis  
– Proxy practices 


+ Final Deliberations  


+ Early 2014 WG reconvenes to examine research 
results and comments received   


+ After ICANN 49 Final Report to the ICANN Board for 
consideration and follow-up 
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Be part of the solution! 


+ Exchange ideas during an  
interactive open EWG Workshop  
on Wednesday, 20 Nov, 16:30-17:30 ART 


+ Submit your ideas to the EWG's Public Mailbox 
input-to-ewg@icann.org until 31 Jan 2014 


+ View comments and responses linked to: 
http://www.icann.org/en/groups/other/gtld-
directory-services/share-24jun13-en.htm 



http://buenosaires48.icann.org/en/schedule/wed-ewg-wrap-up

mailto:input-to-ewg@icann.org

http://www.icann.org/en/groups/other/gtld-directory-services/share-24jun13-en.htm

http://www.icann.org/en/groups/other/gtld-directory-services/share-24jun13-en.htm





 
 
 


Discussion Questions 
http://buenosaires48.icann.org/en/schedule/ 


wed-ewg/presentation-rds-discussion-14nov13-en 
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Discussion topics 


+ Improving accountability 
– Does proposed data collection/disclosure criteria  


strike an appropriate balance? 
– Must legal persons make more data public? 
– What organizations might accredit RDS users  


who need gated data access? 
 


+ Improving quality 
– Would validation proposals address the causes of 


inaccurate WHOIS data? 
– Benefits, limitations, impacts of reusable contacts? 
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Discussion topics 


+ Improving privacy 
– Would proposed Shield and Proxy principles and 


processes overcome known deficiencies? 
– How could a Secure Protected Credentials approach 


be operationalized? 
 


+ Jurisdictional considerations 
– Would Binding Corporate Rules be the best way to 


address concerns about jurisdiction and applicable 
law? 
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Discussion topics 


+ Possible system models 
– Have the most viable models been vetted and  


have all important criteria been considered? 
– For the Aggregated and Federated models, are there 


significant pros and cons not yet considered? 
 


+ Support from technical protocols 
– Why are EPP and RDAP well-suited for next-


generation RDS access and display? 
– What circumstances would render these ineffective? 







Other Questions or Comments? 
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How to Learn More 


+ Buenos Aires Public Session Recording 
http://buenosaires48.icann.org/en/schedule/wed-rds  


+ Initial Report Announcement 
http://www.icann.org/en/news/announcements/announce
ment-3-24jun13-en.htm  


+ Status Update Report Announcement 
http://www.icann.org/en/news/announcements/announce
ment-11nov13-en.htm 


+ Public Comment Responses 
http://www.icann.org/en/groups/other/gtld-directory-
services/summary-response-initial-12nov13-en.pdf 


+ Calls, briefings, meetings upon request 



http://buenosaires48.icann.org/en/schedule/wed-rds

http://www.icann.org/en/news/announcements/announcement-3-24jun13-en.htm

http://www.icann.org/en/news/announcements/announcement-3-24jun13-en.htm

http://www.icann.org/en/news/announcements/announcement-11nov13-en.htm

http://www.icann.org/en/news/announcements/announcement-11nov13-en.htm

http://www.icann.org/en/groups/other/gtld-directory-services/summary-response-initial-12nov13-en.pdf

http://www.icann.org/en/groups/other/gtld-directory-services/summary-response-initial-12nov13-en.pdf
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