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WHOIS Policy Review Team Report 
Recommendations 

Board action Board rationale 

1. Strategic Priority -- WHOIS, in all its aspects, 

should be a strategic priority, form the basis of 
staff incentivization (including CEO’s) and 
organizational objectives; Board should create a 
committee that includes the CEO to be 
responsible for priority and key actions; issue 
public updates on progress against targets for all 
aspects of WHOIS. 

• Board agrees that gTLD WHOIS is a strategic priority 
for ICANN. 

• Consistent with advice from SSAC (SAC055), Board 
directs the CEO to create an expert working group to 
create material to launch GNSO policy work and 
inform contractual negotiations, as appropriate. 
Working group output is expected within 90 days and 
will ideally include a straw-man model for managing 
gTLD registration data.   

• The working group’s output form the basis for an 
Issues Report to accompany Board-initiated, 
expedited GNSO policy work that is expected to 
result in consensus policy that, at a minimum, 
addresses the purpose of collecting, maintaining and 
making available gTLD registration data, and related 
accuracy, data protection, and access issues. 

• The Board also will call upon the registrars, 
registries, and the staff to address the working 
group’s output in contractual negotiations and 
registry contracts, as appropriate. 

• The CEO will oversee improvements to the 
enforcement of the contractual conditions relating to 
gTLD WHOIS in the gTLD registry and gTLD 
registrar agreements. Appropriate reporting of these 
improvements will be developed, and the CEO will be 
responsible for appropriate staff incentives. 

• The Board will incorporate performance of the 
WHOIS strategy into the incentive program for the 
CEO. 

• The Board notes that ccTLD WHOIS is the policy 
responsibility of each ccTLD manager. 

• The Board notes that IP address registry WHOIS services 
are under the policy responsibility of each RIR, and the 
WHOIS review has not raised any concerns with these 
services 

• It is difficult to further evolve improvements to the gTLD 
WHOIS service, without developing policy to answer 
fundamental questions such as: 

• Why are data collected? 

• What purpose will the data serve? 

• Who collects the data? 

• Where is the data stored and how long is it stored? 

• Where is the data escrowed and how long is it escrowed? 

• Who needs the data and why? 

• Who needs access to logs of access to the data and why? 

• How to protect personal data?  

2. Single WHOIS Policy -- Board should 

oversee creation of a single WHOIS policy 
document, and reference it in agreements with 
Contracted Parties; clearly document the current 
gTLD WHOIS policy as set out in the gTLD 
Registry & Registrar contracts & Consensus 
Policies and Procedure. 

• The Board directs the CEO to create and maintain a 
single public source that compiles current gTLD 
WHOIS requirements for gTLD registries, registrars 
and registrants (including consensus policies and 
contractual conditions).  

• The Board notes that there is not a comprehensive gTLD 
WHOIS policy that addresses all of the issues raised in the 
Review Team report and in SAC055. There is a set of 
existing contractual conditions that have been developed 
over time by negotiation between ICANN and registries and 
registrars, and a small set of consensus policies that 
address some aspects of the management of domain name 
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registration data. These presently available conditions and 
policies should be publicly available from one source. 

• The fundamental questions of the purpose of collecting and 
maintaining gTLD registration data have not been 
addressed through a successful policy PDP (see footnotes 
1 & 2 on previous GNSO work) 

 

 

3. Outreach -- ICANN should ensure that 

WHOIS policy issues are accompanied by cross-
community outreach, including outreach to the 
communities outside of ICANN with a specific 
interest in the issues, and an ongoing program 
for consumer awareness. 

• The Board directs the CEO to create an information 
portal with clear explanation of how to access the 
existing WHOIS information. 

• The portal will also make it clear how to notify 
relevant parties of a data accuracy issue. 

• The Board directs the CEO to have staff to create 
and execute a communication and outreach plan that 
provides key stakeholders, including users, with the 
information they need to use, and help improve, the 
collection and maintenance of gTLD registration 
data. 

 

• The WHOIS information for domain names and IP registries 
is highly distributed. A single portal will make it easier to 
access WHOIS information, raise accuracy issues about 
WHOIS information, and allow contributions on WHOIS 
policies. 

• In addition to supporting the use of WHOIS, communication 
and outreach is necessary to inform discussions of the 
fundamental questions raised by actions related to 
Recommendation 1. 

 

4. Compliance -- ICANN should ensure that its 

compliance function is managed in accordance 
with best practice principles, including full 
transparency on resourcing and structure; 
provide annual reports; appoint a senior 
executive whose sole responsibility would be to 
oversee and manage ICANN’s compliance 
function (reporting to Board Committee); provide 
all necessary resources to manage and scale 
compliance team’s activities. 

• The Board directs the CEO to create and publicize a 
reporting structure on compliance activities, and 
regularly report on compliance activities related to 
gTLD registration data.   

• The contractual compliance function of ICANN now directly 
reports to the CEO and has received increases in 
personnel and budget. 

• The CEO will regularly report on compliance activities to the 
Board and publish reports to the community. 

 

Data Accuracy 
5. ICANN should ensure that the requirements 

for accurate WHOIS data are widely and pro-
actively communicated, including to current and 
prospective Registrants, and should use all 
means available to progress WHOIS accuracy, 
including any internationalized WHOIS data, as 

• The Board directs the CEO to: 1) proactively identify 
potentially inaccurate gTLD data registration 
information in gTLD registry and registrar services, 
explore using automated tools, and forward 
potentially inaccurate records to gTLD registrars for 
action; and 2) publicly report on the resulting actions 

• As per actions related to Recommendation 3, the ICANN 
portal for gTLD WHOIS services will make clear the 
requirements for registrants to submit accurate information, 
and the risk that their names may be cancelled if the 
information is not accurate. 

• ICANN will report on current levels of accuracy from the 
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an organizational objective. 

6. ICANN should take appropriate measures to 

reduce the number of WHOIS registrations that 
fall into the accuracy groups “Substantial Failure 
and Full Failure” (as defined by the NORC Data 
Accuracy Study, 2009/10) by 50% within 12 
months and by 50% again over the following 12 
months. 

7. ICANN shall produce and publish an accuracy 

report focused on measured reduction in WHOIS 
registrations that fall into the accuracy groups 
“Substantial Failure and Full Failure” on an 
annual basis. 

8. ICANN should ensure that there is a clear, 

unambiguous and enforceable chain of 
contractual agreements with registries, 
registrars, and registrants to require the 
provision and maintenance of accurate WHOIS 
data; agreements should ensure that clear, 
enforceable and graduated sanctions apply to 
registries, registrars and registrants that do not 
comply with its WHOIS policies; sanctions 
should include de-registration &/or de-
accreditation in cases of serious or serial non-
compliance. 

9. Board should ensure that the Compliance 

Team develop metrics to track the impact of the 
annual WHOIS Data Reminder Policy (WDRP) 
notices to registrants; metrics should be used to 
As per (1) above, the Board will initiate a policy 
on the purpose of the gTLD WHOIS service, and 
this will help drive the principles behind 
privacy/proxy develop and publish performance 
targets, to improve data accuracy over time; if 
this is unfeasible, Board should ensure that an 
alternative, effective policy is developed and 
implemented that achieves the objective of 
improving data quality, in a measurable way.  

to encourage improved accuracy. 

• The Board directs the CEO to ensure that WHOIS 
information pages make clear the requirements for 
registrants to provide accurate information, and the 
consequences of providing inaccurate information. 

• The Board continues to support the RAA negotiation 
process to find ways to improve WHOIS accuracy, 
and as per (1) above is initiating a PDP to reform the 
WHOIS policy to support the objectives and balance 
the concerns of the multi-stakeholder community. 

recent data studies, and will track and report on 
improvements. 

• ICANN already has an enforceable chain of contracts.   The 
gTLD registrar agreement includes sanctions that include 
de-accreditation if a registrar fails to respond to reports of 
inaccurate WHOIS information. 

 
 
 
 
 
 

10. Data Access – Privacy and Proxy 
Services -- ICANN should initiate processes to 

regulate and oversee privacy and proxy service 
providers; processes should be developed in 
consultation with all interested stakeholders and 

• The Board notes that staff has made the use and 
accreditation of privacy and proxy providers part of 
the RAA negotiations. The Board also notes that the 
GNSO has had discussions about a potential PDP 

• ICANN will initiate a process to develop proposed 
accreditation requirements for proxy providers, and these 
will be subject to public comment. Aspects of these 
requirements that raise policy issues will be provided to the 
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note relevant GNSO studies; a possible 
approach to achieving this would be to establish 
an accreditation system for all proxy/privacy 
service providers, and consider the merits (if 
any) of establishing or maintaining a distinction 
between privacy and proxy services; goal is to 
provide clear, consistent and enforceable 
requirements for the operation of these services 
consistent with national laws, and to strike an 
appropriate balance between stakeholders with 
competing but legitimate interests -- including 
privacy, data protection, law enforcement, the 
industry around law enforcement and the human 
rights community. A list of objectives for 
regulation is provided for consideration, 
including: labeling WHOIS entries made by a 
privacy or proxy service; providing full WHOIS 
contact details for the privacy/proxy service 
provider; adopting agreed standardized relay 
and reveal processes and timeframes; 
Registrars should disclose their relationship with 
any proxy/privacy service provider; maintaining 
dedicated abuse points of contact for each 
provider; conducting periodic due diligence 
checks on customer contact information; 
maintaining the privacy and integrity of 
registrations in the event that major problems 
arise with a privacy/proxy provider; and providing 
clear and unambiguous guidance on the rights 
and responsibilities of registered name holders, 
and how those should be managed in the 
privacy/proxy environment.  

relating to these issues. 

• The Board notes that staff has initiated community 
discussions on privacy and proxy “best practices” 
that will inform next steps. 

• As per (1) above, the Board will initiate a process to 
create a straw-man document on the purpose 
collecting and maintaining gTLD registration data, 
and this will help guide further policy in this area. 

GNSO. 

• The list of objectives provided by the WHOIS review team 
will be provided as input into any development of 
accreditation requirements. 

• The Board notes that the development of clear policy 
around the purpose of collecting, maintaining and making 
available gTLD registration data, and related accuracy, data 
protection and access issues, will help guide future policies 
and implementations in this area.  

• The Board notes that the OECD has created a set of 
privacy guidelines that were originally adopted by the 
OECD in 1980 and have served as the basis for developing 
national privacy laws.  These guidelines may assist in 
assessing the suitability of rules around privacy /proxy 
providers. 

 

11. Data Access – Common Interface 

It is recommended that the Internic Service is 
overhauled to provide enhanced usability for 
consumers, including the display of full registrant 
data for all gTLD domain names (whether those 
gTLDs operate thin or thick WHOIS services); 
operational improvements should include 
enhanced promotion of the service to increase 
user awareness. 

• See (3) above. 
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Internationalized Domain Names 
12. ICANN should task a working group within 

six months of publication of this report, to 
determine appropriate internationalized domain 
name registration data requirements and 
evaluate available solutions; at a minimum, the 
data requirements should apply to all new 
gTLDs, and the working group should consider 
ways to encourage consistency of approach 
across the gTLD and (on a voluntary basis) 
ccTLD space; working group should report within 
a year.  

13. The final data model, including (any) 

requirements for the translation or transliteration 
of the registration data, should be incorporated in 
relevant Registrar & Registry agreements within 
6 months of Board adoption of working group’s 
recommendations, or put explicit placeholders in 
the new gTLD program agreements, & in existing 
agreements when they come up for renewal. 

14. Metrics should be developed to maintain and 

measure the accuracy of the internationalized 
registration data and corresponding data in 
ASCII, with clearly defined compliance methods 
and targets. 

• The Board directs the CEO to have Staff: 1) task a 
working group to determine the appropriate 
internationalized domain name registration data 
requirements, evaluating any relevant 
recommendations from the SSAC or GNSO; 2) 
produce a data model that includes (any) 
requirements for the translation or transliteration of 
the registration data, taking into account the results 
of any PDP initiated by the GNSO on translation/ 
transliteration, and the standardized replacement 
protocol under development in the IETF’s Web-
based Extensible Internet Registration Data Working 
Group; 3) incorporate the data model in the relevant 
Registrar and Registry agreements within 6 months 
of adoption of the working group’s recommendations 
by the ICANN Board or put explicit placeholders in 
place for gTLD program agreements, and existing 
agreements;  4) valuate available solutions (including 
solutions being implemented by ccTLDs), and 5) 
to provide regular updates on technical development 
of the IRD, including the estimated timeline or 
roadmap of such technical development, so that the 
ICANN community, particularly the IDN gTLD 
applicant, can fully prepare for implementation of IRD 
features in its operation. 

• As per (5) above, the CEO to investigate using 
automated tools to identify potentially inaccurate 
internationalized gTLD domain name registration 
data in gTLD registry and registrar services, and 
forward potentially inaccurate records to gTLD 
registrars for action. 

 

• The Board notes that both SSAC and the GNSO approved 
the recommendations in the IRD-WG Final Report, and the 
GNSO requested an issue report on the translation and 
transliteration of registration data, which has broader policy 
implications that could be addressed through a GNSO PDP 
once the Final Issue Report is produced. The final data 
model also could either be addressed via a PDP (for uniform 
application on all parties) or via direct contract negotiations 
with registrars or registries, or could be incorporated at the 
time of renewal of these agreements (over time). 

• The Board notes that the working group should use the IRD-
WG final report as well as the SSAC advisory on Domain 
Name Registration Data Model as a starting point of 
discussion. 

• The Board also recognizes the effort underway in the IETF’s 
Web-based Extensible Internet Registration Data (WEIRDS) 
Working Group to develop a standardized replacement 
WHOIS protocol. 

 
 
 
 
 
 
 
 
 
 
 
 
 

15. Detailed and Comprehensive Plan -- 

ICANN should provide a detailed and 
comprehensive plan within 3 months after the 
submission of the Final WHOIS Review Team 
report that outlines how ICANN will move 
forward in implementing these 
recommendations. 

• As per (1) above, the Board agrees that gTLD 
WHOIS should be a strategic priority.   

• The Board directs the CEO to incorporate a work 
plan for the improvement of WHOIS into the 
operating plan. 

 

 

16. Annual Status Reports -- ICANN should 

provide at least annual written status reports on 
its progress towards implementing the 
recommendations of this WHOIS Review Team. 
The first of these reports should be published 

• The Board directs the CEO to provide resources and 
budget to carryout these activities, to provide annual 
public reports on implementation of these activities 
and related efforts. 
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one year, at the latest, after ICANN publishes the 
implementation plan mentioned in 
recommendation 15, above. 

 


