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|Func_ticnal Rgp_orl;l

13-NomCom SUPPOrt 44 Ombudsman

15-Administrative improvement
1Z-Board Suppol /-

11-Community Travel Support

10-55R

2-IDN Implementation

3-IANA and Technology
Operations Improvements

8-Policy Development

5-Contractual Compliance

7-55R

l Total Budget ~54.3 M I
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10-DNS Services
1,200,000

B 3-JANA
1,300,000

B 9-Global S5R Engagement.
530,000

¥ 4-Corperate Security Programs
B 3-Policy SSR Support (nen-SSAC) 1,200,000

1,200,000

1 4-DNS SSR Collaboration
590,000

7-gTLD Services J
1,450,000

B 5-Compliance
1,100,000 W a-Corporate Continuity
Programs

3,042,711
@ 4-TLD $5R Collaboration

650,000
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.Qverview of Major Components of ICANN.
Securlty, Stablllty, Resullency (SSR) Program

* 1ANA - SlQM : . GIobaISSR Engagement

. DNS Services - S$1. 2 M : S-53OK :

+ DNS SSR Collaboration - * Corporate Security
$590 K Programs - $1.2 M

* gTLD Serwcés $1 45IVI * Corporate Continuity
... Programs-$3.0M. .

s (:omphance . S1. 1M 3 _ |
TLD SSR Collab * Policy SSR Support (incl
) ce Oration SSAC)-S1.2M. ... ...

- $650K _
OVERALL SSR - $12 8 M

IANA Security, Stability and Resiliency (ana) . . .

Ob|ect|ve Dellverables (milestones)

“implementation of automated RZM (date -
depends DOC approval; plan to have ready prior

" Automation of key elements in’

root zone change process to implementation of new gTLDs)
- DNSSec operational readiness - Implement DNSSec signing of .ARPA (date
c ST R TL A TENTTT L depends on eoordination-with 1AB and DOC) - - - |-
Test rPKI |Tp|ementat|0n - Coordination with rPKI testers (currently

underway)
IANA Continuity & Disaster Recoverv Plan
* (approved by August2009) -

Business continuity

Ke\/ Stakeholders Resources
IANA, Security, IT - Staffing - 6.5 FTE {including 2.5 FTE for
DOC/USG Ver|S|gn related IT and other staff support)
SSAC; RS5AC - Financial - $1.9M to suppofrt FTEs; staff

support/travel; professional services;

IETF; DNS operator community, application development

RIR communities; NRO
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ICANN DNS Services (IT Services)

Obijectives

- Prepare for DNSSEC zone signing
for ICANN zones, ARPA-related
zones and the root

- Implement Trust Anchor
Repository (TAR)

- Secure, resilient L-root operation

Deliverables (milestones)

Trust Anchor Repositary in full production:
June 09

L-root improvement (new design
deployed at LA and Miami, 3 node
deployed at Prague): June 09

Production infrastructure in place for
signing root zone: Oct 09

DNSSec signed ICANN zones: Oct 09

Key Stakeholders

- ICANN IT Services Team

- ICANN IANA staff, DoC, VeriSign

- ICANN Security & Resiliency Team

Resources (FY 10)

Human — 7.0 FTE (including related IT
and other staff support)

Financial — $1.2M to support FTEs;
planned capital investments for back-
up services; DNSSec, L-root,
improvements; backup facilities;
professional services and travel

ICANN gTLD Registry/Registrar Services (services)

Obijectives

- Ensure implementation new
gTLD/IDNs addresses SSR issues

- Continue maturing data escrow
process & gTLD continuity
procedures

- Conduct RSEP/RSTEP processes
on registry services proposals

Deliverables

Enhanced gTLD implementation process from
SSR perspective

- SSAC/RSSAC study complete (Fall 09)

- Impraved applicant guidebook (Aug 09)
Conduct data escrow test (Aug-Sep 09 or Jan 10)
Community failover exercise (Jan 10)
RSEP/RSTEP studies as required

Key Stakeholders

- Registries/Registrars

- ICANN Services staff

- ICANN Security & Continuity staff
- GNSO/SSAC

Resources (FY 10)
Human - 2.75 FTE

Financial — $1.45M includes portion
of evaluation staff/support for
new gTLD/IDN activities to
include TAS security; dedicated
RSEP/RSTEP funds; support for
testing/contingency exercise;
staff travel/support
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; Contractual Compliance (services)
Objectives Deliverables
- Improved ICANN compliance Conduct audits as part of revised RAA
process implementation (50-100 by summer 2010)
- Improved compliant and WDPRS Reporting improvements to WDPRS (by
system June 2010)

- Improved WHOIS data accuracy Conduct WHOES related studies to further

understanding of systems
- Proxy usage (Oct 2009)
- Data accuracy (Dec 2009)

Key Stakeholders Resources (FY 10)

- gTLD registry/registrars Human—3 FTE

- ICANN Compliance staff Financial — $1.1M support for FTEs,

- ICANN Security/Continuity staff staff/travel support; professional
services to conduct studies and
support systems improvements

TLD Security, Stability & Resiliency Collaboration

(Security)

Objectives Deliverables (milestones)

- Mature Attack & Contingency Conduct ACRP training sessions (5 in 2009);

Response Program automate planning tool by Aug 09)
: .. Joint technical training with I1SOC plan (approve

- Establish joint ISOC/ICANN tech summer 09); first full program conducted fall

training program 2009; two more by 2009)
- Establish TLD exercise planning Conduct exercise planning workshaps (initial
lsh implementation Oct 2009)
Wworksnops Prototype metrics based on Resiliency

- Establish program metrics Engineering Framework (fall 2009)

Key Stakeholders Resources (FY 10)

- ccTLD operators Human—1FTE

- ccNSO, regional TLD operators Financial — $650K for FTE, staff/travel

- ISOC/NSRC to support; professional services

- ICANN staff for developing and conducting
training programs
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DNS Security, Stability & Resiliency Collaboration
Security)

Objectives Deliverables (milestones)
- Establish collaborative response - Collaboration construct and on-going
mechanisms to DNS abuse responses w/ partners (construct in place
- Share key SSR practices sEmprer-L00)
- Conduct community-based DNS Info Sharing Portal (Dec 09)
risks & collaboration symposium Conduct & report on symposium (Feb &
ymp Mar 2010)
- Enhance rPOt server SSR - Co-sponsor joint root community
collaboration communications exercise (Fall 2009)
Key Stakeholders Resources (FY 10)
- 1SOC, DNS-OARC, FIRST Human —1.25 FTE
- Root Server community Financial — $590K for FTE,
- Broader DNS ops community professional services for portal
- ICANN staff and collaboration support, travel
- RSSAC/SSAC to support activities
Corporate Security Program (security, IT, others across staff)
Objectives Deliverables
- Improve and implement IT/Facilities/ | - Conduct Security Training Programs
Personnel Security Programs (embedded part of ICANN on-boarding by
. Sep 2009)
-Establish Formal Plans Improved IT & Physical Access Control
- Institute Security Training Systems implemented (improved IT
- Implement Traveler and Meetings authentication on key systems — Fall 09)
Security & Contingency Plans - Exercise Traveler and Meetings Security
(one drill per trimester)
Key Stakeholders Resources
- ICANN Security & Resiliency Team | Human — 2 FTEs (includes IT support
- ICANN IT/IANA/DNS Ops for security)
- ICANN Human Resources Financial — $1.1 M including FTEs,
- ICANN Global Meetings Team physical & IT access controls,
- Other ICANN Staff professional services for
conducting training and audits
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Corporate Continuity Program (security, IT, others across staff)

Objectives : Deliverables
< Improve Businiess Co‘ntinuity' <o) Initial ICANN Business Contihuity plan.
: : (Oct 09) '
Hogtsa m_- : - Improved Crisis Management plan
- Establish formal plan : {Aug 09) !
EStabe_Sh secure ciat.a center. Establish Secure |T Data Center (Sep 09)
Estahitsh armal dall xeiise Exercise Business Continuity/Crisis
programs Management (Spring 10)
Key Stakeholders Resources |
- ICANN Security & Resiliency Team | Human =5 FTEs (includes planning
- ICANN IT/IANA/DNS Ops and IT for data center}
- ICANN Human Resources Financial — $3.0M including FTEs,
-...ICANN.Global Meetings Team .......|..... capital support for data.center,
- ICANN Staff professional services for
: - conducting training and audits

Global Security, Stability and Security Engagement
(Glongl Partnerships & Security)

. N - .
Objectives Deliverables
- Sustain pa rtnerships with key - Conduct joint activities with partner
organizations (ISOC; 1ISI; IMPACT; organizations (One per trimester)
EC/ENISA; CSIS; Atlantic Council)

Engagement in forums across all major
- Continue participation in IGO regions (On-going)
sponsored cyber security dialogues

Engage with Forum of Incident Response
OECD, IGF, others)

and Security Teams regarding ICANN role

- Collaborate with others on global in response (initial findings Jan 2010)
cyber security response
Key Stakeholders Resources (FY 10)
- Global/international organizations | Human — 1.5 FTE
- ISOC; IETF; ITU; IGF Financial — $530K for FTEs;
- Cyber security forums staff/travel support; support to
- Governments/Commercial ICANN-led or supported forums;
Stakeholders professional services support for
- ICANN Global Partnerships Team & metrics development
Security Staff
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Policy Support for SSR-related efforts incl. SSAC (policy)
Objectives Deliverables
Set:by SUPPQI’tEd SO/Acs conducting SSAC Reparts, Advisories, Comments
.SSR activity : - Domain name protection study
= GNSO; ccNSO (Jun09)
..... L R
- SSAC RSSAC (Sep 09)
- RSSAC; ALAC Others will depend on SO/AC FY 10
..... . e
Key Stakeholders Resources (FY 10)
SOs/ACs - Hilimafe—2:5-FEE
ASO - Financial — $1:2M for FTEs and
N : limited additional funding
. support for SSR-related
ICANN activities; support for
X I - SSAC/RSSAC root scaling
study 5
37
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