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ICANN

Dear MoSAPI/RRI user,

On 31 August 2020, ICANN org communicated about upcoming changes to the Monitoring
System APl (MoSAPI) and the Registry Reporting Interface (RRI) Transport Layer Security
(TLS).

Please be aware that the following updates on the Monitoring System APl (MoSAPI) and the
Registry Reporting Interface (RRI) are expected to be released:

e Starting on 01 February 2021, the MoSAPI and the RRI systems will only support the
TLS Protocol Version 1.3, and TLS Protocol Version 1.2. Please note that TLS Version
1.2 will only continue to be supported when using one of the secure ciphers listed below.
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256

e Starting on 01 August 2021, the MoSAPI and the RRI systems will only support
the Transport Layer Security (TLS) Protocol Version 1.3.

For any questions, please contact ICANN Global Support.

Best regards,

Technical Services Team
Global Domains and Strategy
Internet Corporation for Assigned Names and Numbers


https://www.icann.org/en/system/files/files/mosapi-maintenance-notice-01sep20-en.pdf
https://datatracker.ietf.org/doc/rfc8446/
https://www.icann.org/resources/pages/customer-support-2015-06-22-en

