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1. INTRODUCTION

1.  Under the Internet Corporation for Assigned Names and Numbers (“ICANN") new
generic Top-Level Domain {“gTLD”) name program (“Program”), the Applicant
{Amazon EU S.a r.l.} has submitted an application (“Application”) for the string
<.MOBILE>.? The Objector (CTIA — The Wireless Association) has filed an objection
(“Objection”) pursuant to the applicable rules, and the Applicant has filed a response

{“Response”).

2. This Expert Determination is a decision upon the merits of the Objection. For the
reasons explained below, | have determined that Objector has satisfied all the

requirements for a Community Objection. The Objection is upheld.

2. PRELIMINARIES

2.1, The Parties

3.  The Objector is CTIA — The Wireless Association® Contact Information Redacted
Contact Information Redacted

4,  The Objector is represented by Ms. Kathryn A. Kleiman and Mr. Robert J. Butler,
FLETCHER, HEALD & HILDRETH, PLC | Contact Information Redacted

Contact Information Redacted

5. The Applicantis Amazon EUS.ar.l.  Contact Information Redacted

Contact Information R

6. The Applicant is represented by Mr. Douglas M. Isenberg, THE GIGALAW FIRM
Contact Information Redacted
Contact Information Redacted

2.2. The Expert Panel

7.  The Expert Panel comprises a sole Expert, Mr. Kap-you (Kevin) Kim, Ba€, Kim & LEe LLC
Contact Information Redacted

! The Application can be found online at: https://gtidresult.icann.org/application-result/applicationstatus/
applicationdetails/969.



2.3, The New gTLD String Objected To

8.

The new gTLD string applied for and objected to is: .MOBILE

2.4. Nature of the Objection

9.

10.

Section 2{e) of the Procedure provides for four categories of permissible objections:

The grounds upon which an objection to o new gTLD may be filed are set out in
full in Module 3 of the Applicant Guidebook. Such grounds are identified in this
Procedure, and are based upon the Final Report on the Introduction of New
Generic Top-Level Domains, dated 7 August 2007, issued by the ICANN Generic
Names Supporting Organization (GNSO), as follows:

(i) “String Confusion Objection”™ refers to the objection that the string comprising
the potential gTLD is confusingly similar to an existing top-level domain or
another string applied for in the same round of applications.

(ii) “Existing Legal Rights Objection” refers to the objection that the string
comprising the potential new gTLD infringes the existing legal rights of others
that are recognized or enforceable under generally accepted and internationally
recognized principles of law.

{iii} “Limited Public Interest Objection” refers to the objection that the string
comprising the potential new gTLD is contrary to generally accepted fegal norms
relating to morality and public order that are recognized under principles of
international faw.

fiv) “Community Objection” refers to the objection that there is substantial
opposition to the application from a significant portion of the community to
which the string may be explicitly or implicitly targeted.

In this case, the Objection is a “Community Objection.”

2.5. Applicable Rules

11.

12,

The Program provides a process for the introduction of new gTLDs in the internet,
such as the .MOBILE string at issue in this proceeding. The procedures of the Program
are detailed in the gTLD Applicant Guidebook (“Guidebook”).? The Guidebook
provides substantive and procedural criteria, standards and rules related to virtually
every aspect of the gTLD application, evaluation, objection and dispute resolution

process.

Module 3 of the Guidebook, entitled “Objection Procedures”, and the Attachment to

I refer to and rely on version 2012-06-04 of the Guidebook, dated 4 June 2012.



13.

14,

Module 3, entitled “New gTLD Dispute Resolution Procedure” {“Procedure”), are
particularly relevant to these proceedings. Module 3 describes “the guiding principles,
or standards, that each dispute resolution panef will apply in reaching its expert

n3

determination.”” The Procedure details procedures for resolving new gTLD disputes.

In addition, the ICC Expertise Rules (“ICC Rules”) of the International Centre for
Expertise (“Centre”} of the International Chamber of Commerce (“ICC") supplemented
by the ICC Practice Note on the Administration of Cases under the Procedure also
apply to these proceedings.

Collectively, the above are “the Rules.”

2.6. Standard and Burden of Proof

15.

16.

In deciding on an objection, the expert shall apply the standards that have been
defined by ICANN.? Section 3.5 of Module 3 of the Guidebook on “Dispute Resolution
Principles {Standards)” lays down the procedure for each of the four types of
objections under the Rules. Section 3.5.4 of Module 3 of the Guidebook contains the
standards applicable to Community Objections. In addition, the expert may rely upon
the statements and documents submitted by the parties and any rules or principles

that he finds to be applicable.?

As per the Rules, the burden of establishing that the Objection should be sustained

lies upon the Objector.®

2.7. Miscellaneous

17.

18.

The language of these proceedings is English. 7 All written materials and

communications among the parties and the Expert Panel have been in English.

All submissions and communications were exchanged between the parties and the

Guidebook {Module 3), introduction.
Procedure, Article 20({a).

Id., Article 20(b).

Id., Article 20(c).

Procedure, Articie 5{a).

Procedure, Article 6(a).



19.

20.

21.

22,

23.

24.

25,

Panel electronically, copying the Centre (the appointed Dispute Resolution Service
Provider or “DSRP”).°

The place of the proceedings is Paris, France, where the DRSP {i.e., the Centre) is

located.™®

PROCEDURAL BACKGROUND

The Application was submitted on 13 June 2012.
The Objection was submitted on 13 March 2013.

The Centre conducted an administrative review of the Objection and issued a notice
dated 5 April 2013 indicating that the Objection was in compliance with the Procedure
and the ICC Rules.

On 12 April 2013, ICANN published a list of all Objections which passed the DRSP’s
Administrative reviews {ICANN Dispute Resolution Announcement). And in a letter
dated 19 April 2013, the Centre invited the Applicant to submit a Response under
Article 11(b) of the Procedure.

In a letter dated 12 April 2013, the Centre notified the parties that it was considering
consolidating this case with another case involving an objection submitted by the
Objector related to the .MOBILE string application by Dish DBS Corporation
(EXP/498/ICANN/115) and invited the parties to comment on this. After receipt of the
parties’ comments, the Centre issued its decision not to consolidate the two cases on
19 April 2013. The question of consolidation was revived at the request of the
applicant in EXP/498/ICANN/115. On 3 May 2013, after receipt of parties’ comments,

the Centre again decided against consolidation.

The Centre conducted an administrative review of the Response and issued a notice
dated 27 May 2013 indicating that the Response was in compliance with the

Procedure and the ICC Rules.

9

10

Procedure, Article 6{b).

Procedure, Article 4{d).



26.

27.

28.

25.

The Chair of the Standing Committee of the Centre appointed the Expert on 14 June
2013, and the parties were informed of this by letter from the Centre dated 21 June
2013.

On 24 July 2013, the Centre confirmed that the parties had paid the estimated costs,

confirmed the full constitution of the Expert Panel and transferred the file to me.

The parties then jointly requested a series of procedural stays on the reported ground
that the .MOBILE New gTLD application that is the subject of this proceeding might be
determined to fall within the ICANN Board’s definition of a “Generic String”
application with exclusive registry access, and that this might impact the nature and

outcome of these proceedings. The stay requests were as follows:

(1)  On or around 29 July 2013, the parties jointly requested a 30-day stay of the

proceedings, which | granted on the same day.

(2) On oraround 28 August 2013, the parties jointly requested a second stay, of 40
days, which | granted on 30 August 2013.

(3) On or around 9 October 2013, the parties jointly requested a third stay, of 15
days, which | granted on 10 October 2013 and confirmed on 15 October 2013.

{4) On or around 23 October 2013, the parties jointly requested a fourth stay, of 60
days, which | granted on 24 October 2013.

(5) Then, on or around 23 December 2013, the Objector submitted a document
purporting to be a joint request for an additional stay of 60 days. However,
Applicant objected to the additional stay. As the Rules do not provide for the
Expert to unilaterally stay the proceedings without the agreement of all parties,

no stay was granted.

During this period of repeated stay requests, ICANN and various interested parties
discussed the issue of closed generic gTLDs. As noted in the Objector’s latest stay
request in late December 2013, the ICANN Governmental Advisory Committee (GAC)
issued advice to the ICANN Board of Directors regarding New gTLD applications in a



30.

31,

32,

so-called “Beijing Communiqué.”™

Among other things, the GAC addressed strings
that represent “generic terms” and the issue of exclusive access. The GAC stated (in
Annex 1 “Safeguards on New gTLDs,” under “Category 2) that “[flor strings
representing generic terms, exclusive registry access should serve a public interest
goal.” It then identified a “non-exhaustive list of strings that it considers to be generic
terms, where the applicant is currently proposing to provide exclusive registry access.”

Among them was the .MOBILE string.

in response, ICANN invited Applicants who had applied for the gTLDs so identified by
the GAC to respond and clarify whether they still intended to operate the new gTLD as

an “exclusive access registry.”

In an official “Response Form for Applicants” in connection with “GAC Advice Category

2: Exclusive Access,” which has been publicly posted, Amazon responded:

(1)  “No” to the question “Will the TLD be operated as an exclusive access

registry?”;

(2)  “Yes” to the question “Does your current application state that the TLD will be

operated as an exclusive registry?”; and

(3) “No” to the question “Do you have a pending change request regarding

exclusive access?”*?

In response to Applicant’s objection to a further stay, Objector complained in an email
dated 23 December 2013 that given the above development relating to
whether .MOBILE would be a closed or open registry, the matter should be stayed
pending amendment of the Application. Applicant responded in an email dated 24
December 2013 that Objector's email dated 23 December 2013 had addressed
“substantive issues” and should be ignored or, absent that, Applicant should be given
an opportunity to respond. Objector then responded by email dated 25 December
2013 that it “fully support[ed] Applicant’s request to file an additional submission.”

11

12

The GAC's “Beijing Communique” can be found online here: http://www.icann.org/en/news/
correspondence/gac-to-board-18apri3-en.pdf.

Amazon’s response can be found online here: http://newgtlds.icann.org/sites/default/files/applicants/
090oct13/gac-advice-response-1-1316-6133-en.pdf.



Applicant in turn {by email dated 26 December 2013) clarified that it was not making
such a request. | then solicited clarification from the Applicant in an email dated 4
January 2014:

I understand that the Objector has requested a further stay and that the
Applicant does not concur. Before proceeding, the Tribunal invites the Applicant
to clarify its position by no later than Friday, 10 January regarding to
whether .MOBILE will be operated as o closed or exclusive access registry and
whether Amazon has or intends to amend its Closed Generic application relating
to this question.

33. Applicant responded in an email dated 8 January 2014:

Amazon will not operate .MOBILE as an “exclusive access registry,” and Amazon
intends to amend its application to reflect this prior to entering into o Registry
Agreement, as required by ICANN. For reference, please see ICANN's notice dated
October 9, 2013, regarding recent GAC advice and ICANN’s new limitations on
“exclusive  access registries” (availoble at  http.//newgtlds.icann.org/
en/announcements-gnd-media/announcement-4-09oct13-en) as well  os
Amazon’s public response to ICANN (PDF attoched, also available at
http://newgtlds.icann.org/en/applicants/gac-advice/cat2-safeguards).

34, Objector responded in an email dated 11 January 2014:

In view of Applicant’s confirmation below that its application as currently on file
and before this Tribunal is not a true and accurate representation of Applicant’s
business plans with respect to the .MOBILE gTLD, Objector CTIA maintains its
request for o stay of this proceeding until such time as Applicant amends its
application to correct the inaccuracies and describes in reviewable detail its plans
for operation of .MOBILE as a non-exclusive access registry. A stay is warranted in
order to preserve Objector’s rights to review, object to, and receive a Panel
decision on the actual application and to preserve the integrity of the Panel’s and
Tribunal’s decision-making processes.

35. Following this, | requested further clarification from Applicant in an email dated 24
January 2014:

I understand that Applicant (1) acknowledges that its current application on file
states that it intends to operate the .MOBILE as an “exclusive access registry,” (2)
has expressed the intention to amend its application to reflect an intention not to
operate the .MOBILE as an “exclusive access registry” prior to entering into o
Registry Agreement, but (3) has not yet amended its application to reflect this
intention. {...]

I have no reason to question Applicant’s intentions. However, | am not certain
that independent assurances by Applicant are a proper foundation on which to
render a decision. Therefore, before deciding whether or not to stay this matter, |
would ask Applicant whether it accepts to have a decision rendered based on its



application which currently expresses an intention to operate the .MOBILE as an
“exclusive access registry”; or, if not, to provide reasons why it belleves that o
decision may be rendered based on the declaration of intentions reflected in the
response form found at the url link above, without amending the application itself.

Applicant then responded in an email dated 27 January 2014, stating, inter alia:

Applicant believes that the decision in this proceeding should be based on the
Objection filed by the Objector on March 13, 2013, and the Response filed by the
Applicant on May 16, 2013 — each of which relates to Application 1D 1-1316-6133,
a copy of which was posted by ICANN on June 13, 2012 [...].

| inferred from this that Applicant did not consider that a further stay, further briefing
or a hearing was required, but rather held the view that a decision should be rendered

forthwith based on the contents of the Objection and Response.
On 29 January 2014, Objector responded, stating, inter alia:

[A]n application for a New gTLD must be “frue and accurate and complete in all
material respects.” See Module 6, Section 1, Applicant Guidebook. Applicant
admits that its Application does not satisfy these fundamental criteria for
proceeding with its evaluation. A mere statement of intent to amend does not
render the Application true or complete, nor does it permit a substantive review
of the actual application as it will ultimately exist. Accordingly, the Panel cannot
accept Applicant’s representation of non-exclusivity and simply proceed to
decision at this time. Rather, the Panel and Objector need to see the details of
the promised amendment, and Objector must be given an opportunity to review
and comment to preserve our rights as representatives of the Mobile Wireless
Community.

(...]

Importantly, it is not acceptable under any concept of ICANN principles, due
process or public equity and fairness to allow Applicant to proceed on its fictional
application and then, even if the Objection is sustained, argue that it can still
amend and proceed with an amended application while wholly circumventing the
necessary and authorized community review of that actual amended application
through the Objection Process. Any such attempt to “game the system” should be
summarily rejected.

In sum, although Applicant has stated an intention to revise the Application to provide
for an open registry, it insists that | issue my Expert Determination without any further
stay to allow it to revise its Application accordingly. Given that the Program is
intended to allow objections to be lodged in response to submitted applications, it
would be inappropriate to make a determination based on a hypothetical application.
Therefore, in light of the Rules and the foregoing exchange, | issue this Expert

Determination based on the contents of the Objection and the Response, which

8



39.

40.

41,

42.

4.

4.1.

43,

address the unrevised Application, and without regard to any hypothetical revision of

the Application which might provide for an open registry for the .MOBILE gTLD string.

On 3 March 2014, having considered the parties’ respective comments and the
relevant provisions of the Rules, I informed the parties by email of my decision not to
stay the proceedings and that | would endeavor to issue the Expert Determination

expeditiously.

| have decided that there is no need for additional written submissions from the
parties beyond the Objection, the Response and the submissions | had solicited from
the parties in the communications set out above between late December and the end

of January.'

In addition, | note that neither party has requested a hearing. Bearing in mind the
parties’ stated positions above and the overall circumstances, and in light of the
preference against hearings in the Procedure,™ | have decided there is no need to

convene a hearing.

| sent the draft Expert Determination to the Centre for its review on 18 March 2013.
Although Article 21{1) of the Procedure stipulates that “the DRSP and the Panel shall
make reasonable efforts to ensure that the Expert Determination is rendered within
forty-five (45) days of the constitution of the Panel,” this was not possible in view of
the parties’ joint stays and dispute regarding an additional stay requested by the
Objector. Nonetheless, the Expert Determination has been issued within 45 days of
my decision not to further stay the proceedings issued on 3 March 2014,

REQUIREMENTS
Standing Requirements

Section 3.2.2.4 of the Guidebook explains who has standing to submit a Community

13

14

See Procedure, Article 17.

See Procedure, Article 19{a}-(b):

{a) Disputes under this Procedure and the applicable DRSP Rules will usually be resolved without a
hearing.

(b) The Panel may decide, on its own initiative or at the request of a party, to hold a hearing only in
extraordinary circumstances.



Objection, stating:

Established institutions associated with clearly delineated communities are
eligible to file a community objection. The community named by the objector
must be a community strongly associated with the applied-for gTLD string in the
application that is the subject of the objection.

To qualify for standing for a community objection, the objector must prove both
of the folfowing:

It is an established institution — Factors that may be considered in making this
determination include, but are not limited to:

- Level of global recognition of the institution;
- Length of time the institution has been in existence; and

- Public historical evidence of its existence, such as the presence of o formal
charter or national or international registration, or validation by «a
government, inter-governmental organization, or treaty. The institution must
not have been established solely in conjunction with the gTLD application
Drocess.

it has an ongoing relationship with a clearly delineated community — Factors
that may be considered in making this determination include, but are not limited
to: '

- The presence of mechanisms for participation in activities, membership, and
leadership;

- Institutional purpose related to the benefit of the associated community;
- Performance of regular activities that benefit the associated community; and

- The level of formal boundaries around the community.

The article concludes by stating that the expert’s task is to “perform a balancing of the
factors listed above, as well as other relevant information, in making its determination”
and “[i]t is not expected that an objector must demonstrate satisfaction of each and

every factor considered in order to satisfy the standing requirements.”

Although the rule seems to present two mandatory tests for standing, in fact there are
three, since the first paragraph also dictates that “[t]he community named by the
objector must be a community strongly associated with the applied-for gTLD string in
the application that is the subject of the objection.”

In sum, the standing tests require the would-be objector to demonstrate that it is
{1) an “established institution”, {2) with an “ongoing relationship with a clearly
delineated community”, and further, {3} that the named community is “strongly

associated with the applied-for gTLD string.”

10



4.2. Merits Requirements for a Community Objection

47. Should the Objector meet the requirements for standing, to be successful on its
Objection, it must then meet the substantive requirements for a Community

Objection set out in section 3.5.4 of Module 3 of the Guidebook, which reads:

The four tests described here will enable a DRSP panel to determine whether
there is substantial opposition from a significant portion of the community to
which the string may be targeted. For an objection to be successful, the objector
must prove that:

eThe community invoked by the objector is a clearly delineated community; and
eCommunity opposition to the application is substantial, and

eThere is o strong associgtion between the community invoked and the applied-
for gTLD string; and

eThe application creates a likelihood of material detriment to the rights or
legitimate interests of a significant portion of the community to which the string
may be explicitly or implicitly targeted. Each of these tests is described in further
detail below.
48. The four tests are eliminatory; that is, if any one of them is not satisfied, the Objection
must be denied. Each element is further broken down according to factors that may
be considered by the Expert in deciding whether that particular element has been

satisfied. These factors will be considered in the context of the relevant analysis below.

4.3. Issues Common to Both Standing and Merits: the “Community Test”

49, Both the standing and merits tests require proof of a “clearly delineated community”
and a “strong association” between the invoked community and the applied-for gTLD

string. | consider these common connections in the following subsections.

4.3.1. “Clearly Delineated Community”

50. As mentioned above, the Guidebook lists the following non-exclusive and non-
mandatory “factors that may be considered” in determining whether the objector has
an “ongoing relationship with a clearly delineated community” for purposes of

standing:

- The presence of mechanisms for participation in activities, membership, and
feadership;

- Institutional purpose related to the benefit of the associated community;

- Performance of regular activities that benefit the associated community; and

11



51.

52,

53.

54.

- The level of formal boundaries around the community.”

Among the listed factors, the last one appears to be the most logically connected to
the “clearly delineated community” aspect of the requirement.

This same factor is also folded into the more extensive list suggested for consideration
under the merits tests, for which the Guidebook suggests that the Expert Panel “could

balance a number of factors ... including but not limited to the following”:

- The level of public recognition of the group as a community at a local and/or
global level;

- The level of formal boundaries around the community and what persons or
entities are considered to form the community;

- The length of time the community has been in existence;

- The global distribution of the community fthis may not apply if the
community is territorial); and

- The number of people or entities that make up the community.*®

The rule emphasizes the mandatory nature of this community requirement: “If
opposition by a number of people/entities is found, but the group represented by the
objector is not determined to be a clearly delineated community, the objection will

| nl7

fai In other words, irrespective of the number involved or the strength of their

opposition, only a clearly delineated community’s objections will be recognized.

Although the merits test provides a more elaborate analytical framework and perhaps
a stricter standard for evaluating whether the subject community meets the intended
standard in this regard, there is nothing in the standing test that would preclude

consideration of similar factors.

4.3.2. “Strong Association” between the Community and the gTLD String

Both the standing test and the merits tests also require the Objector to demonstrate
that there be a “strong association” between the subject community and the gTLD

string. Specifically:

15

16

17

Guidebook (Module 3}, Section 3.2.2.4.
Guidebook (Module 3), Section 3.5.4.
Guidebook (Module 3), Section 3.5.4.

12



55.

56.

57.

5.

5.1.

5.

58.

58.

(1) Section 3.2.2.4 {setting out the standing requirements) states: “The community
named by the objector must be a_community strongly associated with the

applied-for gTLD string in the application that is the subject of the objection”;

and

(2) Test number three of the four mandatory tests in section 3.5.4 requires that

there be “a strong association between the community invoked and the

applied-for gTLD string.”

The merits test suggests that the factors that could be balanced by a panel to

determine this test include but are not limited to:

eStatements contained in application;
eOther public statements by the applicant;

eAssaciations by the public.

It also indicates that “if opposition by the relevant community is determined, but
there is no ‘strong association’ [or targeting relationship] between the community and

the applied-for gTLD string, the objection must be dismissed.”

While the standing test does not elaborate what factors might be considered in the

analysis, it does not preclude consideration of the above, or any other relevant factors.

In my reading of the l‘anguage of the test, an Objector does not need to prove that the
applied-for new gTLD string is exclusively or even primarily targeted at the relevant
community. Rather, the words of the rule require a “strong association” between the
new gTLD string and the relevant community. Reading the rule according to its plain

language, | believe this to be the more reasonable interpretation.

ANALYSIS
Standing Analysis
1.1. Established Institution

The Objector must first demonstrate that it is “an established institution.” The

Objector asserts that it is, and | agree.

Section 3.2.2.4 indicates that a panel may consider the following non-mandatory and

13



non-exclusive factors as relevant to its determination on this issue:
(1) Level of global recognition of the institution;
(2) Length of time the institution has been in existence; and

(3)  Public historical evidence of its existence, such as the presence of a formal
charter or national or international registration, or validation by a government,
inter-governmental organization, or treaty. The institution must not have been

established solely in conjunction with the gTLD application process.
60, In arguing that it is an “established institution,” Objector has asserted:

There Is no question that CTIA is an "established institution” with an "ongoing
relationship” with the clearly delineated Mobile Wireless Community. CTIA was
founded in 1984, shortly after the first commercial cellular systems began
operating, and has represented the interests of the mobile industry since that
time. An international organization, with jts primary regulatory focus in North
America, it has nonetheless been globally recognized and active throughout its
history.

CTIA is a veluntary association composed of 256 companies, falling into three
categories: Carrier members are those companies that hold a license or
construction permit from the FCC or other North American regulatory body to
offer commercial mobile services. Supplier members are those companies that
provide services or equipment to the commercial mobile radio services or wireless
Internet industries or engage in wireless Internet business activities. Associate
members are those companies or organizations that provide mobile wireless
service beyond North America or are consultants, reseflers, academia, law firms,
engineers, etc., working with the industry. Almost a quarter of all of CTIA's
members have some foreign ownership and more than half operate globally,
providing products and services to governments, companies, and individual users
in more than 170 countries worldwide. A list of current CTIA members is attached.
Attachment A.

CTiA's Board of Directors draws upon the mobile network operators {oka
"carriers”) and suppliers who are members of CTIA. The list of CTIA's current
Board is attached. A leadership team comprised of the President/CEO and eleven
vice presidents head up the various CTIA departments and other operations, as
discussed in more detail below. The CTIA Office of General Counsel provides legal
counsel to all CTIA Departments and also manages outside counsel when
necessary. A professional staff runs the Association and sees to the needs of its
members.™®

¥ Objection, pp. 4-5.
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61.

b2.

Applicant has responded that Objector has failed to prove that it is an “established
institution” as required by subsection 3.2.2.4 of the Guidebook.™ In particular,

Applicant points out:

With respect to the Guidebook’s requirement that an objector be “an established
institution,” the Objector here has failed to provide any evidence for at least two
of the three factors to consider in making this determination. Specifically:

1. Guidebook Factor: “Level of global recognition of the institution.” The
Objection contains no evidence of global recognition of the Objector.

2. Guidebook Factor: “Public historical evidence of its existence, such os the
presence of a formal charter or national or international registration, or
validation by a government, inter-governmental organization, or treaty.” Other
than an unsupported statement that it is “an international nonprofit membership
organization,” Ohjector has provided no historical evidence of its existence, that is,
no formal charter or national or international registration and no validation by a
government, inter-governmental organization, or treaty. Although Objector
states that it has existed “since 1984" (Objection, p. 4), Objector provides no
evidence of this or when its activities began in earnest.”’
However, | find that the evidence seems clear that Objector is an established, fully
functioning, active and well-regarded entity with a robust and impressive membership

and lineup of business activities. For instance, among other things:

(1) Objector appears to have been founded in 1984 and has developed a substantial

membership roster and purview of activity.

(2) Objector has submitted into evidence a list of its 256 purported members as
“Attachment A.” Objector lists AT&T, Verizon Wireless, Sprint Nextel
Corporation, T-Mobile USA among others as its “Carrier Members,” and such
names as Apple, Inc., LG Electronics, HTC America, Intuit, Nokia, Qualcomm,
Research in Motion, and other household names among its “Supplier Members.”
The Applicant has not challenged the veracity of this member roster and | am
not aware of any other challenges from any quarter despite the fact that this
membership list is presented daily to the public on Objector’s website as well as
in connection with this new gTLD Program. Were it fraudulent in any material

respect, one would expect that some interested party would have mentioned it.
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Response, p. 4.

Response, p. 5.
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64.

Therefore, | take it to be accurate. The membership list alone is strongly

supportive of the conclusion that Objector is an “established institution.”

(3) Objector holds major trade shows annually with tens of thousands of attendees.
Although Objector has not indicated “when its activities began in earnest”, as
Applicant would have it do, these trade shows are objectively verifiable events
and, again, one does not build such well-attended trade shows overnight. Nor
does one operate and maintain such major trade shows without an established
organization and experienced staff. Again, this suggests that Objector is an

"established institution.”

| also find that Objector is globally recognized within its trade area. Its member roster
contains numerous companies which are global brands, as mentioned above. Indeed,
its Associate Members include “companies or organizations that provide mobile
wireless service beyond North America.” Such members include China
Telecommunication Technology Labs , Hyper Taiwan Technology Inc., Lenovo Inc., TUV
Rheinland Group and others, all of whom plainly have an international or global
connection. Objector represents that these “Associate members include companies
which provide, either directly or through their affiliates, mobile wireless service to
more than 1 billion people in Asia, Africa, Europe, Central and South America” and
that “almost a quarter of all of CTIA’s members have some foreign ownership and
more than half operate globally, providing products and services to governments,
companies, and individual users in more than 170 countries worldwide.”** While these
statistics are not supported by specific evidence, there is sufficient evidence in the

member list alone to make them at least plausible.

Objector also asserts that its most important activities are in policy-setting for the

industry. It states that:

CTIA and its senior leadership meet regularly with key policymakers, government
representatives, and trade representatives from the U.S. and around the world. In
addition to regular contacts with the U.S. Administration, Congress, the Federal
Communications Commission, and other federal agencies, members of CTIA’s
leadership team and senior staff have briefed representatives of the governments
of the Federal Republic of Germany, Islamic Republic of Pakistan, Japan, People’s
Republic of China, Republic of Chile, Republic of Korea, the Russian Federation,

21

Objection, p. 5.
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65.

66.

67.

the Socialist Republic of Vietnam, State of Israel, and the United Kingdom, among
others, on the mobile industry.*

Overall, given that the bulk of the representations and evidence provided by Objector
in support of its standing arguments consists of website content and other content
generated by Objector, one might take a skeptical view of it, as the Applicant has.
However, | have noted that Objector has also cited and attached a letter to the ICC
International Centre for Expertise from Group Speciale Mobile Association {“"GSMA”),
dated 13 March 2013, ¥ which indirectly serves to corroborate Objector’s

representations.

The GSMA is a premier global trade association that is widely known and well
regarded in connection with mobile wireless technology and industry. The Director
General of the GSMA writes to lend the GSMA’s support to the Objection, stating:

On behalf of the GSMA, | write to affirm our opposition to the applications of
Amazon EU S.a r.l. {“Amazon”) and Dish DBS Corporation (“Dish”} for the new
gTLD string .MOBILE on the grounds that both Amazon and Dish have proposed
to operate that TLD on a completely “closed” basis, making it unavailable to the
vast majority of participants in the mobile services industry and members of the
Mobile Wireless Community. As the major trade association for mobile operators
ground the globe, GSMA submits that granting exclusive rights in .MOBILE will
harm competition in the mobile services marketplace and expose mobile
subscribers to the likelihood of confusion and deception in their choice of mobile
services and providers. As a result, consumers, our members, and other members
of the Mobile Wireless Community will be harmed.

The GSMA represents the interests of mobile operators worldwide. Spanning
more than 220 countries, the GSMA unites nearly 800 of the world’s mobile
operators with more than 230 companies in the broader mobile ecosystem,
including handset makers, software companies, equipment providers and Internet
companies, as well as organisations in industry sectors such as financiol services,
healthcare, media, transport and utilities.

We strongly agree with US Trade body CTIA - The Wireless Association® that the
new gTLD will be closely identified with our Mobile Wireless Community
and .MOBILE must not be reserved for the exclusive use of a single market
participant. Accordingly, we fully support CTIA’s objection to the Amazon and
Dish Applications. [Emphasis added.]

There is an implicit recognition in the GSMA’s letter of the Objector’s status in the

22

23

Objection, p. 6.
Objection, Attachment D.
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68.

69.

70.

71.

72.

trade. That the GSMA letter takes no pains to introduce the Objector except as “US
trade body” would seem to suggests that no more introduction than this is required,
thus giving credence to Objector’s own representations about its status. GSMA agrees
with the Objector that the .MOBILE string “will be closely identified with our Mobile
Wireless Community.” The reference to “our Mobile Wireless Community” lends
further atmospheric support to this view. In short, the GSMA here has recognized the
Objector as a U.S. trade body representing the so-called “Mobile Wireless Community”

and lends its more explicitly global support.

In view of the above, along with other considerations reflected in the record, | find
that Objector has shown that it is an “established institution” in satisfaction of the first

standing requirement.

5.1.2. Ongoing Relationship with a Clearly Delineated Community

The second prong of the standing test requires Objector to prove that it has an
ongoing relationship with a clearly delineated community.** Objector contends that it
has an ongoing relationship with what it calls the “Mobile Wireless Community,” in

satisfaction of the second required element for standing. | concur.

First, | consider the nature of the community (that is, whether the community is a
clearly delineated one) and then the relationship of the Objector to that community

(that is, whether it is an ongoing one).

5.1.2.1. Clearly Delineated Community

| turn first to the community component of the test. “Community” is not defined in
the Rules. It thus must be considered according to common usage and understanding

of that term.

Although not raised by the parties, in my consideration of the issues, | have reviewed
the comments of the Independent Objector (“/0”}, whose role in the Program is to act
“in the best interests of global Internet users” by “lodg[ing] objections in cases where
no other objection has been filed.”? The 10’s comments are by no means binding or

authoritative and | do not rely on them as such. But they are well-considered, widely
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Guidebook {Module 3), Section 3.2.2.4.

See http://newgtlds.icann.org/en/program-status/odr/independent.
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73.

74.

75.

known, and publicly available for review by the parties. To the extent that the I0’s
comments reflect my own views concerning the concept of “community” in the
context of the new gTLD Program dispute resolutions procedures, | comment on them

here.

In commenting on Community Objections generally,”® the 10 has asserted that the
“notion of ‘community’ is wide and broad” and may be generically described as “a
group of individuals who have something in common,” whether that be “common
values, interests or goals {i.e. the health or legal community).” He further states:
“[W]hat matters is that the community invoked can be clearly delineated, enjoys a
certain level of public recognition and encompasses a certain number of people

and/or entities.”

In the same comments, however, the |0 also noted the difficulty of establishing a
“clearly delineated community” that is associated with generic string terms. With
regard to “generic terms” {such as the .MOBILE string), the 10 takes the position that
“it is unlikely that these applications will pass this community test” because “[bly
definition, a ‘generic term’ is a term which is used by a significant number of people,
who do not necessarily share similar goals, values or interests. A specific community
should distinguish itself from others, precisely by its characteristics or specificities.”
Thus, the 10 concludes, “while | fully understand the concerns expressed on behalf of
the public who use the iInternet, the latter cannot be considered as a clearly

delineated community.”

| share the view that a community may take a broad range of forms, and that an
economic sector may be a form of community.?’ One may ask, though, what
constitutes a “sector” of the economy that may be deemed a ‘community’? To what
extent must such an economic sector share common interests and activities? At what
point is the linkage too tenuous to meet the “clearly delineated” threshold? And does

the alleged “Mobile Wireless Community” as described by the Objector qualify?

26
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See http://www.independent-objector-newgtlds.org/home/the-issue-of-closed-generic-gtids.

1 note that this same view was reflected in the ICANN Generic Names Supporting Organisation’s Final
Report on the Introduction of New Generic Top-Level Domains issued an 8 August 2007 (“ICANN Final
Report”) which it indicates that the term ‘community’ “should be interpreted broadly and will include, for
example, an economic sector, a cultural community, or a linguistic community. It may be a closely related
community which believes it is impacted.” {Emphases added.}
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77.

78,

79.

In this case, Objector has asserted that the “Mobile Wireless Community” is “a global
community comprised of the carriers, network providers, and others involved in the
delivery of mobile wireless and wireless-enabled services to governments, enterprises,
and consumers worldwide.” According to Objector, this community consists of
Objector’s members “and others like them.” And what binds or links this community is
a “common interest in the provision, enhancement and use of commercial mobile

services, devices and applications.”

| accept that there is a widely recognized sector of the global economy that is devoted
to mobile wireless technologies. And, as | noted, an economic sector is a form of
community. In this regard, Objector also declares that “[tlhe community is well-
defined and extensively studied as a critically important engine of the world economy.”
Had Objector included examples of the literature on this economic sector, it would
make the task of evaluating the question of clear delineation simpler. But it has not,

and so 1 undertake that analysis by other means.

Based on Objector’s description of the “Mobile Wireless Community” and its other
arguments, it considers the scope of the community fo include parties as diverse as:
wireless service providers such as AT&T, T-Mobile and Verizon, mobile device
manufacturers and mobile app developers, among others. Objector states that “their
common interest is the provision, enhancement and use of commercial mobile

services, devices and applications.”

[t may be instructive to consider the diversity of Objector's membership, which is

categorized as follows:

(1) “Carrier members are those companies that hold a license or construction
permit from the FCC or other North American regulatory body to offer

commercial mobile services.”

(2) “Supplier members are those companies that provide services or equipment to
the commercial mobile radio services or wireless Internet industries or engage in

wireless internet business activities.”

(3) “Associate members are those companies or organizations that provide mobile
wireless service beyond North America or are consultants, resellers, academia,

law firms, engineers, etc., working with the industry.”
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81.

82.

83.

34,

85.

Objector asserts that there is a common thread through all of its member groups, and
that is that their activities are based in, or relate to, or depend on, the provision of

wireless communications.

While a community will necessarily have some diversity—sometimes wide diversity—
in its ranks, it may still be “clearly delineated.” By being capable of circumscription, it -
is delineated. It should be possible in most cases to determine whether an entity is a
carrier, network provider, or otherwise “involved in the delivery of mobile wireless

and wireless-enabled services.” This seems to me clearly delineated.

Indeed, it would appear that the GSMA has the same or similar conception of a
“Mobile Wireless Community,” since it makes a reference to “our Mobile Wireless

Community” in its letter supporting the Objection.

However, it must be acknowledged that the mobile wireless industry is not as
precisely circumscribed as certain other industries such as the insurance, banking or
hotel industry, each of which is highly regulated and therefore very strictly delineated.
While Objector’s “Carrier Members,” like a bank or insurance company, are easily
identifiable because they must “hold a license or construction permit from the FCC or
other North American regulatory body to offer commercial mobile services,” the
“Supplier Members” and “Associate Members” are more broadly inclusive. Applicant
makes much of the wide breadth and diversity of the “Associate” category in
particular as being “essentially unrestricted and open to anyone regardless of any

affiliation with the wireless industry.”

However, in my view it is not necessary that all of Objector's members must be
considered as members of the Community in question. Under the Rules, it is sufficient
that the objector be “associated with [a] clearly delineated””® community. The Rules
do not suggest that such an association should be exclusive—i.e., that the objector
may only be associated with members of the community at issue. It is therefore
possible for an organization to be associated with a certain community even though

certain members of the organization are not members of the community in question.

For instance, an academic interest alone does not make one a member of a

28

Guidebook (Module 3), Section 3.2.2.4.

21



86.

87.

88.

89.

community; one can, for instance, study Judaism without being Jewish. But having
said that, it is perfectly logical for a trade association representing an economic sector
to invite and facilitate the involvement of academics and others who support and
serve the community in various ways. Indeed, in my view it would not be fatal to the
idea of a clearly delineated community if Objector did accept members who, as
Applicant alleges, may have no “affiliation with the wireless industry” at all, {That said,
as a practicali matter it seems unlikely that anyone would make the investment to
become a member of a trade association for an industry sector in which they have no
interest.) Accordingly, | do not find the internal diversity of Objector's member
categories to undermine the clarity of delineation of the community at issue. One can
simply go back to the definition offered by the Objector: “carriers, network providers,
and others involved in the delivery of mobile wireless and wireless-enabled services to
governments, enterprises, and consumers worldwide.” Does the entity or individual in

question fall into that description or not?

One may say there is a bright line test: either one does provide mobile wireless
services (or is involved in the provision of those services), or one does not. It is
apparent to me that there is a community here that is substantially identifiable and, |
think, recognizable to most, even though the exact boundaries may not be as precisely

apparent as in certain highly regulated industries.

To further aid in my analysis of this issue, | evaluate each of the factors listed in
section 3.5.4 relating to whether a community is “clearly delineated.” Although
section 3.5.4 sets out a set of factors to be considered for the merits test, for reasons
asserted above, | find it appropriate to use them as a guide in the standing analysis on

this point as well.

First, is there public recognition of the mobile wireless industry as a community at a
focal and/or global level? In my view, and based on the materials presented by the
parties, there is unquestionably global recognition of the mobile or wireless economic

sector generally.

Second, to what extent are there formal boundaries around the community, and what
persons or entities are considered to form the community? Objector takes the
position that its members “and others like them” form the community. In my view

these “others” would include many of the members of the GSMA as well.
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91.

92.

93.

While the membership of the alleged “Mobile Wireless Community” would be wider
than just the members of Objector and GSMA, the very process of joining and
maintaining membership in trade associations or other groups certainly provides a
formal process for those who choose it. indeed, | consider the formality of
organization of the community overall to be a relevant factor. In this case, the
existence and scale of organizations such as Objector and the GSMA reflect a strong
shared group interest in pursuing activities and policy goals that benefit the group as a
whole. Such organizations only arise where there is a common interest in a

community, and active participation.

Thus, while membership in the alleged “Mobile Wireless Community” does not require
membership in Objector or any other organization, such organizational bodies do exist
and, as noted above, the fee requirement and self-selection of the membership
results in a natural exclusionary function such that the membership of such

organizations will inevitably be substantially composed of community members.

Third, how long has the community been in existence? The “Mobile Wireless
Community,” as described by Objector, has been in existence for several decades,
since mobile or wireless communications services and devices were made

commercially available. According to Objector, this was in 1984. | accept this.

Fourth, what is the global distribution of the community (this may not apply if the
community is territorial)? Objector has defined the community at issue as “global” and
noted that it consists of its own members “and others like them.” It further states:

CTIA's carrier members (mobile network operators and mobile virtual network
operators) alone serve more than 304 million mobile wireless subscribers in the
U.S., including customers using more than 300 million data-capable and more
than 243 miflion web-capable devices. ... CTIA's non-carrier members provide
mobile-refated products and services worldwide, including mobile network
infrastructure, mobile devices (handsets, tablets, mobile dota modems), chipsets,
software and content, and a wide variety of accessories and enabling
technologies and components. In addition, CTIA's Associate members include
companies which provide, either directly or through their affiliates, mobile
wireless service to more than 1 billion people in Asia, Africa, Europe, Central and
South America. In combination with CTIA's General members, CTIA's members
provide mobile wireless service to more than 1.3 billion people worldwide.”
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95,

86.

97,

98.

In addition, Objector has acknowledged that the alleged global “Mobile Wireless
Community” consists of its members “and others like them,” which would clearly also
include the members of GSMA, which has also lent its support to the Objection.
Therefore, | find that the invoked community is both substantial and globally
distributed.

Fifth, what number of people or entities makes up the community? It is sufficient to
say that, plainly, the number of people or entities that make up the community is
large and is substantially reflected in the membership of the Objector and the GSMA.

For all these reasons, | find that there is a clearly delineated community, which is the
“Mobile Wireless Community” as described by the Objector, consisting of “carriers,
network providers, and others involved in the delivery of mobile wireless and wireless-

enabled services to governments, enterprises, and consumers worldwide.”

5.1.2.2. Ongoing relationship

Having concluded there is a clearly delineated community, | next turn to the question
of whether Objector has shown that it has an ongoing relationship with that
community. | find that it has. Although it may not serve the entire community, it is the
trade association for a very significant component of the community (i.e., the
US/North American sub-community), as reflected in its extensive membership list and

the many important companies that populate them.
Objector describes its major activities on behalf of the Mobile Wireless Community:

CTIA's activities since 1984 have included internationally-attended major trade
shows and conferences. The most recent MobileCON™ and CTIA WIRELESS®
shows (held in 2012) attracted more than 30,000 attendees including 4,170
foreign/international attendees.

in addition to the two annual CTIA conferences, CTIA's departments and
operations include:

—The External and State Affairs Department is CTIA's ligison with state
legislatures, regulatory entities and advocacy organizations on wireless
communications issues.

—The CTIA Government Affairs Department is the voice of the wireless industry
on Capitol Hill and at various Executive branch departments and agencies.

—The CTIA Operations Department consists of the CTIA Membership division,
CTIA Technology Programs, and the CTIA Certification Program. In addition it
produces the CTIA MobileCON™ and WIRELESS® conventions.
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100.

101.

102.

—The CTIA Public Affairs Department serves as the voice of the wireless industry
as the primary contact for members of the media, and functions as a
communications resource to member companies, analysts, and national, focal,
and trade media.

—The Regulatory Affairs Department is the chief representative of the wireless
industry before the Federal Communications Commission and other federal
government organizations that seek to regulate the wireless industry.

—The Wireless Internet Development Department focuses on accelerating the
growth of the wireless data segment of the industry, in large part by supporting
the Wireless Internet Caucus {WIC),

See http://www.ctia.org/aboutCTIA/structure/.*

Objector further refers to its alleged development of international “certification

programs” and “voluntary guidelines to protect mobile users” >

Finally, Objector describes its lobbying activities on behalf of the Mobile Wireless

Community as follows:

Perhaps most importantly, representatives of CTIA and its senior leadership meet
regularly with key policymakers, government representatives, and trade
representatives from the U.S. and around the world. In addition to regular
contacts with the U.S. Administration, Congress, the Federal Communications
Commission, and other federal agencies, members of CTIA's leadership team and
senior staff have briefed representatives of the governments of the Federal
Republic of Germany, islamic Republic of Pakistan, Japan, People's Republic of
China, Republic of Chile, Republic of Korea, the Russian Federation, the Socialist
Republic of Vietnam, State of Israel, and the United Kingdom, among others, on
the mobile industry.3?

| note here, too, the contents of the GSMA letter dated 13 March 2013, quoted above,
which lends support to the Objection.*

Applicant counters by arguing that Objector has failed to prove that it has an “ongoing
relationship with a clearly delineated community” as required by subsection 3.2.2.4 of
the Guidebook.®® In particular, Applicant points out that Objector has “failed to

provide evidence for at least three of the four factors to consider in making this

Ele]
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id. at 6.

id.

See Objection, Attachment D, third paragraph.
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determination,” and states:

Guidebook Factor: “The presence of mechanisms for participation in activities,
membership, and feadership.” Objector claims that it “is o voluntary association
composed of 256 companies.” (Objection, p. 5.) However, the Objection contains
no information as to how {or even whether) any of these companies participate in
activities, membership and leadership of the Objector, or what criteria exist for o
company to become a member. Indeed, according to Objector’s own website,
membership is open to a tremendously broad range of individuals and companies,
as diverse as “consultants, resellers, academia, law firms, engineers, etc.” that
are merely “working with the wireless industry” — and the “CTIA Associate
Membership Application” does not even require that a member show how (or
whether) it satisfies this broad criteria. Accordingly, it appears that membership
in Objector’s association is essentiaily unrestricted and open to anyone regardliess
of any affiliation with the wireless industry.

Guidebook Factor: “Institutional purpose related to the benefit of the assocfated
community.” The Objection contains no information about the institutional
purpose of the Objector or its alleged community, other than the foct that
Objector “representls])” the wireless communications industry {Objection, p. 4)
and the fact that its representatives “meet regularly with key policymakers,
government representatives, and trade representatives from the U.S. and around
the world.” {Objection, p. 6.) These vague, broad and unsupported statements
offer no information about the institutional purpose of the Objector or how it
benefits any community.

Guidebook Factor: “The level of formal boundaries around the community.”
Although the Objection refers to “the Mobile Wireless Community” {Objection, p.
4), the Objector fails to define this community. Further, as shown above and as
set forth in the “CTIA Associate Membership Application,” there are no formal
boundaries around the community given that any person or company can become
a member of Objector’s association. The only eligibility criteria appear to be an
ability pay Objector’s annual dues of 56,000,

In addition, as ICANN's independent Objector has made clear, it is unlikely that a
“clearly delineated” community exists around any generic term (such as “mobile”)
because “{hly definition, a ‘generic term’ is a term which is used by o significant
number of people, who do not necessarily share similar goals, values or interests,
A specific community should distinguish itself from others, precisely by its
characteristics or specificities. it cannot be the case for a ‘generic term’ which, by
definition, goes beyond specificities as it is used by very different persons.”

103. Applicant concludes: “In light of the above, it is apparent that Objector is ineligible to
file the Objection in this proceeding and, for that reason alone, the Panel should deny

» Response, pp. 5-6.
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105.

the Objection.”®®

However, | am not persuaded by these arguments. | have directly addressed the
objection in the first and third “Guidebook factors” above already. As to the second,
while | agree that it would have served Objector’s goals better for it to provide for
extensive and concrete evidence of its activities and purposes, the simple fact of its
robust membership lists is indicative of the fact that it is serving its role as trade
association in the US successfully. Furthermore, that it is a “US Trade body” for the
Mobile Wireless Community, as independently asserted by the GSMA, and is
supported in its objection by the GSMA is sufficiently demonstrative of its role on
behalf of the Mobile Wireless Community. The function of a trade association is
generally understood,” though its specific activities may be diverse and varied. And
the prominence and importance of the US in wireless and mobile communications
worldwide is beyond dispute. From this, it can be inferred that it does serve an
institutional purpose relevant to the designated community, and that for purposes of

its Objection, it represents that community.

For all the reasons above, | find that Objector has demonstrated an ongoing
relationship with the Mobile Wireless Community by virtue of its prominent role as
the US trade association of that community, as also reflected in the support lent to its
Objection by the GSMA.

5.1.1. Strong Association

106.

107.

108.

The third element required for standing is the existence of “a community strongly
associated with the applied-for gTLD string” objected to. As noted above, the merits
tests likewise include a component requiring a “strong association” between the

specified community and the gTLD string at issue.

| would add one note of clarification regarding this requirement, and that is that the
threshold is a relatively high one—"“strong” association—but it by no means requires

that the gTLD string must be an identifier that is unique to the community at issue.

The word “mobile” of course has various meanings. Applicant has cited Merriam-
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id., at 6.

See, e.g., http://www.wisegeek.com/what-is-a-trade-association.htm.
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Webster’s online dictionary in which the first six adjectival definitions of “mobile” and
the single noun definition make no reference to wireless communications or devices.
But these kinds of results can be cherry-picked. By contrast, Objector has noted that
the first search result in Google is T-Mobile. Different sources produce different

results. The Wikipedia entry for “mobile,” for instance, begins as follows:

Mobile often refers to:

* Mobile phene, a portable communications device

* Mobile, Alabama, a U.S. port city

+ Mobile {sculpture}, a hanging artwork (or toy)

* Mobility, the ability to move or be moved

o  Mobility of single cell animals {motility)

* Mobile forces, especially Motorized infantry or Mounted infantry

Mobile may also refer to:

Technology

* Mobile computing, a generic term describing one’s ahility to use technology in
mobile environments

* Mobile device, a computer designed for mobile computing

» Mobile game, a video game played on a mobile phone, smartphone, PDA or
handheld computer

» Mobile Magazine, a publication on portable electronics

*  Mobile network operator, a company which provides mobile phone network
access and services

* Mobile radio, wireless communications systems and devices which are based on
radio frequencies

» Mobile rig

+ Mobile station, user equipment and software needed for communication with a
wireless telephone network

¢  Mobile Web, the World Wide Web as accessed from mobile devices using Mobile
Web Browser

» Mobhile TV, TV services viewed via a mobile device.*®

109. Indeed, in the internet world within which the new gTLDs will operate, the association
of the term “mobile” with wireless technologies may predominate over more

traditional or historical meanings of the word. It is not uncommon for people in

*  Following the above are additional usage categories “places” and “entertainment.” See

http://en.wikipedia.org/wiki/Mobile.
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countries where such technologies are common to use the word “mobile” as a
synonym for a cellular phone on business cards or in conversation, and “mobile device”
is commonly used to capture the category of technological devices which operate via
wireless communications signals, such as cellular phones, smart phones, tablets, and
the like. Such contemporary usage is heavily reflected in the Wikipedia page excerpt

above.

110. In this regard, Objector has asserted:

There is a "strong association" between the Mobile Wireless Community and
the .MOBILE gTLD string because the term "MOBILE" is plainly descriptive of the
key defining characteristic of the products and services which the Community
provides. CTIA's member companies, both carrier and non-corrier, are
significantly engaged in the mobile industry in the United States and globally. This
engagement involves the provision of mobile offerings to end users in the form of
mobile services, mobile equipment, and other mobile-enabled and mobile-related
products (i.e., mobile commerce).

These products include the production and sale of mobile applications to end-
users and, as previously noted, more than one billion mobile devices including
mobile handsets, mobile data modems, and other mobile devices used worldwide.
MobileCON™, as discussed above, is a key CTIA conference. Further, the number
one Google search result for "mobile” is the homepage of T-Mobife, which profiles
its mobile devices and services. Attachment E.

Additional, CTIA's Mobile Application Rating System, is "a rating system
specifically designed for mobile ‘applications.” See
http://www.growingwireless.com/learn-engage/ctia-mobileapplication-rating-
system-with-esrb. CTIA also has endorsed the U.S. Federal Trade Commission's
'Marketing Your  Mobile  App'  Guidelines {Sept. 2012) ot
http:www.ctia.org/media/press/body.cfm/prid/2206.

Indeed, despite the fact that there are "fixed" wireless services as well, "mobile”
and "wireless" are often used interchangeably both within the industry and by the
public at large. For example, Bing searches for "mobile" produce numerous ads
for cellular telephone services. Thus, it is fair to say that telecommunications
mobility represents the common interest and link among all of the members of
the Community. The GSMA "strongly agreefs] with US Trade body CTIA-The
Wireless Association® that the new gTLD will be closely identified with our Mobile
Wireless Community and .MOBILE must not be reserved for the exclusive use of a
single market participant." Attachment D.*

111. Respondent has denied that Objector has shown a strong association between the

string and the targeted community, stating:
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Objection, p. 8.

29



Objector has failed to prove “a strong association between the applied-for gTLD
string and the community represented by the objector,” as required by the
Guidebook, subsection 3.5.4.

Objector indicates that it “represent[s] the wireless communications industry”
{Objection, p. 4) and that its “carrier and non-carrier” members “are significantly
engaged in the mobile industry” (Objection, p. 8); however, the Objector does not
provide any evidence thot the .mobile gTLD js strongly associated with this
community. Indeed, although the Guidebock provides three factors to consider
when evaluating such targeting, the Objector has not provided any information
relevant to any of these three factors — because alf three factors weigh against
the Objector. Specifically:

1. Guidebook Factor: “Statements contained in the application.” The Application
states that the mission of the .MOBILE registry is as follows:

To provide a unique and dedicated platform for Amazon while simultaneously
protecting the integrity of its brand and reputation.

A .MOBILE registry will:

e Provide Amazon with additional controls over its technical architecture, offering
a stable and secure foundation for online communication and interaction.

e Provide Amazon a further platform for innovation.
efEnable Amazon to protect its intellectual property rights.
Application, para. 18{a).

Nowhere in the Application does the Applicant make reference to the words or

phrases “wireless,” “carrier,” “communications industry” or “mobile industry.”

Accordingly, there are no statements in the Application indicating an association
(let alone a “strong association”) between the applied-for gTLD and the
community represented by the Objector.

2. Guidebook Factor: “Other public statements by the applicant.” The Objection
does not refer to any public statements made by the Applicant regarding the
Application, because Applicant has made no such public statements.

3. Guidebook Factor: “Associations by the public.” The Objection does not contain
evidence of any associations by the public that the applied-for gTLD targets the
community represented by the Objector. In any event, the word “mobile” has
many definitions that do not bear any association with the wireless
communications industry, as shown in the printout attached hereto as Annex 8,
from the website of the Merriam-Webster dictionary. Indeed, the first six
definitions of “mobile” as an adjective are unrelated to the wireless
communications industry, as is the only definition of “mobile” as a noun[.]*®

112. | am not aware of any statements by Applicant in its Application or otherwise linking

the Application with the Mobile Wireless Community. Rather, the Application

40 Response, pp. 8-9.
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113.

specifically indicates that it is not a “community-based” application. Therefore, there
is no need to even consider the first two objections raised by Applicant above. As to
the associations of the public, for reasons | have asserted above and with the
arguments of Objector also in mind, | find that there is a strong association in the
public mind between the word “mobile” and the Mobile Wireless Community as
defined by Objector.

In conclusion, 1 find that the word “mobile” is strongly associated with the Mobile
Wireless Community as it has been defined by Objector, thus satisfying this test.

5.1.2. Sub-conclusion

114. In conclusion, Objector has satisfied all three criteria to have standing to submit its

Community Objection.

5.2. Merits Analysis

115.

5.2.1. Clearly Delineated Community

As noted above, this requirement is present both in the standing and merits tests. |
have already conducted the necessary analysis for standing, which is sufficient for
merits purposes as weil. Therefore, | shall not repeat it here, but simply restate that
Objector has demonstrated satisfactorily that the Mobile Wireless Community is a

clearly delineated community as required by the Rules.

5.2.2. Substantial Opposition by the Community

116.

117.

Objector asserts that there is substantial opposition from the target community, in

satisfaction of this test—the second of four mandatory tests. | agree.

Under this test, the Objector “must prove substantial opposition within the

"M The expert may balance a

community it has identified itself as representing.
number of factors to determine whether there is substantial opposition, including but

not limited to:

eNumber of expressions of opposition relative to the composition of the
community;

41
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118.

119.

If some opposition within the community is determined, but it does not meet the

e The representative nature of entities expressing opposition;
slevel of recognized stature or weight among sources of opposition;
e Distribution or diversity among sources of expressions of opposition, including:
“Regional
Subsectors of community
=Leadership of community
“Membership of community
“Historical defense of the community in other contexts; and

eCosts incurred by objector in expressing opposition, including other channels the
objector may have used to convey opposition.”

standard of substantial opposition, the objection will fail.**

In support of its assertion that there is substantial opposition in the Mobile Wireless

Community, Objector asserts:

CTIA's opposition alone constitutes substantial opposition to the Amazon
application from the Mobile Wireless Community because of the breadth of its
membership and its leading stature in that Community. CTIA's opposition is
entitled to substantial weight as the Association represents companies across the
mobile ecosystem, including mobile network operators and mobile virtual
network operators serving more than 304 million subscribers in the United States
and its territories, and suppliers of mobile network infrastructure and devices
responsible for the production of more than 1.1 billion mobile devices that were
sold to end users worldwide in 2012. See Gartner Press Release, Gartner Says
Worldwide Mobile Phone Sales Declined 1.7 Percent in 2012, Feb. 13, 2013
Attachment C. Including members' owners and dffiliates, CTIA-reloted providers
serve more than 1.3 billion subscribers worldwide. Together with the GSMA, there
are more than 3.2  billion mobile wireless users worldwide, See
http.//gsmamobileeconomy.com/.

CTIA's members also include non-traditional platform providers who offer more
than 1.5 million mobile applications to end users worldwide, and suppliers of
chipsets, software and other content, and a wide variety of accessories and
enabling technologies and components essential to the provision to and
enjoyment of mobile service by users worldwide. Accordingly, in no way can the
opposition of these significant global industry elements/community members to
the Amazon application for a "closed" .MOBILE gTLD be deemed insubstantial.

42
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Notably, the world's largest mobile services trade association fully supports CTIA's
objection and opposes Amazon's application. The Groupe Speciale Mobile
Association ("GSMA"} "represents the interests of mobile operators worldwide.
Spanning more than 220 countries, the GSMA unites nearly 800 of the world's
mobile operators with more than 230 companies in the broader mobile
ecosystem, including handset makers, software companies, equipment providers
and Internet companies, as well as organisations in industry sectors such os
financial services, healthcare, media, transport and utilities." The GSMA affirms
its "opposition to the Applicationf] of Amazon EU S.a r.l. ... for the New gTLD
string .MOBILE on the grounds that ... Amazon ... [has] proposed to operate that
TLD on a completely 'closed' basis, making it unavailable to the vast majority of
participants in the mobile services industry and members of the Mobile Wireless
Community. As the major trade association for mobile services operators around
the globe, GSMA submits that granting exclusive rights in .MOBILE will harm
competition in the mobile services marketplace and expose mobile subscribers to
the likefihood of confusion and deception in their choice of mobile services and
providers. As a result, consumers, our members, and other members of the
Mobile Wireless Community will be harmed." Attachment D.**

120. Applicant disagrees, asserting:

Objector has failed to prove that there is “substantial opposition within the
community it has identified itself as representing,” os required by the Guidebook,
subsection 3.5.4. Specifically, Objector has failed to prove or even provide
adeguate evidence of any of the six factors to determine whether there is
substantial opposition, namely:

1. Guidebook Factor: “Number of expressions of opposition relative to the
composition of the community.” Other than a single letter from a European-
based trade association, Objector has provided no evidence of any expressions of
opposition from the community. Furthermore, it cannot be assumed that all of
Objector’s members support the Objection. For example, while Objector’s online
membership list identifies “Google Inc” as a member, Google has been
conspicuously omitted from the list of members included by the Objector as
Attachment A to the Objection, raising the question as to whether Google and/or
other members specifically oppose the Objection.

2. Guidebook Factor: “The representative nature of entities expressing opposition.”
Because, as stated above, Objector has failed to identify any entities other than a
European-based trade association that supports its Objection, it is impossible to
evaluate the “representative nature” of any such entities. Further, as also stated
above, the worldwide base of mobile phone subscribers is about six billion, so it is
far from likely that the Objector adequately represents the interests of such a
diverse group.

3. Guidebook Factor: “Level of recognized stature or weight_gmong sources of
opposition.” Objector has not provided any information as to this factor.
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4. Guidebook Factor: “Historical defense of the community in other contexts.” The
Objection contains no information whatsoever as to how or even whether it has
defended the wirefess community in any context. Indeed, the activities described
by the Objector ~ conferences, lobbying and public relations (Objection, p. 5-6) —
are general and proactive in nature and not in any way defensive.

5. Guidebook Factor: “Costs incurred by oblector in expressing opposition,
including other channels the objector may have used to convey opposition.” Not
only has Objector failed to include any information about costs it may have
incurred in expressing opposition to Applicant’s Application for the .mobile gTLD,
but the Objection contains no references to any other channels that Objector has
used to convey opposition. Indeed, despite a three-month window during which
the public was invited to submit comments on all of the gTLD applications (a
process that resulted in 12,160 comments), Objector did not submit any
comments on the Applicant’s .mobile Application.*

121. | find that this test is satisfied in the overall circumstances. In particular, as | have
discussed above, it is apparent to me that Objector serves an important
representative function in the Mobile Wireless Community as a US trade association
that acts as the policy-guiding and lobbying arm of the industry, the central organizer
of two of the largest trade shows in the industry in North America, and in certain
other capacities. Accordingly, the opposition of Objector alone may be sufficient to

meet the “substantial opposition” test.

122. Moreover, in addition to the Objector, the GSMA (the largest, global trade association
in the Mobile Wireless Community} and others have expressed objections to the
Application for the .MOBILE gTLD on the grounds that it should not be operated as a
so-called “closed generic gTLD.” Between the Objector and the GSMA, there is plainly
“substantial opposition” to the Application for the .MOBILE gTLD.

5.2.3. Strong Association (“Targeting”)

123. This test requires the Objector to “prove a strong association between the applied-for

gTLD string and the community represented by the objector.”*®

As | explained above,
the tests for standing and merits both contain almost identical phraseology and | find
that the same analysis can be applied to both with the same resuit. Rather than repeat
the analysis here, | refer to my analysis on this requirement in the standing section

above, and confirm that | find that Objector has proven a “strong association between

5 Response, pp. 7-8.
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the applied-for gTLD string and the community represented by the objector” in
satisfaction of this test on the merits.

5.2.4. Likelihood of Material Detriment

124. To satisfy this test, the Objector must “prove that the application creates a likelihood
of material detriment to the rights or legitimate interests of a significant portion of the
community to which the string may be explicitly or implicitly targeted.”* It is further
clarified that “[a]n allegation of detriment that consists only of the applicant being
delegated the string instead of the objector will not be sufficient for a finding of

material detriment.”

125. Factors that could be used by a panel in making this determination include but are not

limited to:

sNature and extent of damage to the reputation of the community represented
by the objector that would result from the applicant’s operation of the applied-for
gTLD string;

eEvidence that the applicant is not acting or does not intend to act in accordance
with the interests of the community or of users more widely, including evidence
that the applicant has not proposed or does not intend to institute effective
security protection for user interests;

einterference with the core activities of the community that would result from
the applicant’s operation of the applied-for gTLD string;

eDependence of the community represented by the objector on the DNS for its
core activities;

eNature and extent of concrete or economic damage to the community
represented by the objector that would resuft from the applicant’s operation of
the applied-for gTLD string; and

elevel of certainty that alleged detrimental outcomes would occur.®

126. The list of factors above is, again, non-mandatory and non-exclusionary. It includes
actual economic harm, reputational harm, the potential for Applicant to act
inconsistently with the community’s interests “or of users more widely”, actual

interference with the community’s activities, a forced dependency relationship, etc.

127. In support of its argument that the Mobile Wireless Community will likely suffer

4 Guidebook {Module 3), Section 3.5.4.
% Guidebook {(Module 3), Section 3.5.4.
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128.

129,

130.

material detriment, Objector asserts that “exclusive access of one company to all
domain names within the .MOBILE TLD will have a substantial impact in the
marketplace and lead to real and significant harm and material detriment for the
Mobile Wireless Community.” Objector presents its arguments in support of this
contention in several sub-sections, as follows. Rather than recite Objector’s extensive
arguments in each case, | insert my views and findings under each heading, reflecting
my pertinent views and findings in response to Applicant’s arguments as well. While |
do not address each and every argument asserted, | have reviewed and considered

them all in reaching my conclusions.

5.2.4.1. Amazon Has Expressly Acknowledged That It Has No Intention of
Operating The .MOBILE gTLD In Accordance With The Interests Of The
Mobile Wireless Community.

It is not disputed that under the Application, Applicant has declared an intention to
operate the registry on a closed basis for its own use. As noted above, there is some
indication that Applicant will not—or will be precluded from—doing this. But the
actual outcome is far from clear and, in any event, is beyond the purview of my
mandate as Expert. Therefore, | find that the evidence suggests that Applicant will not
act in accordance with the interests of the Mobile Wireless Community to the extent

that the community has an interest in exploiting .MOBILE domain names.

Given the fact that, as discussed above, there is a “strong association” between the
string and the Mobile Wireless Community, this would inherently have some effect on
the community. Among other things, it would be indefinitely precluded from making
use of the very gTLD that is strongly associated—perhaps most strongly associated—
with it.

While it is at present easy to argue that the Mobile Wireless Community would not be
harmed because they can simply conduct their business under .COM or other gTLDs as
they do now, that argument is circular. .MOBILE domain names have no present
quantifiable value because they do not yet exist. The same could be said universally of
any market entrant today, which could simply select a domain name using presently
available gTLDs. However, the very fact that market forces have pressed for additional
gTLDs strongly suggests that new gTLDs are wanted and, by virtue of being wanted,
will have market value. In light of the present Program, it is not difficult to reach the
conclusion that once the geography of the domain name landscape changes with the

36



131.

132.

addition of new gTLDs through the current program (of which this is only the first
round), industries and market participants will begin to use these as identifiers rather
than sticking with the one-size-fits-all .COM or equivalents. In the expanded-gTLD
internet world, in light of the Mobile Wireless Community’s strong association with
the term “mobile,” it is very likely to want access to the .MOBILE gTLD. This is
indicated, among other reasons, by the fact that the community’s advocates say so
now, and object to the Applicant having exclusive access to it. In my view, if Applicant
is permitted to lay exclusive claim to all .MOBILE domain names it would constitutes a

likely material detriment to the Mobile Wireless Community.

5.2.4.2. Access to the .MOBILE Domain Names, in the Highly Competitive Mobile
Marketplace Is Critical to the Core Activities of the Mobile Wireless
Community — a Community Heavily Vested in and Dependent on the DNS

| am not certain that having access to the .MOBILE gTLD is “critical to the core
activities of the Mobile Wireless Community” —at least at this point in time. If it was,
one would expect that community to swiftly move to submit its own application to act
as the register itself. However, as the domain name landscape adjusts to the
expanded gTLD options, this may well become the case. In any case, as explained
above, in my view it is likely to have value to the Mobile Wireless Community. The
gTLD .MOBILE is not a generic descriptor like “.com” (short for “company”), but an
identifying descriptor that is a widely used to refer to the community. (Indeed, while
not determinative in any way, it is noteworthy that the .MOBILE string has a far
weaker association with Amazon than it does with the Mobile Wireless Community.)
Within the bounds of the Mabile Wireless Community, .MOBILE could easily function

in a manner similar to the way .COM functions in the broader internet economy.

Top-level domain names are not co-equal with the second-level name market. There,
excepting certain limitations and preclusions, one need only find a unique name and
pay to register it. However, a TLD is something else entirely. A market participant
cannot simply “register” a TLD like .MOBILE or .WIRELESS or .APP, as it can register a
second-level domain name like “app.com.” Rather, one must become the registrant,
which is an expensive, time-consuming, complex process. And after a registrant is
selected, it cannot simply sell its rights as a registrant to another market participant. It
is a highly regulated position, subject to the oversight of ICANN and to numerous

regulations.
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133.

134,

135.

136.

137.

Hence, it is incorrect to say that Amazon’s securing the .MOBILE gTLD is no different
than the AT&T’s registering the MOBILE.COM domain name. It is for this reason, it
seems to me that ICANN has provided affected communities the opportunity to object

where the community fulfills the requirements contained in the Guidebook.

As stated in the list of factors above, material detriment may be shown, among other
things, where there is “[e]vidence that the applicant is not acting or does not intend to
act in accordance with the interests of the community or of users more widely,
including evidence that the applicant has not proposed or does not intend to institute
effective security protection for user interests.” In this case, Applicant has proposed
no effective security protections for the simple reason that its Application proposes
not to allow the Mobile Wireless Community—or other users——access to the .MOBILE
gTLD at all.

The establishment of unrestricted, exclusive rights to a gTLD that is strongly associated
with a certain community or communities, particularly where those communities are,
or are likely to be, active in the internet sphere, seems to me inherently detrimental
to those communities’ interests. And it is unquestionably the case that the Mobile
Wireless Community is a community for which domain name “real estate” is of high

value.

5.2.4.3. The Mobile Wireless Community Will Suffer Significant and Extensive
Economic Harm Should .MOBILE Be Delegated to Amazon Under the
Terms Set Out in the New gTLD Application

While | do not necessarily agree with all of the potential harms foreseen by Objector, |
am persuaded that .MOBILE is a highly descriptive term which, if Applicant alone has
access, it will have the power to exploit to its advantage while denying the

opportunity to the Mobile Wireless Community which has a strong interest in it.

In this regard, | feel compelled to clarify that | am not taking the position that there
should or can be no closed registry of generic terms at all. That is a policy question for
others to determine. | only take the view that in a case such as this where a party has
shown that it is a community strongly associated with a particular gTLD and there is
substantial opposition in that community to a particular party having a closed registry

on that gTLD, there is a strong likelihood that there is a material detriment.
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138.

5.2.4.4. The Level of Certainty That the Alleged Harms Will Occur Is Very High

Based on the Application and Response of Applicant, it is clear that Applicant will, if
granted the .MOBILE registry, operate it for its own exclusive benefit, and the Mobile
Wireless Community will be precluded indefinitely from using this gTLD. In my view,
given the strong association between .MOBILE and the Mobile Wireless Community in
the mind of the internet public, there is a high likelihood that this will result in the

detriment discussed above.

5.2.5. Sub-conclusion

138.

140.

141.

In conclusion, | find that Objector has satisfied each of the four tests on the merits of

the Objection. Accordingly, its Objection is successful.

EXPERT DETERMINATION

Based on the foregoing, | decide that the Objector has standing and has satisfied the

four tests required for a successful Community Objection.

Therefore, Objector has prevailed and the Objection is upheld. As the Objector is the
prevailing party, the Centre shall refund the Objector’s advance payment of costs to
the Objector in accordance with Article 14(e) of the Procedure.

Date of Signature: 10 April 2014

~

Kap-You (Kevin) Kim u

Expert
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Appendix B

.MUSIC (DotMusic Limited) Reconsideration Request
Against Community Objection Decisions Relating to
Amazon's Music-Themed Exclusive Access Applications



Reconsideration Reqguest Form

1. Requester Information

Name: Constantinos Roussos

Contact Information Redacted
Address:

Email:Contact nformation Redacted With & cOpy to counsel, Contact information Redacted

2. Request for Reconsideration of:

_X_Staff action/inaction

3. Description of specific action you are seeking to have reconsidered.

DotMusic is challenging ICANN's inaction on 3 issues:

1) In not properly supervising and ensuring that appropriately qualified Expert
candidates of the International Chamber of Commerce (“ICC”) were a) selected; and b)
adequately, trained to address the unique issues presented by Community Objections and
the gTLD Program. The community expected that the ICC would be required to appoint and
advise an appropriately qualified “expert,” (not just an arbitrator) familiar with the unique
needs and requirements presented in the gTLD Program, intellectual property and anti-
competitive issues, and the needs and composition of the relevant community (e.g. a music

or intellectual property expert for music-themed Objections)(Point 1);

2) In not recognizing the relevance and impact of the exceptional GAC Advice on the
Community Objection process and Community Applicants, and in not advising the ICC and
Community Objection Panelists on the GAC Beijing Communique of April 11, 2013 and
subsequent GAC related issues: Responses to GAC Advice, Board Resolutions, Material
Changes in Applicant positions through their GAC Advice Category 2 Exclusive Access

Responses, and revisions to the new gTLD Registry Agreement’ that addressed GAC

! 3(c) and 3(d) of Specification 11 provided that: (c) Registry Operator will operate the TLD in a transparent
manner consistent with general principles of openness and non-discrimination by establishing, publishing and
adhering to clear registration policies. (d) Registry Operator of a “Generic String” TLD may not impose eligibility

1




Concerns pertaining to exclusive access which were directly related to the anti-competitive

issues raised in Community Objections. (Point 2); and

3) In not creating an appropriate appeal process for Community Objections and
denying parties procedures to protect their fundamental rights and legitimate interests (Point
3).

4. Date of action/inaction:

The relevant Expert Determinations EXP_461_ ICANN_78 (c EXP_479 ICANN_96
EXP_480_ICANN_97) were published on December 9, 2013 (See Annex 1).

5. On what date did you became aware of the action or that action would not be

taken?
The Decisions were presented to Objector and made public on December 9, 2013.
6. Describe how you believe you are materially affected by the action or inaction:

DotMusic Limited is a privately-held Cyprus limited liability company representing
Community Objectors and Related-Objector Entities in Community Objections. Objector

and/or Related-Objector Entities constitute a significant portion of the music community.?

criteria for registering names in the TLD that limit registrations exclusively to a single person or entity and/or that
person’s or entity’s “Affiliates” [. . .]. “Generic String” means a string consisting of a word or term that
denominates or describes a general class of goods, services, groups, organizations or things, as opposed to
distinguishing a specific brand of goods, services, groups, organizations or things from those others" (New gTLD
Registry Agreement, July 2", 2013, https://www.icann.org/en/groups/board/documents/resolutions-new-gtld-
02jul13-en.htm#1.d).

% Objector Associate members include Pandora (http:/a2im.org/groups/pandora), the world’s largest streaming
music radio with over 72 million active members (http://investor.pandora.com/phoenix.zhtml?c=227956&p=irol-
newsArticle&id=1860864) and Apple iTunes (http://a2im.org/groups/itunes). iTunes accounts for 63% of global
digital music market (http://appleinsider.com/articles/13/04/16/apples-itunes-rules-digital-music-market-with-63-
share) — a majority - with 575 million active global members (http://appleinsider.com/articles/13/06/14/apple-
now-adding-500000-new-itunes-accounts-per-day) abiding to strict terms of service and boundaries
(http://www.apple.com/legal/internet-services/itunes/ww/index.html) have downloaded 25 billion songs from
iTunes catalog of over 26 million songs, available in 119 countries, regardless whether artist is independent or in
a major label (http://www.apple.com/pr/library/2013/02/06iTunes-Store-Sets-New-Record-with-25-Billion-Songs-
Sold.html). Related Objector Entities include: an international federation of nearly 70 government ministries of
culture and arts councils, music distributors that distribute over 70% of global music on retailers such as iTunes
and Amazon (e.g. Tune core, with over 500,000,000 sales, distributes more music in one month than all major
labels have combined in 100 years, http://blog.tunecore.com/2012/02/what-the-riaa-wont-tell-you-tunecores-
response-to-the-ny-times-op-ed-by-the-riaa-ceo-cary-h-sherman.html), an international association of music
information offices from over 30 countries, music coalitions from leading music territories such as Canada,
Brazil, France and others, music communities representing over 3 million musicians, industry professionals and
organizations, the national association of recording industry professionals and others
(http://music.us/supporters.htm).




The American Association of Independent Music is a non-for profit company
representing its Members (both Labels and Associates), the U.S. Independent label music
community, the World Independent Network, the Association of Independent Music, the
Independent Music Companies Association (IMPALA) and the Merlin Network who
collectively constitute a majority of the music community (emphasis added) to which the

string is explicitly or implicitly targeted. (the “Affected Parties”).

On the 13" of March, 2013 Objections (cases EXP 461 ICANN_78 (c
EXP_479 ICANN_96 EXP_480 ICANN_97) were filed against Amazon EU S.A.R.L in
connection with music-themed Applications to run an exclusive access registry for .music,
.song and .tunes (the “Objections”). The Objections raised concerns, among other things,

about Applicant’s Applications to run exclusive-access registries thereby controlling the most

semantically significant music-themed-strings and an entire scarce vertical for the distribution

and monetization of music.

As to Point 1 — Lack of adequate supervision to ensure appropriately qualified Expert

candidates of ICC were selected and adequately trained.

a) According to the “Selection of Expert Panels” Section 3.4.4 of the new
Applicant Guidebook®, the Objector(s) relied upon specific language that the “panel will

consist of appropriately qualified experts (emphasis added) appointed to each proceeding by

the designated DRSP.” This is also consistent with ICC’s language that “the ICC will

constitute a pool of qualified candidates (emphasis added) who can be appointed as experts

in the new gTLD proceedings.”’

The expert appointed to render decisions in EXP_461 ICANN 78 (c
EXP_479 ICANN_96 EXP_480 ICANN_97) is not a music, intellectual property, competition
regulator or cultural expert versed in the unique music, intellectual property, competition and
cultural issues that strongly relate to the music community. The Determinations published on
December 9, 2013 (the “Decisions”), demonstrated that the panelist had limited knowledge
on the functions of the music community and was ill-prepared to understand and address

these unique music community matters.

% http://newgtlds.icann.org/en/applicants/agb/objection-procedures-04jun12-en.pdf
* http://www.iccwbo.org/Products-and-Services/Arbitration-and-ADR/Expertise/ICANN-New-g TLD-Dispute-
Resolution/Experts/




A glance at the Panelist Francisco Orrego Vicuna’s qualifications® reveal that his
specialties are: international law, international trade and investment. ICANN and the ICC
failure to select qualified expert candidates (such as experts in competition regulation,
intellectual property professors/judges/attorneys, or musicologists, ethnomusicologists, or
music industry professors/attorneys), was a breach of the AGB and the obligation to create a
meaningful evaluation of community concerns. The panelist, while being an arbitrator, was
ill-equipped to address the unique issues presented and the Objectors relied to their
detriment on the fact that the ICC would select an appropriate expert to review the
Objections. Especially given the significant costs involved, it was reasonable to assume that

the appropriate experts would be identified. These failures are evident, as follows:

First, the panelist agreed with Applicant's misleading statement that the music

community does not rely on the DNS/Internet, holding that:

It is thus not possible to conclude that there is in this case a likelihood of concrete
or economic damage to the community or that the Applicant intends to act
contrary to the interests of such community or interfere with its activities. The
dependence of the community on the DNS for its core activities has not been
proven (emphasis added)” (Expert Determination, Section 71, p.24)

Any reasonably qualified expert should have taken judicial knowledge of the indisputable fact

that the music community is heavily dependent on the DNS for the core of its activities. It is

publicly acknowledged and commonly-known that the community most affected and

impacted by the DNS was the music community. The DNS has changed the structure of how

music (both legal and illegal) is distributed, marketed and consumed (See Annex 2). The
DNS has also contributed to massive illegal piracy (e.g. via search engines, P2P networks or

sites such as PirateBay) financially harming the community.

Secondly, the panelist lacked qualifications as an expert to render an opinion on
whether the Applicant would be anti-competitive, and in his own words, the panelist claimed
that competition regulators were the ones qualified to make such a determination:

Whether there is... anti-competitive behavior...is not something that can be
established beforehand and is thus purely speculative... competition regulators
will very well know how to address this problem (Section 70, Pg. 25)

5 http://www.arbitration-icca.org/about/governing-board/MEMBERS/Francisco_Orrego _Vicuna.html




As such, the panelist declined to render an opinion on a key issue of alleged material
harm concerning Applicant’'s exclusive access gTLD policies (an opinion that an
appropriately-qualified expert with experience working with competition regulators would
have been equipped to render). Similarly, the panelist also ignored Objector's request to

review the overall context of the Applicant’s strategy to register close over 60+ gTLDs, all of

which were closed generic strings, including, not one, but three music related strings, which

presents significant anti-competitive concerns and would warrant further investigation as
they are likely to create harm to the community and others. Instead, the panelist treated

each music-themed gTLD objection in_a mutually exclusive manner contrary to how the

cases where presented, calling the Objector’s reasonable assertion of likelihood of harm with
respect to the Applicant’s anti-competitive behavior “speculative” (Section 70, Pg. 25).

Notably, the GAC Advice, ICANN revisions to the Registry Agreement and the Applicant’s

own change of position (from exclusive access to open) — pertinent evidence -- was rejected

by the panel. Such evidence - if it had been transmitted by ICANN to the ICC for all
Community Objection Panelists to consider - would have required panelists to appropriately
opine and address as to the merits of such actions.

The panelist also stated that support for pirate networks does not prove harm “that
can be established beforehand and is purely speculative” (Section 70, p.24). This statement
flies in the face of irrefutable evidence and knowledge that copyright infringement is illegal
and it harms the music community’s legitimate interests. Such evidence of the Applicant’s
activity in pirate networks was ignored without reason and referred to as “speculative.”

b) The panelist also denied Objector’s standing by ignoring the size, composition

and breadth of the Related Objector Entities and by failing to consider the standing of an

Objector consisting of globally-recognized Label Members and ignoring Associate Members

altogether (who have formal membership boundaries with Objector) that cover hundreds of

millions of music community members having formal boundaries with Objector's Members.

Furthermore the panel disingenuously asserted without any concrete proof or evidence that

independent musicians were not strongly associated with the string “music”:

While an association exists of course between the gTLD applied for and the term
“music”, this is by definition a generic term that might relate to music in general
but not specifically to the “independent music community...” (Expert
Determination, Section 66, p.24)



Objector Label Members include Labels representing the world’s two best-selling artists of

2012, Adele and Taylor Swift,® who are globally recognized and distributed. Associate

members, include Apple iTunes (the world’s largest music retailer with majority market

share), which formally requires hundreds of millions of music fans to create formal Apple

accounts and abide to strict terms of service in order to consume music. This is because

objector Associate Members providing legal music (e.g. Apple iTunes or Pandora, the

world’s largest music radio) must ensure that royalties are paid to the music community

rights-holders using clearly delineated, organized systems that identify rights-holders

corresponding to each song sold or streamed (See Annex 3).

It is a fact that nearly all musicians (over 99%) are considered “independent” i.e. not
signed to a major label. In fact, “70% of new music being bought is from artists not tied into

old industry”

(the non-independents referred to as major labels). If one removes
independent musicians from the music community then 99% of all music created would not
exist. This undeniably proves the panel’s lack of qualifications and incontrovertibly disproves

the panelist’s disingenuous assertion that the independent music community is not strongly

associated with the “term” music. According to the AGB, “Community” is defined as

“‘meaning “fellowship” — while still implying more of cohesion than a mere commonality of
interest.” The Independent Objector reiterates this definition “as a group of individuals who
have something in common.” (emphasis added). The common interest universally shared by
the community is the “promotion and distribution of music.” Furthermore, ICANN’s definition
8

of “Size” and “Substantial Opposition” relates to “a significant portion of the community

i.e. not the entire community. Substantial opposition should be taken within “context rather

than on absolute numbers® of a substantial portion of the community. The panelist did not
follow the AGB language in regards to what constitutes a significant portion and that

substantial opposition should be taken in “context rather than absolute numbers” i.e. not

requiring “billions” of written expressions. However the panel curiously stated that “with

billions of users the expressions of opposition would need to run in high numbers to meet

this test.” (Section 63, Pg.23). This clearly showed the panel’s lack of understanding to these

proceedings’ rules that “opposition” relates to (i) opposition from the music community, (ii)

® International Federation of the Phonographic Industry, http://ifpi.org/content/library/dmr2013.pdf, P.11

" http://blog.tunecore.com/2012/02/what-the-riaa-wont-tell-you-tunecores-response-to-the-ny-times-op-ed-by-
the-riaa-ceo-cary-h-sherman.html

& https://community.icann.org/display/newgtldrg/community+objection+grounds

® http://newgtlds.icann.org/en/applicants/agb/string-contention-procedures-04jun12-en.pdf, Module 4-11




not generically by Internet users, and (iii) be taken “within context” not literally. With such an

unreasonable and unjustified statement the panel set an impossible threshold for any

Objector to meet since using the number “billions” as a reference point to prove “substantial

opposition” is irrational, unfair and ensures that any Objector would fail to meet such a

standard (emphasis added). In context, in 2012 there were 42,100 employed musicians'® in

the U.S, a country which represents 58% of the global digital music market'* and 27% of the
global music market share.’? In this context, some Objector U.S Label Members alone

represent a significant portion of the global community. As such, denying the Objector

standing leads to serious procedural and fairness questions. If the panelist’s statements are

taken literally no objector would ever qualify to have their concerns be heard since according
to the panelist, “music” is a generic term and can never have a shared, common

interest, nor can a generic term be dependent on the DNS for core activities:

A broad community may exist at the generic level... but this is not conducive to
the clear delineation envisaged under this standard (Section 60, Pg.21)

While an association exists of course between the gTLD applied for and the term
“‘music”, this is by definition a generic term that might relate to music in general
but not specifically to the “independent music community” (66, Pg. 22)

The dependence of the community on the DNS for its core activities has not been
proven (Section 71, Pg.24)

These statements run contrary to the Independent Objector who states there are many
cases of strictly delineated communities and even filed many new gTLD Community
Objections (.charity, .healthcare, .hospital, .indians, .med and .medical)*® based on his own

definition of “community”:

It can include a community of interests, as well as a particular ethnical, religious,
linguistic_or_similar community... a community can be defined as a group of
individuals who have something in common ... or a common characteristic ... or
share common values, interests or goals.™

Yus Department of Labor, http://www.bls.gov/oes/current/oes272042.htm

1 hitp://www.billboard.com/biz/articles/news/digital-and-mobile/1556590/ifpi-2013-recording-industry-in-
numbers-global-revenue

2 hitp://www.ifpi.org/content/section_resources/rin/RIN_Contents.html
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While “music” is a generic term, it is dependent on a clearly delineated community which

shares the common interest of promoting and distributing unique “music” through clearly

delineated systems to compensate music community rights holders attributed to each song

(emphasis added).

ICANN’s lack of action in ensuring appropriate selection and training of experts created a

material harm to Objectors and the community proceedings.

As to Point 2: lack of consideration of the relevance and impact of the GAC Advice
on the Community Objection process and failure to advise the ICC and Community Objection

Panelists on the GAC Advice.

The Community Objection filing pre-dated the Beijing Communique and raised the
same concerns set forth by the GAC and subsequently recognized by ICANN NGPC
Resolutions and actions. After the Community Objection proceedings commenced, GAC
and ICANN called into question Applications that were filed to run generic gTLDs as
exclusive-access registries. This very question was presented by Objector at Objector’s
significant expense. ICANN should have either advised the ICC and Panelists or required
the ICC and Panelists to review and evaluate the impact and relevance of GAC Advice,
Board Resolutions, and Applicant Responses to Category 2 on Exclusive Access, and

revisions to the Registry Agreement to address these concerns.

When extremely significant, indeed program wide, issues were raised, the Board
should have taken appropriate measures to either: a) suspend the proceedings to avoid
further waste of resources addressing Applications that were called into question by GAC
Advice; b) ensured that the ICC and Panelists were appropriately advised and educated
regarding the importance and effect of the GAC Advice; and/or c) provided clear guidelines

to address these issues without harming Objector(s).

As to Point 3: lack of an appeal process for Community Objections thereby denying

parties procedures to protect their fundamental rights.

The failure of the Board to address a chorus of voices that called for an appeal
mechanism to allow appropriate review of cases has prejudiced Objector’s ability to protect

their members’ fundamental and legitimate rights.



ICANN'’s lack of action forced the parties to: a) bear significant expense; b)
detrimentally rely on ICANNs stated policies and procedures for Community Objections; c)
led to a breach of process; d) has resulted in Applicants materially changing their positions
(e.g. from an exclusive access registry to an open registry) in the middle of a proceeding;
and e) resulted in the selection and appointment of an expert that was not prepared to

address the unique issues presented.

As a result of the Decisions, the Affected Parties suffered direct financial harm in
order to prepare and file the Objections. The Affected Parties will also suffer financial harm,
and their members will be globally affected should Applicant ultimately be awarded the most
semantic music themed gTLDs, effectively controlling an entire music-related space on the
Internet with unclear and unspecified polices, while disallowing the community from their

legitimate right to registering their names under a public-resource gTLD.

The Affected Parties suffered a breach of due process in the proceedings because in

the middle of the proceeding the Applicant was allowed to seemingly materially change

(make a 180-degree shift) their Application from applying to run an exclusive-access registry
to accepting GAC Advice on Category 2 Advice to intentionally open its registries. Affected
Parties further suffered a breach in the proceedings when the panel, incredulously, refused

to evaluate and consider relevant GAC Advice and other pertinent evidence presented.

7. Describe how others may be adversely affected by the action or inaction, if you

believe that this is a concern.

Other groups adversely affected by the inaction are community applicants who have
serious concerns about the unintended consequences and precedents created in the new

gTLD Program in relation to Material Changes™ which are inconsistent to the AGB.

ICANN has opened the floodgates for allowing material changes without any
consequences or accountability mechanisms to protect community applicants in a contention
set by permitting standard Applicants to submit material changes in their Applications in the
form of Public Interest Commitments (PICS) to remedy any faults an Application may have.

In context, Community Applications already abide to the Registry Dispute Resolution

15 http://newgtlds.icann.org/en/applicants/customer-service/change-requests




Procedure (RRDRP) built-in accountability mechanism®*® while standard Applicants do not.
Community Applicants also have appropriate restrictions, including policies relating to
authentication, Eligibility, Name Selection, Content/Use, and Enforcement to safeguard their

communities.

Furthermore, Applicants with exclusive access Applications were also given the
opportunity to respond to GAC Category 2 Advice. Nearly all exclusive access Applicants
stated their intent to change their Applications to non-exclusive. Such public Responses
negatively interfered with Community Objections since objected-to Applicants submitted
GAC Category 2 Responses which directly contradict and are contrary to their Community
Objection Responses. This is misleading and undermines the credibility of the new gTLD
process. Objected-to Applications were given the opportunity to defend their exclusive
access position — like they had in the Objection Responses — but decided against it since
there are no repercussions for making inconsistent statements or any accountability
mechanisms to prevent misleading the panelists. Also other Applicants used PICs — another
form of material changes — in their Community Objection Responses which are not in their
current Applications. Such changes of position occurring during Community Objection
proceedings not found in current Applications indicates the procedural flaws of the
Community Objection process and also vindicate Community Objectors’ positions. ICANN
has even took this issue a step further by revising the new gTLD Registry Agreement during
Objection proceedings with language vindicating Objectors views. According to the AGB, any

information that is deemed "false or misleading may result in denial of the application.”

Such material changes, whether they are ones relating to changing a registry from
“‘exclusive” to “non-exclusive” access or incorporating Public Interest Commitments (PICs)

are clear, material changes, because they materially change an Applicant’s business model

and other critical components in their Application, such as financial statements and their
Letter of Credit. Under the ICANN AGB rules such material "changes" will likely "involve

additional fees or evaluation in a subsequent application round."”

ICANN has introduced and allowed such procedural loopholes which objected-to

Applicants have used to circumvent dispute resolution processes and the AGB, while

18 hitp://www.icann.org/en/news/public-comment/rrdrp-15feb10-en.htm
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Community Applicants with responsible and accountable Applications are not allowed to
incorporate such public interest changes to meet the CPE threshold. Loopholes, including
Responses to GAC Category 2 advice, PICs or new ICANN NGPC Resolutions materially
change Applications, negatively affect contention sets, circumvent Community Objections
and create material harm to Objectors and community applicants in a contention set. NGPC
Resolutions and ICANN’s actions have introduced a harmful precedent to the ICANN new
gTLD Program without any repercussions, consistent standards followed or accountability. In
some cases, Panels have used NGPC Resolutions, the registry agreement revision and
PICs against Objectors to prove that with these new resolutions material harm is avoided.
This precedent used is a clear loophole benefiting objected-to Applicants at the Objectors’
expense as Applicants argued that accepting GAC advice, new NGPC resolutions, new
registry agreement revisions and adding PICs — all material changes — prove there is no
possibility of material harm. As such, the existing new gTLD process has lost meaning since
any standard Applicant is now allowed to “shift” their position without accountability of any
sort or ICANN action to prevent such violations. Furthermore, ICANN is also in the process

of once again favoring standard Applicants by giving brands special exemptions.*’

Furthermore, community applicants and objectors in general have been materially
harmed financially and procedurally as the selection of Community Objection experts was
inconsistent with the AGB and the published CPE Guidelines which clearly say that experts

are “selected based on their knowledge of specific countries, regions and/or industries, as

they pertain to Applications.® Community applicants have relied on the language of the AGB

that experts selected would be appropriately qualified with some credible level of knowledge
and expertise on the communities reflected in the Applications determined. In many cases,
the ICC has selected Panelists with no clearly appropriate qualifications or credible
experience with respect to communities reflected in the Applications determined, which is a
clear violation of the AGB, Section 3.4.4 which states that the “panel will consist of

appropriately qualified experts.” As such, many Objectors were materially harmed by
Determinations since Panelists lacked fundamental knowledge of community functions and

such precedents might likely harm them in CPE Evaluation.

7 http://www.icann.org/en/news/public-comment/spec13-06dec13-en.htm
18 http:/newgtlds.icann.org/en/applicants/cpe/quidelines-27sep13-en.pdf, Pg.22
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8. Detail of Board or Staff Action — Required Information

Provide the Required Detailed Explanation here:

On June 19" 2013, a letter was sent to ICANN and the Board which raised serious concerns

that "the ICC has not identified expert Panelists that have expertise in music - the relevant

subject matter of interest for the communities."

On June 24™, 2013 ICANN responded stating that “for the matter of the expertise of the

panel members...Section 3.4.4 of the Applicant Guidebook” states:

3.4.4 Selection of Expert Panels - A panel will consist of appropriately qualified
experts appointed to each proceeding by the designated DRSP. Experts must be
independent of the parties to a dispute resolution proceeding. Each DRSP will
follow its adopted procedures for requiring such independence; including
procedures for challenging and replacing an expert for lack of
independence...There will be one expert in proceedings involving a community
objection.

ICANN further stated in their response that “ICANN has confidence that the ICC has followed
the requirements as expressed by the AGB and has appointed experienced jurists with

appropriate qualifications in mediation/arbitration to preside over objection proceedings.”

However, ICANN’s response that the “appropriate qualifications” of an expert is in

“‘mediation/arbitration” is not mentioned in the AGB. The definition of “expert” is “a person

who has a comprehensive and authoritative knowledge of or skill in a particular area.'®”

Objectors reasonably relied on the fact that experts would be “appropriately qualified
experts” pertaining to the Applications determined and have “comprehensive and
authoritative knowledge” in that “particular area.”

ICANN’s correspondence opens up serious issues of lack of clarity, accountability
and transparency in regards to the Community Objection process since the AGB clearly
states the word “expert.”, not the words “mediator” or “arbitrator” which would have been the
appropriate words if ICANN’s correspondence statements were applicable. This opens up
new questions about the fairness of the process and the high probability of confusion based
on the fact that ICANN did refer to the Panelists as “experts” not “arbitrators” or “mediators.”

This is aligned and consistent with the language used in another community-related

19 Oxford Dictionary, http://www.oxforddictionaries.com/us/definition/american english/expert
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evaluation process where experts are used — the Community Priority Evaluation. Specifically,

CPE Guidelines clearly state that “evaluators are selected based on their knowledge of

»20

specific countries, regions and/or industries, as they pertain to Applications”” which is

consistent with the definition of “expert” not an arbitrator or mediator. There is no mention in
the AGB that the expert’s “appropriate qualifications” would be in “mediation/arbitration”
because such qualifications would be inappropriate since they would directly harm Objectors
given that Objectors would have the impossible burden of educating unqualified
mediators/arbitrators on community specifics, how the community functions and other

complexities requiring significantly more words than the maximum permitted in filing.

On July 30th an Additional Submission in light of GAC Advice/NGPC material change
Resolutions and clarifications with respect to Amazon misleading Response statements

about Objector's standing and material harm was submitted to Panelist:

Per Ms. Kosak’s, message of July 30, 2013, we have been directed to confer
directly with you. As you may be aware, yesterday we submitted Objector’'s
Request for Leave to File an Additional Submission and Reply to Applicant’s
Response. Per the attached filing, this submission is made in accordance with Art
17 of the Attachment to Module 3 of the Applicant Guidebook.

On August 20th, the Panelist completely ignored material changes to the Program by GAC
Advice, NGPC Resolutions and Applicant misleading statements and rejected the Additional

Submission referring to its content as “not exceptional” despite the material changes’

influential impact on all new gTLDs and rule changes exceptionally affecting all Applicants:

Having examined the file... the Expert is of the opinion that it contains all the
necessary elements required to reach a Determination on this dispute.
Accordingly the Expert considers that there is no need to invite additional
submissions as envisaged under Article 17 (a) of the Procedural Rules governing
these proceedings. The Expert further notes the Applicant's comment to the
effect that under Article 18 of the Procedural Rules production of documents is
limited to exceptional cases. No such exceptional case exists at this time. On the
basis of these considerations the Request is denied and its contents are not to be
included in the file of this case.

In regard to GAC Advice, ICANN solicited responses from applicants for the strings
identified by the GAC regarding whether they planned to operate the applied-for TLDs as

exclusive access registries (defined as a registry restricted to a single person or entity and/or

20 http://newgtlds.icann.org/en/applicants/cpe/quidelines-27sep13-en.pdf, Pg.22
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that person's or entity's Affiliates" (as defined in Section 2.9c of the Registry Agreement).
The responses were submitted to the New gTLD Program Committee (NGPC) of the ICANN
Board. On 28 September 2013, the NGPC adopted a Resolution on GAC Category 2
Advice™ allowing applicants not planning to operate as exclusive access registries, and that

are prepared to enter the Registry Agreement as approved, to move forward to contracting.

On October 8", .MUSIC (DotMusic) sent written correspondence to ICANN? in relation

to Applicant Responses:

We write as a follow-up to our most recent Letter to ICANN (October 8™ to

formally record and publish our concerns about new material changes arising
from ICANN NGPC Resolutions and their impact on the current Community
Objection process. Specifically, we would like to highlight the effect of potentially
prejudicial “exceptions” through the acceptance of certain GAC advice and
ICANN NPGC resolutions.

On October 10", 2013 .MUSIC followed up its email after the release of GAC Category 2
Advice Form Responses:

... it has come to our attention that two of the Applicants we have mentioned in
our Letter (who are subject to community objections) have materially changed
their opinion and clearly stated that their generic string application(s) for music-
themed TLDs will no longer be operated as "exclusive" TLDs, a clear statement
of admittance that their original applications' "exclusive" access music-themed
TLDs create a strong likelihood of harm.

This is exactly the kind of issues on material changes our Letter has been trying
to illustrate in light of ongoing Community Objections on the subject matter which
now have no other predictable and consistent recourse but to be upheld given
the transparent admittance by these Applicants: Amazon,** Far Further/ .music
LLC.>> We kindly request these statements by these two Applicants and our
Letter be forwarded to the ICC Panelists since they are crucially pertinent to the
cases at hand. We also kindly request some clarification statements from both
ICANN and the ICC how such material changes will be addressed and handled
since these Applicants' community objection responses were inconsistent with
these GAC Category 2 Advice statements they have just made. It is clearly
evident that (i) their original application submission was not done in error and
such material changes and GAC Category 2 Advice statements: (i) affect third-
parties materially, especially objectors and applicants in contention set, (ii) create

2 http://www.icann.org/en/groups/board/documents/resolutions-new-gtld-28sep13-en.htm#2.a

2 hitp://www.icann.org/en/news/correspondence/roussos-to-crocker-et-al-08oct13-en.pdf

2 http://www.icann.org/en/news/correspondence/roussos-to-crocker-et-al-12jul13-en.pdf on the 12th, July 2013
with ICANN response at http://www.icann.org/en/news/correspondence/willett-to-roussos-14aug13-en.pdf on
14th August, 2013

% hitp://newgtlds.icann.org/sites/default/files/applicants/09oct13/gac-advice-response-1-1316-18029-en.pdf

% http://newgtlds.icann.org/sites/default/files/applicants/09oct13/gac-advice-response-1-959-51046-en.pdf
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unfairness to both objectors and applicants in contention set, (iii) are material,
and (iv), if allowed, create a precedent with unintended consequences to the new
gTLD Program.

ICANN responded on October 22™, 2013.%° On October 10, 2013 another email was sent to
the Expert and the ICC pertaining to Amazon’s GAC 2 Response material change and
position change in relation to their exclusive access applications for music-themed .music,
.song and .tunes alerting GAC of their intentions to change their registries from exclusive to
non-exclusive:

As you may not yet be aware, on October 9, 2013 (yesterday), ICANN published
a submission by the Objected-to Applicant that materially affects the instant
proceedings. Accordingly, Objector respectfully submits that these statements,
and proposed sweeping changes to the Applicant’s Applications be considered in
connection with the instant matter.

As set forth below, to avoid further conflict with the Beijing Communiqué --
addressing concerns about Category 2 closed generic strings (and the same
arguments asserted by Objector and under consideration in the instant
proceedings) -- Applicant advised ICANN that it will materially change its position
from running the .music, .tunes and .song TLDs as closed exclusive registries to
open reqistries.

Accordingly, the Objector respectfully submits that the instant proceedings must
now include an evaluation and consideration of the following ICANN publications
dated October 9™, 2013 whereby Applicant states that it will change its
Applications from “closed” and “exclusive” to “open.”

Through these submissions the Applicant is attempting to circumvent this
Objection and other criticism levied against it by “agreeing” to open its exclusive
music-themed Registries. See New gTLD GAC Advice: Category 2 Safeqguards
and Applicant Responses Published October 9, 2013°" and Applicant'’s Response
to GAC Advice Category 2: Exclusive Access.?®

These newly-published statements by the Objected-to Applicant (published last
night by ICANN) are contrary and inconsistent with the Applicant’s Responses to
the instant Community Objections. The foregoing submissions establish that the
Applicant’s originally-exclusionary polices in the objected-to Application(s) are not
in the global public interest and would create a certainty of material harm to the
legitimate interests of the music community and the global public interest.

Amazon has materially changed its stance with a new statement that their
generic string application(s) for music-themed TLDs will no longer be operated as
"exclusive" registries even though their current application(s) squarely state that
“the TLD(s) will be operated as an exclusive registry.” It is evident that Amazon’s
original position in relation to “exclusive” registry access has changed. Amazon’s

% hitp://www.icann.org/en/news/correspondence/willett-to-roussos-22oct13-en.pdf
2" http://newgtlds.icann.org/en/applicants/gac-advice/cat2-safequards
2 http://newgtlds.icann.org/sites/default/files/applicants/09oct13/gac-advice-response-1-1316-18029-en.pdf
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proposed reverse in course is not yet approved and provides new evidence that
Objector’s concerns - which were raised prior to any public discussion about the
harm of closed generics - should be upheld.

On the date that the instant Objections were filed, Applicant's music-themed
applications (.music, .song and .tunes) created a certainty of material harm and
were against the global public interest. The Applicant’s proposed changes to its
Applications are not yet approved and final by ICANN and thus the material harm
still exists. Therefore, the only remedy is for this Panel to move to protect the
community and public interest.

Objector also notes that ICANN’s New gTLD Program Committee’s (NGPC)
Scorecard Resolution No. 10 dated September 28", 2013*° pertaining to the
“‘Registry Agreement as approved by the NGPC, prohibits exclusive registry
access for generic strings (emphasis added).” Here too, the NGPC resolution “is
consistent with the GAC advice.” The NGPC has directed ICANN “staff to move
forward with the contracting process for applicants for strings identified in the
Category 2 Safeguard Advice that are prepared to enter into the Registry
Agreement as approved.” Essentially, the NGPC and the objected-to Applicant
have agreed with Objector’s concerns that closed, exclusive registries for .music,
.song and .tunes are improper and harmful.

If an expert determination has already been made that is contrary to upholding
the Community Objection against the Applicant, we respectfully request the case
be re-opened to address these new contradictory statements by the Applicant
and to render a determination that: (i) is consistent with the Applicant’s newly
published conflicting statements; and (ii) is aligned with GAC advice and ICANN
NGPC Resolutions on the issue of exclusive registry access for generic strings.
Applicant is free to respond to these points and defend its material changes to
open these strings in the midst of this Objection.

For the instant Community Objections to have meaning, and this process to
maintain integrity, the matter must be re-opened and the issue be submitted for
re-evaluation by the Expert.

On October 11, 2013, the Community Objection panelist in relation to Amazon’s closed

.music, .tunes and .song applications, Francisco Orrego Vicufia, responded:

| am in receipt of the parties’ respective communications dated 10™ and 11"
October, 2013 in respect of the submission of new information in these cases.
The Expert must inform the parties that no such new information can be
considered at this stage in the context of the decisions on the cases noted....
under Article 21 of the Dispute Resolution Procedure the Expert is directed to
submit its Determination within 45 days of the constitution of the panel. This date
has passed...The Objector's request in his communication of 10" October is
accordingly not accepted.

2 http://www.icann.org/en/groups/board/documents/resolutions-new-gtld-annex-1-28sep13-en.pdf




On November 26™, 2013 the ICC replied to our correspondence and informed in an email

that such new information can be considered by the Expert:

...the Centre has also taken note of the exchange of e-mails between the parties
and the Expert with regard to the request for re-opening the case following the
Applicant’s changes in its Applications. The Centre also notes the Objector’s
request that the ICC “review this issue, allow discussion and provide clarification
on these points”. The Centre would like to draw your attention to the fact, that the
procedure for changing Applications, including the obligation of the Applicant to
provide the explanations thereof, is governed by ICANN’s rules... please be
informed that the decision to re-open the case, should the need arise, and to take
into account new or amended documents, is_taken by the Expert (emphasis
added) based on the information available and nature of the cases in question.

On November 26™, 2013 a response was sent to the ICC and Panelist;

After carefully reviewing the public Expert Determinations,* it is apparently clear
that Experts have appropriately used the Applicant Guidebook as a strong
reference for their Determinations and rules which makes this issue relevant and
procedural in nature. As you have indicated, the procedure for changing
Applications is governed by ICANN rules... The Centre also clearly noted that...
“the decision to re-open the case, should the need arise, and to take into account
new or amended documents, is taken by the Expert based on the information
available and the nature of the cases in question.

The rules that the Expert must abide to are governed by ICANN rules and
procedures, most notably the language contained in the Applicant Guidebook
(AGB). There are specific provisions in regards to Material Changes found in the
AGB*! to which all Applicants — including both Amazon (.music 1-1316-18029,
.song 1-1317-53837, .tunes 1-1317-30761) and .music LLC/Far Further (.music
1-959-51046) must abide to, especially if their position is one of “exclusive
access.” However, they have publicly responded to GAC with a position which is
180 degrees different to their Responses to the ICC and different to their
Application. This is misleading, inconsistent and legitimate grounds for concern
with respect to procedures. If both Applicants’ Responses and “original”
Applications were so strong, they did have the option to defend their position with
respect to GAC advice - as they did in their Objection Responses - but have now
conveniently chosen a different direction, which is misleading and creates a
harmful precedent in the ICANN process governing dispute resolution
procedures.

It is reasonable to assume that in any proceeding — whether it is one conducted
in a court of law or under an ICANN’s dispute resolution procedure — that any
inconsistencies or changes in position not reflected in the original testimony — the
original Application (without any PICs or GAC Advice Category 1 or 2 material

%0 http://www.iccwbo.org/products-and-services/arbitration-and-adr/expertise/icann-new-gtld-dispute-
resolution/expert-determination/
31 http://newgtlds.icann.org/en/applicants/customer-service/change-requests




changes) or their Responses to Objections - should be investigated by the
Expert so that the procedures followed by the Expert are compliant with the
Applicant Guidebook and no harmful precedent, unintended consequences or
loopholes are created.

The ICANN Guidebook’s section on “Material Changes” is clear that any
information that is deemed "false or misleading may result in denial of the
application" (AGB). We strongly believe that many — if not all - music-themed
Applicants have provided misleading information in their Responses to the
Community Objections because such Responses are not made public by the
Centre (emphasis added). As such, there is no Applicant accountability towards
the ICANN dispute resolution process or transparency with the Centre since the
Applicants’ Responses are not made public. We are deeply concerned with
misleading music-themed gTLD Applicant Community Objection Responses
especially those given to Experts that GAC Advice was “irrelevant.” Such
statements would not be seen under a positive light by both GAC or the ICANN
NGPC if they were made public to them.

It is clear that if an Application is materially changed from "exclusive" to "non-
exclusive" (by incorporating Category 2 safeguards) or incorporating Category 1
enhanced safeguards, it will affect its business model, its financial statements
and its Letter of Credit. Under the ICANN AGB rules such "changes" will likely
"involve additional fees or evaluation in a subsequent application round" (AGB)
because the entire premise of the Applicant’s Application has changed materially.

Last Thursday at the ICANN Public Forum in Buenos Aires/Argentina, we publicly
informed the ICANN Board of these types of procedural loophole concerns which
objected-to Applicants can use to circumvent the dispute resolution process. We
have also met with the ICANN Ombudsman to express these same concerns and
he recommended to reach out to the ICC and the Expert Panelist. The fact that
the Centre agrees that “ICANN’s new gTLD dispute resolution procedure does
not provide for any specific provision in this regard” is clear evidence of
procedural loopholes that Objected-to Applicants could use to their benefit to
circumvent the Community Objections.

Our objective is that Objections are treated in a transparent and accountable
manner, consistent with the Applicant Guidebook and rules contained in the AGB
in regards to Material Changes or with respect to a change of position that was
not in the original Application. We hope that the Experts acknowledge the issues
at hand and the harmful precedent as illustrated in the Material Changes section
of the AGB... music-themed gTLD Objectors’ arguments, whether on the issue of
‘exclusive access” or “enhanced safeguards,” were based on the Applicant’s
stated positions found in their Applications... Ultimately, the Expert should rule on
the Applicant’s stated Policies as found in their Applications taking into
consideration _any relevant new statements by the Applicant as well as new,
pertinent ICANN NGPC Resolutions with respect to “exclusive access” or lack of
“‘enhanced safeguards.” Otherwise, the process has no meaning, and as long as
a party can “shift” position to avoid scrutiny, there is no accountability.
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Allowing inconsistent statements to be a justification for avoiding an adverse
verdict would create a scenario that obviates the need for the Panel in the first
place. We agree with the ICANN Resolutions and they provide additional
evidence from ICANN - who, as the ICC agrees, writes the Rules - on the obvious
harm created by music-themed Applications that do not have “adequate
safeguards” or have “exclusive access.” We hope that the Expert Determinations
are consistent and do not allow process loopholes for Objected-to Applicants to
circumvent the process and the new ICANN NGPC resolutions which have
vindicated the concerns presented in the music-themed Community Objections.

On December 3", 2013 the ICC responded to our correspondence:

The Centre carefully considered your comments regarding the above-mentioned
case and the provisions of the Procedure and the Rules in this regard. Further,
we have communicated your concerns to ICANN. However, at this point the
Centre can only proceed pursuant to the current version of the Procedure which
does not provide for the possibility of an amendment of the Objection in the
course of the proceedings, unless permitted by the Expert (Emphasis Added).
Accordingly, it is in his discretion to decide whether to take into account additional
submissions...

There is also a lack of clarity with regard to the rules and procedures followed by the ICC
and the panelist which are contradictory. On one hand the ICC states that Additional
Submissions or amendments due to material changes at any stage of the proceedings can

be “permitted by the Expert” and that “it is in his discretion to decide whether to take into

account additional submissions”, while on the other hand the Expert denies having this

power claiming that “no such new information can be considered at this stage in the context

of the decisions on the cases noted” because “under Article 21 of the Dispute Resolution

Procedure the Expert is directed to submit its Determination within 45 days of the

constitution of the panel.”

It is noted that the ICANN Board and the NGPC responded to the GAC Advice and called for
public comment and input regarding “closed generic” Category 2 Applications and took
action to materially change how such gTLDs are to be operated and allowed Applicants to
intentionally materially change their Applications, in some cases from an exclusive access
registry to an open access registry — allowing substantial amendments to Applications during
proceedings. During this process ICANN failed to respond to Objector’s stated concerns
about the effect of GAC Advice on the proceedings and failed to advise the ICC and panel

about the decisions made by ICANN. Moreover, at any point ICANN could have suspended
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the Community Objection proceedings to allow for a reasoned review and consideration of

the impact of such material changes on the wider gTLD process and Community Objections.
The Affected Parties believe that there was inaction by ICANN:

1) in failing to adequately train, advise, and instruct the ICC allowing the ICC to appoint
an expert who was unqualified to address the specific issues related to music community
presented by the Objector. The panel’s unfamiliarity with the music community, its cultural
composition, its strict delineation and a host of intellectual property issues it faces on the
DNS (such as rampant piracy_ as well as the unique impact of the gTLD program on
worldwide distribution of music, resulted in a fundamentally flawed decision that is a

reversible error (emphasis added);

2) by refusing to present to the ICC and the panelist, GAC-related issues and new
NGPC Resolutions: Responses to GAC Advice, Board Resolutions, Changes in Applicant
positions through the GAC Advice Category 2: Exclusive Access Response Form for
Applicants, and revisions to Registry Agreement that addressed GAC Advice allowed the

Objection to proceed without consideration of the effect and importance of these exceptional

developments that occurred after the Objections were filed,;

3) by allowing a process to facilitate modifications and material changes to Applications

are facilitated in response to GAC Advise on Category Exclusive Access Applications

permitted Applicant’s to fundamentally change positions in the middle of the proceedings

without ramifications to the material detriment of Objector;

4) in creating a process by which exceptional modifications and material changes to

Applications in response to GAC Advise on Category Exclusive Access Applications can be
facilitated. Failing to address the effect of such actions to on-going Objections violated Article
4 of the Articles of Incorporation and Article 1, Section 2, 7, 8, and 9 of the ICANN Bylaws

resulting in a breach of process and calls into question the legitimacy of the program; and

5) by failing to offer an appropriate appeal mechanism to address clear procedural

issues and AGB violations pertaining to Objections especially in cases of unqualified panels

and factually incorrect and inconsistent statements.
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6) by harming applicants in a contention set as well as Community and Legal Rights

Objectors against Amazon for the same strings that relied on the AGB’s language. Amazon’s
position change in regards to exclusive-access, affects both Community Objections and

Legal Rights Objections since they vindicate Objectors’ arguments on the material harm test.

7) in failing to ensure there were no conflicts of interest and bias in panels relating to the

new gTLD Objection process as whole. The Applicant’s general counsel Doug Isenberg

representing Amazon in these new gTLD Community Objections was also a Panelist

determining a decision against another Objector (Food Network) in a new gTLD Legal Rights
Objection proceeding. DotMusic has been involved in both Community Objections and Legal
Rights Objections against Applicant for the same objected-to music-themed strings and such
panel selection conflicts violate the AGB and introduces unintended precedents in that other
panels may rely on for their determination. This compromises the credibility of the new gTLD
program and sheds light on how Objections were mishandled by ICANN without any

accountability on the selection of panels even if there was a clear conflict of interest.

9. What are you asking ICANN to do now?
The Affected Parties respectfully request that ICANN:

1) Reimburse or order the ICC to reimburse the Objector for all of its expenses,
including but not limited to attorney fees, administrative expenses and Expert fees
associated with cases: EXP_461 ICANN_78 (c EXP_479 ICANN_96
EXP_480_ICANN_97); and

2) Allow for new Community Objections to be filed for these Applications with the
appointment of an appropriate Expert (noted as an expert in music/intellectual

property/competition regulation);

3) Determine that Applicants that have made public statements intending to
substantially amend their Applications by responding to GAC Advice be deemed material
and inconsistent with their position in Community Objection Responses and rule in favor of

Objectors given that it is admission of their harmful policies; or

4) Allow for a Reconsideration of the Decisions by an appropriate and qualified

expert and with instruction regarding the GAC Advice and changes made by Applicants
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10. Please state specifically the grounds under which you have the standing and
the right to assert this Request for Reconsideration, and the grounds or justifications

that support your request.

DotMusic Limited (.MUSIC) is a new gTLD Applicant for the .music music-themed
community application. The new gTLD Applicant and Objector(s)/Related-Objector Entities
are entitled to a fair and appropriate evaluation of the AGB policies and procedures.
Moreover, DotMusic as a competing applicant is adversely affected by ICANNs granting of
modifications and changes to Applications in response to GAC Advice on Category 2

Exclusive Access Applications publicly stating Applicant’s intention to fundamentally amend

Applications and change positions without consideration on how such action affected other

Applicants or the Community Objection process.

Furthermore, such panel decisions and false statements not based on facts

pertaining to Objector’'s standing as a clearly delineated community (See Annex 3) or the

music community’s dependence on the DNS for activities (See Annex 2) can adversely affect

the Community Priority Evaluation (and DotMusic as a community applicant) since EIU

Evaluators could use the expert’'s factually incorrect opinion as precedent and falil

Community Applicants in_general (emphasis). DotMusic has spent over 8 years, significant

resources and millions of dollars building the .music brand and receiving support from a

significant portion of the community to pass CPE. If CPE fails, DotMusic will be subject to
expensive auctions which were designed to favor deep pocketed standard Applicants — such

as Amazon and Google — not community applicants.

The Objector and Related Objector Entities were entitled to a fair and appropriate
management of the Objection proceedings in accordance with the AGB. By providing
inadequate training and guidance to the ICC, ICANN allowed the ICC to appoint an
unqualified expert that resulted in fundamentally flawed proceedings, factually incorrect

statements and a harmful determination which creates a harmful precedent.

Breach of Fundamental Fairness

Basic principles of due process to the proceeding were violated and lacked accountability by
ICANN, the ICC and the Panel. ICANN failed to consider concerns about the selection of the

panel and the ICC failed to follow the procedures the AGB set in relation to selecting an
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appropriately qualified expert in the subject-matter reflecting the Applications despite the
excessive costs and resources attributed to filing. The panel also selected not to hear
legitimate concerns and striking evidence by the Objector which were crucially relevant even

contradicting the ICC’s clear statements that it was up to panel’s discretion to do so.

Failure to Consider Evidence

The Panel failed to consider relevant evidence relating to: (i) The Applicant deciding not to
defend their exclusive access position and making a complete position change in their GAC
Category 2 Response public statements changing from exclusive-access to non-exclusive,
proving that their current Application creates a likelihood of material harm leading to a ruling
favoring Objector; (ii) The clear standing of Objector as a clearly, delineated community; (iii)
The significant size and global breadth of the Objector Members; (iv) How the music

community is dependent on DNS/Internet for core activities.

Violation of ICANN Articles of Incorporation

Article 4 calls for ICANN to operate for the benefit of the Internet community as a whole,
carrying out its activities in conformity with relevant principles of international law and
applicable international conventions and local law, and to the extent appropriate and
consistent with its Articles and Bylaws, through open and transparent processes that enable

competition and open entry in Internet related markets.

ICANN should have properly communicated and delegated functions to the ICC and failed to
do so in violation of ByLaws Art. 1, Section 2, 3 To the extent feasible and appropriate,
delegating coordination functions to or recognizing the policy role of other responsible

entities that reflect the interests of affected parties.

ICANN or the NGPC should have properly communicated to the ICC and the Panelists the
existence and effect of GAC Advice, PICs, NGPC Resolutions and Registry Agreement
revisions on pending Objections. ICANN or the NGPC should have also considered the
effect of allowing such substantial amendments to Applications and material changes to the
gTLD Program (ByLaws Art. 1, Section 2, 7 Employing open and transparent policy
development mechanisms that (i) promote well-informed decisions based on expert advice,

and (ii) ensure that those entities most affected can assist in the policy development
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process; ByLaws Art. 1, Section 2, 8 Making decisions by applying documented policies

neutrally and objectively, with integrity and fairness.

Between April, 2013 and December 9, 2013 (the date of the Decision), ICANN could have
acted to protect Applicants and Objector from material harm by properly addressing material
flaws with the ICC Process and/or informing the ICC and Panelists regarding the GAC
Advice and related issues (ByLaws Art. 1, Section 2, 9 Acting with a speed that is responsive
to the needs of the Internet while, as part of the decision-making process, obtaining informed
input from those entities most affected; ByLaws Art. 1, Section 2, 10 Remaining accountable
to the Internet community through mechanisms that enhance ICANN's effectiveness;
ByLaws Art. 1, Section 2, 11 While remaining rooted in the private sector, recognizing that
governments and public authorities are responsible for public policy and duly taking into
account governments' or public authorities' recommendations; and ByLaws Art. 3, Section 1
ICANN and its constituent bodies shall operate to the maximum extent feasible in an open

and transparent manner and consistent with procedures designed to ensure fairness.

11.  Areyou bringing this Reconsideration Request on behalf of multiple persons or

entities?

X Yes

1la. If yes, Is the causal connection between the circumstances of the

Reconsideration Request and the harm the same for all of the complaining parties?

Yes, because the music community (i) has a shared, common interest - the legal distribution
and promotion of music, (ii) is dependent on the DNS (where rampant piracy occurs) for core
activities, and since (iii) Determinations of such significance pertaining to competition and
exclusive access can create material detriment to the legitimate interests of a significant
portion of the music community that is represented by the Affected parties. Failure of the
panelist to understand that the music community is reliant on the DNS exhibits why this

particular case requires someone familiar with music/intellectual property matters.
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Do you have any documents you want to provide to ICANN?

Yes, please see Annex. Attached are the (i) 3 Expert Determinations for .music, .song,
and .tunes (See Annex 1), (ii) Proof of evidence that the music community is reliant on
the DNS/Internet for core activities (See Annex 2), and (iii) Proof of evidence that the
music community is clearly and strictly delineated (See Annex 3), which was mentioned

in the Additional Submission.

Terms and Conditions for Submission of Reconsideration Requests

The Board Governance Committee has the ability to consolidate the consideration of
Reconsideration Requests if the issues stated within are sufficiently similar. The Board
Governance Committee may dismiss Reconsideration Requests that are querulous or
vexatious. Hearings are not required in the Reconsideration Process, however
Requestors may request a hearing. The BGC retains the absolute discretion to
determine whether a hearing is appropriate, and to call people before it for a hearing.
The BGC may take a decision on reconsideration of requests relating to staff
action/inaction without reference to the full ICANN Board. Whether recommendations
will issue to the ICANN Board is within the discretion of the BGC. The ICANN Board of
Director’'s decision on the BGC’s reconsideration recommendation is final and not

subject to a reconsideration request.

] QQ) DG 12/22/2013
— =D D

Constantinos Roussos Date

DotMusic (.MUSIC)
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Appendix C

.MUSIC (DotMusic Limited) Reconsideration Request
Against Community Objection Decisions Relating to Music-
Themed Applications with Exclusive Access Language or
Lack of Enhanced Safeguards



1. Requester Information

Name: Constantinos Roussos
Contact Information Redacted
Address:

Email: contact normation Redacted With a copy to cou nSEI, Contact Information

Redacted
2. Request for Reconsideration of:_X Staff action/inaction
3. Description of specific action you are seeking to have reconsidered.

DotMusic is challenging ICANN’s inaction on 5 issues:
1) In not properly supervising and ensuring that selected Expert candidates of the ICC (i) were
appropriately qualified and knowledgeable about core subject matter to correctly apply standards for

determining existence of a substantial clearly delineated community invoked which was expressing

opposition; (ii) had no direct or indirect conflicts of interest; (iii) were adequately trained and informed to
address unique issues presented by Community Objections and gTLD Program including material
changes in AGB. The community expected that the ICC would be required to appoint and advise an
appropriately qualified “expert,” (not just an arbitrator) familiar with the unique needs and requirements
presented in the gTLD Program, intellectual property and anti-competitive issues, and the needs and
composition of the relevant community (i.e. a music expert for music-themed Objections) (Point 1);

2) In not recognizing the relevance and impact of the exceptional GAC Advice on Community
Obijection process, and not advising the ICC and Community Objection Experts on effects of new binding
contractual material changes in the Program arising from GAC Toronto and Beijing Communique and
subsequent GAC Advice: PICs, GAC Category 1 Enhanced Safeguards, Responses to GAC Advice,
Board Resolutions, Applicant position Material Changes through their GAC Advice Category 2 Exclusive
Access Responses, and revisions to the new gTLD Registry Agreement' (the “Material Changes™) These
addressed GAC Concerns pertaining to exclusive access which were directly related to anti-competitive
and enhanced safeguard issues (the “Safeguards”) raised in Community Objections. (Point 2);

3) In not creating an appropriate appeal process for Community Objections and denying parties

1 3(c) and 3(d) of Specification 11 provided that: (c) Registry Operator will operate the TLD in a transparent manner
consistent with general principles of openness and non-discrimination by establishing, publishing and adhering to clear
registration policies. (d) Registry Operator of a “Generic String” TLD may not impose eligibility criteria for registering
names in the TLD that limit registrations exclusively to a single person or entity and/or that person’s or entity’s
“Affiliates” [. . .]. “Generic String” means a string consisting of a word or term that denominates or describes a general
class of goods, services, groups, organizations or things (New gTLD Registry Agreement, July 2™, 2013,
https://www.icann.org/en/groups/board/documents/resolutions-new-gtld-02jul13-en.htm#1.d).




procedures to protect their fundamental rights and legitimate interests, including preventing conflicts of
interest, determinations based on applying contradictory standards and on false facts (Point 3).

4) ICANN (i) giving preferential treatment to .brand Applicants and all Applicants without
Safeguards in their current applications. ICANN put in motion a process for Applicants to make material
changes to their Applications in the form of PICs? and changes in Specification 13.%> This materially
undermines the Legal Rights and Community Objection process, contention set neutrality and Applicant
equal treatment, and (ii) giving preferential treatment to the String Confusion Objection process to
introduce a review mechanism to address perceived inconsistent Expert Determinations limited to

Determinations made on String Confusion objections for .CAR/.CARS and .CAM/.COM.* Perceived

inconsistent decisions in Community Objection process were not given same type of treatment (Point 4).
5) With respect to GAC Category 2 Advice Response, ICANN did not verify whether some
Applications had exclusive access language. This allowed Applicants (e.g. .music LLC, 1-959-51046 —
Annex J) to circumvent the change request requirement initiated by ICANN if objected-to Application
(such as in the case of Amazon’s .music, .song and .tunes Applications which have to file change
requests) contained exclusive access language if disclosed in Applicants’ GAC Response.® In cases of a
clear discrepancy between what the Application states and what the objected-to Applicant provided in
their Response, ICANN did not taken any action to ensure that these Applicants are required to submit a
change request because the Registry Agreement provides that registry operators of a "generic string” TLD
may not impose eligibility criteria for registering names in the TLD that limit registrations exclusively to

a single person or entity and/or that person's or entity's "Affiliates” (2.9(c) of Registry Agreement).

4. Date of action/inaction: Determinations were published on February 18th, 2014 (Annex A).
5. On what date did you became aware of action or that action would not be taken? 2/18/2014
6. Describe how you believe you are materially affected by the action or inaction:

ICANNSs acceptance of the Expert Determination will allow .MUSIC and .BAND Applicants to
proceed to delegation with policies that are unclear and undocumented. The Expert’s determination is
based on incorrect standards and incorrect information regarding standing of the Objector and the
relevance (or in the Expert’s determination, the lack thereof) of the GAC Advice. These two critical

errors resulted in a flawed decision on Objectors’ standing, and allowed the Expert to “avoid” evaluating

2 http://www.icann.org/en/news/public-comment/base-agreement-05feb13-en.htm

3 http://www.icann.org/en/news/public-comment/spec13-06dec13-en htm

* http://www.icann.org/en/news/public-comment/sco-framework-principles-11feb14-en htm
% http://newgtlds.icann.org/en/announcements-and-media/announcement-4-09oct13-en




and determining whether or not the stated Applications created material harm or whether they protected
the interests of the affected community. The appropriate standard for standing was applied by other
Experts in the case of sensitive strings such as .bank, .insurance, .sport, .sports .bank, .charity and .med
(Applications which lacked Safeguards) and against exclusive access registries (such as .polo) with
findings of material harm. All these Objections were upheld.® (emphasis added)

DotMusic (“.MUSIC”) represented Objectors/Related-Objector Entities in Community Objections
constituting clearly-delineated community invoked. The Objector American Association of Independent

Music (“A2IM”) represented its Members (both Labels and Associates), the U.S. Independent label music

community and global independent music coalition. These clearly delineated community of established

institutions expressing opposition — as evidenced by a public letter to ICANN’ by A2IM Coalition -

included: Merlin (a global rights agency for the independent label sector, representing over 20,000 labels

from 39 countries focusing purely on the interests of the global independent music sector, pg.8),

Worldwide Independent Network (representing label creators in over 20 countries), Association of
Independent Music (representing companies from largest and most respected labels in the world, Pg.6),

and IMPALA (Independent Music Companies Association on behalf of over 4,000 independent music

companies and national associations across Europe representing 99% of micro, small and medium sized

music actors,” Pg.7), who collectively constitute a majority of the independent music community globally

invoked (emphasis added) to which strings are explicitly or implicitly targeted. Members of Objector, the
International Federation of Arts Councils and Culture Agencies (“IFACCA”), include arts councils and
government agencies (ministries of culture) from nearly 70 countries (“Affected Parties”). Both Objectors
expressing opposition are clearly delineated and strongly associated with music-themed strings.

On 13" March, 2014, Objections  (EXP/462/ICANN/79 (c. EXP/463/ICANNY/80,
EXP/467/ICANN/84, EXP/A70/ICANN/87 EXP/A7T7/ICANN/94), ICC EXP/474/ICANN/91, ICC
EXP/459/ICANN/76, ICC EXP/460/ICANN/77) were filed against music-themed Applicants with (i)
“open” .music and .band strings without enhanced safeguards to prevent abuse, piracy and protect
copyright and intellectual property; or (ii) a discriminatory, anti-competitive exclusive-access registry for
.music (the “Objections”) each of which were denied.

As to Point 1 — According to “Selection of Expert Panels” Section 3.4.4 of the new Applicant

Guidebook®, the Objector(s) relied that the “panel will consist of appropriately qualified experts

® http://www.iccwbo.org/products-and-services/arbitration-and-adr/expertise/icann-new-gtld-dispute-resolution/expert-
determination/

" http://www.icann.org/en/news/correspondence/bengloff-to-crocker-et-al-06mar13-en.pdf

8 http://newgtlds.icann.org/en/applicants/agb/objection-procedures-04jun12-en.pdf




(emphasis added) appointed to each proceeding by the designated DRSP,” consistent with ICC’s language

that “the ICC will constitute a pool of qualified candidates (emphasis added) who can be appointed as

experts in the new gTLD proceedings.””

The Determinations (the “Decisions”), demonstrated that Expert had limited on functions of the
substantial clearly delineated community invoked and was ill-prepared to understand and address these
unique issues by applying correct standards for standing.

The Expert’s qualifications'® reveal that, while a noted and highly respected expert, he is not an
expert on music. None of the Expert’s nearly 50 publicly-listed publications focused on music-related
issues or concerns. It also has come to the Objector(s) attention that there have been public comments
regarding potential conflicts of interest concerning the Expert and his relationship with Samsung. See e.g.

5911

(“U.K judge who issued extreme ruling for Samsung against Apple hired by Samsung”~" and “Conflicts

5912

of interest are just classier with English accents”*). Further, U.S Government documents reveal Expert

worked for Samsung (Annex K) after Panelist ruled in favor of Samsung against Apple in a patent case he

was the Judge. Here, Google, an objected-to Applicant, is Samsung’s multi-billion dollar strategic

business partner.™® Google’s Android has a 79% global market share** with Samsung devices dominating

63% of those Android phones.® Accordingly, there is a potential appearance of bias (with respect to
Google) and ICANN and the ICC accordingly did not retain qualified expert candidates without potential
conflicts of interest or those having the relevant experience or expertise to address the unique issues
presented by the cases.

Other concerns include, firstly, Expert’s determination that Objectors had no standing in

contradiction to AGB. The Expert’s rationale was whether_“music” or “band” is a clearly delineated

community covering all of mankind. That is contrary to AGB standards which are whether the

community invoked by the Objector(s) is a clearly delineated community (3.5.4). Expert’s rationale

was also inconsistent with Board Governance Committee’s .CHARITY Re-consideration Decision:®

The issue is not whether the term “charity” defines a clearly delineated community. The issue, as set forth
in the Guidebook, is whether the community invoked by the objector is a clearly delineated community.
...the Panel correctly applied the standards for determining whether the community invoked by the 10 was a

® http://www.iccwbo.org/Products-and-Services/Arbitration-and-ADR/Expertise/ICANN-New-g T LD-Dispute-
Resolution/Experts/

19 hitp://www.ucl.ac.uk/laws/academics/profiles/index.shtml?jacob

1 hitp://www.fosspatents.com/2013/02/uk-judge-who-issued-extreme-ruling-for html

12 http://abovethelaw.com/2013/03/conflicts-of-interest-are-just-classier-with-english-accents/

13 http://www.pocket-lint.com/news/126816-samsung-and-google-sign-big-ten-year-patent-partnership

4 http://www.prnewswire.com/news-releases/strategy-analytics-android-captures-79-percent-share-of-global-smartphone-
shipments-in-2013-242563381.html

15 hitp://www.localytics.com/blog/2013/fonblets-and-phablets-samsung-has-share-of-android-mobile-devices/

18 http://www.icann.org/en/groups/board/governance/reconsideration/14-3/determination-corn-lake-27feb14-en.pdf, Pg.7
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clearly delineated community. (Determination 116, Pg. 2)

Secondly, the Expert agreed with misleading and plainly erroneous statements made by objected-to
Applicants that “GAC Advice was irrelevant” which undermined GAC Advice’s critical relevance
to the new gTLD Program despite the Objector(s) Additional Submission (Annex B). Despite our
correspondence, the Expert determined that ICANN did not take “any action” on GAC Advice (despite
ICANN agreeing on a process to implement new material binding contractual amendments to “fix”

Safeguard issues presented by Objectors) and that GAC Advice was “irrelevant”:

What difference does it make?... Nor has ICANN vyet taken any action on the advice. (e.g
EXP/462/ICANN/79 Determination, 118, Pg. 7)... I accordingly hold that the GAC Advice is irrelevant to
what | have to decide (e.g EXP/462/ICANN/79 Determination, 120, Pg. 7)

In a letter to GAC," the ICANN reiterated the exceptional relevancy of GAC Advice to the new gTLD

Program as a “binding contractual obligation” for Applicants:

By implementing the GAC advice as a contractual obligation in the PIC Specification, the GAC’s advice
(as implemented) has the weight of a binding contractual obligation.

As to Point 2: The Community Objection(s) filing pre-dated the Beijing Communique and raised the
same concerns set forth by the GAC and subsequently agreed upon by ICANN NGPC Resolutions. After
the Community Objection proceedings commenced, GAC and ICANN called into question “open”
Applications that lacked enhanced safeguards for sensitive music-themed strings and an Application filed
to run a generic music-themed gTLD as exclusive-access registry. This very question was presented by
Objector at Objector’s significant expense. ICANN should have taken appropriate measures to either:
a) align the proceedings with GAC Advice and NGPC Resolutions in a consistent manner to

accurately reflect new contracting provisions without harming Objector(s) whose concerns were

aligned with Advice/Resolutions; b) ensure that the ICC and Experts were appropriately advised on

the relevancy of GAC Advice/Resolutions and new AGB material changes in contracting.

The AGB states that the “receipt of GAC advice will not toll the processing of any application

(i.e., an application will not be suspended but will continue through the stages of the application

process).” (Guidebook, Section 3.1.) The Objectors did not ask to suspend the processing of the

Obijections but rather for ICANN to communicate such critical GAC Advice that was exceptional and
agreed upon by the NGPC in those cases that such advice imitated both the opinion of GAC and ICANN

and Objectors. It would be grossly unfair for ICANN to work towards implementing GAC Advice and

new material contracting provisions to “fix”” the same concerns expressed by the Objectors (i.e. giving the

17 http://www.icann.org/en/news/correspondence/crocker-to-dryden-10feb14-en.pdf , Attachment B, Pg.7




opportunity for objected-to applicants to submit material change PICs to circumvent Objections after
seeing every other competitor’s publicly-available Application to “repair” and “fine-tune” their
Application’s lack of safeguards to protect the public interest). As per AGB material changes'®
provisions, it is such new material contractual changes for Applicants would be construed as material
changes harming Objectors, 3"-parties and Community Applicants who already had such safeguards in
their Application. If such new amendments are implemented by ICANN as contractual obligations,

immediately ICANN is liable for “material changes” harming 3"-parties and Objectors, especially if those

provisions were implemented to protect the public interest from the same concerns that were expressed by

the Objectors in Objections that were dismissed (emphasis added). If the objected-to Applications were

not going to cause a “likelihood of material” harm then why did ICANN agree to GAC Advice and to

implement contractual provisions focusing on preventing the same harms expressed in Objections?

As to Point 3: Expert did not apply the AGB Rules on “standing” and relied on misleading and
clearly erroneous statements in his Determinations’ rationale, despite Objector submitting clarifying
letters and Additional Submissions to both the ICC and the Expert (Annex B, E, J, L).

AGB states that “established institutions associated with clearly delineated communities are
eligible to file a community objection” and that the “community is strongly associated with the applied-

for gTLD string” (3.2.2.4). In all cases the Expert agreed that Objectors were both “established

institutions™:
To my mind A2IM is, on balance to be regarded as established” and “would be fanciful to hold that A2IM

has no recognition whatever outside the U.S (e.g EXP/477/ICANN/94, Determination, 128, 9). “IFACCA is
an established institution, I need not consider this point further” (e.g EXP/474/ICANN/91, 423, 7)

However, the Expert ignored the AGB and applied a contradictory test for standing focusing on whether

the_term defines a clearly delineated community not the Objectors. The issue, as set forth in the

Guidebook, is whether the community invoked by the objector is a clearly delineated community (ICANN

Board Governance Board, .CHARITY Re-Consideration). In contrast, the Expert incorrectly focused on

the string as a generic word and a general “mankind” community, not the community invoked by the

Objectors, creating a_standard that can never be met since it is impossible to receive letters of support or

opposition from all of “mankind” and use “mankind” as a standard for “strong association”:

Music appeals to nearly all mankind... Just because there is one word covering all kinds of music does not
make all mankind into a “music community” — the word will not stretch that far. There is no cohesion or
relationship between all those concerned with creating, performing, recording or “consuming” music of all
the different sorts known to man (e.g EXP/477/ICANN/94, 129, Pg. 9)

18 http://newgtlds.icann.org/en/applicants/customer-service/change-requests




Further, the Expert acknowledged_that he did not test whether the community invoked is a clearly

delineated community or have an implicit/explicit interest in strings and determines that the only

established institution eligible for standing has to “amount to a global music community for all mankind”

not the “independent music community” or “ministries of culture governments and arts councils”:

If you took them all (Objector’s invoked clearly delineated community) as being a “community” (which |
do not) they could only form a part of the global citizenry (all of mankind) which has an interest of any sort
in music”...The Objectors “membership (even taken as a whole) cannot in any way be taken to amount to a
global music community for all mankind (e.g EXP/477/ICANN/94, 130, P.10)

Also the Expert did not apply the standard for a clearly delineated community invoked by the Objector. In

contradiction to the AGB he applied it in a generic sense:

The same generic word covers all music. But a generic word does not itself evidence anything which can be
fairly be called a “community” even in the widest sense of the word. There is no public recognition of a
music community locally or globally” (EXP/474/ICANN/91, 130, Pg. 9).

The AGB standard for standing is not to determine whether the generic term “band” or “music” is a
community. As the Board Governance Committee pointed out in other determinations (e.g .gold and
.Charity), the test is not to determine whether a term is a community but to determine whether the

established institution invoked expressing opposition is a clearly delineated community, is substantial and

if it has a strong association with the string regardless whether targeting is direct (explicit) or indirect

(implicit) i.e. not the Expert’s incorrect standard used that allowed the Expert to rationalize that “because
a group of musicians may be called a “band” does not mean it forms anything which can be fairly be
called a “community” of bands (EXP/460/ICANN/77, 132, Pg. 11). A “community of bands” is not the

standard that must be proven. The Expert repeats this standard incorrectly:

Can all carious disparate types of groups of performers around the world who might fall with the
description “band” be described as a community? I think not. Just because a group of musicians may be

called a “band” does not mean it forms part of anything which can be fairly called a “community” of bands.
(EXP/459/ICANN/76, 131, Pg. 9).

On one hand the Expert acknowledges that the “.band string is explicitly or implicitly targeted at groups

of musicians” and that Objector’s “members doubtless have an interest in the bands signed to them” but

on the other hand uses the incorrect standard by stating that Objector’s “members are not themselves

bands at all” and “that the interest is only indirect” (EXP/460/ICANN/77, 133, Pg. 11). The test is not to

determine whether members of the established institution are “bands” or “music” or that an “indirect
interest” in a “band” or “music” themed-string has no weight (in fact, “implicit” (or indirect) targeting is
acceptable under the AGB). The appropriate test is whether the established institution has a strong
association with the music-themed strings “band” or “music” regardless whether the targeting is explicit
or implicit (emphasis added). According to the AGB, the standard is that the “application creates a
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likelihood of material detriment to the rights or legitimate interests of a significant portion of the

community to which the string may be explicitly or implicitly targeted” (AGB, 3.5.4) i.e. targeting “may
be explicitly (directly) or implicitly (indirectly) targeted.” (emphasis added). According to the AGB, the

Objectors did not have to prove the incorrect standard assumed by the Expert which was:

It is not proved that there is such a thing as a community of bands or that A2IM is “associated” with any
bands, still less with a “clearly delineated community” of bands (EXP/459/ICANN/76, 135, Pg. 9).

The Expert disregarded the community invoked by Objectors and applied a test that no established
institution can ever meet: “The community is effectively humankind” (EXP/474/ICANN/91, {31, Pg. 9).
Just as in the case of .sport and .charity, the Board Governance Committee correctly applied the

correct standard for standing in the .gold Re-Consideration Request determination:

World Gold Council’s community objection, however, refers to the gold industry in general and not to the
gold mining industry in particular.” (Id.) And as stated in the Guidebook, for a Community Objection to be
successful, the objector must prove, among other “the community invoked by the objector is a clearly
delineated community.” (Guidebook, §3.5.4; see also id. (“The objector must prove that the community
expressing opposition can be regarded as a clearly delineated community”) (emphasis added)

Here, Objectors and their memberships and affiliations expressing opposition did not invoke the objection
on behalf of the “global music community” or “all of mankind.” The Objectors’ clearly delineated

community invoked that was expressing opposition did not describe itself as a being a “community”

which was a “part of the global citizenry (all of mankind).” The expressed opposition was on behalf of

the independent music community (A2IM) and a federation of nearly 70 governments’ ministries of

culture _and arts councils (IFACCA). The clearly delineated membership of independent music

community brought forward is the globally largest and most influential of its kind e.g. A2IM alone
(not including IMPALA, Merlin, WIN, AIM and others which expressed opposition — emphasis
added) collected 50% of all the Grammy Awards, the most globally-recognized music awards
(Annex H). Furthermore, the clearly delineated “ministries of culture governments and arts councils”
invoked also constitute substantial opposition. Both are strongly associated with strings and critical to the
global, legal promotion and distribution of music (emphasis added).

Despite agreeing that both Objectors are “established institutions” the Expert refused to find that
Objectors act as spokesperson[s] for [their] members.” This finding was made despite the Expert
acknowledging both Objectors’ Mission Statements (e.g Objector statements that it “will represent the

Independent sector’s interests” (EXP/474/ICANN/79, 113, P.4 and P.5), The Expert also questioned the

Objectors’ authority to represent members despite acknowledging that Objectors received letters of

Objection support from their corresponding Board of Directors, including Objection support from



Related-Objectors constituting the community invoked. The Expert also failed to consider evidence that
both Objectors publicly and privately alerted their Board and all members in newsletters, even posting

Objection details publicly.™® Not a single member expressed disagreement with Objectors’ actions.

No other Expert in the ICC Community Objection proceedings required letters from individual

members of an established institution that was objecting except this Expert:

Although it exhibits letters of support from some of its members, there are none at all from any actual band
or its manager (e.g EXP/459/ICANN/76, 132, Pg. 9)

Just in the case of Community Priority Evaluation (CPE),” letters from individuals that are not

established institutions have no weight with Community Objections. The AGB has no inference of

requesting letters from individual members that were not considered established institutions (emphasis
added). We communicated this fact with the ICC and the Panel in writing (before and during the

proceedings) and even alerted the Expert that if such letters were material we would provide them (Annex

E). The ICC correctly agreed that the Rules did not have any language asking Objector Related Entities /
individual members to send letters to the Expert (Annex L).

The Expert also improperly stated that Objectors did not have sufficient association with their

own invoked community and membership and discredited DotMusic’s associate membership with

IFACCA, including DotMusic’ s supporting membership:

I conclude that A2IM does not have any sufficient association with the invoked community.” (e.g
EXP/477/ICANN/94, 138, Pg. 11) ...IFACCA can not get its own standing by piggybacking members
(EXP/A7T4/ICANN/91,125, Pg. 8)

In context, governments that comprise GAC are strongly associated to government Ministries of
Culture which are members of IFACCA. In fact, the governments are the same (they just constitute
different Ministries within the government). Both the position of IFACCA and GAC on Safeguards are
the same with no opposition to such positions. If “government culture ministries” have no standing (or a
strong association with music-themed, cultural strings), then GAC should have no standing to object
either (This is not true per the AGB).

The Expert also relied on false information for determining “Substantial Opposition”:

Only 18 label members wrote supporting letters. They are of course a much smaller proportion of the world
indie population and still less of the world record company industry. They do not amount to a significant
portion of the community targeted. (EXP/477/ICANN/94, 142, Pg. 12).

19 http://a2im.org/2013/02/04/call-to-action-please-write-icaan-about-how-music-should-be-administered/ and
http://www.a2im.org/downloads/Music US Objection Letter Template.pdf and
http://www.ifacca.org/announcements/2013/02/27/express-your-view-applications-new-music-domain/

20 http://newgtlds.icann.org/en/applicants/cpe/guidelines-27sep13-en.pdf




In contradiction to what Expert alleges, the letters submitted constituted the entire Board of the
Objector, not individual members. The letters (Annex C) also represent Objector’s Coalition of globally-

established institutions representing clearly delineated significant portion of independent music

community invoked that is strongly associated with the strings. These established institutions — as

evidenced by a letter®* by the A2IM Coalition sent to ICANN - included Merlin (global rights agency for

the independent label sector, representing over 20,000 labels from 39 countries focusing purely on

interests of global independent music sector, pg.8), Worldwide Independent Network (representing label

creators in over 20 countries), Association of Independent Music (representing largest and most respected
labels in the world, Pg.6), and IMPALA (Independent Music Companies Association on behalf of over

4,000 independent music companies and national associations across Europe, representing 99% of music

actors in Europe which are micro, small and medium sized enterprises,” Pg.7).

For the Expert to inconsistently conclude “that the Objector’s members form a very minor
proportion of the world’s record companies” (EXP/463/ICANN/80, 134, 10) and that such Objections
hold no standing or that the community invoked has no relationship to the applied-for string is ill-
conceived. The Expert even acknowledged that the Objector has “131 Associate Members, some of whom

are large and well-known such as Spotify and iTunes.” (EXP/462/ICANN/79, 115, 6) is in contrast to his

view that the community invoked is not substantial.” A member such as iTunes Apple iTunes,? another

»2% is substantial. The

example of “clear membership” with “formal boundaries, geographic reach and size
Objector’s memberships cover a global reach and are strongly associated with strings e.g. iTunes accounts

for 63% of global digital music market®® — a majority - with 575 million active global members® who

have downloaded 25 billion songs from iTunes’ catalog of over 26 million songs, available in 119

countries. Other members include Pandora (72.4m active users), Spotify (6m paid subscribers, 24 million
active users in 35 countries). A2IM members also include entities associated with global governments,
such as France (BureauExport®®), China (China Audio Video Association’’) and Germany (Initiative
Musik).”® These three members alone (together with U.S market) represent substantial music economies

and a significant portion of community invoked. In context, in 2012 there were 42,100 employed

2 http://www.icann.org/en/news/correspondence/bengloff-to-crocker-et-al-06mar13-en.pdf

22 http://a2im.org/groups/itunes

2 hitp://www.apple.com/legal/internet-services/itunes/ww/index.html

24 http://appleinsider.com/articles/13/04/16/apples-itunes-rules-digital-music-market-with-63-share
% http://appleinsider.com/articles/13/06/14/apple-now-adding-500000-new-itunes-accounts-per-day
2 hitp://a2im.org/groups/french-music-export-office

21 http://a2im.org/groups/china-audio-video-association-cava

28 http://a2im.org/groups/initiative-musik-gmbh
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musicians®® in the U.S, a country representing 58% of the global digital music market® and 27% of global

music market share. “Size” and “Substantial Opposition” relates to “a significant portion of the

315

community>™” invoked — i.e. not entire mankind. AGB states “Substantial” should be taken within

“context rather than on absolute numbers.”** As mentioned in Objections and Additional Submissions
(Annex B), Objector is strongly associated with strings and community invoked,*® the Coalition for

Online Accountability,®* MusicUnited,*, MusicFirst,*® Copyright Alliance.*’

The Objector’s participation and recognition by the U.S Government as an important advocate for
international music trade activities®® also counters Expert’s incorrect conclusions that providing further
support that the Expert did not apply the correct standard and failed to accurately balance factors for
standing. Standing factors were not balanced by the Expert, included a “presence of mechanisms for
participation in activities, membership and leadership” (i.e. both Objectors had strict membership and a
formal Board of Directors with voting rights), “an institutional purpose related to the benefit of the
associated community” (i.e. both Objections had a public and clear Mission Statement and Purpose),
“performance of regular activities that benefit the associated community” (i.e. both Objectors had
Outreach and events) and “level of formal boundaries around the community” (i.e. both Objectors
required members to formally apply to become members with eligibility requirements to be closely
associated with the clearly delineated community invoked and pay annual membership). As an additional
point, the significance and applicability of “formal boundaries” was rejected. It is known that formal
boundaries are in place to facilitate a delineated process in which rights holders are compensated and to

eliminate piracy and copyright infringement e.g. Objector member iTunes formally requires hundreds of

millions of music fans to create formal Apple accounts and_abide to strict terms of service to consume

music and to ensure that royalties are paid using clearly delineated, organized systems that identify rights-

holders corresponding to each song sold or streamed (Annex F, G, I). In fact, the Expert denies such

delineated structured systems such as the ISMN, ISRC, ISWC, ISNO and other systems used to classify

 U.S Department of Labor, http://www.bls.gov/oes/current/oes272042.htm

% http://www.billboard.com/biz/articles/news/digital-and-mobile/1556590/ifpi-2013-recording-industry-in-numbers-
global-revenue

31 https://community.icann.org/display/newgtldrg/community+objection+grounds

* http://newgtlds.icann.org/en/applicants/agb/string-contention-procedures-04jun12-en.pdf, Module 4-11

3 http://forum.icann.org/lists/comments-gac-safequard-advice-23apr13/pdfIJAX15xkyLm.pdf

3 http://www.onlineaccountability.net/pdf/2012 Mar06 ICANN EnhancedSafequards.PDF

% http://www.musicunited.org/l whocares.aspx

* musicFIRST Coalition, with founding members A2IM, RIAA, and Recording Academy represents musicians,
recording artists, managers, music businesses, performance right advocates. http://musicfirstcoalition.org/coalition
37 http://www.copyrightalliance.org/members

% U.S Government International Trade Commission, http://www.usitc.gov/publications/332/pub4393.pdf, 3-9 and C-3,
http://www.usitc.gov/search-ui/search/C.view=default/results?s=&sa=0&hf=20&q=A21M, May 2013
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music and compensate rights holders (EXP/474/ICANN/91, 129, P.9) claiming that “this cloud of words
does not convey anything which can be fairly be described as a clearly delineated community”
(EXP/474/ICANN/91, 130, P.9). If such a clearly delineated community invoked does not exist then the
Expert failed to explain how the community’s invoked rights holders get paid from royalties, such as
statutory or performance royalties determined by governments and enforced by law. Without formal
boundaries and Safeguards, the strictly delineated compensation system that exists would be

compromised in favor of piracy and abuse which already is rampant.

The Expert contends that in regard to Objections, “if the fear was really well founded the entire
world record industry would be up in arms... The absence of a universal clamour makes it clear to me that
the record industry as a whole does not fear material detriment.” (EXP/477/ICANN/94, 144, Pg. 12).
Again, the Expert ignored the overwhelming evidence presented by the Objector with respect to the
invoked community’s fears of piracy, anti-competitive issues and abuse for music-themed gTLDs.
Globally-recognized, highly-credible associations strongly associated with strings (and others) voiced
serious concerns of the high likelihood of material harm without Safeguards. These included public
comments® by the Coalition of Online Accountability (included A2IM),* the Copyright Alliance
(included A2IM),** Austrian Music Industry Association,* International Publishers Association,* BREIN
Copyright Industry Groups,* as well as ICANN’s Business Constituency® and Intellectual Property
Constituency®® and many others. These substantial public comments by A2IM and others mirrored
the concerns made by the banking industry whose Objection was upheld against Radix (whose
.bank application was nearly identical to their .music objected-to application) citing their lack

experience and lack of existing relationships in a highly complex regulatory environment:

[Hlighly likely to result in inadvertent non-compliance with bank regulatory measures, in delays in
obtaining regulatory consents, in difficulties resolving overlapping requirements imposed by a multiplicity
of regulators and policymakers, and in significant concerns on the part of regulatory authorities over the
possibility of fraud, consumer abuse, tax evasion and money laundering, other financial crimes and
improper avoidance of regulatory measures by means of the Internet. (DotSecure Determination, 1163, 32)

There the Expert that upheld the .bank Objection noted that concerns were highlighted by bank regulatory

authorities in their comments to ICANN — just as in the case of the community invoked expressing

% http://forum.icann.org/lists/comments-gac-safequard-advice-23apr13/

%0 http://forum.icann.org/lists/comments-gac-safequard-advice-23apr13/pdfykweBGd8BS.pdf
41 http://forum.icann.org/lists/comments-gac-safequard-advice-23apr13/pdfZAxxvKEQJa.pdf
“2 http://forum.icann.org/lists/comments-gac-safequard-advice-23apr13/pdfgb AFJIXCE4.pdf
3 http://forum.icann.org/lists/comments-gac-safequard-advice-23apr13/binY Y WrklmmsT.bin
*4 http://forum.icann.org/lists/comments-gac-safequard-advice-23apr13/msg00093.html

*® http://forum.icann.org/lists/comments-gac-safequard-advice-23apr13/pdfmAs6gFAMCKk.pdf
%6 http://forum.icann.org/lists/comments-gac-safequard-advice-23apr13/pdfzg5FzsaA92.pdf
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identical concerns for music-themed sensitive strings (emphasis added). Similarly, an Objection was
upheld against Famous Four’s .sport (whose .sport application was nearly identical to their .music
objected-to application). Even though the Expert asserted that some detriments alleged by Objector

SportAccord were “purely hypothetical”, the Expert concluded that there was a “strong likelihood of

material detriment to the rights or legitimate interests of the Sport Community if the application ... is

allowed to proceed” and that Objector “proved several links between potential detriments” that the

community may suffer and the operation of the .SPORTS string (dot Sport Determination, Pg. 24, 1163
and Pg. 23, 11157-58).

Additionally, other Experts upheld Objections to “open” applicants relating to sensitive strings
were upheld (.insurance, .charity, .med, .sport, .sports and bank) against all the same objected-to
Applicants for music-themed strings. It is reasonable to conclude that if Objectors met standing (through
application of the appropriate standard) that material harm pertaining “open” music-themed sensitive
strings would also be upheld in the instant music related cases. However, because standing was not
determined, Expert did not assess “material harm’ and concerns of community invoked were not heard.
The Expert also introduces a new test to require an Objector to evaluate and compare other gTLD
Applications and contention “rivalries” which are not part of an Objection dispute since the Community
Objection process is not a “beauty contest” to compare Applications. The Expert also made false

speculations that the purpose of the Objection is to eliminate a rival applicant:

“DotMusic” appears to be the general name of this rival. Its moving spirit is Mr Constantinos Roussos,

named as the Objector’s representative in this case. Such support would include eliminating a rival
applicant (EXP/474/ICANN/91, 119, Pg. 6)

The Objector’s representatives (or any rival Applications) are irrelevant to each objected-to case, but the
Expert created a new test seeming to require the Objector to compare or comment on other Applications

to justify the high likelihood material harm indicating that:

The Objector cannot be heard to say that any music gTLD will cause material harm for it does not object to
Mr Roussos’ application. Its position in logic must be that his application would cause no detriment but this
would. That it has not tried to do (EXP/462/ICANN/79, 142, 11)

In fact, the Objectors clearly articulated the material detriment in each corresponding case relating to
Safeguards. The Expert failed to grasp the dangers of “open” strings and falsely concludes that “no doubt
ICANN will have remedies” if there are violations (EXP/462/ICANN/79, 44, Pg. 12) when in fact

ICANN is not a “copyright” enforcer and none of ICANN’s policies in the new g¢TLD Program directly
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tackle copyright, the DMCA, EDEC and piracy”’ which negatively affects clearly delineated community

invoked.

More worrisome is the Expert calling the Google Transparency Reports (e.g 80 million copyright

infringement URL removals from just 2 organizations the RIAA and BPI last year*®) on mass copyright

infringement® and studies conducted by McAfee, Namesentry, Verisign and Symantec (which

overwhelmingly prove that open gTLDs are significantly riskier than restricted gTLDs) “irrelevant”:

| fail to see what these general reports have to do with the proposed string. They are not concerned with it —
their concern is much more general — about open or closed strings... | therefore hold that these reports are
irrelevant (EXP/460/ICANN/77, 26 and 127, Pg. 10).

The evidence is overwhelming pertaining to the likelihood of material harm for sensitive strings under an
“open” gTLD system, especially in a regulated market which involves copyright. Other examples proving
likelihood of harm caused by “open” systems without Safeguards is Android’s open system. Google
Android’s open app ecosystem “does not have a strict process to block pirated or malicious applications®
— analogous to objected-to Applicants “open” policies, making it highly vulnerable to abuse.”* Google’s
open platform stats reveal that: (i) 72% of all its apps access at least one high-risk permission,> (i)
Malware increased by 580% between 2011 to 2012 with over 175,000,000 downloads deemed "High
Risk,” (iii) Kaspersky Lab: 99% of mobile malicious programs target Google Play’s open platform.> In
antithesis, Apple App Store has a stricter and more restrictive approval process which is safer and less
vulnerable to abuse.®

Also, in many instances the Expert relied on false or misleading information that was clearly not
verify for accuracy. For example, in conclusions, the Expert determined that A2IM — the Objector that
Constantinos Roussos represented in Objections — is a supporter of DotMusic, which is untrue. The
Expert’s final conclusion Points (137, 138 and 139) pertaining to “detriment” were also based on errors

and false facts that were not verified:

“...the Objection itself is not to .band in principle (rather, A2IM is supporting Mr Roussos’s application

4T Music Coalition letter to ICANN, http:/forum.icann.org/lists/comments-gac-safequard-advice-23apr13/msg00092 html
(http://[forum.icann.org/lists/comments-gac-safequard-advice-23apr13/pdfJAXI5xkyLm.pdf

“8 https://www.google.com/transparencyreport/removals/copyright/owners/?r=last-year

*9 http://www.riaa.com/blog.php?content selector=riaa-news-blog&blog selector=clear-facts-

&blog type=&news month filter=5&news year filter=2012

%0 www.juniper.net/us/en/local/pdf/additional-resources/jnpr-2011-mobile-threats-report.pdf

®1 http://www.pcmag.com/article2/0,2817,2396558,00.asp

%2 https://www.bit9.com/download/reports/Pausing-Google-Play-October2012.pdf

:j http://blog.trustgo.com/image/2012/10/trustgo _halloween spotlight.pdf

http://www.securelist.com/en/analysis/204792255/Kaspersky Security Bulletin 2012 The overall statistics for 2012#
1
% http://www.wired.com/business/2012/12/ios-vs-android/
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for .band)”(EXP/459/ICANN/76, 138, P.10) ...At the very least, since it supports Mr Roussos’ application
for .band, the Objector should have demonstrated how that Application would not cause detriment but this
one would” (emphasis added).” (EXP/459/ICANN/76, 139, P.10)

These Expert statements prove the Expert lacked appropriate training for this particular process. Such
material error include the fact that Roussos did not apply for .band. Moreover this point would not be
relevant for the “material detriment” test. It can be verified>® that Whatbox (Red Triangle) and Donuts
(Auburn Hollow) were the only Applicants for .band. Furthermore, A2IM did not support any .band

Application and did not support an Application by Roussos. Determinations decided on the basis of false

information or/and incorrect AGB procedures and tests hold absolutely no ground to be upheld and must

be dismissed by the BGC. The unintended consequences of allowing false information to determine cases

puts in question ICANN’s own credibility and Bylaws.

As to Point 3: lack of an appeal process for Community Objections thereby denying parties

procedures to protect their fundamental rights. The failure of the Board to address a chorus of voices that
called for an appeal mechanism to allow appropriate review of cases has prejudiced Objector’s ability to
protect their members’ fundamental and legitimate rights. ICANN’s lack of action forced the parties to: a)
bear significant expense; b) detrimentally rely on ICANNS stated policies and procedures for Community
Obijections; c) led to a breach of process; d) has resulted in process in which Applicants will be able to
materially change their positions (e.g. from an exclusive access registry to an open registry or adding
PICs not in their current Applications); and e) resulted in the selection and appointment of an expert that

was not prepared to address the unique issues presented.

As a result of the Decisions, the Affected Parties suffered direct financial harm in order to prepare
and file the Objections. The Affected Parties will also suffer financial harm, and the Objectors’
community invoked will be negatively affected should the objected-Applicants be ultimately be awarded

these music-themed gTLDs.

7. Describe how others may be adversely affected by the action or inaction, if you believe that
this is a concern.

Other groups adversely affected by the inaction are community applicants who have serious
concerns about the unintended consequences and precedents created in the new gTLD Program in relation
to material changes® which are inconsistent to the AGB. Such Material Changes by Applicants (through

PICs and other Safeguards) have no consequences or accountability mechanisms to protect community

% https://gtldresult.icann.org/application-result/applicationstatus/viewstatus
57 http://newgtlds.icann.org/en/applicants/customer-service/change-requests
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applicants in a contention set. In context, Community Applications already abide to the Registry Dispute
Resolution Procedure (RRDRP) built-in accountability mechanism.*® Community Applicants also have
appropriate restrictions, including policies relating to Eligibility, Name Selection, Content/Use, and
Enforcement to safeguard their communities.

Changes of position occurring during Community Objection proceedings not found in current
Applications indicates procedural flaws of Community Objection process and also vindicate Community
Objectors’ positions. ICANN has even took this issue a step further by revising the new gTLD Registry
Agreement during Objection proceedings with language vindicating Objectors views. According to the

AGB, any information that is deemed "false or misleading may result in denial of the application.”

Such Material Changes significantly change an Applicant’s business model and other critical
components in their Application, such as financial statements and their Letter of Credit. Under the
ICANN AGB rules such material "changes” will likely "involve additional fees or evaluation in a
subsequent application round." As such, the existing new gTLD process has lost meaning since any
Applicant is now allowed to “shift” their position without accountability of any sort or [CANN action to
prevent such violations. As such, many Objectors were materially harmed by Determinations since
Experts lacked fundamental knowledge of community functions. Also Determinations based on false facts

and relying on contradictory AGB standards for standing might harm Community Applicants in CPE.

8. Detail of Board or Staff Action — Required Information

On June 19" 2013, a letter was sent to ICANN and the Board which raised serious concerns that

"'the ICC has not identified expert Panelists that have expertise in music - the relevant subject matter of

interest for the communities.” On June 24™, 2013 ICANN responded stating that “for the matter of the
expertise of the panel members...Section 3.4.4 of the Applicant Guidebook” states:
3.4.4 Selection of Expert Panels - A panel will consist of appropriately qualified experts appointed to each
proceeding by the designated DRSP. Experts must be independent of the parties to a dispute resolution

proceeding. Each DRSP will follow its adopted procedures for requiring such independence; including
procedures for challenging and replacing an expert for lack of independence

ICANN further stated in their response that “ICANN has confidence that the ICC has followed the

requirements as expressed by the AGB and has appointed experienced jurists with appropriate

qualifications in mediation/arbitration to preside over objection proceedings.”

%8 http://www.icann.org/en/news/public-comment/rrdrp-15feb10-en htm
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However, ICANN’s response that the “appropriate qualifications” of an expert is in

“mediation/arbitration” is not mentioned in the AGB. The definition of “expert” is “a person who has a

5955

comprehensive and authoritative knowledge of or skill in a particular area.”™” Objectors reasonably relied

on the fact that experts would be “appropriately qualified experts” pertaining to the Applications
determined and have “comprehensive and authoritative knowledge” in that “particular area.”

ICANN solicited Responses from Applicants for the strings identified by GAC Advice whether
they planned to operate strings as exclusive access registries (defined as a registry restricted to a single
person or entity and/or that person's or entity's Affiliates” (Section 2.9c of the Registry Agreement).

.MUSIC (DotMusic) sent written correspondence to ICANN, the ICC and Expert on Material
Changes and process issues relating to Community Objections that ultimately created harm to Objectors,
3"-parties and Community Applicants (Annex J). The Expert — despite correspondence — failed to
investigate the material detriment issues of exclusive access that were presented in cases and did not give

standing in any Determination (e.g EXP/474/ICANN/91). Pertinent “material detriment” issues were

never heard. ICANN did not act in accordance to its ByLaws and has put in motion new processes to
“fix” objected-to Applicants’ Safeguards without any accountability at the expense of Objectors and 3"-
parties. ICANN also did not invite .music LLC to submit a change request (as it did with Amazon) despite
its current Application’s exclusive access language (e.g having a “sole registry” and only allowing
Accredited Associations formed before 2007 (“Affiliates”) to offer .music to members (i.e. excluding
members of legitimate organizations formed after 2007 or non-“Accredited” Affiliates (Annex J).

Both the ICANN Board and the NGPC responded to the GAC Advice and called for public
comment and input regarding “closed generic” Category 2 Applications and took action to materially
change how such gTLDs are to be operated and allowed Applicants to intentionally materially change
their Applications, in some cases from an exclusive access registry to a non-exclusive registry. During the
proceedings ICANN put in motion a process which would ultimately allow Material Changes to

Applications in the form of new binding contractual amendments. During this process ICANN failed to

respond to Objector’s stated concerns about the effect of GAC Advice on the proceedings and failed to

advise the ICC and Expert to consistently align itself with both GAC Advice and NGPC Resolutions.

The Affected Parties believe that there was inaction by ICANN:
1) in failing to adequately train, advise, and instruct the ICC, thus allowing the ICC to appoint an
expert who was unqualified to address the specific issues related to community invoked, its composition,

strict delineation and host of intellectual property DNS issues e.g piracy;

% Oxford Dictionary, http://www.oxforddictionaries.com/us/definition/american_english/expert
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2) by refusing to present to ICC and Expert, GAC-related issues and new NGPC Resolutions:
Responses to GAC Advice, PICs, Board Resolutions, Changes in Applicant positions through the GAC
Advice Category 2: Exclusive Access Response Form for Applicants, and revisions to Registry

Agreement that addressed GAC Advice allowed the Objection to proceed without consideration of the

effect and importance of these exceptional developments that occurred after the Objections were filed:;

3) by allowing a process to facilitate modifications and material changes to Applications as PICs, or,

in response to GAC Advise on Category Exclusive Access Applications, permitted Applicant’s to

fundamentally change positions during proceedings without ramifications to detriment of Objector;

4) in creating a process by which exceptional modifications and material changes to Applications in

response to GAC Advise can be facilitated. Failing to address the effect of such actions to ongoing
Obijections violated Article 4 of the Articles of Incorporation and Article 1, Section 2, 7, 8, and 9 of the
ICANN Bylaws resulting in a breach of process and calls into question the legitimacy of the Program; and

5) by failing to offer an appropriate appeal mechanism to address clear procedural issues and AGB

violations pertaining to Objections especially in cases of unqualified panels using factually incorrect and
inconsistent statements and applying contradictory standards.

6) by harming applicants in a contention set as well as Community and Legal Rights Objectors

against objected-to .music Applicants who relied on the AGB’s language.

7) in failing to ensure there were no conflicts of interest and bias in panels relating to the new gTLD

Objection process as whole. This compromises the credibility of the new gTLD program and sheds light
on how Objections were mishandled by ICANN without any accountability on the selection of panels
even if there was a clear conflict of interest. Whether Expert signed a statement of independence and

disclosed it to the ICC does not prove there was no conflict of interest or inherent bias from the Expert.
9. What are you asking ICANN to do now?

1) Reimburse or order the ICC to reimburse the Objector for all of its expenses, including but not
limited to attorney fees, administrative expenses and Expert fees associated with cases: ICC
EXP/462/ICANN/79 (c. EXP/463/ICANN/80, EXP/467/ICANN/84, EXP/470/ICANN/87
EXP/477/ICANN/94), ICC EXP/474/ICANN/91, ICC EXP/459/ICANN/76, ICC EXP/460/ICANN/77;

2) Allow new Community Objections be filed for these cases with appropriate music Expert;

3) Determine that objected-to .music LLC’s GAC Responses (that they do not intend to be exclusive
access registry) be deemed material and inconsistent with their position in Community Objection

Responses and policies in their current Application and initiate a change request for Applicant 1-959-
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51046 to reflect such material changes pertaining to removing exclusive access language (Annex J) since

it violates the AGB (1.2.7) stating that at any time during the evaluation process information previously
submitted becomes untrue or inaccurate, the applicant must notify ICANN of such changes. As evidenced
in Annex J, information provided was misleading. According to ICANN “Failure to notify ICANN of any
change in circumstances that would render any information provided in the application false or
misleading may result in denial of the application.”®

4) Allow for a Reconsideration of the Decisions by an appropriate and qualified expert and with

instruction regarding the GAC Advice and changes made by Applicants.

10. Please state specifically grounds under which you have the standing and the right to assert

this Request for Reconsideration, and the grounds or justifications that support your request.

DotMusic Limited (.MUSIC) is community Applicant for .music and Objector Representative. All
Applicants and Objector(s)/Related-Objector Entities are entitled to a fair and appropriate evaluation of
procedures. .MUSIC (as a community applicant) could be adversely affected in CPE by Determinations
(which relied on contradictory standards and false information). If CPE fails, .MUSIC will be subject to
expensive auctions which - as agreed upon by the EU® - were designed to favor deep pocketed

Applicants — such as Amazon and Google.

Breach of Fundamental Fairness: Basic principles of due process to proceeding were violated and lacked

accountability by ICANN, ICC and Expert despite the excessive costs and resources attributed to filing.

Failure to Consider Evidence: Expert failed to consider relevant evidence relating to: (i) Material Changes

and Safeguards; (ii) Standing of Objector as a clearly, delineated community invoked expressing
opposition; (iii) Substantial size/ global breadth of Objectors/Related Entities and strong association with

music-themed strings;

Violation of ICANN Articles of Incorporation: Article 4 calls ICANN to operate for the benefit of

Internet community as a whole, carrying out activities in conformity with relevant principles of
international law and applicable international conventions and local law, and to the extent appropriate and
consistent with its Articles and Bylaws, through open and transparent processes that enable competition
and open entry in Internet related markets. ICANN should have properly communicated and delegated

functions to the ICC but failed to do so in violation of ByLaws Art. 1, Section 2, 3: To the extent feasible

8 http://newgtlds.icann.org/en/applicants/customer-service/change-requests
81 http://forum.icann.org/lists/comments-new-gtld-auction-rules-16dec13/msg00016.html

19



and appropriate, delegating coordination functions to or recognizing the policy role of other responsible
entities that reflect the interests of affected parties. (ByLaws Art. 1, Section 2, 7 Employing open and
transparent policy development mechanisms that (i) promote well-informed decisions based on expert
advice, and (ii) ensure that those entities most affected can assist in the policy development process;
ByLaws Art. 1, Section 2, 8 Making decisions by applying documented policies neutrally and objectively,

with integrity and fairness.

11. Are you bringing this Reconsideration Request on behalf of multiple persons or entities? Yes

11a. If yes, Is the causal connection between the circumstances of the Reconsideration Request and

the harm the same for all of the complaining parties?

The clearly delineated community invoked (i) has a shared, common interest - the legal
distribution and promotion of music, (ii) is dependent on DNS (where rampant piracy occurs — Annex F,
I) for core activities, and (iii) Determinations of such significance pertaining to enhanced safeguards,
competition and exclusive access can create material detriment to legitimate interests of significant
portion of the community invoked. Failure of Expert to understand such issues exhibits why these cases

require a music expert.
Do you have any documents you want to provide to ICANN? Yes, see Annexes A-L
Terms and Conditions for Submission of Reconsideration Requests:

The Board Governance Committee has the ability to consolidate the consideration of Reconsideration
Requests if the issues stated within are sufficiently similar. The Board Governance Committee may
dismiss Reconsideration Requests that are querulous or vexatious. Hearings are not required in the
Reconsideration Process, however Requestors may request a hearing. The BGC retains the absolute
discretion to determine whether a hearing is appropriate, and to call people before it for a hearing. The
BGC may take a decision on reconsideration of requests relating to staff action/inaction without reference
to the full ICANN Board. Whether recommendations will issue to the ICANN Board is within the
discretion of the BGC. The ICANN Board of Director’s decision on the BGC’s reconsideration

recommendation is final and not subject to a reconsideration request.

p /@moa L:\

Constantlnos Roussos - MUS'IC (DotMusic) Date: March 4™, 2014
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Appendix D

Original Amazon Applications for . MUSIC, .SONG
and .TUNES



<

ICANN
New gTLD Application Submitted to ICANN by: Amazon EU S.ar.l.

String: MUSIC
Originally Posted: 13 June 2012

Application ID: 1-1316-18029

Applicant Information

1. Full legal name

Amazon EU S.a r.I.

2. Address of the principal place of business

Contact Information Redacted

3. Phone number

Contact Informat on Redacted

4. Fax number

Contact Information Redacted

5. If applicable, website or URL



http:--www.amazon.com~

Primary Contact

6(a). Name

Ms. Lorna Jean Gradden

6(b). Title

Operations Director

6(c). Address

6(d). Phone Number

Contact nformation Redacted

6(e). Fax Number

Contact nformation Redacted

6(f). Email Address

Contact Information Redacted

Secondary Contact

7(a). Name

Ms. Dana Brown Northcott

7(b). Title



Associate General Counsel, IP

7(c). Address

7(d). Phone Number

Contact nformation Redacted

7(e). Fax Number

Contact nformation Redacted

7(f). Email Address

Contact Information Redacted

Proof of Legal Establishment

8(a). Legal form of the Applicant

Corporation (Société a responsabilité limitée)

8(b). State the specific national or other jursidiction that defines the type of entity
identified in 8(a).

Luxembourg

8(c). Attach evidence of the applicant's establishment.

Attachments are not displayed on this form.

9(a). If applying company is publicly traded, provide the exchange and symbol.



9(b). If the applying entity is a subsidiary, provide the parent company.

Amazon Europe Holding Technologies S.C.S. (AEHT) owns 100% of Amazon EU S.a r.l. AEHT is held by
one unlimited partner, Amazon Europe Holdings, Inc. and two limited partners, Amazon.com, Inc.
and Amazon.com Int’l Sales, Inc.

9(c). If the applying entity is a joint venture, list all joint venture partners.

Amazon EU S.a r.l. is not a joint venture.

Applicant Background

11(a). Name(s) and position(s) of all directors

[Allan Lyall |[Manager|
[Eric Laurent Broussard |[Manager
[Eva Charlotte Gehlin |[Manager
[Gregory William Greeley|[Manager|
[John Timothy Leslie |[Manager|

11(b). Name(s) and position(s) of all officers and partners

[Allan Lyall |[Manager|
[Eric Laurent Broussard |[Manager
[Eva Charlotte Gehlin |[Manager|
|Gregory William Greeley|Manager|
[John Timothy Leslie |[Manager

11(c). Name(s) and position(s) of all shareholders holding at least 15% of shares

“Amazon Europe Holding Technologies S.C.S.|[Not Applicable”

11(d). For an applying entity that does not have directors, officers, partners, or
shareholders: Name(s) and position(s) of all individuals having legal or executive
responsibility

Applied-for gTLD string



13. Provide the applied-for gTLD string. If an IDN, provide the U-label.

MUSIC

14(a). If an IDN, provide the A-label (beginning with "xn--").

14(b). If an IDN, provide the meaning or restatement of the string in English, that is, a
description of the literal meaning of the string in the opinion of the applicant.

14(c). If an IDN, provide the language of the label (in English).

14(c). If an IDN, provide the language of the label (as referenced by ISO-639-1).

14(d). If an IDN, provide the script of the label (in English).

14(d). If an IDN, provide the script of the label (as referenced by ISO 15924).

14(e). If an IDN, list all code points contained in the U-label according to Unicode
form.

15(a). If an IDN, Attach IDN Tables for the proposed registry.

Attachments are not displayed on this form.

15(b). Describe the process used for development of the IDN tables submitted,
including consultations and sources used.



15(c). List any variant strings to the applied-for gTLD string according to the relevant
IDN tables.

16. Describe the applicant's efforts to ensure that there are no known operational or
rendering problems concerning the applied-for gTLD string. If such issues are
known, describe steps that will be taken to mitigate these issues in software and
other applications.

Neustar, Amazon EU S.a r.l.'s provider of back end registry services, confirms that it does not
anticipate any problems in the operation or rendering of this ASCII string. The string conforms
to accepted standards and poses no threat to the operational security and stability of the
Internet.

17. (OPTIONAL) Provide a representation of the label according to the International
Phonetic Alphabet (http://www.langsci.ucl.ac.uk/ipa/).

Mission/Purpose

18(a). Describe the mission/purpose of your proposed gTLD.

Founded in 1994, Amazon opened on the World Wide Web in July 1995 and today offers Earth’s
Biggest Selection. Amazon seeks to be Earth’s most customer-centric company, where customers can
find and discover anything they might want to bur online, and endeavors to offer its customers
the lowest possible prices. Amazon and other sellers offer millions of unique new, refurbished
and used items in categories such as Books; Movies, Music & Games; Digital Downloads; Electronics
& Computers; Home & Garden; Toys, Kids & Baby; Grocery; Apparel, Shoes & Jewelry; Health &
Beauty; Sports & Outdoors; and Tools, Auto & Industrial. Amazon Web Services provides Amazon’s
developer customers with access to in-the-cloud infrastructure services based on Amazon’s own
back-end technology platform, which developers can use to enable virtually any type of business.
The new latest generation Kindle is the lightest, most compact Kindle ever and features the same
6-inch, most advanced electronic ink display that reads like real paper even in bright sunlight.
Kindle Touch is a new addition to the Kindle family with an easy-to-use touch screen that makes
it easier than ever to turn pages, search, shop, and take notes — still with all the benefits of

the most advanced electronic ink display. Kindle Touch 3G is the top of the line e-reader_ and
offers the same new design and features of Kindle Touch, with the unparalleled added convenience
of free 3G. Kindle Fire is the Kindle for movies, TV shows, music, books, magazines, apps,

games and web browsing with all the content, free storage in the Amazon Cloud, Whispersync,
Amazon Silk (Amazon’s new revolutionary cloud-accelerated web browser), vibrant color touch
screen, and powerful dual-core processor.

The mission of the _MUSIC registry is:

To provide a unique and dedicated platform for Amazon while simultaneously protecting the
integrity of its brand and reputation.

A _MUSIC registry will:

- Provide Amazon with additional controls over its technical architecture, offering a
stable and secure foundation for online communication and interaction.

- Provide Amazon a further platform for innovation.

- Enable Amazon to protect its intellectual property rights.

18(b). How do you expect that your proposed gTLD will benefit registrants, Internet



users, and others?

The _MUSIC registry will benefit registrants and internet users by offering a stable and secure
foundation for online communication and interaction.

What is_thg goal of your proposed gTLD in terms of areas of specialty, service levels or
reputation?

Amazon intends for its new _MUSIC gTLD to provide a unique and dedicated platform for stable and
secure online communication and interaction. The .MUSIC registry will be run in line with
current industry standards of good registry practice.

What do you anticipate your proposed gTLD will add to the current space in terms of competition,
differentiation or innovation?

Am?%on values the opportunity to be one of the first companies to own a gTLD. A _MUSIC registry
will:

- Provide Amazon with additional controls over its technical architecture, offering a
stable and secure foundation for online communication and interaction.

- Provide Amazon a further platform for innovation.

- Enable Amazon to protect its intellectual property rights.

What goals does your proposed gTLD have in terms of user experience?

Amazon intends for its new _MUSIC gTLD to provide a unique and dedicated platform for stable and

secure online communication and interaction.

ProYideba complete description of the applicant’s intended registration policies in support of the

goals above

Amazon’s Intellectual Property group will be responsible for the development, maintenance and

enforcement of a Domain Management Policy. The Domain Management Policy will define (i) the
rules associated with eligibility and domain name allocation, (ii) the license terms governing

the use of a _MUSIC domain name, and (iii) the dispute resolution policies for the _MUSIC gTLD.

Amazon will continually update the Domain Management Policy as needed to reflect Amazon’s business

goals and, where appropriate, ICANN consensus policies. ) )

Registration of a domain name in the _MUSIC registry will_ be undertaken in four steps: (i)

Eligibility Confirmation, (ii) Naming Convention Check, (iii) Acceptable Use Review, and (iv)

Registration. All domains in the _MUSIC registry will remain the property of Amazon.

For example, on the rules of eligibility, each applied for character string must conform to the
-MUSIC rules of eligibility. Each _MUSIC name must:

be at least 3 characters and no more than 63 characters long

not contain a hyphen on the 3rd and 4th position (tagged domains)

contain only letters (a—z%, numbers (O—9§ and hyphens or a combination of these

start and end with an alphanumeric character, not a hyphen

not match any character strings reserved by ICANN

not match any protected country names or geographical terms

Additionally:

- Internationalized domain names (IDN) may be supported in the _MUSIC registry at the

second level.

The _MUSIC registry will respect third party intellectual property rights.

-.MUSIC domains may not be delegated or assigned to third party organizations,
institutions, or individuals.

- All _MUSIC domains will carry accurate and up-to-date registration records.

Amazon’s Intellectual Property group reserves the right to revoke a license to use a .MUSIC
gngin name, at any time, if any use of a .MUSIC domain name violates the Domain Management
olicy.

will iour proposed gTLD impose any measures for protecting the privacy of confidential
information of registrants or users?

Yes. Amazon will implement appropriate privacy policies respecting requirements of local

jurisdictions. For example, Amazon is a participant in the Safe Harbor program developed by the
U.S. Department of Commerce and the European Union.

Besc;ibeowhether and in what ways outreach and communications will help to achieve your projected
enefits”

There i1s no foreseeable reason for Amazon to undertake public outreach or mass communication
abo?t its new gTLD registry because domains will be provisioned in line with Amazon’s business
goals.

18(c). What operating rules will you adopt to eliminate or minimize social costs?

Amazon intends to initially provision a relatively small number of domains in the _MUSIC registry
to support the business goals of Amazon. These initiatives should not impose social costs of any
type on consumers.

How will mult}ple applications for a particular domain be resolved, for example, by auction or on
a first come first served basis?

Applications from Amazon and its subsidiaries for domains in the _MUSIC registry will be
considered by Amazon’s Intellectual Property group and allocated in line with Amazon’s business
goals. The _MUSIC registry will not be promoted by hundreds of registrars simultaneously, so
there _will not be multiple-applications for a particular_domain.

Explain any cost benefits for registrants you intend to implement (e.g. advantageous pricing,
introductory discounts, bulk registration discounts).



Domains in the _MUSIC registry will be provisioned to support the business goals of Amazon.
Accordingly, “cost benefits” may be explored depending on the business goals of Amazon. Amazon
shares the goals of enhancing customer trust and choice.

The Registry Agreement requires that registrars be offered the option to obtain _initial domain
name registrations for periods of one to ten years at the discretion of the registrar, but no
greater than 10 years. Additionally the Registry Agreement requires advance written notice of
price increases. Do you intend to make contractual commitments to registrants regarding the
magnitude of price escalation?

The Domain Management Policy will include the costs and benefits of Amazon’s unique and dedicated
platform for stable and secure online communication and interaction.

Community-based Designation

19. Is the application for a community-based TLD?

No

20(a). Provide the name and full description of the community that the applicant is
committing to serve.

20(b). Explain the applicant's relationship to the community identified in 20(a).

20(c). Provide a description of the community-based purpose of the applied-for
gTLD.

20(d). Explain the relationship between the applied-for gTLD string and the
community identified in 20(a).

20(e). Provide a description of the applicant's intended registration policies in
support of the community-based purpose of the applied-for gTLD.

20(f). Attach any written endorsements from institutions/groups representative of the
community identified in 20(a).

Attachments are not displayed on this form.



Geographic Names

21(a). Is the application for a geographic name?

No

Protection of Geographic Names

22. Describe proposed measures for protection of geographic names at the second
and other levels in the applied-for gTLD.

Amazon EU S.a r.l., with support of its ultimate parent company, Amazon.com, Inc. (collectively
referred to in this response throughout as “Amazon’), is committed to_managing the .MUSIC
registry in full compliance with all applicable laws, consensus policies, 1CANN gU|deI|nes RFCs
and the Specifications of the Registry Agreement. In the management of domain names in the
-MusIC reglstrﬁ based on GAC advice and Specification 5, Amazon intends to block from initial
registration those country and territory names contained in the following lists:

1. The short form (in English) of_all countrﬁ and territory names contained on the 1SO 3166-
1 list, as updated from time to time, including the European Union; and

2. The United Nations Group of Experts on Geographical Names, Technical Reference Manual for
the Standardization of Geographical Names, Part 11l Names of Countries of the World; and

3. The list of United Nations member states in 6 official United Nations Ianguages prepared

by the Working Group on Country Names of the United Nations Conference on the Standardization of
Geographical Names.

The process for reserving these names, and hence blocking them from registration, will be agreed
to with our technical service prOV|der Neustar.

Because the .MUSIC registry will be a single entity registry and for purposes which serve
Amazon’s strategic business aims, the reserved names cannot be offered to Governments or other
official bodies for their own use as this would conflict with the mission and purpose of the
gTLD. However, for the same reason, they will not be offered to third parties.

The _MUSIC registry ondy provides for the registration of names at_the second level. No third
level domains will be elegated at the registry level. It is consistent with GAC advice that
Amazon ma¥ choose to create _sub domains using country names or abbreviations at the third level.
For example, Amazon may register information_music_and its internal users may create sub domains
such as us.information.music or uk.information.music.

Amazon may also use a folder structure to represent country names in its URLs, while the block
exists at the second level. For example, information.music-germany or information.music-uk.

We imagine that over time, there will be demand from brand gTLDs leading to the development of a
standardized process for requestlng GAC review and ICANN apﬁroval for the release of country and
terrltory names for registration by the Registry Operator when the registry is a single entity
glstry When such a process is In place, Amazon expects to apply for the release of country
territory names within _MUSIC.

Registry Services

23. Provide name and full description of all the Registry Services to be provided.



23.1 Introduction

Amazon EU S.a r.l. has elected to partner with Neustar, Inc. to provide back-end services for the
-MUSIC registry. In making this decision, Amazon EU S.a r.l. recognized that Neustar already
possesses a production—?roven registry system that can be quickly deployed and smoothly operated
over _its robust, flexible, and scalable world-class infrastructure. The existing registry
services will be leveraged for the _MUSIC registry. The following section describes the registry
services to be provided.
23.2 Standard Technical and Business Components
Neustar will provide the highest level of service while delivering a secure, stable and
comprehensive registry platform. Amazon EU S.a r.l. will use Neustar’s Registry Services
platform to deploy the _MUSIC registry, by providing the following Registry Services (none of
these services are offered in a manner that is unique to .MUSIC.

ReglstrgEReglstra[ Shared Registration Service (SRS)

Extensible Provisioning Protocol (EPP)
Domain Name System (DNS)

WHOIS

DNSSEC

Data Escrow

Dissemination of Zone Files using Dynamic Updates

Access to Bulk Zone Files

Dynamic WHOIS Updates

IPv6 Support

Rights Protection Mechanisms

Internationalized Domain Names (IDN).
ggg following is a description of each of the services.
Neustar’s secure and stable SRS is a production-proven, standards-based, highly reliable, and
high-performance domain name registration and management system. The SRS includes an EPP
interface for receiving data from registrars for the purpose of provisioning and managing domain
Egges and name servers. The response to Question 24 provides specific SRS information.
The .MUSIC registry will use the Extensible Provisioning Protocol (EPP) for the provisioning of
domain names. The EPP implementation will be fully compliant with all RFCs. Registrars are
provided with access via an EPP API and an EPP based Web GUI. With more than 10 gTLD, ccTLD,
and private TLDs implementations, Neustar has extensive experience building EPP-based registries.
éﬂgitional discussion on the EPP approach is presented in the response to Question 25.
Amazon EU S.a r.l. will leverage Neustar’s world-class DNS network of geographically distributed
nameserver sites to provide the highest level of DNS service. The service utilizes “Anycast”
routing technology, and supports both IPv4 and IPv6. The DNS network is highly proven, and
currently provides service to over 20 TLDs and thousands of enterprise companies. Additional
@ng?gmatlon on the DNS solution is presented in the response to Questions 35.
Neustar’s existing standard WHOIS solution will be used for _MUSIC. The service provides
supports for near real-time dynamic updates. The design and construction is agnostic with regard
to data display policy is flexible enough to accommodate any data model. In addition, a
searchable WHOIS service that complies with all ICANN requirements will be provided. The
following WHOIS options will be provided:
Standard WHOIS (Port 43)
Standard WHOIS (Web)
Searchable WHOIS (Web)
DNSSEC
An RFC compliant DNSSEC implementation will be provided using existing DNSSEC capabilities.
Neustar is an experienced provider of DNSSEC services, and currently manages signed zones for
three large top level domains: .biz, .us, and .co. Registrars are provided with the ability to
submit and manage DS records using EPP, or through a web GUlI. Additional information on DNSSEC,
including the management of security extensions 1s found in the response to Question 43.
Data Escrow
Data escrow will be performed in compliance with all ICANN requirements in conjunction with an
approved data escrow provider. The data escrow service will:

Protect against data loss

Follow industry best practices

Ensure easy, accurate, and timely retrieval and restore capability in the event of a
hardware failure

Minimizes the impact of software or business failure.
Additional information on the Data Escrow service is provided in the response to Question 38.
Dissemination of Zone Files using Dynamic Updates
Dissemination of zone files will be provided through a dynamic, near real-time process. Updates
will be performed within the specified performance levels. The proven technolo%y ensures that
updates pushed to all nodes within a few minutes of the changes being received by the SRS.
Additional information on the DNS updates may be found in the response to Question 35.
Access to Bulk Zone Files
Amazon EU S.a r.l. will provide third party access to the bulk zone file iIn accordance with
specification 4, Section 2 of the Registry Agreement. Credentialing and dissemination of the
zone FTiles will be facilitated through the Central Zone Data Access Provider.
Dynamic WHOIS Updates
Updates to records in the WHOIS database will be provided via dynamic, near real-time updates.
Guaranteed delivery message oriented middleware is used to ensure each individual WHOIS server is
refreshed with dynamic updates. This component ensures that all WHOIS servers are kept current



as changes occur in the SRS, while also decoupling WHOIS from the SRS. Additional information on
WHOIS updates is presented iIn response to Question 26.
IPv6 Support
The _MUSIC registry will provide IPv6 support in the following registry services: SRS, WHOIS,
and DNS-DNSSEC. In addition, the registry supports the provisioning of IPv6 AAAA records. A
detailed description on IPv6 is presented in tﬁe response to Question 36.
Required Rights Protection Mechanisms
Amazon EU S.a r.l. will provide all ICANN required Rights Mechanisms, including:
Trademark Claims Service
Trademark Post-Delegation Dispute Resolution Procedure (PDDRP)
nggstration Restriction Dispute Resolution Procedure (RRDRP)
URS
Sunrise service.
More information is presented in the response to Question 29.
Internationalized Domain Names (IDN)

IDN registrations are provided in full compliance with the IDNA protocol. Neustar possesses
extensive eerrlence offering IDN registrations in numerous TLDs, and its IDN implementation uses
advanced technology to accommodate the unique bundling needs of certain languages. Character
mappings are easily constructed to block out characters that may be deemed as confusing to users.
A detailed description of the IDN implementation is presented in response to Question 44.

23.3 Unique Services

Amazon EU S.a r.l. will not be offering services that are unique to _MUSIC.

23.4 Security or Stability Concerns

All services offered are standard registry services that have no known security or stabilitg
gogcerns. Neustar has demonstrated a strong track record of security and stability within the
industry.

Demonstration of Technical & Operational Capability

24. Shared Registration System (SRS) Performance

24_.1 Introduction
Amazon EU S.a r.l. has partnered with Neustar, Inc., an experienced TLD registry operator, for
the operation of the .MUSIC Registry. Amazon EU S.a r.l. is confident that the plan in place for
the operation of a robust and reliable Shared Registration System (SRS) as currently provided by
Neustar will satisfy the criterion established by ICANN.
Neustar built its SRS from the ground up as an EPP based platform and has been operating it
reliably and at scale since 2001. The software currently provides registry services to fTive TLDs
(.Blz, .US, TEL, .CO and .TRAVELR and is used to provide gateway services to the .CN and .TW
registries. Neustar’s state of the art registry has a proven track record of being secure,
stgble, and robust. It manages more than 6 million domains, and has over 300 registrars connected
today .
The Tollowing_describes a detailed plan for_a_ robust and reliable SRS that meets all ICANN
requirements including compliance with Specifications 6 and 10.
24_.2 The Plan for Operation of a Robust and Reliable SRS
High-level SRS System Description
The SRS to be used for .MUSIC will leverage a production-proven, standards-based, highly
reliable and high-performance domain name registration and management system that fully meets or
exceeds the requirements as identified in the new gTLD Application Guidebook.
The SRS is the central component of any registrr implementation and its quality, reliability and
capabilities are essential to the overall stability of the TLD. Neustar has a documented history
of deploying SRS implementations with proven and verifiable performance, reliability and
availability. The SRS adheres to _all industry standards and protocols. By leveraging an existing
SRS platform, Amazon EU S.a r.l. is mitigating the significant risks and costs associated with
the development of a new system. Highlights of the SRS include:

State-of-the-art, production proven multi-layer design

Ability to rapidly and easily scale from low to high volume as a TLD grows

Fully redundant architecture at two sites

Support for IDN registrations in compliance with all standards

Use by over 300 Registrars

EPP connectivity over IPv6

Performance being measured using 100% of all production transactions (not sampling).

SRS Systems, Software, Hardware, and Interoperability

The systems and software that the registry operates on are a critical element to providing a high
quality of service. If the systems are of poor quality, if they are difficult to maintain and
operate, or if the registry personnel are unfamiliar with them, the registry will be prone to



outages. Neustar has a decade of experience operating registry infrastructure to extremely high
service level requirements. The infrastructure is designed using best of breed systems and
software. Much of the application software that performs registry-specific operations was
developed by the current engineering team and a result the team is intimately familiar with its
operations.

The architecture is highly scalable and provides the same high level of availability and
performance as volumes iIncrease. It combines load balancing technology with scalable server
technology to provide a cost effective and efficient method for scaliQ?_

The Registrg is able to limit the ability of any one registrar from adversely impacting other
registrars by consuming too many resources due to excessive EPP transactions. The system uses
network layer 2 level packet shaping to limit the number of simultaneous connections registrars
can open to the protocol layer.
All interaction with the Registry is recorded in log files. Log files are generated at each layer
of the system. These log Ffiles record at a minimum:

The IP address of the client

Timestamp

Transaction Details

Processing Time.

In addition to logging of each and every transaction with the SRS Neustar maintains audit
records, in the database, of all transformational transactions. These audit records allow the
Registry, in support of Amazon EU S.a r.l., to produce a complete history of changes for any
domain name.

SRS Design
The SRS 1ncorporates a multi-layer architecture that is designed to mitigate risks and easily
scale as volumes increase. The three layers of the SRS are:

Protocol Layer

Business Policy Layer

Database.
Each of the layers is described below.
Protocol Layer
The first layer is the protocol layer, which includes the EPP interface to registrars. It
consists of a high availability farm of load-balanced EPP servers. The servers are designed to be
fast processors of transactions. The servers perform basic validations and then feed information
to the business policy engines as described below. The protocol layer is horizontally scalable as
dictated by volume.
;h?IEPP servers authenticate against a series of security controls before granting service, as
ollows:

The registrar’s host exchanges keys to initiates a TLS handshake session with the EPP
server.

The registrar’s host must provide credentials to determine proper access levels.

H The registrar’s IP address must be preregistered in the network firewalls and traffic-

shapers.

Bus?ness Policy Layer

The Business Policy Layer is the “brain” of the registry s%stem- Within this layer, the policy
engine servers perform rules-based processing as defined through configurable attributes. This
process takes individual transactions, applies various validation and policK rules, persists data
and dispatches notification through the central database in order to publish to various external
systems. External systems fed by the Business Policy Layer include backend processes such as
dynamic update of DNS, WHOIS and Billing.

Similar to the EPP protocol farm, the SRS consists of a farm of application servers within_ this

layer. This design ensures that there is sufficient capacity to process every transaction in a
manner that meets or exceeds all service level requirements. Some registries couple the business
logic layer directly in the protocol layer or within the database. This architecture limits the
abrlity to scale the registry. Using a decoupled architecture enables the load to be distributed
among Ffarms of inexpensive servers that can be scaled up or down as demand changes.

The SRS today processes over 30 million EPP transactions daily.

Database

The database is the third core components of the SRS. The primary function of the SRS database
is to provide highly reliable, ﬁersistent storage for all registry information required for
domain registration services. The database is highly secure, with access limited to transactions
from authenticated registrars, trusted application-server processes, and highly restricted access
by the registry database administrators. A full description of the database can be found in

response to guestion 33.

Figure 24-1 depicts the overall SRS architecture including network components.

Number of Servers ) ) ) ) o
As depicted in the SRS architecture diagram above Neustar operates a high availability
architecture where at each level of the stack there are no single points of failures. Each of

the network level devices run with dual pairs as do the databases. For the .MUSIC registry, the
SRS will operate with 8 protocol servers and 6 policy engine servers. These expand horizontally
as volume iIncreases due to additional TLDs, increased load, and through organic growth. In

addition to the SRS servers described above, there are multiple backend servers for services such
as DNS and WHOIS. These are discussed in detail within those respective response sections.
Description of Interconnectivity with Other Registry Systems
The core SRS service interfaces with other external systems via Neustar’s external systems layer.
The services that the SRS interfaces with include:

WHOIS

DNS

Billing

Data Warehouse (Reporting and Data Escrow).



Other external interfaces may be deployed to meet the unique needs of a TLD. At this time there
are no additional interfaces planned for .MUSIC.

The SRS includes an “external notifier” concept in its business policg engine as a message _
dispatcher. This design_allows time-consuming backend processing to be decoupled from critical
online registrar transactions. Using an external notifier solution, the registry can utilize
“control levers” that allow it to tune or to disable processes to ensure optimal performance at
all times. For example, during the early minutes of a TLD launch, when unusually high volumes
of transactions are expected, the registry can elect to suspend processing of one or more back
end systems in order to ensure that greater processing power is available to handle the increased
load requirements. This proven architecture has been used with numerous TLD launches, some of
which have involved the processing of over tens of millions of transactions in the opening hours.
The following are the standard three external notifiers used the SRS:

WHOIS External Notifier

The WHOIS external notifier dispatches a work item for any EPP transaction that may potentially
have an impact on WHOIS. It is important to note that, while the WHOIS external notifier feeds
the WHOIS system, it intentionally does not have visibility into the actual contents of the WHOIS
system. The WHOIS external notifier serves just as a tool to send a signal to the WHOIS system
that a change is ready to occur. The WHOIS system possesses the intelligence and data visibility
to know exactly what needs to change in WHOIS. See response to Question 26 for greater detail.
DNS External Notifier

The DNS external notifier dispatches a work item for _any EPP transaction that may potentially
have an impact on DNS. Like the WHOIS external notifier, the DNS external notifier does not
have visibility into the actual contents of the DNS zones. The work items that are generated by
the notifier indicate to the dynamic DNS update sub-system that a change occurred that may impact
DNS. That DNS_system has the ability to decide what actual changes must be propagated out to the
DNS constellation. See response to Question 35 for greater detail.

Billin? External Notifier

The billing external notifier is responsible for sending all billable transactions to the
downstream financial systems for billing and collection. This external notifier contains the
neges§a¥y logic to determine what types of transactions are billable. The financial systems use
this information to apply appropriate debits and credits based on registrar.

Data Warehouse

The data warehouse is responsible for managing reporting services, including registrar_reports,
business intelligence dashboards, and the processing of data escrow files. The Reporting
Database is used to create both internal and external reports, primarily to support registrar
billing and contractual reporting requirement. The data warehouse databases are updated on a
daily basis with full copies of the production SRS data.

Frequency of Synchronization between Servers

The external notifiers discussed above perform updates in near real-time, well within the
prescribed service level requirements. As transactions from registrars update the core SRS,
update notifications are pushed to the external systems such as DNS and WHOIS. These updates are
typically live in the external system within 2-3 minutes.

Synchronization Scheme (e.g., hot standby, cold standby)

Neustar operates two hot databases within the data center that is operating in primary mode.
These two databases are kept in sync via synchronous replication. Additionally, there are two
databases in the secondary data center. These databases are updated real time through
asynchronous replication. This model allows for high performance while also ensuring protection
of data. See response to Question 33 for greater detail.

Compliance with Specification 6 Section 1.2

The SRS implementation for _MUSIC is fully compliant with Specification 6, including section 1.2.
EPP Standards are described and embodied in a number of IETF RFCs, ICANN contracts and practices,
and registry-registrar agreements. Extensible Provisioning Protocol or EPP is defined by a core
set of RFCs that standardize the interface that make up the registry-registrar model. The SRS

interface supports EPP 1.0 as defined in the following RFCs shown in Table 24-1.

Additional information on the EPP implementation and compliance with RFCs can be found in the
response to Question 25.

Compliance with Specification 10

Specification 10 of the New TLD Agreement defines the performance specifications of the TLD,
includin% service level requirements related to DNS, RDDS (WHOIS), and EPP. The requirements
include both availability and transaction response time measurements. As an experienced registry
operator, Neustar has a Ion% and verifiable track record ochroviding registry services that
consistently exceed the performance specifications stipulated in ICANN agreements. This same
high level of service will be provided for the _MUSIC Registry. The following section describes
Neustar’s experience and its capabilities to meet the requirements in the new agreement.

To properly measure the technical performance and progress of TLDs, Neustar collects data on key
essential operating metrics. These measurements are key indicators of the performance and
health of the registry. Neustar’s current .biz SLA commitments are among the most stringent in
the industry today, and exceed the requirements for new TLDs. Table 24-2 compares the current
SRS performance levels compared to the requirements for new TLDs, and clearly demonstrates the
ability of the SRS to exceed those requirements.

Their ability to commit and meet such high performance standards is a direct result of their
philosophy towards operational excellence. See response to Question 31 for a full description
of their philosophy for building and managing for performance.
24.3 Resourcing Plans ) ) o
The development, customization, and on—?0|ng support of the SRS are the responsibility of a
combination of technical and operational teams, including:

Development~-Engineering



Database Administration

Systems Administration

Network Engineering.
Additionally, if customization or modifications are required, the Product Management and Quality
Assurance teams will be involved in the design and testing. Finally, the Network Operations and
Information Security play an important role In ensuring the systems i1nvolved are operating
securely and reliably.
The necessary resources will be pulled from the pool of operational resources described in detail
in the response to Question 31. Neustar’s SRS implementation is very mature, and has been in
production for over 10 years. As such, very little new development related to the SRS will be
required for the implementation of the _MUSIC registry. The following resources are available
from those teams:
Development~Engineering - 19 employees
Database Administration- 10 employees
Systems Administration — 24 employees
Network Engineering — 5 employees
The resources are more than adequate to support the SRS needs of all the TLDs operated by
Neustar, including the _MUSIC registry.

25. Extensible Provisioning Protocol (EPP)

25.1 Introduction

Amazon EU S.a r.l.’s back-end registry operator, Neustar, has over 10 years of experience
operating EPP based registries. They deployed one of the first EPP registries in 2001 with the
launch of _biz. In 2004, they were the first gTLD to implement EPP 1.0. Over the last ten years
Neustar has implemented numerous extensions to meet various unique TLD requirements. Neustar
will leverage its extensive experience to ensure Amazon EU S.a r.l. is provided with an
unparalleled EPP based registry. The following discussion explains the EPP interface which will
be used for the _MUSIC registry. This interface exists within the protocol farm layer as
described in Question 24 and is depicted in Figure 25-1.

25.2 EPP Interface

Registrars are provided with two different interfaces for interacting with the registry. Both
are EPP based,_and both contain all the functionality necessary to provision and manage domain
names. The primary mechanism is an EPP interface to connect directly with the registry. This is
the interface registrars will use for most of their interactions with the registry.

However, an alternative web GUI gRegistry Administration Tool) that can also be used to perform
EPP transactions will be provided. The primary use of the Registry Administration Tool 1is for
performing administrative or customer support tasks.

The main features of the EPP implementation are:

Standards Compliance: The EPP XML interface is compliant to the EPP RFCs. As future EPP
RFCs are published or existing RFCs are updated, Neustar makes changes to the implementation
keeping in mind of any backward compatibility issues.

Scalability: The system is deployed keeping in mind that it may be required to grow and
shrink the footprint of the Registry system for a particular TLD.

Fault-tolerance: The EPP servers are deployed in_ two geographically separate data centers
to provide for quick failover capabilitg in case of a major outage In a particular data center.
The EPP servers adhere to strict availability requirements defined in the SLAs.

Configurability: The EPP extensions are built in a way that they can be easily
configured to turn on or off for a particular TLD.

Extensibility: The software is built ground up using object oriented design. This allows
for easy extensibility of the software without risking the possibility of the change rippling
through the whole application.

Auditable: The system stores detailed information about EPP transactions from
provisioning to DNS and WHOIS publishing. In case of a dispute regarding a name registration,
the Registry can provide comprehensive audit information on EPP transactions.

Security: The system provides IP address based access control, client credential -based
authorization test, digital certificate exchange, and connection limiting to the protocol layer.
25.3 Compliance with RFCs and Specifications
The registry-registrar model is described and embodied in a number of IETF RFCs, ICANN contracts
and practices, and registry-registrar agreements. As shown in Table 25-1, EPP is defined by the
core set of RFCs that standardize the interface that registrars use_ to provision domains with the
S??-EPPASFg core component of the SRS architecture, the implementation is fully compliant with
a S.

Neustar ensures compliance with all RFCs through a variety of processes and procedures. Members
from the engineering and standards teams actively monitor and participate in the development of
RFCs that impact the registry services, including those related to EPP. When new RFCs are
introduced or existing ones are updated, the team performs a full compliance review of each
sKstem impacted by the change. Furthermore, all code releases include a full regression test
that includes specific test cases to verify RFC compliance.

Neustar has a long history of providing exceptional service that exceeds all performance



specifications. The SRS and EPP interface have been designed to exceed the EPP specifications
defined in Specification 10 of the Registry Agreement and profiled in Table 25-2. Evidence of
Neustar’s ability to perform at these levels can be found in the .biz monthly progress reports
found on the ICANN website.

EPP Toolkits

Toolkits, under open source licensing, are freely provided to registrars for interfacing with the
SRS. Both Java and C++ toolkits will be provided, along with the accompanying documentation. The
Registrar Tool Kit (RTK) is a software development kit (SDK) that supports the development of a
registrar software system for registering domain names in the registry using EPP. The SDK
consists of software and documentation as described below.

The software consists of working Java and C++ EPP common APls and samples that implement the EPP
core functions and EPP extensions used to communicate between the registry and registrar. The RTK
illustrates how XML requests (registration events) can be assembled and forwarded to the registry
for processing. The software provides the registrar with the basis for a reference implementation
that conforms to the EPP registry-registrar protocol. The software component of the SDK also
includes XML schema definition files for all Registry EPP objects and EPP object extensions. The
RTK also includes a “dummy” server to aid in the testing of EPP clients.

The accompanying documentation describes the EPP software package hierarchy, the object data
model, and the defined objects and methods (including calling parameter lists and expected
response behavior). New versions of the RTK are made available from time to time to provide
?upport for additional features as they become available and support for other platforms and
anguages.

25.4 Proprietary EPP Extensions

The .MUSIC registry will not include proprietary EPP extensions. Neustar has implemented various
EPP extensions for both internal and external use in other TLD registries. These extensions use
the standard EPP extension framework described in RFC 5730. Table 25-3 provides a list of
extensions developed for other TLDs. Should the .MUSIC registry require an EPP extension at_some
point in the future, the extension will be implemented in compliance with all RFC specifications
including RFC 3735.

ghﬁ full EPP schema to be used in the _MUSIC registry is attached in the document titled “EPP
chema.”

25.5 Resourcing Plans

The development and support of EPP is largely the responsibility of the Development-Engineering
and Quality Assurance teams. As an experience registry operator with a fully developed EPP
solution, on-going support is largely limited to periodic updates to the standard and the
implementation of TLD specific extensions.

The necessary resources will be pulled from the pool of available resources described in detail
in the response to Question 31. The following resources are available from those teams:
Development~-Engineering - 19 employees

Quality Assurance - 7 employees.

These resources are more than adequate to support any EPP modification needs of the .MUSIC
registry.

26. Whois

26.1 Introduction
Amazon EU S.a r.l. recognizes the importance of an accurate, reliable, and up-to-date WHOIS
database to governments, law enforcement, intellectual property holders and the public as a whole
and is firmll committed to complying with all of the applicable WHOIS specifications for data
objects, bulk access, and lookups as defined in Specifications 4 and 10 to the Registry
Agreement. Amazon EU S.a r.l.’s back-end registry servicesfprovider, Neustar, has extensive
experience providing ICANN and RFC-compliant WHOIS services for each of the TLDs that it operates
both as a Re%istry Operator for gTLDs, ccTLDs and back-end registry services provider. As one of
the first “thick” registry operators in the gTLD space, Neustar’s WHOIS service has been designed
from the ground up to display as much information as required by a TLD and respond to a very
stringent availability and performance requirement.
Some of the key features of _MUSIC’s solution include:

Fully compliant with all relevant RFCs including 3912

Production proven, highly flexible, and scalable with a track record of 100% availability
over the past 10 years

Exceeds current and proposed performance specifications

Supports dynamic updates with the capability of doing bulk updates

Geographically distributed sites to provide %reater stability and performance

In addition, _MUSIC’s thick-WHOIS solution also provides for additional search
capabilities and mechanisms to mitigate potential forms of abuse as discussed below. (e.g., IDN,
registrant data).

26.2 Software Components



The WHOIS architecture comprises the following components:

An in-memory database local to each WHOIS node: To provide for the performance needs,
the WHOIS data is served from an in-memory database indexed by searchable keys.

Redundant servers: To provide for redundancy, the WHOIS updates are propagated to a
cluster of WHOIS servers that maintain an independent copy of the database.

Attack resistant: To ensure that the WHOIS system cannot be abused using malicious
ueries or DOS attacks, the WHOIS server is only allowed to query the local database and rate
imits on queries based on IPs and IP ranges can be readily applied.

Accuracy auditor: To ensure the accuracy of the information served by the WHOIS servers,

a daily audit is done between the SRS information and the WHOIS responses for the domain names
which are updated during the last 24-hour period. Any discrepancies are resolved proactively.

Modular design: The WHOIS system allows for filtering and translation of data elements
between the SRS and the WHOIS database to allow for customizations.

Scalable architecture: The WHOIS system_ is scalable and has_a very small footprint.
Depending on the query volume, the deployment size can grow and shrink quickly.

Flexible: 1t is flexible enough to accommodate thin, thick, or modified thick models and
can accommodate any future ICANN policy, such as different information display levels based on
user categorization.

SRS master database: The SRS database is the main persistent store of the Registry
information. The Update Agent computes what WHOIS updates need to be pushed out. A publish-
subscribe mechanism then takes these incremental updates and pushes to all the WHOIS slaves that
answer queries.

26.3 Compliance with RFC and Specifications 4 and 10

Neustar has been running thick-WHOIS Services for over 10+ years in full compliance with RFC 3912
and with Specifications 4 and 10 of the Registry Agreement.RFC 3912 is a simple text based
protocol over TCP that describes the interaction between the server and client on port 43.
Neustar built a home-grown solution for this service. It processes millions of WHOIS queries per

day.
Tagle 26-1 describes Neustar’s compliance with Specifications 4 and 10.

Neustar ensures compliance with all RFCs through a variety of processes and procedures. Members
from the engineering and standards teams actively monitor and participate in the development of
RFCs that impact the registry services, including those related to WHOIS. When new RFCs are
introduced or existing ones are updated, the team performs a full compliance review of each
sKstem impacted by _the change. Furthermore, all code releases include a full regression test
that includes specific test cases to verify RFC compliance.

26.4 High-level WHOIS System Description
26.4_.1 WHOIS Service (port 43
The WHOIS service is responsible for handling port 43 queries. Our WHOIS is optimized for speed
using an in-memory database and master-slave architecture between the SRS and WHOIS slaves.
The WHOIS service also has built-in support for IDN. If the domain name being queried is an IDN,
the returned results include the language of the domain name, the domain name’s UTF-8 encoded
representation along with the Unicode code page.
26.4.2 Web Page for WHOIS queries
In addition to the WHOIS Service on port 43, Neustar provides a web based WHOIS application
(www.whois.MUSIC). It is an intuitive and easy to use application for the general public to use.
WHOIS web application provides all of the features available in the port 43 WHOIS. This includes
full and partial search on:

Domain names

Nameservers

Registrant, Technical and Administrative Contacts

Registrars
It also provides features not available on the port 43 service. These include:
1. Redemption Grace Period calculation: Based on the registry’s policy, domains in
pendingDelete can be restorable or scheduled for release depending on the date-time the domain
went into pendingDelete. For these domains, the web based WHOIS displays “Restorable” or
“Scheduled for Release” to clearly show this additional status to the user.
- Extensive support for international domain names (IDN)
Ability to perform WHOIS lookups on the actual Unicode IDN
Display of the actual Unicode IDN in addition to the ACE-encoded name
A Unicode to Punycode and Punycode to Unicode translator
An extensive FAQ
A list of upcoming domain deletions

~NoOORWN

26.5 IT and Infrastructure Resources
As described above the WHOIS architecture uses a workflow that decouples the update process from
the SRS. This ensures SRS performance is not adversely affected by the load requirements of )
d¥nam|c updates. It is also decoupled from the WHOIS lookup agent to ensure the WHOIS service is
always available and performing well for users. Each of Neustar’s geographically diverse WHOIS
sites use:

Firewalls, to protect this sensitive data

Dedicated servers for MQ Series, to ensure guaranteed delivery of WHOIS updates

Packetshaper for source 1P address-based bandwidth limiting

Load balancers to distribute query load

Multiple WHOIS servers for maximizing the performance of WHOIS service.
The WHOIS service uses HP BL 460C servers, each with 2 X Quad Core CPU and a 64GB of RAM. The
existing infrastructure has 6 servers, but is designed to be easily scaled with additional
servers should it be needed.
Figure 26-1 depicts the different components of the WHOIS architecture.



26.6 Interconnectivity with Other Registry System

As described in Question 24 about the SRS and further in response to Question 31, “Technical
Overview”, when an update is made by a registrar that impacts WHOIS data, a trigger is sent to
the WHOIS system by the external notifier layer. The update agent processes these updates,
transforms the data if necessary and then uses messaging oriented middleware to publish all
updates to each WHOIS slave. The local update agent accepts the update and apﬁlies it to the
local in-memory database. A separate auditor compares the data in WHOIS and the SRS daily and
monthly to ensure accuracy of the published data.

26.7 Freguency of Synchronization between Servers

Updates from the SRS, through the external notifiers, to the constellation of independent WHOIS
slaves happens in real-time wvia an asynchronous publish-subscribe messaging architecture. The
updates are guaranteed to be updated in each slave within the required SLA of 95% < 60 minutes.
Please note that Neustar’s current architecture is built towards the stricter SLAs (95% < 15
minutes) of _BIZ. The vast majority of updates tend to happen within 2-3 minutes.

26.8 Provision for Searchable WHOIS Capabilities
Neustar will create a new web-based service to address the new search features based on
requirements specified in Specification 4 Section 1.8. The application will enable users to
search the WHOIS directory using any one or more of the following fields:

Domain name

Registrar ID

Contacts and registrant’s name

Contact and registrant’s postal address, including all the sub-fields described in EPP
(e.g., street, city, state or province, etc.)

Name server name and name server IP address

The system will also allow search using non-Latin character sets which are compliant
with IDNA specification.
The user will choose one or more search criteria, combine them by Boolean operators (AND, OR,
NOT) and provide partial or exact match regular expressions for each of the criterion name-value
pairs. The domain names matchin? the search criteria will be returned to the user.
Figure 26-2 shows an architectural depiction of the new service.

Potential Forms of Abuse

As recognized by the Terms of Reference for Whois Misuse Studies,
http:~~-gnso.icann.org-issues-whois-tor-whois-misuse-studies-25sep09-en.pdf, a number of reported
and recorded harmful acts, such as spam, phishing, identity theft, and stalking which Registrants
believe were sent using WHOIS contact information. Although these Whois studies are still
underway, there is a general belief that public access to Whois data may lead to a measurable
degree of misuse — that is, to actions that cause actual harm, are illegal or illegitimate, or
otherwise contrary to the stated legitimate purpose. One of the other key focuses of these
studies will be to correlate the reported incidents of harmful acts with anti-harvesting measures
that some Registrars and Registries apply to WHOIS queries (e.g., rate limiting, CAPTCHA, etc.).

Neustar firmly believes that adding the increased search capabilities, without appropriate
controls could exacerbate the potential abuses associated with the Whois service. To mitigate the
risk of this powerful search service being abused bﬁ unscrupulous data miners, a layer of
security will be built around the query engine which will allow the registry to identify rogue
activities and then take appropriate measures. Potential abuses include, but are not limited to:

- Data Mining

- Unauthorized Access

- Excessive Querying

- Denial of Service Attacks

To mitigate the abuses noted above, Neustar will implement any or all of these mechanisms as
appropriate:

Username-password based authentication

Certificate based authentication

Data encryption

CAPTCHA mechanism to prevent robo invocation of Web query

Fee-based advanced query capabilities for premium customers.
The searchable WHOIS application will adhere to all privacy laws and policies of the _MUSIC
registry.

26.9 Resourcing Plans
As with the SRS, the development, customization, and on-going support of the WHOIS service is the
responsibility of a combination of technical and operational teams. The primary groups
responsible for managing the service include:

Development~-Engineering — 19 employees

Database Administration — 10 employees

Systems Administration — 24 employees

Network Engineering — 5 employees
Additionally, if customization or modifications are required, the Product Management and Quality
Assurance teams will also be involved. Finally, the Network Operations and Information Securit
play an important role in ensuring the systems involved are operating securely and reliably. The
necessary resources will be pulled from the pool of available resources described in detail in
the response to Question 31. Neustar’s WHOIS implementation is very mature, and_has been in
production for over 10 years. As such, very little new development will be required to support
the implementation of the _MUSIC registry. The resources are more than adequate to support the
WHOIS needs of all the TLDs operated by Neustar, including the _MUSIC registry.



27. Registration Life Cycle

27.1 Registration Life Cycle

Introduction

-MUSIC will follow the lifecycle and business rules found in the majority of gTLDs today. Our
back-end operator, Neustar, has over ten ¥ears of experience managing numerous TLDs that utilize
standard and unique business rules and liTecycles. This section describes the business rules,
registration states, and the overall domain lifecycle that will be used for _MUSIC.

Domain Lifecycle - Description

The registry will use the EPP 1.0 standard for provisioning domain names, contacts and hosts.
Each domain record is comprised of three registry object types: domain, contacts, and hosts
Domains, contacts and hosts may be assigned various EPP defined statuses indicating either a
particular state or restriction placed on the object. Some statuses may be applied by the
Registrar; other statuses may only be applied by the Registry. Statuses are an integral part of
the domain lifecycle and serve the dual purpose of indicating the particular state of the domain
and indicating any restrictions placed on the domain. The EPP standard defines 17 statuses,
however only 14 of these statuses will be used in the ._MUSIC registry per the defined .MUSIC
business rules.

The followinﬂ is a_brief description of each of the statuses. Server statuses may only be
applied by the Registry, and client statuses may be applied by the Registrar.

OK — Default status applied b{ the Registry.

Inactive — Default status applied by the Registry if the domain has less than 2
nameservers.

PendingCreate — Status applied by the Registry upon processing a successful Create
command, and indicates further action is pending. This status will not be used in the .MUSIC
registry.

Pendiq?Transfer — Status applied by the Registry upon processing a successful Transfer
request command, and indicates further action is pending.

PendingDelete — Status apﬁlied by the Registry upon processing a successful Delete
command that does not result in the immediate deletion of the domain, and indicates further
action is pending.

PendingRenew — Status applied by the Re%istry upon processing a successful Renew command
that does not result in the immediate renewal of the domain, and indicates further action is
pending. This status will not be used in the _MUSIC registry.

PendingUpdate — Status applied by the Registry if an additional action is expected to
complete the update, and indicates further action is pending. This status will not be used in
the _MUSIC registry.

Hold — Removes the domain from the DNS zone.

UpdateProhibited — Prevents the object from being modified by an Update command.

TransferProhibited — Prevents the object from being transferred to another Registrar by
the Transfer command.

RenewProhibited — Prevents a domain from being renewed by a Renew command.

DeleteProhibited — Prevents the object from being deleted by a Delete command.

The lifecycle of a domain begins with the registration of the domain. All registrations must
follow the EPP standard, as well as the specific business rules described in the response to
Question 18 above. Upon registration a domain will either be in an active or inactive state.
Domains iIn an active state are delegated and have their delegation information published to the
zone. Inactive domains either have no delegation information or their delegation information in
not published in the zone. Following the initial registration of a domain, one of five actions
may occur during its lifecycle:

Domain may be updated

Domain may be deleted, either within or after the add-grace period

Domain may be renewed at angtime during the term

Domain may be auto-renewed by the Registry

Domain may be transferred_to another registrar.

Each of these actions may result in a change in domain state. This is described in more detail
in the following section. Every domain must eventually be renewed, auto-renewed, transferred, or
deleted. A registrar may apply EPP statuses described above to prevent specific actions such as
updates, renewals, transfers, or deletions.

27.1.1 Registration States
Domain Lifecycle — Registration States

As described above the _MUSIC registry will implement a standard domain lifecycle found
in most gTLD registries today. There are five possible domain states:

Active

Inactive

Locked

Pending Transfer

Pending Delete.
All domains are always in either an Active or Inactive state, and throughout the course of the
lifecycle may also be in a Locked, Pending Transfer, and Pending Delete state. Specific
conditions such as applied EPP policies and registry business rules will determine whether a
domain can be transitioned between states. Additionally, within each state, domains may be subject
to various timed events such as grace periods, and notification periods.
Active State
The active state is the normal state of a domain and indicates that delegation data has been



provided and the delegation information is published in the zone. A domain in an Active state
may also be in the Locked or Pending Transfer states.

Inactive State
The Inactive state indicates that a domain_has not been delegated or that the delegation data has
not been published to the zone. A domain in an Inactive state may also be in the Locked or
Pending Transfer states. By default all domain in the Pending Delete state are also in the
Inactive state.

Locked State
The Locked state indicates that certain specified EPP transactions may not be performed to the
domain. A domain is considered to be in a Locked state if at least one restriction has been
placed on the domain; however up to eight restrictions may be applied simultaneously. Domains in
the Locked state will also be in the Active or Inactive, and under certain conditions may also be
in the Pendln% Transfer or Pending Delete states.

Pending Transfer State
The Pending Transfer state indicates a condition in which there has been a request to transfer
the domain from one registrar to another. The domain is placed in the Pending Transfer state for
a period of time to allow the current (losing) registrar to approve (ack) or reject (hack) the
transfer request. Registrars may only nack requests for reasons specified in the Inter-Registrar
Transfer Policy.

Pending Delete State
The Pending Delete State occurs when a Delete command has been sent to the Registry after the
first 5 days (120 hours) of registration. The Pending Delete period is 35-days during which the
first 30-days the name enters the Redemption Grace Period (RGP) and the last 5-days guarantee
that the domain will be purged from the Registry Database and available to public pool for
registration on a First come, first serve basis.
27.1.2 Typical Registration Llfecycle Activities
Domain Creation Process
The creation (registration) of domain names_is the fundamental registry operation. All other
ﬁeratlons are designed to support or compliment a domain creation. The following steps occur

en a domain is created.

Contact objects are created in the SRS database. The same contact object may be used
for each contact type, or they may all be different. If the contacts already exist in the
database this step may be skipped.

Nameservers are created in the SRS database. Nameservers are not re?U|red to complete
the {egéstratlon process; however any domain with less than 2 name servers will not be
resolvable
3. The domain is created using the each of the objects created in the previous steps. In
addition, the term and any client statuses may be assigned at the time of creation.

The actual number of EPP transactions needed to complete the registration of a domain name can be
as few as one and as many as 40. The latter assumes seven distinct contacts and 13 nameservers,
with Check and Create commands submitted for each object.

Update Process

Registry objects may be updated (modified) using the EPP Modify operation. The Update
transaction updates the attributes of the object.

Fog exgmple the Update operation on a domain name will only allow the following attributes to be
update

Domain statuses

Registrant ID

Administrative Contact 1D

Billing Contact ID

Technical Contact ID

Nameservers

Authinfo

Additional Registrar provided fields.

The Update operation will not modify the_details of the contacts. Rather it may be used to
associate a different contact object (using the Contact ID% to the domain name. To update the
details of the contact object the Update transaction must be applied to the contact itself. For
example, if an existing registrant wished to update the postal address, the Registrar would use
the Update command to modi the contact object, and not the domain obJect

Renew Process

The term of a domain may be extended using the EPP Renew operation. [ICANN policy general
establishes the maximum term of a domain name to be 10 years, and Neustar recommends not
deviating from_this policy. A domain may be renewed-extended at any point time, even immediately

following the initial registration. The only stipulation is that tge overall term of the domain
name may not exceed 10 years. 1T _a Renew operation_is performed with a term value will extend
the domain beyond the 10 year limit, the Registry will reject the transaction entirely.
Transfer Process
The EPP Transfer command is used for several domain transfer related operations:

Initiate a domain transfer

Cancel a domain transfer

Approve a domain transfer

Reject a domain transfer.
To transfer a domain from one Registrar to another the following process is followed:

4. The gaining (new) Registrar submits a Transfer command, which includes the Authlnfo code
of the domain name.
5. IT the Authinfo code is valid and the domain is not in a status that does not allow

transfers the domain is placed into pendingTransfer status

A poll message notifying the losing Registrar of the pending transfer is sent to the
Reglstrar S message queue
7. The domain remains in pendingTransfer status for up to 120 hours, or until the losing



(current) Registrar Acks (approves) or Nack (rejects) the transfer request o
8. IT the losing Registrar has not Acked or Nacked the transfer request within the 120 hour
timeframe, the Registry auto-approves the transfer

9. : ghe requesting Registrar may cancel the original request up until the transfer has been
completed.
A transfer adds an additional year to the term of the domain. In the event that a transfer will

cause the domain to exceed the 10 Kear maximum term, the Registry will add a partial term up to
the 10 year limit. Unlike with the Renew operation, the Registry will not reject a transfer
operation.
Deletion Process
A domain may be deleted from the SRS using the EPP Delete operation. The Delete operation will
result in either the domain being immediately removed from the database or the domain being
placed in pendingDelete status. The outcome is dependent on when the domain is deleted. If the
domain is deleted within the Tirst five days (120 hours) of registration, the domain is
immediately removed from the database. A deletion at any other time will result in the domain
being placed in pendingDelete status and entering the Redemption Grace Period (RGP).
Additionally, domains that are deleted within five days (120) hours of any billable (add, renew,
transfer) transaction may be deleted for credit.
27.1.3 Applicable Time Elements
The following section explains the time elements that are involved.
Grace Periods
There are six %race periods:

Add-Delete Grace Period SAGP)

Renew-Delete Grace Perio

Transfer-Delete Grace Period

Auto-Renew-Delete Grace Period

Auto-Renew Grace Period

Redemption Grace Period (RGP).
The first four grace periods listed above are designed to provide the Registrar with the ability
to cancel a revenue transaction (add, renew, or transfer) within a certain period of time and
receive a credit for the original transaction.
The following describes each of these grace periods in detail.
Add-Delete Grace Period
The APG is associated with the date the Domain was registered. Domains may be deleted for credit
during the initial 120 hours of a registration, and the Registrar will receive a billing credit
for the original registration. |If the domain is deleted during the Add Grace Period, the domain
is dropped from the database immediately and a credit is applied to the Registrar’s billing
account.
Renew-Delete Grace Period
The Renew-Delete Grace Period is associated with the date the Domain was renewed. Domains ma¥ be
deleted for credit during the 120 hours after a renewal. The grace period is intended to allow
Registrars to correct domains that were mistakenly renewed. It should be noted that domains that
are deleted during the renew grace period will be placed into pendingDelete and will enter the
RGP (see below).
Transfer-Delete Grace Period
The Transfer-Delete Grace Period is associated with the date the Domain was transferred to
another Registrar. Domains may be deleted for credit during the 120 hours after a transfer. It
should be noted that domains that are deleted during the renew grace period will be placed into
pendingDelete and will enter the RGP. A deletion of domain after a transfer is not the method
used to correct a transfer mistake. Domains that have been erroneously transferred or hijacked
by another party can be transferred back to the original registrar through various means
including contacting the Registry.
Auto-Renew-Delete Grace Period
The Auto-Renew-Delete Grace Period is associated with the date the Domain was auto-renewed.
Domains may be deleted for credit during the 120 hours after an auto-renewal. The grace period
is intended to allow Re%istrars to correct domains that were mistakenly auto-renewed. It should
be noted that domains that are deleted during the auto-renew delete grace period will be placed
into pendingDelete and will enter the RGP.
Auto-Renew Grace Period
The Auto-Renew Grace Period is a special grace period intended to provide registrants with an
extra amount of time, beyond the expiration date, to renew their domain name. The grace period
lasts for 45 days from the expiration date of the domain name. Registrars are not required to
provide registrants with the full 45 days of the period.
Redemption Grace Period
The RGP is a special grace period that enables Registrars to restore domains that have been
inadvertently deleted but are still in pendingDelete status within the Redemption Grace Period.
All domains enter the RGP except those deleted during the AGP.
The RGP period is 30 daYS, durin? which time the domain may be restored using the EPP RenewDomain
command as described below. Fol owin? the 30day RGP period_the domain will remain in
pendingDelete status for an additional five days, during which time the domain may NOT be
restored. The domain is released from the SRS, at the end of the 5 day non-restore period. A
restore fee applies and is detailed in the Billing Section. A renewal fee will be automatically
applied for any domain past expiration.
Neustar has created a unique restoration process that uses the EPP Renew transaction to restore
the domain and fulfill _all the reporting obligations required under ICANN policy. The following
describes the restoration process.
27.2 State Diagram
Figure 27-1 provides a description of the registration lifecycle.



The different states of the lifecycle are active, inactive, locked, pending transfer, and pending
delete. Please refer to section 27.1.1 for detail description of each of these states. The
lines between the states represent triggers that transition a domain from one state to another.

The details of each trigger are described below:

Create: Registry receives a create domain EPP command.

WithNS: The domain has met the minimum number of nameservers required by registry policy
in order to be published in the DNS zone.

WithOutNS: The domain has not met the minimum number of nameservers required by registry
policy. The domain will not be in the DNS zone.

Remove Nameservers: Domain's nameserver (s) is removed as part of an update domain EPP
command. The total nameserver is below the minimum number of nameservers required by registry
policy in order to be published in the DNS zone.

Add Nameservers: Nameserver(s) has been added to domain as part of an update domain EPP
command. The total number of nameservers has met the minimum number of nameservers required by
registry policy in order to be published in the DNS zone.

Delete: Registry receives a delete domain EPP command.

DeleteAfterGrace: Domain deletion does not fall within the add grace period.

DeleteWithinAddGrace: Domain deletion falls within add grace period.

g Restore: Domain is restored. Domain goes back to its original state prior to the delete
command .

Transfer: Transfer request EPP command is received.

Transfer Approve-Cancel-Reject: Transfer requested is approved or cancel or rejected.

TransferProhibited: The domain is in clientTransferProhibited and-or
serverTranferProhibited status. This will cause the transfer request to fail. The domain goes
back to its original state.

DeleteProhibited: The domain is in clientDeleteProhibited and~-or serverDeleteProhibited
status. This will cause the delete command to fail. The domain goes back to its original state.
Note: the locked state is not represented as a distinct state on the diagram as a domain may be
in a locked state in combination with any of the other states: inactive, active, pending
transfer, or pending delete.

27.2.1 EPP RFC Consistency

As described above, the domain lifecycle is determined by ICANN policy and the EPP RFCs. Neustar
has been operating ICANN TLDs for the past 10 years consistent and compliant with all the ICANN
policies and related EPP RFCs.

27.3 Resources

The registration lifecycle and associated business rules are largely determined by policy and
business requirements; as such the Product Management and Policy teams will play a critical role
in working with Amazon EU S.a r.l. to determine the precise rules that meet the requirements of
the TLD. Implementation of the lifecycle rules will be the responsibility of
Development~-Engineering team, with testing performed by the Quality Assurance team. Neustar’s
SRS implementation is very fTlexible and configurable, and in many case development is not
required to support business rule changes.

The_ _MUSIC registry will be using standard lifecycle rules, and as such no customization is
anticipated. However should modifications be required in the future, the necessary resources
will be pulled from the pool of available resources described in detail in the response to
Question 31. The following resources are available from those teams:

Development~Engineering - 19 employees

Registry Product Management — 4 employees

These resources are more than adequate to support the development needs of all the TLDs operated
by Neustar, including the _MUSIC registry.

28. Abuse Prevention and Mitigation

28.1 Abuse Prevention and Mitigation
Amazon EU S.a r.l. and its registry service provider, Neustar, recognize that preventin% and
mitigating abuse and malicious conduct in the _MUSIC registry is an_important and significant
responsibirlity. Amazon EU S.a r.I1. will leverage Neustar’s extensive experience iIn establishing
and implementing registration policies to prevent and mitigate abusive and malicious domain
activity within the proposed .MUSIC space.
-MUSIC will be a single entitg registry, with all domains registered to Amazon for use in pursuit
of Amazon’s business goals. There will be no re-sellers in _MUSIC and there will be no market in
-.MUSIC domains. Amazon will strictly control the use of _MUSIC domains. Opportunities for abusive
and malicious domain activity in _MUSIC are therefore very restricted but we will nonetheless
abide by our obligations to ICANN. A responsible domain name registry works towards the
eradication of abusive domain name registrations and malicious activity, which may include
conduct such as:

Il1legal or fraudulent actions

Spam

Phishing

Pharming

Distribution of malware

Fast flux hosting

Botnets



Malicious hacking _
Distribution of child pornography )
Online sale or distribution of illegal pharmaceuticals.

By taking an active role in researching and monitoring abusive domain name registration and
malicious conduct, Neustar has developed the ability to efficiently work with various law
enforcement and security communities to mitigate fast flux DNS-using botnets.

Policies and Procedures to Minimize Abusive Registrations

A registry must have the policies, resources, personnel, and expertise in place to combat such
abusive registration and malicious conduct. Neustar, Amazon EU S.a r.l.’s registry services
provider, has played a leading role in preventing of such abusive practices, and has developed
and implemented a “domain takedown” policy. Amazon EU S.a r.l. also believes that combating
abusive use of the DNS is important in protecting registrants.

Removing a domain name from the DNS before it can cause harm is often the best preventative
measure for thwarting certain malicious conduct such as botnets and malware distribution.
Because removing a domain name from the zone will stop all activity associated with the domain
name, including websites and e-mail, the decision to remove a domain name from the DNS must
follow a documented process, culminating in a determination that the domain name to be removed
poses a threat to the security and stability of the Internet or the registry. Amazon EU S.a
r.1., via Neustar, has an extensive, defined, and documented process for taking the necessary
action of removing a domain from the zone when its presence in the zone poses a threat to the
security and stability of the infrastructure of the Internet or the registry.

Abuse Point of Contact

As required by the Registry Agreement, Amazon EU S.a r._l. will establish and publish on its
website a single abuse point of contact responsible for addressing inquiries from law enforcement
and the public related to malicious and abusive conduct. Amazon EU S.a r.l. will also provide
such information to ICANN before delegating any domain names in _MUSIC. This information shall
consist of, at a minimum, a valid e-mail address dedicated solely to the handling of malicious
conduct complaints, and a telephone number and mailing address for the primary contact. Amazon
EU S.a r.1. will ensure that this information is accurate and current, and that updates are
provided to ICANN if and when changes are made. In addition, the registry services provider for
-MUSIC, Neustar, shall continue to have an additional point of contact for requests from
registrars related to abusive domain name practices.

28.2 Policies Re?ardin Abuse Complaints

Amazon EU S.a r.I. will adopt an_Acceptable Use Policy that (i) clearly defines the types of
activities that will not be permitted in _MUSIC; (ii) reserves Amazon EU S.a r.l.’s right to
lock, cancel, transfer or otherwise suspend or take down domain names violating the Acceptable
Use Policy; and (iii) identify the circumstances under which Amazon EU S.a r.l. may share
information with law enforcement. Amazon EU S.a r.l. will incorporate its _MUSIC Acceptable User
Policy into its Registry-Registrar Agreement.

Under the .MUSIC Acceptable Use Policy, which is set forth below, Amazon EU S.a r.l. may lock
down the domain name to prevent any changes to the domain name contact and nameserver
information, place the domain name “on hold” rendering the domain name non-resolvable, transfer
the domain name to another registrar and-or in cases in which the domain name is associated with
an ongoing law enforcement investigation, Amazon EU S.a r.l. will coordinate with law enforcement
to assist in the investigation as described in more detail below.

It is Amazon EU S.a r.l.’s intention that all _MUSIC domain names will be registered and used by
it and its Affiliates and that only ICANN-accredited registrars that have signed a Registry-
Registrar Agreement will be permitted to register _MUSIC domain names. Accordingly, the
Boteqt!al for abusive registrations and malicious conduct in the _MUSIC registry is expected to
e limited. In the unlikely event that such abuse should occur, Amazon EU S.a r.l. will work
with i1ts registry services provider, Neustar, to_implement the following policies and processes
to prevent and mitigate such activities. Below is initial Acceptable Use Policy for the .MUSIC
registry.
.Mgslc cheptable Use Policy
This Acceptable Use Policy gives the _MUSIC registry the ability to quickly lock, cancel,
transfer or take ownership of any .MUSIC domain name, either temporarily or permanently, if the
domain name is being used in a manner that appears to threaten the stability, integrity or
security of the .MUSIC registry, or any of its registrar ﬁartners - and-or that may put the
safety and security of any registrant or user at risk. The process also allows the _MUSIC
registry to take preventive measures to avoid any such criminal or security threats.
The Acceptable Use Policy may be triggered through a variety of channels, i1ncluding, among other
things, private complaint, public alert, government or enforcement agency outreach, and the on-
going monitoring by the _MUSIC registry or its_partners. In all cases, _the _MUSIC registry or
i1ts designees will alert _MUSIC registry’s registrar partners about any identified threats and
will work closely with them to bring offending sites into compliance.
The following are some (but not all) activities that may be subject to rapid domain compliance:

Phishing: the attempt to acquire personally identifiable information by masquerading as
a website other than _MUSIC’s own.

Pharming: the redirection of Internet users to websites other than those the user
intends to visit, usually through unauthorized changes to the Hosts file on a victim’s computer
or DNS records in DNS servers.

Dissemination of Malware: the intentional creation and distribution of "malicious”
software designed to infiltrate a computer system without the owner’s consent, including, without
limitation, computer viruses, worms, key loggers, and Trojans.

Fast Flux Hosting: a technique used to shelter Phishing, Pharming and Malware sites and
networks from detection and to frustrate methods employed to defend against such practices,
whereby the IP address associated with fraudulent websites are changed rapidly so as to make the



true location of the sites difficult to find.

Botnetting: the development and use of a command, agent, motor, service, or software
which is implemented: (1) to remotely control the computer or computer system of an Internet user
without their knowledge or consent, (2) to generate direct denial of service (DDOS) attacks.

Malicious Hacking: the attempt to gain unauthorized access (or exceed the level of
authorized access) to a computer, information system, user account or profile, database, or
security system.

Child Pornography: the storage, publication, display and-or dissemination of
por@ograpblc materials depicting individuals under the age of majority in the relevant

urisdiction.
%he -.MUSIC registry reserves the right, in its sole discretion, to take any administrative and
operational actions necessary, including the use of computer forensics and information security
technological services, among other things, in order to implement the Acceptable Use Policy. In
addition, the _MUSIC registry reserves the right to deny, cancel or transfer any registration or
transaction, or place any domain name(s) on registry lock, hold or similar status, that it deems
necessary, in its discretion (1) to protect the integrity and stability of the registry; (2) to
comply with any applicable laws, government rules or requirements, requests of law enforcement,
or any dispute resolution process; (3) to avoid any liability, civil or criminal, on the part of
the .MUSIC registry as well as its affiliates, subsidiaries, officers, directors, and employees;
(4) per the terms of the registration agreement, or (5) to correct mistakes made by the .MUSIC
registry or any Registrar in connection with a domain name registration. The _MUSIC registry
also reserves the right to place upon registry lock, hold or similar status a domain name during
resolution of a dispute.

Taking Action Against Abusive and~or Malicious Activity

The _MUSIC registry is committed to acting in a timely manner against those domain names
associated with abuse or malicious conduct in violation of the Acceptable Use Policy. After a
complaint is received from a trusted source or third-party, or detected by the _MUSIC registry,
the registry will use commercially reasonable efforts to verify the information in the complaint.
IT that information can be verified to the best of the registry’s ability, the sponsoring
registrar will be notified and have 12 hours to investigate the activity and either (a) take down
the domain name through a hold or deletion, or (b) provide the registry with a compellin
argument why to keep the domain name in the zone. |1f the registrar has not acted when the 12-
hour period ends (i.e., is unresponsive to the request or refuses to take action), the _MUSIC
registry will place the domain on “ServerHold”. It is unlikely the registrar will not timely
act because Amazon EU S.a r.l. intends to use a single, gateway registrar with which it has a
contract reflecting these policies). ServerHold removes the domain name from the _MUSIC zone,
but the domain name record still appears in the TLD WHOIS database so that the name and entities
can be investigated by law enforcement should they desire to get involved.

Coordination with Law Enforcement

Amazon EU S.a r.l. will obtain assistance from Neustar to meet its obligations under Section 2.8
of the Registry Agreement to take reasonable steps to investigate and respond to reports from law
enforcement and governmental and quasi-governmental agencies of illegal conduct in connection
with the use of the _MUSIC registry. The _MUSIC registry will respond to legitimate law
enforcement inquiries promptly upon receiving the request.

The response shall include, at a minimum, an acknowledgement of receipt of the request, questions
or comments concerning the request, and an outline of the next steps to be taken by Amazon EU S.a
r.1. for rapid resolution of the request. If the request involves any of the activities that can
be validated by the registr¥ and implicates activity covered by the _MUSIC Acce%table Use Policy,
the sponsoring re%istrar will have 12 hours to investigate the activity and either (a) take down
the domain name through a hold or deletion, or (b) provide the registry with a compelling
argument why to keep the domain name in the zone. The _MUSIC Registry will place the domain on
“ServerHold” if the registrar has not acted within the 12-hour period.

Monitoring for Malicious Activity

Neustar, _MUSIC’s registry services provider, has developed and implemented an active “domain
takedown” policy in which the registry itself takes down abusive domain names.

Neustar targets domain names verified to be abusive and removes them_ within 12 hours regardless
of whether the domain name registrar cooperated. Neustar has determined that the benefit in
removing such threats outweighs any potential damage to the registrar-registrant relationship.
Amazon EU S.a r.l.’s restrictions on registration eligibility make it un?ikely that any _MUSIC
domains will be taken down. The .MUSIC registry rules are anticipated to exclude third Parties
beyond Amazon EU S.a r.l. and its Affiliates. Moreover, only registrars that contractually agree
to cooperate in stemming_abusive behaviors will be permitted to register .MUSIC domain names.
Neustar’s active prevention policies stem from the notion that registrants in _MUSIC have a
reasonable expectation that they control the data associated with their domains, especially its
presence in the DNS zone. Removing a domain name from the DNS before it can cause harm is often
the best preventative measure Tor thwarting certain malicious conduct such as botnets and malware
distribution that harms not only the domain name registrant, but also potentially millions of
unsuspecting Internet users.

Rapid Takedown Process

Since implementing the program, Neustar has developed two basic variations of the process. The
more common process variation is a lightweight process that is triggered by “typical” notices.
The less common variation is_the full process that is triggered by unusual notices, which
generally allege that a domain name is being used to threaten the stability and security of the
TLD, or 1s part of a real-time investigation by law enforcement or security researchers. In
these cases, accelerated action by the registry is necessary. These processes are described
below, though it is_important to note that .MUSIC will be managed as a single entity registry,
whose registrants will be internal stakeholders of Amazon or Amazon’s subsidiaries. Therefore,
the potential for abusive registrations and other activities that have a negative impact on
Internet users is minimal. 1In the unlikely event that such abuse should occur, Amazon with its



registry operator, Neustar, will implement the following policies and processes to manage such
activities.
Lightweight Process
In addition to having an active Information Security group that, on its own initiatives, seeks
out abusive practices in the _MUSIC registry, Neustar is an active member in a number of security
organizations that have_the expertise and experience in receiving and investigating reports of
abusive DNS practices, including but not limited to, the Anti-Phishing Working Group, Castle
Cops, NSP-SEC, the Registration Infrastructure Safety Group and others. Each of these sources is
a well-known security organization that has a reputation for preventing abuse and malicious
conduct on the Internet. Aside from these organizations, Neustar also actively participates in
privately run security associations that operate based on trust and anonymity, making it much
easier to obtain information regarding abusive DNS activity.
Once a complaint is received from a trusted source or third-party, or detected by Neustar’s
internal security group, information about the abusive practice i1s forwarded to an internal mail
distribution list that includes members of Neustar’s operations, legal, support, engineering, and
security teams for immediate response (““CERT Team™). Although the impacted URL is included in
the notification e-mail, the CERT Team is trained not to investigate the URLs themselves because
the URLs in question often have scripts, bugs, etc. that can compromise the individual’s own
computer and the network safety. Rather, the investigation is conducted by CERT team members
who can access the URLs in_a laboratory environment to avoid compromising the Neustar network.
The lab environment is designed specifically for these types of tests and is scrubbed on a
[egularfpaﬁis to ensure that none of Neustar’s internal or external network elements are harmed
in an ashion.
Once %he complaint has been reviewed and the alleged abusive domain name activity is verified to
the best of the ability of the CERT Team, the sponsoring registrar has 12 hours to investigate
the activity and either (a% take down the domain name through a hold or deletion, or (b) provide
the registry with a compelling argument why to keep the domain name in the zone.
The _MUSIC Registry will place the domain on “ServerHold” 1T the registrar has not acted within
the 12-hour period.
ServerHold removes the domain name from the _MUSIC zone, but the domain name record still appears
Enlfhg TLD WHOIS database so that the name and entities can be investigated by law enforcement.
u rocess
In the unlikely event with a single entity registry, whose registrants will be internal
stakeholders of Amazon or Amazon’s subsidiaries, that Neustar receives a complaint that claims
that a domain name is being used to threaten the stability and security of the .MUSIC registry,
or is a part of a real-time investigation by law enforcement or security, Neustar follows a
slightly different course of action.
Upon initiation of this process, members of the CERT Team are paged and a teleconference bridge
is immediately opened up for the CERT Team to assess whether the activity warrants immediate
action. |ITf the CERT Team determines the incident is not an immediate threat to the security and
the stability of critical Internet infrastructure, the CERT Team provides documentation to the
Neustar Network Operations Center to clearly capture the rationale for the decision and either
refers the incident to the Lightweight process set forth above or closes the incident.
However, if the CERT TEAM determines that there is a reasonable likelihood that the incident
warrants immediate action, a determination is made to immediately remove the domain from the
zone. _As such, Customer Support_will contact Amazon EU S.a r.l.”s_registrar immediately to
communicate that there is a domain involved in a security and stability issue. The registrar is
provided only the domain name in question and the broadly stated type of incident. As _MUSIC is a
Single Entit¥ Registry using a single registrar whose work will be strictly controlled through a
Service Level Agreement that includes the implementation of measures to prevent abusive
registrations, the risk of evidence of abuse being compromised is minimized. Coordination with
Law Enforcement & Industry Groups
Neustar has a close working relationship with a number of law enforcement agencies, both in the
United States and Internationally. For example, in the United States, Neustar is In constant
communication with the Federal Bureau of Investigation, US CERT, Homeland Security, the Food and
Drug Administration, and the National Center for Missing and Exploited Children.
Neustar also participates in a number of industry groups aimed at sharing information among key
industry players about the abusive registration and use of domain names. These groups include
the Anti-Phishing Working Group and the Registration Infrastructure Safety Group (where Neustar
served for several years on the Board of Directors). Through these organizations and others,
Neustar proactively shares information with other registries, registrars, ccTLDs, law enforcement,
security professionals, etc. not only on abusive domain name registrations within its own TLDs,
but also with respect to information uncovered with respect to domain names in other registries’
TLDs. Neustar has often found that rarely are abuses found only in the TLDs for which it manages,
but also within other TLDs, such as .com and .info. Neustar routinely provides this information
to the other registries so that the relevant registry can take the appropriate action.
With the assistance of Neustar as its registry services provider, Amazon EU S.a r.l. _can meet its
obligations under Section 2.8 of the Registry Agreement to take reasonable steps to investigate
and respond to reports from law enforcement and governmental and quasi-governmental agencies of
illegal conduct in connection with the use of its .MUSIC registry. Amazon EU S.a r.l. and-or
Neustar will respond to legitimate law enforcement inquiries promptly upon receiving the request.
Such response shall include, at a minimum, an acknowledgement of receipt of the request,
questions or comments concerning the request, and an outline of the next steps to be taken by
Amazon EU S.a r.l. and-or Neustar for rapid resolution of the request.
If the request involves any of the activities that can be validated by the registry and-or
Neustar _and implicates_the type of activity set forth in the Acceptable Use Policy, the
sponsoring registrar will have 12 hours to investigate the activity further and erther (a) take
down the domain name through a hold or deletion, or (b) provide the registry with a compelling
argument why to keep the domain name in the zone. The _MUSIC registry will place the domain on
“ServerHold” if the registrar has not acted within the 12-hour period.
28.3 Measures for Removal of Orphan Glue Records



As the Security and Stability Advisory Committee of ICANN (SSAC) rightly acknowledges, although
orphaned glue records maK be used for abusive or malicious gurﬁoses, the “dominant use of
orphaned glue supports the correct and ordinary operation of the DNS.” See
http:~-www.icann.org-en-committees~-security-sac048.pdf.

Whi?e orphan glue often support correct and ordinary operation of the DNS, such glue records can
be used maliciously to point to name servers that host domains used in illegal phishing, bot-
nets, malware, and other abusive behaviors. Problems occur when the parent domain of the glue
record is deleted but its children glue records still remain in DNS. Therefore, when the _MUSIC
registry has written evidence of actual abuse of orphaned glue, the _MUSIC registry will act to
remove those records from the zone to mitigate such malicious conduct.

Neustar runs a daily audit of entries in its DNS systems and compares those with its provisioning
system, which serves as an umbrella protection that items in the DNS zone are valid. Any DNS
record that shows up in the DNS zone but not in the provisioning system is flagged for
investigation and removed if necessary. This daily DNS audit prevents not only orphaned hosts
but also other records that should not be in the zone.

In addition, if _either Amazon EU S.a r.l. or Neustar becomes aware of actual abuse on orphaned
glue after receiving written notification from a third party through its Abuse Contact or through
i1ts customer support, such glue records will be removed from the zone.

28.4 Measures to Promote WHOIS Accuracy

The .MUSIC registry will implement several measures to promote Whois accuracy.

Whois service for Amazon EU S.a r.l. will operate_as follows. The registry will keep all basic
contact details for each domain name in a unique internal system, which facilitates access to the
domain information. In addition, Amazon EU S.a r.1. will perform internal monitoring checks and
procedures that will only allow accurate Whois information and remove outdated data.

28.4.1. Authentication of Registrant Information

Amazon EU S.a r.l. will guarantee the adequate authentication of registrant data, ensuring the
highest levels _of accuracy and dili?ence when dealing with Whois data. In doing so, Amazon EU
S.a r.1.”s solid internal system will undertake, but not be limited to the following measures:
running checks against Whois internal records and regular verification of all contact details and
other relevant registrant information. The Amazon EU S.a r.l.’s registrar will also be charged
with regularly checking Whois accuracy.

Amazon EU S.a r.1. will have a well-defined registration policy that will include a requirement
that complete and accurate registrant details are provided by the requestor for a domain. These
details will be validated by the Amazon EU_S.a r.l. registrar who will have a contractual duty to
cgm?I% with Amazon EU S.a r.l.’s registration policy. The full details of every domain requestor
wil e kept in Amazon EU S.a r.1.’s on-line registry management dashboard which can be accessed
by Amazon EU S.a r.l.”s Domain Management Team at any time.

28.4.2. Regular Monitoring of Registration Data

Amazon EU S.a r.l. will comply with ICANN’s Whois requirements. Among other measures, Amazon EU
S.a r.1. will regularly remind its internal personnel to comPIy with ICANN’s Whois information
Policy through regularly checking Whois data against internal records, offering Whois accuracy
services, evaluating claims of fraudulent Whois data, and cancelling domain name registrations
with outdated Whois details.

28.4.3. Policies and Procedures ensuring compliance

Only Amazon EU S.a r.l. and its Affiliates will be permitted to register and use Amazon EU S.a
r.1. domain names. Accordingly, the duties of the Amazon EU S.a r.l. registrar will be very
limited and closely defined. Regardless, Amazon EU S.a r.l.”s Registry-Registrar Agreement will
require Amazon EU S.a r.l.”s registrar to take steps necessary to ensure Whois data is complete
and accurate and to implement the .MUSIC registration policies.

28.5 Resourcing Plans

Responsibility for abuse mitigation rests with a variety of functional groups at Neustar. The
Neustar Abuse Monitoring team is primarily responsible for providing analysis and conducting
investigations of reports of abuse. The Neustar Customer Service team also plays an important
role in assisting with investigations, responding to customers, and notifying registrars of
abusive domains. Finally, the Neustar Policy~-Legal team is responsible for developing the
relevant policies and procedures.

The necessary resources will be pulled from the pool of available resources described in detail
in the response to Question 31. The following resources are available from those teams:
Customer Support — 12 employees

Policy-Legal - Two employees

The resources are more than adequate to support the abuse mitigation procedures of the _MUSIC
registry.

Fugther%ore, Amazon EU S.a r.l. dedicates significant financial and personnel resources to
combating malicious and abusive behavior in the DNS and across the internet. Amazon EU S.a r.1I.
will extend these resources to desi?nating the unique abuse point of contact, regularly
monitoring potential abusive and malicious activities with support from dedicated technical
staff, analyzing reported abuse and malicious activity, and acting to address such reported
activity.

The designated abuse prevention staff within Neustar and Amazon EU S.a r.1. will be subject to
regular evaluations, receive adequate training and work under expert supervision. The abuse
prevention resources will comprise both internal staff and external abuse prevention experts who
would give extra advice and support when necessary. This external staff includes experts in
Amazon EU S.a r.l.’s registrar where one legal manager and four operational experts will be
available to support Amazon EU S.a r.1I.



Please note that in the above answer the terms “We”, “Our” and “Amazon” may refer to either the
applicant Amazon EU S.a r.l. or Amazon.com Inc., the ultimate parent, or sometimes NeuStar, the
registry services provider.

29. Rights Protection Mechanisms

29.1 Introduction

Amazon is applying for _MUSIC to provide a dedicated platform for stable and secure online
communication and interaction. Amazon has several thousand registered intellectual property
assets of all types including trademarks, designs, and domain names — we place the protection of
our intellectual property as a high priority and we respect the intellectual property of others.
29.1.1 Rights protection in gTLD registry operation is a core objective of Amazon

We will closely manage this TLD bg registering domains through a single registrar. Although
Amazon and its subsidiaries will be the only eligible registrants, we will nonetheless require
our registrar to work with us on a four-step registration Process featuring: (i) Eligibility
Confirmation; (ii) Naming Convention Check; (iii) Acceptable Use Review; and (iv) Registration.
As stated in our answer to Question 18, all domains in our registry will remain the property of
Amazon and will be provisioned to support the business goals of Amazon. Because all domains will
be registered and maintained by Amazon (for use that complements our strategic business goals),
we cag ensure that all domains in our registries will carry accurate and up-to-date registration
records.

We believe that the above registration process will ensure that abusive registrations are
prevent@d,dbut we will continue to monitor ICANN policy developments, and update our procedures
as required.

29.2 a Core measures to prevent abusive registrations

To further prevent abusive registration or cybersquatting, we will adopt the following Rights
Protection Mechanisms (RPMs) which have been mandated for new gTLD operators by ICANN:

- A 30 day Sunrise process

- A 60 day Trademark Claims process

Generally, these RPMs are targeted at abusive registrations undertaken by third parties. However,

domains 1n our re?istry will be registered only to Amazon or its subsidiaries through a single
registrar who will be contractually required to ensure that stated rules covering eligibility and

use of a domain are adhered to through a validation process. As a result, abusive registrations

should be prevented.

In the very unlikely circumstances that a domain is registered and used in an improper way, we

acknowledge that we will be the respondent in related proceedings and we undertake to co-operate

fully with ICANN and other appropriate agencies to resolve any concerns.

29.2.1 Sunrise Eligibility

Our Sunrise Eligibility Requirements will clearly state that eligible applicants must be members

of the Amazon group of companies and its subsidiaries. Furthermore, all domain names must be

used to support the business goals of Amazon. Nonetheless, notice of our Sunrise will be

provided to third party holders of validated trademarks in the Trademark Clearinghouse as
required by ICANN. Our Sunrise Eligibility Requirements will be published on the website of our
registry.

2992-2 ySunrise Window

As required in the Applicant Guidebook in section 7.1, our Sunrise window will recognize “all

word marks: (i) nationally or regionally registered and for which proof of use — which can be a

$ecéarat&on and a single specimen of current use — was submitted to, and validated by, the
rademar

Clearinghouse; or (ii) that have been court-validated; or (iii) that are specifically protected

by a statute or treaty currently in effect and that was in effect on or before 26 June 2008”.

Our _Sunrise_window will last for 30 days. Applications received from an ICANN-accredited
registrar will be accepted for registration If_ they are (i) supported by an entry in the
Trademark Clearinghouse (TMCH) during our Sunrise window and (i1) satis our Sunrise Eligibility
Requirements. Once registered, those domain names will have a one year term of registration.
Any domain names registered will be managed by our registrar.

29.2.3 Sunrise Dispute Resolution Policy

We will devise and publish the rules for our Sunrise Dispute Resolution Policy (SDRP) on our
registry website. Our SDRP will apply to all our registries and will allow any party to raise a
challenge on the following four grounds as required iIn the Aﬁplicant Guidebook (6.2.4):

(i) At the time the_ challenged domain name was registered, the registrant did not hold a
trademark registration of national effect (or regional effect) or the trademark had not been
court-validated or protected by statute or treat{;

(if) The domain name is not identical to the mark on which the registrant based its Sunrise
registration;

(i?i) The trademark registration on which the registrant based its Sunrise registration is not of
national effect (or regional effect) or the trademark had not been court-validated or protected
by statute or treaty; or

(1v) The trademark registration on which the domain name registrant based its Sunrise
registration did not issue on or before the effective date of the Registry Agreement and was not
applied for on or before ICANN announced the applications received.



Complaints can be submitted through our registry website within 30 days followin% the closure of
the Sunrise, and will be initially processed b¥ our registrar- Our registrar will promptly
report to us: (i) the challenger; (ii) the challenged domain name; (iil) the grounds upon which
the complaint is based; and (i1v) why the challenger believes the grounds are satisfied.

29.2.4 Trademark Claims Service

Our Trademark Claims Service (TMCS) will run for a 60 day period following the closure of our 30
day Sunrise. Our TMCS will be suPported by the Trademark Clearinghouse and will provide a notice
to third parties interested in filing a character string in our registry of a registered
trademark right that matches the character strin% in the TMCH.

We _will honour_and recognize in_our TMCS the following types of marks as defined in the Applicant
Guidebook section 7.1: (i) nationally or regionally registered; (ii) court-validated; or (iii
sgecuflcally protected by a statute or treaty in effect at the time the mark is submitted to the
Clearinghouse for inclusion.

m will be

Once received from the TMCH, with which our registry provider will interface, a clai
ility of the

ini}ially processed by our registrar who will provide a report to us on the eligib

applicant.

29.2.5 Implementation and Resourcin% Plans of core services to prevent abusive registration

Our Sunrise and IP Claims service will be introduced with the following timetable:

Day One: Announcement of Registry Launch and publication of registry website with details of the

Sunrise and Trademark Claim Service (“TMCS™)

Day 30: Sunrise opens for 30 days on a Ffirst-come, first served basis. Once registrations _are

aﬁproved, they will be entered into the Shared Registry System (SRS) and published in our Thick-

Whois database.

Day 60-75: Registry Open, domains applied for in the Sunrise registered and TMCS begins for a

minimum of 60 days

Day 120-135: TMCS ends; normal operations continue.

Our Implementation Team will comprise the following:

From Amazon: the Director of IP will lead a team of up to seven experts with experience of domain

q@me managgment and on-line legal dispute resolution, with access to other teams in Amazon Legal

if required.

From NeuStar, registry service provider to Amazon: A Customer Support team of 12, a Product

Management Team of four and a Development -~ Engineering Team of 19 will be available as required

to support the legal team, led by Jeff Neuman. This team has over 10 years’ experience with

igpé?mgnting registry launches including rights protection schemes such as the .biz Sunrise and
aims.

In addition, Amazon will be supported by its Registrar which will provide two legal specialists,

four client managers and_six operational staff. The operational staff will undertake the

validation checks on registration requests.

The Implementation Team will create a formal Registry Launch plan by 1 October 2012. This plan

will set out the exact process for the launch of each Amazon registry and will define

responsibilities and budgets. The Registry website, which is budgeted for in the three year

plans provided in our answers to Question 46, will be built by 1 December 2012 or within 30 days

of pre-validation testin? beginning, whichever is the sooner. It will feature Rules of

Registration, Rules of Eligibility, Terms & Conditions of Registration, Acceptable Use Policies

as well as the Rules of the Sunrise, the Rules of the Sunrise Dispute Resolution Policy and the

Rules of the Trademark Claims Service.

Technical implementation between the registry and the Trademark Clearinghouse will be undertaken

by the registry service provider as soon as practical after the Trademark Clearinghouse is

operational and announces its iIntegration process.

As demonstrated in our answer to question 46, a budget has been set aside to pay fees charged by

the Trademark Clearinghouse Operator for this integration.

The contract we have with our registrar (the RAA) will require that the registrar uses the TMCH,

adheres to _the Terms & Conditions of the TMCH and will prohibit the registrar from filing domains

in our registries on its own behalf or utilizing any data from the TMCH except in the provision

of 1ts duties as our registrar.

When processing TMCS claims, our registrar will be required to use the specific form of notice

provided by ICANN in the Applicant Guidebook.

We will also require our registrar to implement appropriate privacy policies reflecting local

requirements. For example, Amazon is a participant in the Safe Harbor program developed by the

U.S. Department of Commerce and the European Union.

29.3 Mechanisms to identify and address the abusive use of registered domain names on an

ongoing basis

To prevent the abusive use of registered domain names on an ongoing basis we will adopt the

following Rights Protection Mechanisms (RPMs) which have been mandated by I1CANN:

- The Uniform Disgute Resolution Policy (UDRP) to address domain names that have been

registered and used in bad faith in the TLD.

- The Uniform Rapid Suspension (URS) scheme which is a faster, more efficient alternative
to the Uniform Dispute Resolution Policy to deal with clear-cut cases of cybersquatting.

- The Post Delegation Dispute Resolution Procedure (PDDRP).

- Implementation of a Thick WHOIS making it easier for rights holders to identify and

locate infringing parties.

The UDRP and the URS are targeted at abusive registrations undertaken by third parties and the
PDDRP at so called ‘“Bad Actor” registries. As domains in our registry will be registered not to
third parties but only to Amazon or its subsidiaries through a_single registrar which will be
required through contract to ensure that the rules covering eligibility and use of a domain are
adhered go, we believe that abusive registrations by third parties should be completely
revented.
Rbusive behaviour by representatives of Amazon or our subsidiaries will be prevented by our
internal processes, for example the pre-registration validation checks and monitoring of use of



our registrar.
We acknowledge that we are subject to the UDRP, the URS and the PDDRP and we will co-operate
fully with ICANN and appropriate registries in the unlikely circumstances that complaints against
us, as the registrant, are made.
29.3.1 The Uniform Dispute Resolution Policy (UDRP)
The UDRP 1is an out-of-court dispute resolution mechanism_for trademark owners to resolve clear
cases of_bad faith, abusive registration and use of domain names. The UDRP applies by contract to
all domain name registrations 1n gTLDs. Standing to file a UDRP complaint is limited to
trademark owners who must demonstrate their rights. To prevail in a UDRP complaint, the
complainant must further demonstrate that the domain name registrant has no rights or legitimate
interests in the disputed domain name, and that the disputed domain name has been registered and
is being used in bad faith. In the event of a successful claim, the infringing domailn name
registration is transferred to the complainant’s control.
Amazon or its subsidiaries will be the respondent in_all UDRP complaints because we will be the
only eligible registrants. Therefore we do not anticipate that there are any circumstances in
which complainants can argue that we have “no rights or legitimate interests” iIn a domain in our
registry so the possibility of good faith UDRP complaints should be minimized. In the unlikely
circumstances that a complaint 1s made, we will respond in a timely fashion, reflecting our
contractual responsibility to ICANN as a registry operator.
We will be aﬁplying for an exemption to Clause 1b of the Registry Operators Code of Conduct.
This means that we will not be allowed to transfer domains to third parties as the only
registrant will be Amazon or our subsidiaries. Therefore it a complaint against us is filed, the
on ylpgssible remedy will be the cancellation of the domain instead of the transfer to the
complainant.
ShoBld a successful complaint be made we will therefore place the cancelled domain that is the
subject of the complaint on a list that prevents it from being registered again.
29.3.2 The URS
The URS is intended to be a lighter, quicker complement to the UDRP. Like the UDRP, it is
intended for clear-cut cases of trademark abuse. Under the URS, the only remedy which a panel
may grant is the temporary suspension of a domain name for the duration of the registration
period (which may be extended by the prevailing complainant for one year, at commercial rates).
URS substantive criteria mirror those of the UDRP but with a higher burden of proof for
complainants, and additional registrant defences. Once a determination is rendered, a losin
registrant has several appeal possibilities from 30 days up to onefyear- Either party may file a
de novo appeal within 14 days of a decision. There are penalties for filing “abusive complaints”
which may result in a ban on future URS filings.
As with the description of our UDRP process above, Amazon or its subsidiaries will be the
respondent in all URS complaints because we will be the only eligible registrants. Therefore we
do not anticipate that there are any circumstances in which complainants can argue that we have
“no legitimate right or interest to the domain name” and “that the domain name was registered and
is being used in bad faith.” Notwithstanding this, should a complaint be made, we will respond
in a timely fashion, reflectin% our contractual responsibility to ICANN as a registry operator.
Should a successful complaint be made, we will suspend the domain name for the duration of the
registration period.
We will co-operate with the URS panel providers and panelists as we will co-operate with UDRP
panel providers and panelists.
Being the only eligible registrant, we will not make changes to a domain in Locked Status or
glggrba £egistration record associated with a URS complaint as required in the Applicant
uidebook.
29.3.3 The Post-Delegation Dispute Resolution Procedure (PDDRP
The PDDRP is an administrative option_for trademark owners to file an objection against a
reglstr¥ whose “affirmative conduct” in its operation or use of its gTLD is alleged to cause or
materially contribute to trademark abuse. In this way, the PDDRP is intended to act as a higher-
level enforcement tool to assist ICANN compliance activities, where rights holders may not be
able to continue to turn solely to lower-level multijurisdictional enforcement options in a
vastly expanded DNS.
The PDDRP involves a number of procedural layers, such as an administrative compliance review,
appointment of a “threshold review panel”, an expert determination as to liability under the
procedure (with implementation of any remedies at ICANN’s discretion), a possible de novo appeal
and further appeal to arbitration under ICANN’s registry terms. The PDDRP requires specific bad
faith conduct including profit from encouraging infringement in addition to “the typical
registration fee.”
As set out in the Applicant Guidebook in the appendix summarising the PDDRP, the grounds for a
complaint on a second level registration are that, “(a) there is a substantial pattern or
practice of specific bad faith intent by the registry operator to profit from the sale of
trademark infringing domain names; and (b) the registry operator’s bad faith intent to profit
from the systematic registration of domain names within the gTLD that are identical or
confusingly similar to the complainant’s mark, which (i) takes unfair advantage of the
distinctive character or the reputation of the complainant'’s mark or (ii) impairs the distinctive
character or the reputation of the complainant'’s mark, or(iii) creates a likelihood of confusion
with the complainant'’s mark.”
Whilst we will co-operate with any complaints made under the PDDRP and we will abide by any
determinations, we think it is highly improbable that _any PDDRP complaints will succeed because
the grounds set out above cannot be satisfied as domains in the registry will not be for sale and
cannot be transferred to third parties.
29.3.4 Thick Whois
As required in Specification 4 of the Registry agreement, all Amazon registries will provide
Thick Whois. A Thick WHOIS provides a centralized location of registrant information within the
control of the registry (as opposed to thin Whois where the data 1is disPersed across registrars).
Thick Whois will provide rights owners and law enforcement with the ability to review the
registration record easily.



We will place a requirement on our registrar to ensure that all registrations are filed with

accurate Whois details and we will undertake reviews of Whois accuracy every three months to

ensure that the integrity of data under our control is maintained.

Amazon will create and publish a Whois Query email address so that third parties can submit

queries about any domains in our registry.

29.3.5 Implementation and Resourcing Plans for mechanisms to identify and address the abusive

use of registered domain names on an ongoing basis

Our_post-launch rights protection mechanisms will be in place from Day One of the launch of the
registry.

To ensure that we are compliant with our obligations_as a registry operator, we will develop a

section of our registrﬁ website to assist third parties involved in UDRP, URS and PDDRP

complaints including third parties wishin% to make a complaint, ICANN compliance staff and the

providers of UDRP and URS panels. This will feature an email address for enquiries relating to

disputes or seeking further information on specific domains. We will monitor this address for all

of the followin?: Notice of Complaint, Notice of Default, URS Determination, UDRP Determination,

Notice of Appeal and Appeal Panel Findings where appropriate.

As stated in our answer to Question 18, Amazon’s Intellectual Property group will be responsible

for the development, maintenance and enforcement of the Domain Management Policy. This will
include ensuring that the following implementation targets are met:

- Locking domains that are the subject of URS complaints within 24 hours of receipt of a

URS complaint, and ensuring our registrar locks domains that are the subject of UDRP complaints

within 24 hours of receipt of a UDRP complaint.

- Confirming the implementation of the lock to the relevant URS provider, and ensure our
registrar confirms the implementation of the lock to the relevant UDRP provider.

- Ensuring that our registrar cancels domain names that are the subject of a successful

UDRP complaint within 24 hours

- Redirecting servers to a website with the ICANN mandated information following a

successtul URS within 24 hours

The human resources dedicated to managing post-launch RPM include:

From Amazon: the Director of IP will lead a team of up to seven experts with experience of domain
@%me managgment and on-line legal dispute resolution, with access to other teams in Amazon Legal
if required.

From ﬂeuStar, registry service provider to Amazon: A Customer Support team of 12, a Product

Management Team of four and a Development -~ Engineering Team of 19 will be available as required

to support the legal team, led by Jeff Neuman. This team has over 10 years’ experience with
igpé?mgnting registry launches including rights protection schemes including the .biz Sunrise and

aims.

In addition, Amazon will be supported by its Registrar which will provide two legal specialists,

four client managers and_six operational staff. The operational staff will undertake the

validation checks on registration requests.

We are confident that this staffing Is more than adequate for a registry where the only
registrant is Amazon or its subsidraries. Of course, should business goals change requiring more
resources, Amazon will closely review any expansion plans, and plan for additional financial,

technical, and team-member support to put the Registry in the best position for success.

We will also require our registrar to implement appropriate privacy policies reflecting the high

standards that we operate. For information on our Privacy Policies, please see:

http:~~www.amazon.com-gp-help-customer~display.html-ref=footer privacy?ie=UTF8&nodeld=468496

29.4 Additional Mechanism that exceed requirements -

Rights protection is at the core of Amazon’s objective in applying for this registry. Therefore

we are committed to providing the following additional mechanisms:

29.4.1 Re?istry Legal Manager

Amazon will appoint a Legal Manager to ensure that we are compliant with ICANN policies. The
Legal Manager will also handle all disPutes relating to RPMs. This will involve evaluating
complaints, working with external legal counsel and law enforcement, and resolving disputes. The
Legal Manager will also liaise with external stakeholders including URS and UDRP panel providers,

the TMCH operator and trademark holders as needed.

29.4.2 Ri?hts Protection Help Line

Amazon will maintain a Rights Protection Help Line. Calls to this line will be allocated a Case
Number and the following details will be recorded: (i) the contact details of the complainant;
(i1) the domain name that is_the subject of the complaint or query; (iil) the registered right,
it any, that is associated with the request; and (iv) an explanation of the concerns.

An initial response to a query or complaint will be made within 24 hours. The Rights Protection
Help Line will be in place on Day One of the registry. The cost of the Rights Help Line is
reflected in the Projections Templates provided at Question 46 as part of on-going registry
maintenance costs.

The aim of the Rights Protection Help Line is to assist third parties iIn understanding the
mission and purpose of our registry and to see if a resolution can be found that is quicker and
easier than the filing of a UDRP or URS complaint.

The Legal Manager will oversee the Rights Protection Help Line.

29.4.3 Registrar Accreditation

Amazon will audit the performance of our registrar every six months and re-validate our Registry-
5egistrar Agreements annually. Our audits will include site visits to ensure the security of
ata etc.

29.4.4 Audits of registration records

Every three months, whichever is the most of 250 or 2% of the total of domain names registered in
that period will be reviewed by our registrar to ensure accurate registration records and use
that is compliant with our Acceptable Use guidelines.

29.4.5 Maintenance of Registry Website

Amazon will create a website for all our registries and we will make it easy for third parties
includin? representatives of law enforcement to contact us by featuring our full contact details
(physical, email address and phone number).



29.4.6 Click Wrapping our Terms & Conditions

Although only Amazon and its subsidiaries can register domain names in our registry, we will
bring to the attention of requestors of domain names the Terms & Conditions of registration and,
especially, Acceptable Use terms through Click Wrapping.

29.4.7 Annual Report

Amazon will publish an Annual Report on Rights Protection in our registries on our Registry
Websitea This will include relevant statistics and it will outline all cases and how they were
resolved.

29.4.8 Contacts with WIPO and other DRS providers

Amazon will invite representatives of WIPO and other DRS providers to review our RPM and to make
suggestions on any improvements that we might make after the first full year of operation.
29.4.9 Registrant Pre-Verification

All requests for registration will be verified by our registrar to ensure that they come from a
legitimate representative of Amazon or our subsidiaries. A record of the request will be kept in
our on-line domain management console including the requestor’s email address and other contact
information.

29.4.10 Take down Procedures

Amazon has described Takedown Procedures for domains supporting Abusive Behaviours in Question
28. We think this is very unlikely in a registry where only Amazon or its subsidiaries are
registrants but we will reserve the right to terminate a registration and to take down all
associated services after a review by our Legal Manager if a takedown for reasons of rights
protection is requested by law enforcement, a representative of a court we recognise etc.
29.4.11 Speed of Response

Wherever possible, as outlined above, Amazon committed to a response within 24 hours of a
complaint being made. This exceeds the guidelines for the UDRP and the URS.

Please note that in the above answer the terms “We”, “Our” and “Amazon” may refer to either the
applicant Amazon EU S.a r.l. or Amazon.com Inc., the ultimate parent.

30(a). Security Policy: Summary of the security policy for the proposed registry

Amazon EU S.a r.l. and our back-end operator, Neustar, recognize the vital need to secure the
systems and the integrity of the data in commercial solutions. The _MUSIC registry solution
will leverage industry-best security practices including the consideration of physical, network,
server, and application elements. ) ) ) ) ) }
Neustar’s apﬁroach to information security starts with comprehensive information security
policies. These are based on the industry best practices for security including SANS (SysAdmin,
Audit, Network, Security) Institute, NIST (National Institute of Standards and Technology), and
Center for Internet Security (CIS). Policies are reviewed annually by Neustar’s information
security team.

The following is a summary of the security policies that will be used in the .MUSIC registry,

including:

1. Summary of the security policies used in the registry operations
2. Description of independent security assessments

3. Description of security features that are appropriate for .MUSIC
4. List of commitments made to registrants regarding security levels

All _of the security policies and levels described in this section are appropriate for the _MUSIC
registry.
30.(a)-1 Summary of Security Policies

Neustar, Inc. has developed a comprehensive Information Security Program in order to create
effective administrative, technical, and physical safeguards for the protection of its
information assets, and to comply with Neustar's obligations under applicable law, regulations,
and contracts. This Program establishes Neustar's policies for accessing, collecting, storing,
using, transmitting, and protecting electronic, paper, and other records containing sensitive
information.
The Program defines:

The policies for internal users and our clients to ensure the safe, organized and fair
use of information resources.

The rights that can be expected with that use.

The standards that must be met to effectively comply with policy.

The responsibilities of the owners, maintainers, and users of Neustar’s information
resources.

Rules and principles used at Neustar to approach information security iIssues

The following policies are included in the Program:

1. AcceEtable Use Policy

The Acceptable Use Policy provides the “rules of behavior” covering all Neustar Associates for
using Neustar resources or accessing sensitive information.

2. Information Risk Management Policy

The Information Risk Management Policy describes the requirements for the on-going information
security risk management program, including definin% roles and responsibilities for conducting
and evaluating risk assessments, assessments of technologies used to provide information security
and monitoring procedures used to measure policy compliance.



3. Data Protection Policy

The Data Protection Policy grovides the requirements for creating, storin%, transmitting,
disclosing, and disposing of sensitive information, including data classification and labeling
requirements, the requirements for data retention. Encryption and related technologies such as
digital certificates are also covered under this policy.

4. Third Party Policy

The Third Party Policy provides the requirements for handling service provider contracts,
including specifically the vetting process, required contract reviews, and on-going monitoring of
service providers for policy compliance.

5. Security Awareness and Trainin? Policy

The Security Awareness and Training Policy provide the requirements for managing the on-going
awareness and training program at Neustar. This includes awareness and training activities
provided to all Neustar Associates.

6. Incident Response Policy

The Incident Response Policy provides the requirements for reacting to reports of potential
security policy violations. This policg defines the necessary steps for identifying and reporting
security incidents, remediation of problems, and conducting “lessons learned” post-mortem reviews
in order to provide feedback on the effectiveness of this Program. Additionally, this policy
contains the requirement for reporting data security breaches to the appropriate authorities and
to the public, as required by law, contractual requirements, or regulatory bodies.

7. Physical and Environmental Controls Policy

The Physical and Environment Controls_Policy provides the requirements for securely storing
sensitive information and the supﬁorting information technology equipment and infrastructure.
This policy includes details on the storage of paper records as_well as access to computer
systems and equipment locations by authorized personnel and visitors.

8. Privacy Policy

Neustar supports the ri%ht to privacy, including the rights of individuals to control the
dissemination and use of personal data that describes them, their personal choices, or life
experiences. Neustar SUﬁpOFtS domestic and international laws and regulations that seek to
protect the privacy rights of such individuals.

9. Identity and Access Management Policy

The ldentity and Access Management Policy covers user accounts (login ID naming convention,
assignment, authoritative source) as well as ID lifecycle (request, approval, creation, use,
suspension, deletion, review), including provisions for system-application accounts, shared-group
accounts, guest-public accounts, temporary-emergency accounts, administrative access, and remote
access. This policy also includes the user password policy requirements.

10. Network Securit¥ Policy

The Network Security Policy covers aspects of Neustar network infrastructure and the technical
controls in place to prevent and detect security policy violations.

11. Platform Securit¥ Policy

The Platform Security Policy covers the requirements for configuration management of servers,
shared systems, applications, databases, middle-ware, and desktops and laptops owned or operated
by Neustar Associates.

12. Mobile Device Security Policy

The Mobile Device Policy covers the requirements specific to mobile devices with information
storage or processing capabilities. This policy includes laptop standards, as well as
requirements for PDAs, mobile phones, digital cameras and music players, and any other removable
device capable of transmitting, processing or storing information.

13. Vulnerability and Threat Management Policy

The Vulnerability and Threat Management Policy provides the requirements for patch management,
vulnerability scanning, penetration testing, threat management (modeling and monitoring) and the
appropriate ties to the Risk Management Policy.

14. Monitoring and Audit Policy

The Monitoring and Audit Policy covers the details regarding which types of computer events to
record, how to maintain the logs, and the roles and responsibilities for how to review, monitor,
and respond to log information. This poligy also includes the requirements for backup, archival,
reporting, forensics use, and retention of audit logs.

15. Project and System Development and_Maintenance Policy

The System Development and Maintenance Policy covers the minimum security requirements for all
software, application, and system development performed by or on behalf of Neustar and the
minimum security requirements for maintaining information systems.

30. (a)-2 Independent Assessment Reports
Neustar IT Operations is subject to yearly Sarbanes-Oxley gSOX), Statement on Auditing Standards
#70 (SAS70) and ISO audits. Testing of controls implemented by Neustar management in the areas of
access to programs and data, change management and IT Operations are subject to testing by both
internal and_external SOX and SAS70 audit groups. Audit Findings are communicated to process
owners, Quality Management Group and Executive Management. Actions are taken to make process
adjustments where required and remediation of issues is monitored by internal audit and QM
groups.
External Penetration Test is conducted by a third party on a yearly basis. As authorized by
Neustar, the third party performs an external Penetration Test to review potential security
weaknesses of network devices and hosts and demonstrate the impact to the environment. The
assessment is conducted remotely from the Internet with testing divided into four phases:
bei A q;twork survey is performed in order to gain a better knowledge of the network that was
eing teste

Vulnerability scanning is initiated with all the hosts that are discovered in the
previous phase

Identification of key systems for further exploitation is conducted

Exploitation of the i1dentified systems is attempted.
Each phase of the audit is supported by detailed documentation of audit procedures and results.



Identified vulnerabilities are classified as high, medium and low risk to facilitate management’s
prioritization of remediation efforts. Tactical and strategic recommendations are provided to
management supported by reference to industry best practices.
30.(a)-3 Augmented Security Levels and Capabilities
There are no increased security levels specific for _.MUSIC. However, Neustar will provide the
same high level of security provided across all of the registries it manages.
A key to Neustar’s Operational success is Neustar’s highly structured operations practices. The
standards and governance of these processes:

Include annual independent review of information security practices

Include annual external penetration tests by a third party

Conform to the ISO 9001 standard (Part of Neustar’s [1SO-based Quality Management System)

_ Are aligned to Information Technology Infrastructure Library (ITIL) and CoBIT best

practices

Are aligned with all aspects of ISO I1EC 17799

Are in compliance with Sarbanes-Oxley (SOX) requirements (audited annually)

Are focused on continuous process improvement (metrics driven with product scorecards
reviewed monthly).
éosummarybview to Neustar’s security policy in alignment with 1SO 17799 can be found in section

-(a).4 below.

30.(a)-4 Commitments and Security Levels
The .MUSIC registry commits to high security levels that are consistent with the needs of the
TLD. These commitments include:

Compliance with High Security Standards
Security procedures and practices that are in alignment with I1SO 17799
Annual SOC 2 Audits on all critical registry systems
Annual 3rd Party Penetration Tests
Annual Sarbanes Oxley Audits

Highly Developed and Document Security Policies

Compliance with all provisions described in section 30.(a).4 below and in the attached
security policy document.

Resources necessary for providing information security

Fully documented security policies

Annual security training for all operations personnel

High Levels of Registry Security
Multiple redundant data centers
High Availability Design
Architecture that includes multiple layers of security
Diversified firewall and networking hardware vendors
Multi-factor authentication for accessing registry systems
Physical security access controls
A 24x7 manned Network Operations Center that monitors all systems and applications
A 24x7 manned Security Operations Center that monitors and mitigates DDoS attacks
DDoS mitigation using traffic scrubbing technologies

© Internet Corporation For Assigned Names and Numbers.
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ICANN
New gTLD Application Submitted to ICANN by: Amazon EU S.ar.l.

String: SONG
Originally Posted: 13 June 2012

Application ID: 1-1317-53837

Applicant Information

1. Full legal name

Amazon EU S.a r.|.

2. Address of the principal place of business

Contact Information Redacted

3. Phone number

Contact nformation Redacted

4. Fax number

Contact Information Redacted

5. If applicable, website or URL



http:--www.amazon.com~

Primary Contact

6(a). Name

Ms. Lorna Jean G adden

6(b). Title

Qperations Director

6(c). Address

6(d). Phone Number

Contact nformation Redacted

6(e). Fax Number

Con ac nforma ion Redac ed

6(f). Email Address

Contact Information Redacted

Secondary Contact

7(a). Name

Ms. Dana Brown Northcott

7(b). Title



Associ ate CGeneral Counsel, |IP

7(c). Address

7(d). Phone Number

Contact nformation Redacted

7(e). Fax Number

Contact nformation Redacted

7(f). Email Address

Contact Informat on Redacted

Proof of Legal Establishment

8(a). Legal form of the Applicant

Corporation (Société a responsabilité limtée)

8(b). State the specific national or other jursidiction that defines the type of entity
identified in 8(a).

Luxenbour g

8(c). Attach evidence of the applicant's establishment.

Attachnents are not displayed on this form

9(a). If applying company is publicly traded, provide the exchange and symbol.



9(b). If the applying entity is a subsidiary, provide the parent company.

Amazon Europe Hol di ng Technologies S.C. S. (AEHT) owns 100% of Amazon EU S.a r.l. AEHT is held by
one unlinmited partner, Amazon Europe Hol dings, Inc. and two linmited partners, Amazon.com Inc.
and Amazon.com Int’'l Sales, Inc.

9(c). If the applying entity is a joint venture, list all joint venture partners.

Amazon EU S.a r.l. is not a joint venture.

Applicant Background

11(a). Name(s) and position(s) of all directors

[Al'l an Lyal | |[Manager |
[Eric Laurent Broussard |[Manager |
[Eva Charlotte Gehlin |[Manager |
|Gregory WIliam G eel ey|[Manager |
[John Tinothy Leslie |[Manager |

11(b). Name(s) and position(s) of all officers and partners

[Al'l an Lyal | [[Manager |
[Eric Laurent Broussard |[Manager |
[Eva Charlotte Gehlin |[Manager |
|Gregory WIliam G eel ey|[Manager |
[John Tinothy Leslie |[Manager |

11(c). Name(s) and position(s) of all shareholders holding at least 15% of shares

||Amazon Eur ope Hol di ng Technol ogies S.C.S.|[Not Appli cabl e||

11(d). For an applying entity that does not have directors, officers, partners, or
shareholders: Name(s) and position(s) of all individuals having legal or executive
responsibility

Applied-for gTLD string



13. Provide the applied-for gTLD string. If an IDN, provide the U-label.

SONG

14(a). If an IDN, provide the A-label (beginning with "xn--").

14(b). If an IDN, provide the meaning or restatement of the string in English, that is, a
description of the literal meaning of the string in the opinion of the applicant.

14(c). If an IDN, provide the language of the label (in English).

14(c). If an IDN, provide the language of the label (as referenced by ISO-639-1).

14(d). If an IDN, provide the script of the label (in English).

14(d). If an IDN, provide the script of the label (as referenced by ISO 15924).

14(e). If an IDN, list all code points contained in the U-label according to Unicode
form.

15(a). If an IDN, Attach IDN Tables for the proposed registry.

Attachnents are not displayed on this form

15(b). Describe the process used for development of the IDN tables submitted,
including consultations and sources used.



15(c). List any variant strings to the applied-for gTLD string according to the relevant
IDN tables.

16. Describe the applicant's efforts to ensure that there are no known operational or
rendering problems concerning the applied-for gTLD string. If such issues are
known, describe steps that will be taken to mitigate these issues in software and
other applications.

Neustar, Amazon EU S.a r.l.'s provider of back end registry services, confirms that it does not
anticipate any problens in the operation or rendering of this ASCII string. The string conforns
to accepted standards and poses no threat to the operational security and stability of the

I nternet.

17. (OPTIONAL) Provide a representation of the label according to the International
Phonetic Alphabet (http://www.langsci.ucl.ac.uk/ipa/).

Mission/Purpose

18(a). Describe the mission/purpose of your proposed gTLD.

Founded in 1994, Anmmzon opened on the Wrld Wde Wb in July 1995 and today offers Earth’s

Bi ggest Sel ection. Amazon seeks to be Earth’s npbst custoner-centric conpany, where custoners can
find and discover anything they mght want to buy online, and endeavors to offer its custoners
the | owest possible prices. Amazon and other sellers offer nmllions of unique new, refurbished
and used itens in categories such as Books; Myvies, Misic & Ganes; Digital Downl oads; Electronics
& Computers; Home & Garden; Toys, Kids & Baby; Gocery; Apparel, Shoes & Jewelry; Health &
Beauty; Sports & Qutdoors; and Tools, Auto & Industrial. Amazon Wb Services provides Anazon’s
devel oper customers with access to in-the-cloud infrastructure services based on Anmazon’s own
back-end technology platform which developers can use to enable virtually any type of business.
The new | atest generation Kindle is the lightest, nost conpact Kindle ever and features the sane
6-inch, nost advanced el ectronic ink display that reads |ike real paper even in bright sunlight.
Ki ndl e Touch is a new addition to the Kindle famly with an easy-to-use touch screen that nakes
it easier than ever to turn pages, search, shop, and take notes — still with all the benefits of
the nost advanced el ectronic ink display. Kindl e Touch 3Gis the top of the line e-reader and
offers the same new design and features of Kindle Touch, with the unparalleled added conveni ence
of free 3G Kindle Fire is the Kindle for novies, TV shows, nusic, books, nmgazi nes, apps,
games and web browsing with all the content, free storage in the Amazon d oud, Whi spersync,
Amazon Silk (Amazon’s new revolutionary cloud-accel erated web browser), vibrant color touch
screen, and powerful dual -core processor.

The m ssion of the .SONG registry is:

To provide a unique and dedicated platform for Amazon while sinultaneously protecting the
integrity of its brand and reputation.

A .SONG registry will:

. Provi de Amazon with additional controls over its technical architecture, offering a
stabl e and secure foundation for online conmunication and interaction.

. Provi de Amazon a further platform for innovation.

. Enabl e Amazon to protect 1ts intellectual property rights.

18(b). How do you expect that your proposed gTLD will benefit registrants, Internet



users, and others?

The .SONG registry will benefit registrants and internet users by offering a stable and secure
foundation for online conmmunication and interaction

What is_thg goal of your proposed gTLD in ternms of areas of specialty, service levels or
reputation?
Amazon intends for its new .SONG gTLD to provide a unique and dedicated platform for stable and

secure online communication and interaction. The .SONG registry will be run in line with current
i ndustry standards of good registry practice. . o
VWhat do you anticipate your proposed gTLD will add to the current space in terns of conpetition,

differentiation or innovation? ) ) .
AmPfon val ues the opportunity to be one of the first conpanies to own a gTLD. A .SONG registry
will:

. Provi de Amazon with additional controls over its technical architecture, offering a
stabl e and secure foundation for online conmunication and interaction.

. Provi de Amazon a further platform for innovation.

. Enabl e Amazon to protect 1ts intellectual property rights.

What goal s does your proposed gTLD have in terns of user experience?

Amazon intends for its new . SONG gTLD to provide a unique and dedicated platform for stable and
secure online comunication and interaction.

Provi de a conplete description of the applicant’s intended registration policies in support of the
goal s above

Amazon’s Intellectual Property group will be responsible for the devel opnment, mai ntenance and
enforcenent of a Domain Management Policy. The Domain Managenment Policy will define (i) the

rules associated with eligibility and donain nanme allocation, (ii) the license terns governing
the use of a .SONG donmain name, and (iii) the dispute resolution policies for the .SONG gTLD
Amazon will continually update the Domai n Managenment Policy as needed to reflect Anmazon’s business
goal s and, where appropriate, | CANN consensus policies.

Regi stration of a domain nane in the .SONG registry will be undertaken in four steps: (i)
Elirgibility Confirmation, (ii) Naming Convention Check, (iii) Acceptable Use Review, and (iv)
Registration. Al domains in the .SONG registry will remain the property of Amazon

For exanple, on the rules of eligibility, each applied for character string nust conformto the
.SONG rules of eligibility. Each .SONG name nust:

be at least 3 characters and no nore than 63 characters |ong

not contain a hyphen on the 3rd and 4th position (tagged domai ns)

contain only letters (a-z), nunbers (0-9) and hyphens or a conbination of these

start and end with an al phanunmeric character, not a hyphen

not match any character strings reserved by | CANN

not match any protected country nanes or geographical terns

Addi tionally:

. Internationalized domain nanmes (IDN) nay be supported in the .SONG registry at the second

| evel .

. The .SONG registry will resFect third party intellectual property rights.

. . SONG donmains nmay not be del egated or assigned to third party organizations,
institutions, or individuals.

. Al'l . SONG domains will carry accurate and up-to-date registration records.

Amazon's Intellectual Property group reserves the right to revoke a license to use a . SONG domai n
nane, at any time, if any use of a .SONG donmin nane viol ates the Domain Managenment Policy.

W1l your proposed gTLD inpose any neasures for protecting the privacy of confidentia

information of registrants or users?

Yes. Amazon will inplenment appropriate privacy policies respecting requirements of |oca

jurisdictions. For exanple, Anazon is a participant in the Safe Harbor program devel oped by the
U S. Departnment of Commerce and the European Union

Eesc;ibe7mhether and in what ways outreach and conmunications will help to achi eve your projected
enefits?

There is no foreseeable reason for Amazon to undertake public outreach or nmmss comunication
abort its new gTLD registry because donains will be provisioned in line with Amazon's busi ness
goal s.

18(c). What operating rules will you adopt to eliminate or minimize social costs?

Amazon intends to initially provision a relatively small number of domains in the .SONG registry
to support the business goals of Amazon. These initiatives should not inpose social costs of any
type on consuners.

How wi Il nultiple applications for a particular domain be resolved, for exanple, by auction or on
a first cone first served basis?

Applications from Amazon and its subsidiaries for domains in the .SONG registry will be
considered by Ammzon’'s Intellectual Property group and allocated in line with Amazon' s business
goals. The . SONG re?istry will not be prompoted by hundreds of registrars simltaneously, so
there will not be multiple-applications for a particular domain.

Expl ain any cost benefits for registrants you intend to inplenent (e.g. advantageous pricing,
i ntroductory discounts, bulk registration discounts).
Domains in the .SONG registry wll be provisioned to support the business goals of Amazon



A@cordinﬁly, “cost benefits” nmay be explored depending on the business goals of Amazon. Anmmzon
shares the goals of enhancing customer trust and choice

The Registry Agreement requires that registrars be offered the option to obtain initial domain
nane registrations for periods of one to ten years at the discretion of the registrar, but no
greater than 10 years. Additionally the Registry Agreenent requires advance witten notice of
price increases. Do you intend to make contractual commitnents to registrants regarding the
magni t ude of price escalation?

The Dorai n Managenent Policy will include the costs and benefits of Amazon’s uni que and dedi cated
platform for stable and secure online communication and interaction.

Community-based Designation

19. Is the application for a community-based TLD?

No

20(a). Provide the name and full description of the community that the applicant is
committing to serve.

20(b). Explain the applicant's relationship to the community identified in 20(a).

20(c). Provide a description of the community-based purpose of the applied-for
gTLD.

20(d). Explain the relationship between the applied-for gTLD string and the
community identified in 20(a).

20(e). Provide a description of the applicant's intended registration policies in
support of the community-based purpose of the applied-for gTLD.

20(f). Attach any written endorsements from institutions/groups representative of the
community identified in 20(a).

Attachnents are not displayed on this form



Geographic Names

21(a). Is the application for a geographic name?

No

Protection of Geographic Names

22. Describe proposed measures for protection of geographic names at the second
and other levels in the applied-for gTLD.

Amazon EU S.a r.l., with support of its ultimte parent conpany, Amazon.com Inc. (collectively
referred to in this response throughout as “Amazon”), is conmitted to managing the .SONG registry
in full conpliance with all applicable |aws, consensus policies, |ICANN guidelines, RFCs and the
Specifications of the Registry Agreement. |In the managenent of dommin nanmes in the .SONG

regi stry, based on GAC advice and Specification 5, Amazon intends to block frominitial
registration those country and territory nanes contained in the following lists

1. The short form (in English) of all countrK and territory nanes contained on the |1SO 3166-
1 list, as updated fromtinme to tinme, including the European Union; and

2. The United Nations Goup of Experts on Geographical Nanes, Technical Reference Manual for
the Standardi zati on of Geographical Nanes, Part |1l Nanes of Countries of the Wrld; and

3 The list of United Nations menber states in 6 official United Nations |anguages prepared

by the Wrking Goup on Country Nanmes of the United Nations Conference on the Standardization of
Geogr aphi cal Nanes.

The process for reserving these names, and hence blocking them fromregistration, will be agreed
to wth our technical service provider Neustar. ) )
Because the .SONG registry will be a single entity registry and for purposes which serve Amazon's

strategi c business ains, the reserved names cannot be offered to Governments or other official
bodies for their own use as this would conflict with the m ssion and purpose of the gTLD

However, for the sane reason, they will not be offered to third parties. ]
The . SONG registry only PrOV|des for the registration of names at the second level. No third
|l evel domains will be delegated at the registry level. It is consistent with GAC advice that

Amazon may choose to create sub domains using country names or abbreviations at the third |evel
For exanple, Amazon may register information.song and its internal users may create sub domains
such as us.information.song or uk.information.song.

Amazon may al so use a folder structure to represent country nanes in its URLs, while the bl ock
exists at the second level. For example, information.song-germany or information.song-uk.

We imagi ne that over time, there will be demand from brand gTLDs | eading to the devel opnent of a
standardi zed process for requesting GAC review and | CANN aaﬁroval for the release of country and
territory nanes for registration by the Registry Qperator en the registry is a single entity
registry. Wen such a process is I n place, Arazon expects to apply for the release of country
and territory nanes wthin . SONG

Registry Services

23. Provide name and full description of all the Registry Services to be provided.

23.1 Introduction

Amazon EU S.a r.l. has elected to partner with Neustar, Inc. to provide back-end services for the
.SONG registry. In naking this decision, Arazon EU S. & r.|l. recognized that Neustar already
possesses a production-proven registrY system that can be quickly deployed and snoothly operated
over its robust, flexible, and scalable world-class infrastructure. The existing registry



services will be leveraged for the .SONG registry. The follow ng section describes the registry
services to be provided.
23.2 Standard Technical and Business Conponents
Neustar will provide the highest |evel of service while delivering a secure, stable and
conprehensive registry platform Amazon EU S.a r.l. will use Neustar's Registry Services
platformto deploy the . SONG registry, bK providing the follow ng Registry Services (none of
these services are offered in a nmanner that is unique to . SONG

Regi st rgl Regi strar Shared Regi stration Service (SRS)

Ext ensi bl e Provi sioning Protocol (EPP)
Domai n Nanme System ( DNS)

VWHO S

DNSSEC

Dat a Escrow

Di ssem nation of Zone Files using Dynamic Updates

Access to Bul k Zone Files

Dynam ¢ WHO S Updat es

| Pv6 Support

Ri ghts Protecti on Mechani sns

Internationalized Domain Nanmes (| DN?1
ggg following is a description of each of the services.
Neustar’s secure and stable SRS is a production-proven, standards-based, highly reliable, and
hi gh-Perfor mance domai n nane registrati on and managenent system The SRS includes an EPP
interface for receiving data fromregistrars for the purpose of provisioning and nmanagi ng domain
Egg’es and nanme servers. The response to Question 24 provides specific SRS I nformation.
The .SONG registry will use the Extensible Provisioning Protocol (EPP? for the provisioning of
domai n nanes. The EPP inplenentation will be fully conpliant with all RFCs. Registrars are
provided with access via an EPP APl and an EPP based Wb GU. Wth nore than 10 gTLD, ccTLD,
and private TLDs inplementations, Neustar has extensive experience building EPP-based registries.
éﬂgiti onal discussion on the EPP approach is presented in the response to Question 25.

Amazon EU S.a r.l. will leverage Neustar’s world-class DNS network of geographically distributed
naneserver sites to provide the highest |evel of DNS service. The service utilizes “Anycast”
routing technol ogy, and supports both |Pv4 and | Pv6. The DNS network is highly proven, and
currently provides service to over 20 TLDs and thousands of enterprise conpanies. Additional
{erborsrratlon on the DNS solution is presented in the response to Questions 35.

Neustar’s existing standard WHO S solution will be used for .SONG The service provides supports
for near real -tine dynanmi c updates. The design and construction is agnostic with regard to data
display policy is flexible enough to accommpdate any data nodel. In addition, a searchable WHO S
selr?/i %e that 8ogpl ies with all TCANN requirenents will be provided. The following WHO S options
Wi e provided:

Standard WHO' S (Port 43)
Standard WHO S (\Web)
Sear chabl e WHO S (\Wb)
DNSSEC ) ) ) ) ) ) o S
An RFC conpliant DNSSEC inplenentation will be provided using existing DNSSEC capabilities.
Neustar is an ex?erlenced provi der of DNSSEC services, and currently manages signed zones for
three Iarge top level domains: .biz, .us, and .co. Registrars are provided with the ability to
submt and nmanage DS records using EPP, or through a web GUI. Additional information on DNSSEC,
i ncludi ng the nmanagenent of security extensions Is found in the response to Question 43.
Data Escrow ) ) ) ) _ _ _ _
Data escrow will be perfornmed in conpliance with all ICANN requirenments in conjunction with an
approved data escrow provider. The data escrow service will:

Protect against data |oss

Fol | ow i ndustry best practices _ o _

Ensure easy, accurate, and tinely retrieval and restore capability in the event of a
hardware failure

M nim zes the inpact of software or business failure.
Addi tional information on the Data Escrow service is provided in the response to Question 38.
Di ssem nation of Zone Files using Dynanic Updates
Di ssemi nation of zone files will be provided through a dynanmic, near real -tine process. Updates
will be perforned within the specified performance |evels. The groven technol ogy ensures that
updat es pushed to all nodes within a few minutes of the changes being received by the SRS.
Additional information on the DNS updates may be found in the response to Question 35.
Access to Bul k Zone Files
Amazon EU S.a r.l. will provide third party access to the bulk zone file in accordance wth
specification 4, Section 2 of the Registry Agreenent. Credentialing and dissem nation of the
zone files will be facilitated through the Central Zone Data Access Provider.
Dynami ¢ WHO S Updat es ) ) ) _ )
Updates to records in the WHO S dat abase will be provided via dynamc, near real -tinme updates.
Guar anteed delivery nessage oriented mddleware is used to ensure each individual WHO S server is
refreshed with dynam c updates. This conponent ensures that all WHO S servers are kept current
as changes occur in the SRS, while also decoupling WHO'S from the SRS. Additional information on
WHO S updates is presented in response to Question 26.
| Pv6 Support _ _ ) ) _ )
The .SONG registry will provide IPv6 support in the following registry services: SRS, WHO S, and
DNS~-DNSSEC. In addition, the registry supports the provisioning of IPv6 AAAA records. A
detail ed description on IPv6 is presented in the response to Question 36.
Required Rights Protecti on Mechani sns



Amazon EU S.a r.l. will provide all ICANN required Ri ghts Mechanisns, including:
Trademark C ai nms Service
Tradenar k Post - Del egati on Di spute Resol uti on Procedure (PDDRP)
Regi stration Restriction Dispute Resolution Procedure (RRDRP)
UDRP

URS )

Sunri se service
More information is presented in the response to Question 29.
I nternationalized Dormai n Nanmes (| DN)

IDN registrations are Provided in full conpliance with the IDNA protocol. Neustar possesses
extensive experience offering IDN registrations in nunerous TLDs, and its IDN inplenmentation uses
advanced technol ogy to accommpdate the unique bundling needs of certain |anguages. Character
nmappi ngs are easily constructed to block out characters that nmay be deemed as confusing to users.
A detalled description of the IDN inplenentation is presented in response to Question 44.

23.3 Uni que Services

Amazon EU S.a r.l. will not be offering services that are unique to . SONG

23.4 Security or Stability Concerns

Al'l services offered are standard registry services that have no known security or stabilit%
pogcerns. Neustar has denonstrated a strong track record of security and stability within the

i ndustry.

Demonstration of Technical & Operational Capability

24. Shared Registration System (SRS) Performance

24.1 Introduction

Amazon EU S.a r.|l. has partnered with Neustar, Inc., an experienced TLD registry operator, for
the operation of the .SONG Registry. Amazon EU S.a r.l. is confident that the plan in place for
the operation of a robust and reliable Shared Registration System (SRS) as currently provided by
Neustar will satisfy the criterion established by | CANN

Neustar built its SRS fromthe ground up as an EPP based platform and has been operating it
reliably and at scale since 2001. The software currently provides registry services to five TLDs
(.Blz, .US, TEL, .CO and .TRAVEL% and is used to provide gateway services to the .CN and . TW
registries. Neustar's state of the art registry has a proven track record of being secure,

stgble, and robust. It manages nore than mllion domains, and has over 300 registrars connected
t oday.
The foll owing describes a detailed plan for a robust and reliable SRS that nmeets all | CANN

requi renents including conpliance with Specifications 6 and 10
24.2 The Plan for Operation of a Robust and Reliable SRS
H gh-1 evel SRS System Description
The SRS to be used for .SONG will |everage a production-proven, standards-based, highly reliable
and hi gh-performance domai n name registration and managenment systemthat fully neets or exceeds
the requirenments as identified in the new gTLD Application CGui debook.
The SRS is the central component of any registry I mpl enentation and its quality, reliability and
capabilities are essential to the overall stability of the TLD. Neustar has a documented history
of deploying SRS inplenmentations with proven and verifiable performance, reliability and
avai lability. The SRS adheres to all 1ndustry standards and protocols. By |everaging an existing
SRS platform Amazon EU S.a r.l. is mtigating the significant risks and costs associated with
the devel opnent of a new system Highlights of the SRS include

State-of -the-art, production proven multi-layer design

Ability to rapidly and easily scale fromlow to high volune as a TLD grows

Fully redundant architecture at two sites

Support for IDN registrations in conpliance with all standards

Use by over 300 Registrars

EPP connectivity over |Pv6

Per f or mance bei ng measured using 100% of all production transactions (not sanpling).

SRS Systens, Software, Hardware, and Interoperability

The systens and software that the registry operates on are a critical elenent to providing a high
quality of service. If the systens are of poor quality, if they are difficult to maintain and
operate, or if the registry personnel are unfamiliar wth them the registry will be prone to
outages. Neustar has a decade of experience operating registry infrastructure to extrenely high
service level requirements. The infrastructure is designed using best of breed systens and
software. Much of the application software that perforns registry-specific operations was

devel oped by the current engineering teamand a result the teamis intimately famliar with its
operat i ons.

%he architecture is highly scalable and provides the sanme high |evel of availability and
performance as volunes increase. It conbines |oad bal ancing technol ogy with scal abl e server



technology to provide a cost effective and efficient nethod for scaling.
The Registr% is able to limt the ability of any one registrar from adversely inpacting other
regi strars by consuming too many resources due to excessive EPP transactions. The system uses
network |ayer 2 |evel packet shaping to linmt the nunmber of simnultaneous connections registrars
can open to the protocol |ayer.
Al interaction with the Re?istry is recorded in log files. Log files are generated at each |ayer
of the system These log files record at a m ni num

The I P address of the client

Ti mest anp

Transaction Details

Processing Tine.
In addition to |ogging of each and every transaction with the SRS Neustar maintains audit
records, in the database, of all transformational transactions. These audit records allow the
Registry, in support of Amazon EU S.a r.l., to produce a conplete history of changes for any
donmai n nane.
SRS Desi gn
The SRS Incorporates a nmulti-layer architecture that is designed to nitigate risks and easily
scal e as volunes increase. The three layers of the SRS are:

Prot ocol Layer

Busi ness Policy Layer

Dat abase.
Each of the layers is described bel ow.
Pr ot ocol Layer
The first layer is the protocol |ayer, which includes the EPP interface to registrars. It
consists of a high availability farm of |oad-bal anced EPP servers. The servers are designed to be
fast processors of transactions. The servers perform basic validations and then feed information
to the business policy engines as described bel ow The protocol layer is horizontally scal able as
dictated by vol une.
FhEIEPP servers authenticate against a series of security controls before granting service, as
ol | ows:

The registrar’s host exchanges keys to initiates a TLS handshake session with the EPP
server.

The registrar’s host nust provide credentials to determ ne proper access |evels.

H The registrar’s | P address must be preregistered in the network firewalls and traffic-

shapers.
BusPness Pol i cy Layer
The Busi ness Polic¥ Layer is the “brain” of the registry system Wthin this layer, the policy
engi ne servers performrul es-based processing as defined through configurable attributes. This
process takes individual transactions, applies various validation and policy rules, persists data
and di spatches notification through the central database in order to publish to various externa
systens. External systems fed by the Business Policy Layer include backend processes such as
dynam ¢ update of DNS, WHO S and Billing.
Simlar to the EPP protocol farm the SRS consists of a farm of application servers within this
| ayer. This design ensures that there is sufficient capacity to process every transaction in a
manner that nmeets or exceeds all service level requirenents. Sonme registries couple the business
logic layer directly in the protocol layer or within the database. This architecture limts the
ability to scale the registry. Using a decoupled architecture enables the load to be distributed
anong farns of inexpensive servers that can be scaled up or down as demand changes.
The SRS today processes over 30 million EPP transactions daily.
Dat abase
The database is the third core conmponents of the SRS The primary function of the SRS database
is to provide highly reliable, ﬁersistent storage for all registry information required for
domain registration services. The database is highly secure, with access limted to transactions
from aut henticated registrars, trusted application-server processes, and highly restricted access
by the registry database administrators. A full description of the database can be found in
response to Question 33.
Figure 24-1 depicts the overall SRS architecture including network conponents.

Nurmber of Servers . ] . . o
As depicted in the SRS architecture diagram above Neustar operates a high availability
architecture where at each level of the stack there are no single points of failures. Each of

the network |evel devices run with dual pairs as do the databases. For the .SONG registry, the
SRS will operate with 8 protocol servers and 6 policy engine servers. These expand horizontally
as volunme increases due to additional TLDs, increased |oad, and through organic grow h. In

addition to the SRS servers described above, there are nultiple backend servers for services such
as DNS and WHO S. These are discussed in detail within those respective response sections
Description of Interconnectivity with O her Registry Systens

The core SRS service interfaces with other external systens via Neustar’'s external systens |ayer.
The servicessghat the SRS interfaces with include:

DNS

Billing

Dat a Warehouse (Reporting and Data Escrow).
O her external interfaces may be deployed to nmeet the unique needs of a TLD. At this tine there
are no additional interfaces planned for .SONG
The SRS includes an “external notifier” concept in its business policy engine as a nessage
di spat cher, This design allows time-consuning backend processing to be decoupled fromcritica
online registrar transactions. Using an external notifier solution, the registry can utilize
“control levers” that allow it to tune or to disable processes to ensure optinal perfornmance at
all tines. For example, during the early minutes of a TLD | aunch, when unusually high vol unes



of transactions are expected, the registry can elect to suspend processing of one or nore back
end systens in order to ensure that greater processing power is available to handle the increased
| oad requirenments. This proven architecture has been used with numerous TLD | aunches, sone of

whi ch have invol ved the processing of over tens of mllions of transactions in the opening hours.
The following are the standard three external notifiers used the SRS

WHO S External Notifier

The WHO S external notifier dispatches a work item for any EPP transaction that may potentially
have an inpact on WHOS. It is Inportant to note that, while the WHO S external notifier feeds
the WHO S system it intentionally does not have visibility into the actual contents of the WHO S
system The WHO S external notifier serves just as a tool to send a signal to the WHO S system
that a change is ready to occur. The WHO S system possesses the intelligence and data visibility
to know exactly what needs to change in WHO S. See response to Question 26 for greater detail
DNS External Notifier

The DNS external notifier dispatches a work item for any EPP transaction that nmay potentially
have an inpact on DNS. Like the WHO S external notifier, the DNS external notifier does not
have visibility into the actual contents of the DNS zones. The work itenms that are generated by
the notifier indicate to the dynam ¢ DNS update sub-system that a change occurred that nay inpact
DNS. That DNS system has the ability to deci de what actual changes must be propagated out to the
DNS constellation. See response to Question 35 for greater detail.

BiIIin? External Notifier

The billing external notifier is responsible for sending all billable transactions to the
downstream financial systens for billing and collection. This external notifier contains the
necessary logic to deternine what types of transactions are billable. The financial systens use
this information to apply appropriate debits and credits based on registrar.

Dat a \War ehouse

The data warehouse is responsible for managi ng reporting services, including registrar reports,
busi ness intelligence dashboards, and the processing of data escrow files. The Reporting

Dat abase is used to create both internal and external reports, primarily to support registrar
biIIin% and contractual reporting requirenent. The data warehouse databases are updated on a
daily basis with full copies of the production SRS data.

Frequency of Synchronizati on between Servers

The external notifiers discussed above performupdates in near real-tinme, well within the
prescribed service level requirenents. As transactions fromregistrars update the core SRS,
update notifications are pushed to the external systens such as DNS and WHO S. These updates are
typically live in the external systemwthin 2-3 mnutes.

Synchroni zation Schene (e.g., hot standby, cold standby)

Neustar operates two hot databases within the data center that is operating in primry node.
These two databases are kept in sync via synchronous replication. Additionally, there are two
dat abases in the secondary data center. These databases are updated real tine through
asynchronous replication. This nodel allows for high performance while also ensuring protection
of data. See response to Question 33 for greater detail

Conpl i ance with Specification 6 Section 1.2

The SRS inplenmentation for .SONG is fully conpliant with Specification 6, including section 1.2.
EPP Standards are described and enbodied in a nunmber of IETF RFCs, | CANN contracts and practices,
and registry-regi strar agreenents. Extensible Provisionin%]Protocol or EPP is defined by a core
set of RFCs that standardize the interface that nake up the registry-registrar nodel. The SRS
interface supports EPP 1.0 as defined in the following RFCs shown in Table 24-1

Addi tional information on the EPP inplenmentation and conpliance with RFCs can be found in the
response to Question 25

Conpl i ance with Specification 10

Speci fication 10 of the New TLD Agreenent defines the performance specifications of the TLD,
includin% service level requirenments related to DNS, RDDS (WHO S), and EPP. The requirenents

i nclude both availabilitY and transacti on response tinme neasurenents. As an experienced registry
operator, Neustar has a ong and verifiable track record of(Providing registry services that
consi stently exceed the performance specifications stipulated in | CANN agreenents. This sane
high level of service will be provided for the .SONG Registry. The followi ng section describes
Neustar’s experience and its capabilities to neet the requirenents in the new agreenent.

To properly neasure the technical performance and progress of TLDs, Neustar collects data on key
essential operating netrics. These neasurenents are key indicators of the ﬁerfornance and

heal th of the registry. Neustar’s current .biz SLA conmitnents are anong the npbst stringent in
the industry today, and exceed the requirements for new TLDs. Table 24-2 conpares the current
SRS performance | evels conpared to the requirenments for new TLDs, and clearly denonstrates the
ability of the SRS to exceed those requirenents

Their ability to commit and neet such high performance standards is a direct result of their
phi |l osophy towards operational excellence. See response to Question 31 for a full description
of their philosophy for building and managi ng for performance
24.3 Resourcing Plans
The devel opnent, customnization, and on-going support of the SRS are the responsibility of a
conbi nati on of technical and operational teans, including:

Development-Engineering

Dat abase Admi ni stration

Systens Admi nistration

Net wor k Engi neeri ng.
Additionally, if customization or nodifications are required, the Product Managenent and Quality
Assurance teans will be involved in the design and testing. Finally, the Network Operations and
Informati on Security play an inportant role in ensuring the systens involved are operating
securely and reliably.
The necessary resources will be pulled from the pool of operational resources described in detai
in the response to Question 31. Neustar’'s SRS inplenentation is very mature, and has been in



production for over 10 years. As such, very little new devel opnent related to the SRS will be
required for the inplenentation of the .SONG registry. The followi ng resources are available from
t hose teans:

Development-Engineering - 19 employees

Dat abase Admi nistration- 10 enpl oyees

Systens Administration — 24 enpl oyees

Net wor k Engi neering — 5 enpl oyees

The resources are nore than adequate to support the SRS needs of all the TLDs operated by
Neustar, including the .SONG registry.

25. Extensible Provisioning Protocol (EPP)

25.1 Introduction

Amazon EU S.a r.l.’s back-end registry operator, Neustar, has over 10 years of experience
operating EPP based registries. They deployed one of the first EPP registries in 2001 with the

I aunch of .biz. In 2004, they were the first gTLD to inplement EPP 1.0. Over the last ten years
Neustar has inplenmented numerous extensions to meet various unique TLD requirenents. Neustar
will leverage I1ts extensive experience to ensure Amazon EU S.a r.l. is provided with an
unparal | el ed EPP based registry. The follow ng discussion explains the EPP interface which will
be used for the .SONG registry. This interface exists within the protocol farm layer as
described in Question 24 and is depicted in Figure 25-1.

25.2 EPP Interface

Registrars are provided with two different interfaces for interacting with the registry. Both
are EPP based, and both contain all the functionality necessary to provision and nmanage domain
names. The primary mechanismis an EPP interface to connect directly with the registry. This is

the interface registrars will use for nbst of their interactions with the registry.

However, an alternative web GJ (Registry Adnministration Tool) that can also be used to perform
EPP transactions will be provided. The primary use of the Registry Administration Tool is for
perforn1n? adm ni strative or customer support tasks.

The main features of the EPP inplenentation are:

St andards Conpl i ance: The EPP XML interface is conpliant to the EPP RFCs. As future EPP
RFCs are published or existing RFCs are updated, Neustar makes changes to the inplenentation
keeping in mind of any backward compatibility issues.

) Scal ability: The systemis deployed keeping in nmind that it may be required to grow and
shrink the footprint of the Registry systemfor a particular TLD
~Fault-tol erance: The EPP servers are deployed in two geographically separate data centers
to provide for quick failover capabllltg in case of a major outage in a particular data center.
The EPP servers adhere to strict availability requirenents defined in the SLAs. )

Configurability: The EPP extensions are built in a way that they can be easily
configured to turn on or off for a particular TLD _ _ ) _ )

Extensibility: The software is built ground up using object oriented design. This allows
for easy extensibility of the software without risking the possibility of the change rippling
t hrough the whol e applicati on.

~ Auditable: The system stores detailed information about EPP transactions from
provisioning to DNS and WHO S publishing. In case of a dispute regarding a name registration
the Registry can provide conprehensive audit information on EPP transactions. )

Security: The system provides |P address based access control, client credential -based
authorization test, digital certificate exchange, and connection limting to the protocol |ayer.
25.3 Conpliance with RFCs and Specifications
The registry-registrar nodel is described and enbodied in a number of |ETF RFCs, |CANN contracts
and practices, and registry-registrar agreenents. As shown in Table 25-1, EPP is defined by the
core set of RFCs that standardize the interface that registrars use to provision domains wth the
SFF. As gscore conponent of the SRS architecture, the inplenentation is fully conpliant with
all EPP RFCs.

Neustar ensures conpliance with all RFCs through a variety of processes and procedures. Menbers
fromthe engineering and standards teams actively nonitor and participate in the devel opnent of
RFCs that inpact the registry services, including those related to EPP. When new RFCs are

i ntroduced or existing ones are updated, the team performs a full conpliance review of each
sKsten1|npacted by the change. Furthernore, all code releases include a full regression test
that includes specific test cases to verify RFC conpliance

Neustar has a long history of providin? exceptional service that exceeds all performance
specifications. The SRS and EPP interface have been designed to exceed the EPP specifications
defined in Specification 10 of the RegistrY Agreenent and profiled in Table 25-2. Evi dence of
Neustar’s ability to performat these levels can be found in the .biz nonthly progress reports
found on the | CANN website.

EPP Tool kits
Tool kits, under open source licensing, are freely provided to registrars for interfacing with the
SRS. Both Java and C++ toolkits will be provided, along with the acconpanyi ng docunentation. The



Regi strar Tool Kit (RTK) is a software developnment kit (SDK) that supports the devel opment of a
regi strar software systemfor registering domain names in the registry using EPP. The SDK

consi sts of software and documentati on as described bel ow.

The software consists of working Java and C++ EPP common APIs and sanples that inplement the EPP

core functions and EPP extensions used to comuni cate between the registry and registrar. The RTK
illustrates how XML requests (registration events) can be assenbled and forwarded to the registry

for processing. The software provides the registrar with the basis for a reference inplenentation

that confornms to the EPP registry-registrar protocol. The software conponent of the SDK al so

i ncludes XML schema definition files for all Registry EPP objects and EPP object extensions. The
RTK al so includes a “dummy” server to aid in the testing of EPP clients.

The acconpanﬁing docunent ati on describes the EPP software package hierarchy, the object data
nmodel , and the defined objects and nethods (including callln? paranmeter lists and expected
response behavior). New versions of the RTK are nmade available fromtine to tine to provide
Fupport for additional features as they becone avail able and support for other platforns and
anguages.

25.4 Proprietary EPP Extensions

The .SONG registry will not include proprietary EPP extensions. Neustar has inplenented various
EPP extensions for both internal and external use in other TLD registries. These extensions use
the standard EPP extension framework described in RFC 5730. Table 25-3 provides a list of
extensi ons devel oped for other TLDs. Should the .SONG yegistry_require an EPP extension at sone
point in the future, the extension will be inplemented in conpliance with all RFC specifications
I ncludi ng RFC 3735.

ghﬁ full EPP schema to be used in the .SONG registry is attached in the document titled “EPP
chema. ”

25.5 Resourcing Pl ans

The development and support of EPP is largely the responsibility of the Development-Engineering
and Quality Assurance teans. As an exFerience registry operator with a fully devel oped EPP
solution, on-going support is largely limted to periodic updates to the standard and the

i mpl ementati on of TLD specific extensions.

The necessary resources will be pulled fromthe pool of available resources described in detail
in the response to Question 31. The follow ng resources are available from those teans:
Development-Engineering - 19 employees

Qual ity Assurance - 7 enpl oyees

These resources are nore than adequate to support any EPP nodification needs of the .SONG
registry

26. Whois

26.1 Introduction
Amazon EU S.a r.l. recognizes the inportance of an accurate, reliable, and up-to-date WHO S
dat abase to governnents, |aw enforcenent, intellectual property holders and the public as a whole
and is firn1¥ conmtted to conplying with all of the applicable WHO S specifications for data
obj ects, bulk access, and | ookups as defined in Specifications 4 and 10 to the Registry
Agreenent. Amazon EU S.a r.l.’s back-end registry services provider, Neustar, has extensive
experience providing | CANN and RFC-conpliant WHO S services for each of the TLDs that it operates
both as a Registry Operator for gTLDs, ccTLDs and back-end registry services provider. As one of
the first “thick” registry operators in the gTLD space, Neustar’'s WHO S servi ce has been desi gned
fromthe ground up to display as nuch information as required by a TLD and respond to a very
stringent availability and performance requirenent.
Sone of the key features of .SONG s solution include

Fully conpliant with all relevant RFCs including 3912

Producti on proven, highly flexible, and scalable with a track record of 100% availability
over the past 10 years

Exceeds current and proposed ﬁerfornance speci fications

Supports dynamic updates with the capability of doing bul k updates

Geographically distributed sites to provide greater stability and performance

In addition, .SONG s thick-WHO S solution also provides for additional search
capabilities and nechanisnms to mtigate potential forms of abuse as discussed below (e.g., IDN
regi strant data)
26. 2 Software Conponents
The WHO' S architecture conprises the follow ng conponents

An in-nenory database local to each WHO S node: To provide for the perfornmance needs,
the WHO S data is served from an in-nenory database indexed by searchabl e keys.

Redundant servers: To provide for redundancy, the WHO S updates are propagated to a
cluster of WHO S servers that maintain an independent copy of the database

Attack resistant: To ensure that the WHO S system cannot be abused using nalicious
queries or DOS attacks, the WHO S server is only allowed to query the |ocal database and rate
l'imts on queries based on IPs and IP ranges can be readily applied

Accuracy auditor: To ensure the accuracy of the information served by the WHO S servers,
a daily audit is done between the SRS information and the WHO S responses for the domain nanes



whi ch are updated during the |ast 24-hour period. Any discrepancies are resolved proactively.

Modul ar design: The WHO S system allows for filtering and translation of data el enents
between the SRS and the WHO S database to allow for custonizations.

Scal abl e architecture: The WHO S systemis scalable and has a very small footprint.
Dependi ng on the query volunme, the deploynent size can grow and shrink quickly.

Flexible: 1t is flexible enough to accommodate thin, thick, or nodified thick nodels and
can accommodate any future | CANN policy, such as different information display |evels based on
user categorization.

SRS nmster database: The SRS database is the mamin persistent store of the Registry
i nformati on. The Update Agent conmputes what WHO S updates need to be pushed out. A publish-
subscri be mechani sm then takes these incremental updates and pushes to all the WHO S sl aves t hat
answer queries.

26.3 Compliance with RFC and Specifications 4 and 10

Neustar has been running thick-WHO S Services for over 10+ years in full conpliance with RFC 3912
and with Specifications 4 and 10 of the Registry Agreenent.RFC 3912 is a sinple text based
protocol over TCP that describes the interaction between the server and client on port 43.

Neustar built a home-grown solution for this service. It processes mllions of WHO S queries per

day.
Tagl e 26-1 describes Neustar’'s conpliance with Specifications 4 and 10.

Neustar ensures conpliance with all RFCs through a variety of processes and procedures. Menbers
fromthe engineering and standards teams actively nonitor and participate in the devel opnent of
RFCs that inpact the registry services, including those related to WHO S. VWen new RFCs are

i ntroduced or existing ones are updated, the team performs a full conpliance review of each

s%st eminpacted by the change. Furthernore, all code releases include a full regression test
that includes specific test cases to verify RFC conpliance.

26.4 H gh-level WHO S System Description
26.4.1 WHO' S Service (port 43
The WHO S service is responsible for handling port 43 queries. Qur WHO S is optimized for speed
using an in-nenory database and naster-slave architecture between the SRS and WHO S sl aves.
The WHO S service also has built-in support for IDN. If the donmain nane being queried is an | DN,
the returned results include the |anguage of the donmain name, the donmain nane’s UTF-8 encoded
representation along with the Unicode code page.
26.4.2 Wb Page for WHO S queries
In addition to the WHO S Service on port 43, Neustar provides a web based WHO S application
(www. whoi s. SONG . It is an intuitive and easy to use af)plication for the general public to use.
WHO S web application provides all of the features available in the port 43 WHO S. This includes
full and partial search on:

Domai N nanes

Naneservers

Regi strant, Technical and Admi nistrative Contacts

Regi strars
It also provides features not available on the port 43 service. These include:
1. Redenption G ace Period calculation: Based on the registry’s policy, domains in
pendingDelete can be restorable or scheduled for release depending on the date-time the domain
went into pendingDelete. For these domains, the web based WHO S di spl ays “Restorable” or
“Schedul ed for Release” to clearly show this additional status to the user.
. Ext ensi ve support for international domain nanmes (1DN)
Ability to perform WHO S | ookups on the actual Unicode |DN
Di spl ay of the actual Unicode IDN in addition to the ACE-encoded nane
A Uni code to Punycode and Punycode to Unicode translator
An extensive FAQ
. A list of upcoming domain deletions
26.5 IT and Infrastructure Resources
As descri bed above the WHO S architecture uses a workflow that decouples the update process from
the SRS. This ensures SRS performance is not adversely affected by the |oad requirenents of
d?/nam' c updates. It is also decoupled fromthe WHO S | ookup agent to ensure the WHO S service is
al ways avail able and performng well for users. Each of Neustar’'s geographically diverse VHO S
sites use:

Firewalls, to protect this sensitive data

Dedi cated servers for MQ Series, to ensure guaranteed delivery of WHO S updat es

Packet shaper for source |P address-based bandwidth limting

Load bal ancers to distribute query | oad

Multiple WHO S servers for maxim zing the performance of WHO S servi ce.
The WHO S service uses HP BL 460C servers, each with 2 X Quad Core CPU and a 64G@G of RAM The
existing infrastructure has 6 servers, but is designed to be easily scaled with additional
servers should it be needed.
Figure 26-1 depicts the different conponents of the WHO S architecture.

Nookwn

26.6 Interconnectivity with Gther Registry System

As described in Question 24 about the SRS and further in response to Question 31, “Technical
Overview', when an update is made by a registrar that inpacts WHO S data, a trigger is sent to
the WHO S system by the external notifier layer. The update agent processes these updates,
transforms the data if necessary and then uses nessaging oriented mddl eware to publish all
updates to each WHO S sl ave. The |ocal update agent accepts the update and apﬁlies it to the

| ocal in-nenory database. A separate auditor conpares the data in WHO S and the SRS daily and
monthly to ensure accuracy of the published data.

26.7 Frequency of Synchronization between Servers



Updates from the SRS, through the external notifiers, to the constellation of independent WHO S
slaves happens in real-time via an asynchronous publish-subscribe messaging architecture. The
updates are guaranteed to be updated in each slave within the required SLA of 95% < 60 minutes.
Please note that Neustar’s current architecture is built towards the stricter SLAs (95% < 15
m nutes) of .BlZ  The vast mgjority of updates tend to happen within 2-3 minutes.
26.8 Provision for Searchable WHO S Capabilities
Neustar will create a new web-based service to address the new search features based on
requi rements specified in Specification 4 Section 1.8. The application will enable users to
search the WHO S directory using any one or nore of the follow ng fields:

Dornmi n namne

Regi strar |ID

Contacts and registrant’s nane

Contact and registrant’s postal address, including all the sub-fields described in EPP
(e.g., street, city, state or province, etc.)

Name server name and name server |P address

The systemwi |l also allow search using non-Latin character sets which are conpliant
with | DNA specification.
The user will choose one or nore search criteria, conbine them by Bool ean operators (AND, OR
NOT) and provide partial or exact match regular expressions for each of the criterion name-val ue
pairs. The domal n nanmes matchi n? the search criteria will be returned to the user.
Fi gure 26-2 shows an architectural depiction of the new service.

Potential Forms of Abuse

As recogni zed by the Ternms of Reference for Wois Msuse Studies,
http:~-~-gnso.icann.org-issues-whois-tor-whois-misuse-studies-25sep09-en.pdf, a number of reported
and recorded harnful acts, such as spam phishing, identity theft, and stal king which Registrants
beli eve were sent using WHO S contact information. Although these Wois studies are still
underway, there is a general belief that public access to Wiwois data may | ead to a neasurable
degree of msuse — that is, to actions that cause actual harm are illegal or illegitinmate, or
otherwi se contrary to the stated legitinmate purpose. One of the other key focuses of these
studies will be to correlate the reported incidents of harnful acts with anti-harvesting neasures
that sonme Registrars and Registries apply to WHO S queries (e.g., rate limting, CAPTCHA, etc.).

Neustar firmy believes that adding the increased search capabilities, wthout appropriate
controls coul d exacerbate the potential abuses associated with the Wwois service. To nitigate the
risk of this powerful search service being abused by unscrupul ous data mners, a |ayer of

security will be built around the query engine which will allow the registry to identify rogue
activities and then take appropriate measures. Potential abuses include, but are not limted to:
. Data M ning

. Unaut hori zed Access

. Excessive Qerying

. Deni al of Service Attacks

To nitigate the abuses noted above, Neustar will inplement any or all of these nmechani sns as

appropri at e:
User name- password based aut hentication
Certificate based authentication
Data encryption
CAPTCHA nechanismto prevent robo invocation of Wb query
Fee- based advanced query capabilities for prem um custoners.
The searchable WHO S application will adhere to all privacy laws and policies of the .SONG
registry.
26.9 Resourcing Plans
As with the SRS, the devel opment, custom zation, and on-going support of the WHO S service is the
responsibility of a conbination of technical and operational teans. The primary groups
responsi bl e for nanagi ng the service include:
Development-Engineering - 19 employees
Dat abase Admi nistration — 10 enpl oyees
Systens Administration — 24 enpl oyees
Net wor k Engi neering — 5 enpl oyees
Additionally, if custom zation or nodifications are required, the Product Managenent and Quality

Assurance teans will also be involved. Finally, the Network Operations and |Information Securit
play an inportant role in ensuring the systens involved are operating securely and reliably. The
necessary resources will be pulled fromthe pool of available resources described in detail in
the response to Question 31. Neustar’'s WHO S inplementation is very mature, and has been in
production for over 10 years. As such, verK little new devel opnent will be required to supﬁort
the inmplenmentation of the .SONG registry. The resources are nore than adequate to support the

VWHO S needs of all the TLDs operated by Neustar, including the .SONG registry.

27. Registration Life Cycle

27.1 Registration Life Cycle

I ntroduction

.SONG will follow the lifecycle and business rules found in the majority of gTLDs today. Cur
back-end operator, Neustar, has over ten years of experience managi ng nunerous TLDs that utilize



standard and uni que busi ness rules and Iifecycles. This section describes the business rules,
registration states, and the overall domain [ifecycle that will be used for .SONG
Dormai n Lifecycle - Description
The registry will use the EPP 1.0 standard for provisioning domain nanmes, contacts and hosts.
Each domain record is conprised of three registry object types: donmin, contacts, and hosts
Domai ns, contacts and hosts nay be assigned various EPP defined statuses indicating either a
particular state or restriction Placed on the object. Sonme statuses nmay be applied by the
Regi strar; other statuses may only be applied by the Registry. Statuses are an integral part of
the domain lifecycle and serve the dual purpose of indicating the particular state of the donmin
and indicating any restrictions placed on the domain. The EPP standard defines 17 statuses,
however only 14 of these statuses will be used in the .SONG registry per the defined .SONG
busi ness rul es.
The following is a brief description of each of the statuses. Server statuses may only be
appl i ed ?§(t e Registry, and client statuses may be applied by the Registrar.

— Default status applied br the Registry.

Inactive — Default status applied by the Registry if the domain has |less than 2
nameservers

Pendi ngCreate — Status applied by the Registry upon processing a successful Create
conmand, and indicates further action is pending. This status will not be used in the .SONG
registry.

g Y Pendi ngTransfer — Status applied by the Registry upon processing a successful Transfer
request conmand, and indicates further action is pending.

Pendi ngDel ete — Status applied by the Registry uPon processi ng a successful Delete
conmand that does not result in the immedi ate deletion of the domain, and indicates further
action is pending.

Pendi ngRenew — Status applied by the Registry upon processing a successful Renew command
that does not result in the inmediate renewal of the domain, and indicates further action is
pending. This status will not be used in the .SONG registry.

Pendi ngUpdate — Status applied by the Registry if an additional action is expected to
compl ete the update, and indicates further action is pending. This status will not be used in
the . SONG registry.

Hol d — Renpbves the domain fromthe DNS zone.

Updat eProhi bited — Prevents the object from being nodified by an Update conmand.

TransferProhibited — Prevents the object frombeing transferred to another Registrar by
the Transfer command.

RenewPr ohi bited — Prevents a domain from being renewed by a Renew comrand

Del et eProhi bited — Prevents the object from being deleted by a Del ete comand.

The lifecycle of a domain begins with the registration of the domain. Al registrations nust
follow the EPP standard, as well as the specific business rules described in the response to
Question 18 above. Upon registration a domain will either be in an active or inactive state.
Domains in an active state are del egated and have their delegation information published to the
zone. Inactive domains either have no delegation information or their delegation information in
not published in the zone. Following the initial registration of a donmain, one of five actions
may occur during its lifecycle

Domai n may be updat ed

Domain may be deleted, either within or after the add-grace period

Domai n may be renewed at an%tine during the term

Domai n may be auto-renewed by the Registry

Domain may be transferred to another registrar.

Each of these actions may result in a change in domain state. This is described in nore detail
in the followi ng section. Every domain nust eventually be renewed, auto-renewed, transferred, or
del et ed. A registrar may apply EPP statuses described above to prevent specific actions such as
updates, renewals, transfers, or deletions.

27.1.1 Registration States
Domain Litecycle — Registration States

As described above the .SONG registry will inplement a standard domain lifecycle found in
nost gTLD registries today. There are five possible domain states:

Active

I nactive

Locked

Pendi ng Transfer

Pendi ng Del et e.
Al'l domains are always in either an Active or Inactive state, and throughout the course of the
lifecycle may also be in a Locked, Pending Transfer, and Pending Delete state. Specific
conditions such as applied EPP policies and registry business rules will determnmne whether a
domain can be transitioned between states. Additionally, within each state, domai ns may be subject
to various timed events such as grace periods, and notification periods.
Active State
The active state is the normal state of a domain and indicates that del egation data has been
provi ded and the delegation information is published in the zone. A domain in an Active state
may al so be in the Locked or Pending Transfer states.
I nactive State
The I nactive state indicates that a domain has not been delegated or that the del egation data has
not been published to the zone. A domain in an Inactive state may also be in the Locked or
Pendi ng Transfer states. By default all domain in the Pending Delete state are also in the
I nactive state.
Locked State
The Locked state indicates that certain specified EPP transacti ons may not be perfornmed to the
domain. A domain is considered to be in a Locked state if at |east one restriction has been
pl aced on the domain; however up to eight restrictions nmay be applied sinultaneously. Domai ns in



the Locked state will also be in the Active or Inactive, and under certain conditions may al so be
in the Pending Transfer or Pending Delete states.

Pendi ng Transfer State

The Pending Transfer state indicates a condition in which there has been a request to transfer
the domain fromone registrar to another. The domain is placed in the Pending Transfer state for
a period of time to allow the current (losing) registrar to approve (ack) or reject (nack) the
transfer request. Registrars may only nack requests for reasons specified in the Inter-Registrar
Transfer Policy.

Pendi ng Delete State

The Pending Delete State occurs when a Delete command has been sent to the Registry after the
first 5 days (120 hours) of registration. The Pending Delete period is 35-days during which the
first 30-days the nane enters the Redenption Grace Period (RGP) and the |ast 5-days guarantee
that the domain will be purged fromthe Regi stry Database and available to public pool for
registration on a first come, first serve basis.

27.1.2 Typical Registration Lifecycle Activities

Domai n Creation Process

The creation (registration) of domain names is the fundamental registry operation. Al other
\%ﬁeratl ons are designed to support or conplinment a domain creation. The follow ng steps occur

" en a domain is created.

. Contact objects are created in the SRS database. The same contact object may be used
for each contact type, or they may all be different. |If the contacts already exist in the
dat abase this step may be skipped.
2. Nameservers are created in the SRS dat abase. Naneservers are not required to conplete
the registration process; however any domain with |ess than 2 nane servers will not be
resol vabl e.
3 The domain is created using the each of the objects created in the previous steps. In

addition, the termand any client statuses may be assigned at the tinme of creation.
The actual nunber of EPP transactions needed to conplete the registration of a domain nane can be
as few as one and as many as 40. The latter assunmes seven distinct contacts and 13 naneservers,
with Check and Create commands submitted for each object.
Updat e Process
Regi stry objects may be updated (nodified) using the EPP Mddify operation. The Update
transaction updates the attributes of the object.
Fo(r]I exgr‘rpl e, the Update operation on a domain nanme will only allow the following attributes to be
updat ed:

Domai n st at uses

Regi strant ID

Admi ni strative Contact |ID

Billing Contact ID

Techni cal Contact 1D

Nanmeservers

Aut hl nf o

Addi tional Registrar provided fields.

The Update operation will not nodify the details of the contacts. Rather it may be used to
assocliate a different contact object (using the Contact ID) to the domain nane. To update the
details of the contact object the Update transaction nmust be applied to the contact itself. For
exanple, if an existing registrant wi shed to update the postal address, the Registrar would use
the Update command to nodify the contact object, and not the donmain object.
Renew Process
The term of a domain may be extended using the EPP Renew operation. | CANN policy general
establishes the maximumterm of a donmamin nanme to be 10 years, and Neustar recomends not
deviating from this policy. A domain may be renewed-extended at any point time, even immediately
following the initial registration. The only stipulation is that tﬁe overall term of the domain
nane may not exceed 10 years. |If a Renew operation is performed with a term value wll extend
the domain beyond the 10 year limt, the Registry will reject the transaction entirely.
Transfer Process
The EPP Transfer command is used for several dommin transfer related operations:

Initiate a domain transfer

Cancel a domain transfer

Approve a donmin transfer

Rej ect a domain transfer.
To transfer a domain from one Registrar to another the follow ngwﬁrocess is fol |l owed:

4, The gaining (new) Registrar submits a Transfer conmmand, ich includes the Authlnfo code
of the domain nane.

5. If the Authlnfo code is valid and the domain is not in a status that does not allow
transfers the domain is placed into pendi ngTransfer status

6. A poll nessage notifying the |losing Registrar of the pending transfer is sent to the
Regi strar’s nmessage queue

7 The domain remains in pendingTransfer status for up to 120 hours, or until the |osing

(current) Re%i strar Acks (approves) or Nack (rejects) the transfer request

8. If the losing Registrar has not Acked or Nacked the transfer request within the 120 hour
timeframe, the Registry auto-approves the transfer

9. The requesting Registrar may cancel the original request up until the transfer has been
conpl et ed.

A transfer adds an additional year to the termof the domain. 1In the event that a transfer wll
cause the domain to exceed the 10 year maximumterm the Registry will add a partial termup to
the 10 year linit. Unlike with the Renew operation, the Registry will not reject a transfer
operati on.

Del etion Process

A dormain may be deleted fromthe SRS using the EPP Del ete operation. The Del ete operation will



result in either the domain being immedi ately renoved from the database or the donmin being

pl aced in pendingDel ete status. The outcone is dependent on when the domain is deleted. If the
domain is deleted within the first five days (120 hours) of registration, the domain is _
i medi ately renoved from the database. A deletion at any other tine will result in the domain

bei ng placed in pendingDel ete status and entering the Redenption G ace Period 1RGP).
Additionally, domains that are deleted within five days (120) hours of any billable (add, renew,
transfer) transaction may be deleted for credit.
27.1.3 Applicable Time Elenents
The follow ng section explains the tine el enents that are invol ved.
Gace Periods
There are SIX (]grace peri ods:
ete Grace Period (AGP)

Renew- Del ete Grace Period

Transfer-Del ete Gace Period

Aut o- Renew- Del ete Grace Period

Aut o- Renew Grace Period

Redenption Grace Period (RGP).
The first four grace periods |listed above are designed to provide the Registrar with the ability
to cancel a revenue transaction (add, renew, or transfer) within a certain period of tinme and
receive a credit for the original transaction.
The follow ng describes each of these grace periods in detail.
Add- Del ete G ace Period
The APG is associated with the date the Domain was registered. Donmains may be deleted for credit

durln% the initial 120 hours of a registration, and the Registrar will receive a bl||ln% credit
for the or|?| nal registration. |f the domain is deleted during the Add G ace Period e domai n
is dropped from the database imediately and a credit is applied to the Registrar’s b||||ng
account .

Renew- Del ete Grace Period
The Renew-Delete G ace Period is associated with the date the Domai n was renewed. Donai ns rra?/ be
ow

deleted for credit during the 120 hours after a renewal. The grace period is intended to al
Registrars to correct domains that were m stakenly renewed. It should be noted that domains that
are deleted during the renew grace period will be placed into pendingDelete and will enter the

RGP (see bel ow).
Transfer-Delete G ace Period
The Transfer-Delete Grace Period is associated with the date the Domain was transferred to

another Registrar. Dommins may be deleted for credit during the 120 hours after a transfer. It
shoul d be noted that dommins that are deleted during the renew grace period will be placed into
pendi ngDel ete and will enter the RGP. A deletion of domain after a transfer is not the nethod

used to correct a transfer mstake. Donmains that have been erroneously transferred or hijacked

by another party can be transferred back to the original registrar through various neans

i ncludi ng contacting the Registry.

Aut o- Renew- Del ete Grace Period

The Auto-Renew-Delete Grace Period is associated with the date the Domain was auto-renewed.

Domei ns may be deleted for credit during the 120 hours after an auto-renewal. The grace peri od

is intended to allow Reﬂl strars to correct domains that were m stakenly auto-renewe It should

be noted that dommins that are deleted during the auto-renew delete grace period will be placed

into pendingDelete and will enter the RGP

Aut o- Renew Grace Peri od

The Aut o- Renew Grace Perlod is a special grace period intended to provide registrants with an

extra anount of tinme, %ond the expiration date, to renew their domain nane. The grace period

|l asts for 45 days from the expiration date of the domain nane. Regi strars are not required to

provide registrants with the full 45 days of the period.

Redenption Grace Period

The RGP is a special grace period that enables Registrars to restore domains that have been

i nadvertently deleted but are still in pendingDelete status within the Redenption Gace Period.
domai ns_enter the RGP except those deleted during the AGP.

The RGP period is 30 daP/ during which tine the domain may be restored using the EPP RenewDomai n

command as described below. Fol | ow nP the 30day RGP period the domain will remain in

pendi ngDel ete status for an additional five days, during which time the domain may NOT be

restored. The domain is released fromthe SRS, at the end of the 5 day non-restore period. A

restore fee applies and is detailed in the Bllllng Section. A renewal fee will be automatically

applied for any domain past expiration.

Neustar has created a unique restoration process that uses the EPP Renew transaction to restore

the domain and fulfill all the reporting obligations required under |ICANN policy. The follow ng

describes the restoration process.

27.2 State Diagram

Figure 27-1 provides a description of the registration |ifecycle.

The different states of the lifecycle are active, inactive, |ocked, pending transfer, and pending
delete. Please refer to section 27.1.1 for detalil descri pt| on of each of these states. The
lines between the states represent triggers that transition a domain from one state to another.

The details of each trigger are described bel ow

Create: Registry receives a create donain EPP command.

WthNS: The domain has nmet the m ni mum nunber of naneservers required by registry policy
in order to be published in the DNS zone.

WthQutNS: The domain has not nmet the mni num nunber of naneservers required by registry
policy. The domain will not be in the DNS zone.

Remove Nameservers: Domain's nameserver (s) is removed as part of an update domain EPP



command. The total naneserver is below the m ni mum nunber of naneservers required by registry
policy in order to be published in the DNS zone

Add Narneservers: Naneserver(s) has been added to donmain as part of an update donain EPP
command. The total nunber of nameservers has nmet the mini num nunber of naneservers required by
registry policy in order to be published in the DNS zone

Del ete: Registry receives a delete domain EPP command.

Del eteAfterGrace: Domain deletion does not fall within the add grace period.

Del eteWt hi nAddGrace: Donmin deletion falls within add grace period.

Restore: Domain is restored. Domain goes back to its original state prior to the delete

comand.
Transfer: Transfer request EPP command is received.
Transfer Approve-Cancel-Reject: Transfer requested is approved or cancel or rejected.
TransferProhibited: The domain is in clientTransferProhibited and~-or
serverTranferProhibited status. This will cause the transfer request to fail. The domain goes

back to its original state

DeleteProhibited: The domain is in clientDeleteProhibited and-or serverDeleteProhibited
status. This will cause the delete conmand to fail. The domain goes back to its original state
Note: the |l ocked state is not represented as a distinct state on the diagram as a donmin nmay be
in a |locked state in conbination with any of the other states: inactive, active, pending
transfer, or pending delete.
27.2.1 EPP RFC Consi st ency
As described above, the domain lifecycle is determned by I CANN policy and the EPP RFCs. Neustar
has been operating | CANN TLDs for the past 10 years consistent and conmpliant with all the | CANN
policies and related EPP RFCs.
27.3 Resources
The registration lifecycle and associ ated business rules are largely determ ned by policy and
busi ness requirenments; as such the Product Managenment and Policy teams will play a critical role
in working with Amazon EU S.a r.|l. to determne the precise rules that neet the requirenments of
the TLD. Inplenmentation of the lifecycle rules will be the responsibility of
Development~-Engineering team, with testing performed by the Quality Assurance team. Neustar’s
SRS inplenentation is very flexible and con?igurable, and in nany case devel oprent is not
required to support business rule changes.
The .SONG registry will be using standard lifecycle rules, and as such no custom zation is
antici pated. However should nodifications be required in the future, the necessary resources
will be pulled fromthe pool of available resources described in detail in the response to
Question 31. The followi ng resources are available from those teans:
Development~-Engineering - 19 employees
Regi stry Product Managenent — 4 enpl oyees
These resources are nore than adequate to support the devel opnent needs of all the TLDs operated
by Neustar, including the .SONG registry.

28. Abuse Prevention and Mitigation

28.1 Abuse Prevention and Mtigation

Amazon EU S.a r.l. and its registry service provider, Neustar, recognize that preventing and
mtigating abuse and nalicious conduct in the .SONG registry is an inportant and significant
responsibility. Amazon EU S.a r.l. wll leverage Neustar’'s extensive experience in establishing

and inplementing registration policies to prevent and nitigate abusive and malicious domain
activity within the ?roposed . SONG space.
.SONG w || be a single entity registrr, with all dommins registered to Amazon for use in pursuit
of Amazon’s business goals. There will be no re-sellers in .SONG and there will be no market in
. SONG domains. Amazon will strictly control the use of .SONG dommins. Qpportunities for abusive
and nmalicious domain activity in .SONG are therefore very restricted but we wll nonetheless
abi de by our obligations to | CANN. A responsible domain name registry works towards the
eradi cati on of abusive domain nanme registrations and malicious activity, which may include
conduct such as:

II'legal or fraudulent actions

Spam

Phi shi ng

Phar m ng

Di stribution of malware

Fast flux hosting

Bot net s

Mal i ci ous hacki ng

Di stribution of child pornograth

Online sale or distribution of illegal pharmaceuticals.

By taking an active role in researching and nonitoring abusive domain nanme registration and
mal i ci ous conduct, Neustar has devel oped the ability to efficiently work with various |aw
enforcenent and security comrunities to mtigate fast flux DNS-using botnets.

Pol i cies and Procedures to Mnimze Abusive Registrations

A registry nmust have the policies, resources, personnel, and expertise in place to combat such
abusive registration and malicious conduct. Neustar, Amazon EU S.a r.l.’s registry services



provi der, has played a leading role in preventing of such abusive practices, and has devel oped
and inplenented a “donmin takedown” policy. Amazon EU S.a r.l. also believes that conbating
abusive use of the DNS is inmportant in protecting registrants.

Rermoving a domain name fromthe DNS before it can cause harmis often the best preventative
nmeasure for thwarting certain nmalicious conduct such as botnets and nalware distribution.
Because renoving a domain name fromthe zone will stop all activity associated with the domain
nane, including websites and e-mail, the decision to renove a donain nane from the DNS nust
follow a documented process, culminating in a determination that the domain name to be renoved
poses a threat to the security and stability of the Internet or the registrx. Amazon EU S. a
r.l., via Neustar, has an extensive, defined, and docunmented process for taking the necessary
action of rermoving a domain fromthe zone when its presence in the zone poses a threat to the
security and stability of the infrastructure of the Internet or the registry.

Abuse Point of Contact

As required by the Registry Agreement, Amazon EU S.a r.l. will establish and publish on its
website a single abuse point of contact responsible for addressing inquiries from|aw enforcenent
and the public related to malicious and abusive conduct. Amazon EU S.a r.l. wll also provide
such information to | CANN before del egating any donain nanes in .SONG This information shal
consist of, at a mininum a valid e-mail address dedicated solely to the handling of nualicious
conduct conplaints, and a tel ephone nunber and nailing address for the primary contact. Anmazon
EU S.a r.l. will ensure that this information is accurate and current, and that updates are
provided to ICANN if and when changes are nmade. 1In addition, the registry services provider for
. SONG, Neustar, shall continue to have an additional point of contact for requests from
registrars related to abusive domain nane practices.

28.2 Policies Re?ardin? Abuse Conpl aints

Amazon EU S.a r.l. will adopt an Acceptable Use Policy that (i) clearly defines the types of
activities that will not be permitted in .SONG (ii) reserves Amazon EU S.a r.l.' s right to |ock
cancel, transfer or otherw se suspend or take down domain nanmes violating the Acceptable Use
Policy; and (iii) identify the circunstances under which Amazon EU S.a r.|l. may share information
with Taw enforcement. Amazon EU S.a r.l. will incorporate its .SONG Acceptable User Policy into
its Registry-Registrar Agreenent.

Under the .SONG Acceptable Use Policy, which is set forth below, Amazon EU S.a r.|. nay |ock down
the domain name to prevent any changes to the donmain nane contact and naneserver infornation

pl ace the domain nane “on hol d” rendering the domain name non-resolvable, transfer the domain
name to another registrar and-or in cases in which the domain name is associated with an ongoing
| aw enforcenment investigation, Amazon EU S.a r.l. will coordinate with | aw enforcement to assi st
in the investigation as described in nore detail bel ow

It is Amazon EU S.a r.l. s intention that all .SONG domain names will be registered and used by
it and its Affiliates and that only | CANN-accredited registrars that have S|£ned a Registry-

Regi strar Agreenment will be pernitted to register .SONG dormain nanes. Accordingly, the potential
for abusive registrations and malicious conduct in the .SONG registry is expected to be limted
In the unlikely event that such abuse should occur, Amazon EU S.a r.l. will work with its
registry services provider, Neustar, to inplement the follow ng policies and processes to prevent

and mitigate such activities. Below is initial Acceptable Use Policy for the .SONG registry.

. SONG Acceptable Use Policy

This Acceptable Use Policy gives the .SONG registry the ability to quickly lock, cancel, transfer
or take ownership of any .SONG domain name, either tenporarily or permanently, if the domain name
is being used in a nmanner that appears to threaten the stability, integrity or security of the
.SONG registry, or any of its registrar partners - and-or that may put the safety and security of
any registrant or user at risk. The process also allows the .SONG registry to take preventive
nmeasures to avoid any such crimnal or security threats

The Acceptable Use Policy may be triggered through a variety of channels, including, anong other
things, private conplaint, public alert, governnent or enforcenment agency outreach, and the on-
going monitoring by the .SONG registry or its partners. In all cases, the .SONG registry or its
designees will alert .SONG registry’'s registrar partners about any identified threats and wll
work closely with themto bring offending sites into conpliance.

The follow ng are sone (but not all) activities that may be subject to rapid domain conpliance

Phishing: the attenpt to acquire personally identifiable information by masqueradi ng as
a website other than .SONG s own.

Pharmng: the redirection of Internet users to websites other than those the user
intends to visit, usually through unauthorized changes to the Hosts file on a victims conputer
or DNS records in DNS servers.

Dissemination of Malware: the intentional creation and distribution of "malicious”
software designed to infiltrate a conputer system w thout the owner’s consent, including, wthout
limtation, conmputer viruses, worns, key |oggers, and Trojans.

Fast Flux Hosting: a technique used to shelter Phishing, Pharnmng and Malware sites and
networks from detection and to frustrate nmethods enployed to defend agai nst such practices,
whereby the | P address associated with fraudul ent websites are changed rapidly so as to nake the
true location of the sites difficult to find

Botnetting: the devel opnent and use of a command, agent, notor, service, or software
which is inplenmented: (1) to renotely control the conputer or conputer system of an Internet user
wi t hout their know edge or consent, (2) to generate direct denial of service (DDOS) attacks.

Mal i ci ous Hacking: the attenpt to gain unauthorized access (or exceed the |evel of
authorized access) to a conputer, information system user account or profile, database, or
security system

Child Pornography: the storage, publication, display and-or dissemination of
pornographic materials depicting individuals under the age of mmjority in the relevant

urisdiction.
#he .SONG registry reserves the right, in its sole discretion, to take any administrative and
operational actions necessary, including the use of conputer forensics and information security



technol ogi cal services, anpbng other things, in order to inplenment the Acceptable Use Policy. In
addition, the .SONG registry reserves the right to deny, cancel or transfer any registration or
transaction, or place any domain name(s) on registry lock, hold or simlar status, that it deens
necessary, in its discretion (1) to protect the integrity and stability of the registry; (2) to
comply wth any applicable |aws, governnment rules or requirenents, requests of |aw enforcenent,
or any dispute resolution process; %3) to avoid any liability, civil or crimnal, on the part of
the .SONG registry as well as its affiliates, subsidiaries, officers, directors, and enpl oyees;
(4) per the terns of the registration agreement, or (5) to correct m stakes made by the . SONG
registry or any Registrar in connection with a domain name registration. The .SONG registry also
reserves the right to place upon registry lock, hold or simlar status a domain nanme during
resol ution of a dispute.

Taking Action Against Abusive and~or Malicious Activity

The .SONG registry is conmtted to acting in a tinmely manner agai nst those domai n names

associ ated wth abuse or malicious conduct in violation of the Acceptable Use Policy. After a
complaint is received froma trusted source or third-party, or detected by the .SONG registry,
the registry will use comercially reasonable efforts to verify the information in the conplaint.
If that information can be verified to the best of the registry's ability, the sponsoring
registrar will be notified and have 12 hours to investigate the activity and either (a) take down
the domai n name through a hold or deletion, or (b) provide the registry with a conpellin

argunent why to keep the domain nanme in the zone. |f the registrar has not acted when the 12-
hour period ends (i.e., is unresponsive to the request or refuses to take action), the .SONG
registry will place the domain on “ServerHold”. (It is unlikely the registrar will not tinely
act because Amazon EU S.a r.|l. intends to use a single, gateway registrar with which it has a
contract reflecting these policies). ServerHold renoves the donain nane fromthe .SONG zone, but
the domain name record still appears in the TLD WHO S dat abase so that the name and entities can
be investigated by |aw enforcenent should they desire to get involved

Coordination with Law Enforcenent

Amazon EU S.a r.l. will obtain assistance from Neustar to meet its obligations under Section 2.8
of the Registry Agreement to take reasonable steps to investigate and respond to reports from | aw
enforcenent and governnmental and quasi - governnental agencies of illegal conduct in connection

with the use of the .SONG registry. The .SONG registry will respond to legitimte |aw
enforcenent inquiries pronptly upon receiving the request.

The response shall include, at a minimum an acknow edgement of receipt of the request, questions
or comments concerning the request, and an outline of the next steps to be taken by Amazon EU S. a
r.l. for rapid resolution of the request. |If the request involves any of the activities that can

be validated by the registrY and inplicates activity covered by the .SONG Acceptable Use Policy,
the sponsoring registrar will have 12 hours to investigate the activity and either (a? take down
the domai n name through a hold or deletion, or (b) provide the registry with a conpelling
argunent why to keep the domain nanme in the zone. The .SONG Registry will place the domain on
“ServerHold” if the registrar has not acted within the 12-hour period

Monitoring for Malicious Activity

Neustar, .SONG s registry services provider, has devel oped and inplenented an active “domain
takedown” policy in which the registry itself takes down abusive domain nanes.

Neustar targets domain names verified to be abusive and renpves them within 12 hours regardl ess
of whether the domain nane registrar cooperated. Neustar has determined that the benefit in
removing such threats outweighs any potential damage to the registrar-registrant relationship.

Amazon EU S.a r.l. s restrictions on registration eligibility make it unlikely that any .SONG
domains will be taken down. The .SONG registry rules are anticipated to exclude third parties
beyond Amazon EU S.a r.|l. and its Affiliates. Moreover, only registrars that contractually agree
to cooperate in stemm ng abusive behaviors will be permtted to register .SONG donmi n nanes.

Neustar’s active prevention policies stemfromthe notion that registrants in .SONG have a
reasonabl e expectation that they control the data associated with their donmmins, especially its
presence in the DNS zone. Rermovi ng a dormain nane from the DNS before it can cause harmis often
the best preventative neasure for thwarting certain malicious conduct such as botnets and nal ware
distribution that harnms not only the domain name registrant, but also potentially millions of
unsuspecting I nternet users.

Rapi d Takedown Process

Since inplenenting the program Neustar has devel oped two basic variations of the process. The
nore comon process variation is a lightweight process that is triggered by “typical” notices.
The |l ess common variation is the full process that is triggered by unusual notices, which
generally allege that a domain nane is being used to threaten the stability and security of the
TLD, or 1s part of a real-tine investigation by |aw enforcenment or security researchers. In
these cases, accelerated action by the registry is necessary. These processes are described
below, though it is inportant to note that .SONG will be nmanaged as a single entity registry,
whose registrants will be internal stakeholders of Amazon or Amazon’'s subsidiaries. Therefore
the potential for abusive registrations and other activities that have a negative inpact on
Internet users is minimal. In the unlikely event that such abuse should occur, Amazon with its
registry operator, Neustar, will inplenment the follow ng policies and processes to manage such
activities.

Li ght wei ght Process

In additron to having an active Information Security group that, on its own initiatives, seeks
out abusive practices in the .SONG registry, Neustar is an active nenber in a nunber of security
organi zations that have the expertise and experience in receiving and investigating reports of
abusi ve DNS practices, including but not limted to, the Anti-Phishing Wrking Goup, Castle
Cops, NSP-SEC, the Registration Infrastructure Safety Group and others. Each of these sources is
a wel | -known security organization that has a reputation for preventing abuse and malicious
conduct on the Internet. Aside fromthese organizations, Neustar also actively participates in
privately run security associations that operate based on trust and anonymty, making it nuch
easier to obtain information regardi ng abusive DNS activity.



Once a conmplaint is received froma trusted source or third-party, or detected by Neustar’'s
internal security group, information about the abusive practice is forwarded to an internal nail
distribution list that includes nenbers of Neustar’s operations, |egal, support, engineering, and
security teans for inmediate response ("“CERT Teanl). Al t hough the inmpacted URL is included in
the notification e-nmail, the CERT Teamis trained not to investigate the URLs thensel ves because
the URLs in question often have scripts, bugs, etc. that can conpronise the individual’s own
conmputer and the network safety. Rat her, the investigation is conducted b% CERT team nenbers
who can access the URLs in a laboratory environment to avoid conpromni sing the Neustar network.
The lab environment is designed specifically for these types of tests and is scrubbed on a
regularfbaﬁis to ensure that none of Neustar’'s internal or external network el enents are harned
i n any fashion.
Once the conplaint has been reviewed and the all eged abusive donmain name activity is verified to
the best of the ability of the CERT Team the sponsoring registrar has 12 hours to investigate
the activity and either (a? take down the domain nanme through a hold or deletion, or (b) provide
the registry with a conpelling argunent why to keep the domain nane in the zone
The . SONG Registry will place the domain on “ServerHold” if the registrar has not acted within
the 12-hour peri od.
ServerHol d renoves the domain name from the .SONG zone, but the donmain nane record still appears
Lnlfh% TLD WHO S dat abase so that the name and entities can be investigated by |aw enforcenent.
u rocess
In the unlikely event with a single entity registrK, whose registrants will be internal
st akehol ders of Amazon or Amazon's subsidiaries, that Neustar receives a conplaint that clains
that a domain nane is being used to threaten the stability and security of the .SONG registry, or
is a part of a real-time investigation by |aw enforcenent or security, Neustar follows a slightly
di fferent course of action.
Upon initiation of this process, nmenbers of the CERT Team are paged and a tel econference bridge
is imredi ately opened up for the CERT Team to assess whether the activity warrants inmredi ate
action. If the CERT Team determines the incident is not an imediate threat to the security and
the stability of critical Internet infrastructure, the CERT Team provi des docunentation to the
Neustar Network Operations Center to clearly capture the rationale for the decision and either
refers the incident to the Lightweight process set forth above or closes the incident.
However, if the CERT TEAM determines that there is a reasonable |ikelihood that the incident
warrants inmediate action, a determnation is made to imediately renove the domain fromthe
zone. As such, Customer Support wll contact Amazon EU S.a r.|. s registrar imediately to
communi cate that there is a domain involved in a security and stability issue. The registrar is
provi ded only the domain name in question and the broadly stated type of incident. As .SONG is a
Si ngl e EntitY Registry using a single registrar whose work will be strictly controlled through a
Service Level Agreenment that includes the inplenmentation of measures to prevent abusive
registrations, the risk of evidence of abuse being conpromised is mnimzed. Coordination with
Law Enforcerment & Industry G oups
Neustar has a close working relationship with a nunber of | aw enforcement agencies, both in the
United States and Internationally. For exanple, in the United States, Neustar is in constant
communi cation with the Federal Bureau of I|nvestigation, US CERT, Honeland Security, the Food and
Drug Administration, and the National Center for M ssing and Exploited Children
Neustar al so participates in a nunber of industry groups aimed at sharing information anong key
i ndustry players about the abusive registration and use of domain nanes. These groups include
the Anti -Phishing Wrking Goup and the Registration Infrastructure Safety G oup (where Neustar
served for several years on the Board of Directors). Through these organizati ons and others,
Neustar proactively shares information with other registries, registrars, ccTLDs, |aw enforcenent,
security professionals, etc. not only on abusive donmain name registrations within its own TLDs,
but also with respect to informati on uncovered with respect to domain names in other registries
TLDs. Neustar has often found that rarely are abuses found only in the TLDs for which it manages
but also within other TLDs, such as .com and .info. Neustar routinely provides this information
to the other registries so that the relevant registry can take the appropriate action.
Wth the assistance of Neustar as its registry services provider, Amazon EU S.a r.l. can neet its
obligations under Section 2.8 of the Registry Agreenent to take reasonable steps to investigate
and respond to reports fromlaw enforcenent and governmental and quasi - governnental agencies of
illegal conduct in connection with the use of its .SONG registry. Amazon EU S.a r.l. and-or
Neustar will respond to legitinmate |aw enforcenent inquiries pronptly upon receiving the request.
Such response shall include, at a mninmum an acknow edgenment of receipt of the request,
questions or comrents concerning the request, and an outline of the next steps to be taken by
Amazon EU S.a r.l. and-or Neustar for rapid resolution of the request.
If the request involves any of the activities that can be validated by the registry and-or
Neustar and inplicates the type of activity set forth in the Acceptable Use Policy, the
sponsoring registrar will have 12 hours to investigate the activity further and either (a) take
down the domaln name through a hold or deletion, or %b) provide the registry with a conpelling
argunent why to keep the domain nanme in the zone. The .SONG registry will place the donmain on
“ServerHold” if the registrar has not acted within the 12-hour period
28.3 Measures for Renoval of O phan due Records
As the Security and Stability Advisory Committee of | CANN (SSAC) rightly acknow edges, although
or phaned gl ue records naK be used for abusive or nalicious Pur oses, the “domi nant use of
orphaned gl ue supports the correct and ordinary operation of the DNS.” See
http:~~www.icann.org-en-committees-security~-sac048.pdf.
V%iFe orphan glue often support correct and ordinary operation of the DNS, such %Iue records can
be used nmaliciously to point to nane servers that host domains used in illegal phishing, bot-
nets, malware, and other abusive behaviors. Problens occur when the parent domain of the glue
record is deleted but its children glue records still remain in DNS. Therefore, when the . SONG
registry has witten evidence of actual abuse of orphaned glue, the .SONG registry will act to
renove those records fromthe zone to mitigate such nalicious conduct.

Neustar runs a daily audit of entries in its DNS systens and conpares those with its provisioning



system which serves as an unbrella protection that itenms in the DNS zone are valid. Any DNS
record that shows up in the DNS zone but not in the provisioning systemis flagged for

i nvestigation and renoved if necessary. This daily DNS audit prevents not only orphaned hosts
but also other records that should not be in the zone.

In addition, if either Amazon EU S.a r.l. or Neustar becones aware of actual abuse on orphaned
glue after receiving witten notification froma third party through its Abuse Contact or through
Its custoner support, such glue records will be renoved from the zone

28.4 Measures to Promote WHO S Accuracy

The .SONG registry will inplenent several neasures to pronote Whois accuracy.

Whoi s service for Amazon EU S.a r.l. will operate as follows. The registry will keep all basic
contact details for each domain name in a unique internal system which facilitates access to the
domain information. In addition, Amazon EU S.a r.l. wll performinternal nonitoring checks and
procedures that will only allow accurate Wois information and renove outdated data.

28.4.1. Authentication of Registrant |nfornmation

Amazon EU S.a r.l. wll guarantee the adequate authentication of registrant data, ensuring the

hi ghest |levels of accuracy and diIiPence when dealing with Wiois data. |n doing so, Amazon EU
Sar.l.”s solid internal systemw || undertake, but not be |limted to the follow ng neasures

runni ng checks against Wiois internal records and regular verification of all contact details and
other relevant registrant information. The Amazon EU S.a r.|l. s registrar will also be charged

with regularly checkin? Whoi s accura%y.

Amazon EU S.a r. 1. will have a well -defined registration policy that will include a requirenent
that conplete and accurate registrant details are provided by the requestor for a dommin. These
details will be validated by the Armazon EU S.a r.|. registrar who will have a contractual duty to
conPI% with Amazon EU S.a r.|l.’ s registration policy. The full details of every domain requestor
wi | e kept in Amazon EU S.a r.l.’s on-line registry managenent dashboard which can be accessed
by Amazon EU S.a r.l.’s Domai n Managenent Team at any tine.

28.4.2. Regular Mnitoring of Registration Data

Amazon EU S.a r.l. will conmply with ICANN s Wois requirenents. Anmpong other neasures, Amazon EU
Sar.l. will regularly remnd its internal personnel to conply with ITCANN's Wois information
Policy through regularly checking Wwois data against internal records, offering Wois accuracy
services, evaluating clainms of fraudulent Wois data, and cancelling domain nane registrations
with outdated Whois details.

28.4.3. Policies and Procedures ensuring conpliance

Only Amazon EU S.a r.l. and its Affiliates will be permtted to register and use Amazon EU S. a
r.l. domain nanmes. Accordingly, the duties of the zon EU S.a r.l. registrar will be very
limted and closely defined. Regardless, Amazon EU S. a r.|.’'s Registry-Registrar Agreement will
require Amazon EU S.a r.l. s registrar to take steps necessary to ensure ois data is conplete
and accurate and to inplement the .SONG registration policies.

28.5 Resourcing Plans

Responsibility for abuse mitigation rests with a variety of functional groups at Neustar. The
Neustar Abuse Monitoring teamis primarily responsible for providing analysis and conducting

i nvestigations of reports of abuse. The Neustar Custoner Service team also plays an inportant
role in assisting with investigations, responding to custoners, and notifying registrars of

abusive domains. Finally, the Neustar Policy-Legal team is responsible for developing the
rel evant policies and procedures. ) ] ] )
The necessary resources will be pulled fromthe pool of available resources described in detai

in the response to Question 31. The follow ng resources are available from those teans:
Custoner Support — 12 enpl oyees

Policy-Legal - Two employees

The resources are nore than adequate to support the abuse mitigation procedures of the .SONG
registry

Furthernmore, Amazon EU S. & r.l. dedicates significant financial and personnel resources to
conbating malicious and abusive behavior in the DNS and across the internet. Amazon EU S.a r.|.
will extend these resources to designating the uni que abuse point of contact, regularly

nonitoring potential abusive and malicious activities with support from dedicated technica
staff, analyzing reported abuse and malicious activity, and acting to address such reported

activit

The des?gnated abuse prevention staff within Neustar and Amazon EU S.a r.l. wll be subject to
regul ar eval uations, receive adequate training and work under expert supervision. The abuse
prevention resources wll conprise both internal staff and external abuse prevention experts who
woul d give extra advice and support when necessary. This external staff includes experts in
Amazon EU S.a r.l.’ s registrar where one |egal manager and four operational experts wll be
avai l abl e to support Amazon EU S.a r.|I.

Pl ease note that in the above answer the terns “W”, “Qur” and “Anmazon” may refer to either the
applicant Amazon EU S.a r.l. or Amazon.com Inc., the ultimate parent, or sonetinmes NeuStar, the

regi stry services provider.

29. Rights Protection Mechanisms



29.1 Introduction

Amazon is applying for .SONG to provide a dedicated platform for stable and secure online
communi cati on and interaction. Amazon has several thousand registered intellectual property
assets of all types i ncludi ng tradenmarks, designs, and domain nanes — we place the protection of
our intellectual property as a high priority and we respect the intellectual property of others.
29.1.1 Rights protection in gTLD registry operation is a core objective of Amazon

W will closely nanage this TLD bg regi stering donmai ns through a single registrar. Although
Amazon and its subsidiaries will be the only eligible registrants, we will nonethel ess require
our registrar to work with us on a four-step registration process featuring: (i) Eligibility
Confirmation; (ii) Nam ng Convention Check; (iii% Acceptable Use Review, and (iv) Registration

As stated in our answer to Question 18, all donmains in our registry will remain the property of
Amazon and will be provisioned to support the business goals of Amazon. Because all donmains will
be registered and nmintained by Amazon (for use that conplenments our strategic business goals),
we cag ensure that all domains in our registries will carry accurate and up-to-date registration
records.

We believe that the above registration process will ensure that abusive registrations are
prevented,dbut we will continue to nmonitor | CANN policy devel opnents, and update our procedures
as required.

29. 2 Core neasures to prevent abusive registrations

To further prevent abusive registration or cybersquatting, we will adopt the followi ng R ghts
Protection Mechani sns (RPMs) which have been nandated for new gTLD operators by | CANN:

. A 30 day Sunrise process

. A 60 day Trademark C ains process

Cenerally, these RPMs are targeted at abusive registrations undertaken by third parties. However,
domains in our registry will be registered only to Anazon or its subsidiaries through a single
registrar who will be contractually required to ensure that stated rules covering eligibility and

use of a domain are adhered to through a validation process. As a result, abusive registrations
shoul d be prevented.

In the very unlikely circunstances that a domain is registered and used in an inproper way, we
acknow edge that we will be the respondent in related proceedings and we undertake to co-operate
fully with 1 CANN and ot her appropriate agencies to resolve any concerns.

29.2.1 Sunrise Eligibility

Qur Sunrise Eligibility Requirenents will clearly state that eligible aPpIicants must be nenbers
of the Amazon group of conpanies and its subsidiaries. Furthernore, all domain nanes nust be
used to support the business goals of Amazon. Nonetheless, notice of our Sunrise will be
provided to third party holders of validated trademarks in the Trademark C earinghouse as
required by ICANN. Qur Sunrise Eligibility Requirements will be published on the website of our

registry.
29.2.2 Sunrise Wndow _ ) ) ) ) _ _
As required in the Applicant Guidebook in section 7.1, our Sunrise window will recognize “all

word marks: (i) nationally or regionally registered and for which proof of use — which can be a
decl aration and a single specinen of current use — was subnitted to, and validated by, the

Tr ademar k

Cl eari nghouse; or (ii) that have been court-validated; or (iii) that are specifically protected
by a statute or treaty currently in effect and that was in effect on or before 26 June 2008".

Qur Sunrise window will last for 30 days. Applications received from an | CANN-accredited
registrar will be accepted for registration if they are (i) supported by an entry in the
Trademark C earinghouse (TMCH) during our Sunrise window and (ii) satisfy our Sunrise Eligibility
Requi rements. Once registered, those domain nanmes will have a one year term of registration

Any domai n nanes registered will be nanaged by our registrar.

29.2.3 Sunrise Dispute Resolution Policy

W will devise and publish the rules for our Sunrise Dispute Resolution Policy (SDRP) on our

registry website. CQur SDRP will apply to all our registries and will allow any garty to raise a
chal l enge on the followi ng four grounds as required in the Aﬁplicant Gui debook (6.2.4

(i) At the tine the challenged domain name was registered, the registrant did not hold a
trademark registration of national effect (or regional effect) or the trademark had not been
court -validated or protected by statute or treati;

(ii) The domain nane is not identical to the mark on which the registrant based its Sunrise

regi stration;

(i?i) The trademark registration on which the registrant based its Sunrise registration is not of
national effect (or regional effect) or the trademark had not been court-validated or protected
by statute or treaty; or

(1v) The trademark registration on which the domain nanme registrant based its Sunrise
registration did not issue on or before the effective date of the Registry Agreenent and was not
applied for on or before | CANN announced the applications received.

Conpl aints can be submitted through our registry website within 30 days follow ng the closure of
the Sunrise, and will be initially processed br our registrar. Qur registrar will pronptly
report to us: (i) the challenger;mgli) the chall enged domain name; (iii) the grounds upon which
the complaint is based; and (1vV) y the challenger believes the grounds are satisfied

29.2.4 Trademark Cains Service

Qur Trademark Cains Service (TMCS) will run for a 60 daﬁ period following the closure of our 30
day Sunrise. Qur TMCS will be suPported by the Trademark C earinghouse and will provide a notice
to third parties interested in filing a character string in our registry of a registered
trademark right that nmatches the character string in the TMCH

We will honour and recognize in our TMCS the following types of marks as defined in the Applicant
Qui debook section 7.1: (i) nationally or reglonaII¥ regi stered; (ii) court-validated; or (iii)
specifically protected by a statute or treaty in effect at the time the mark is submitted to the



Cl eari nghouse for inclusion

Once received fromthe TMCH, with which our registry provider will interface, a claimwll be
|n|}!ally processed by our registrar who will provide a report to us on the eligibility of the
appl i cant.

29.2.5 |Inplenentation and Resourcin? Pl ans of core services to Prevent abusive registration

Qur Sunrise and IP Clains service will be introduced with the following tinetable

Day One: Announcement of Registry Launch and publication of registry website with details of the

Sunrise and Tradermark Claim Service (“TMCS")

Day 30: Sunrise opens for 30 days on a first-come, first served basis. Once registrations are

3ﬁprov3d, Ehey will be entered into the Shared Registry System (SRS) and published in our Thick-
oi s dat abase.

Day 60-75: Registry Open, donmmins applied for in the Sunrise registered and TMCS begins for a

m ni mum of 60 days

Day 120-135: TMCS ends; nornal operations continue

Qur Inplenentation Team will conprise the follomﬁn%

From Anmazon: the Director of IP will lead a team of up to seven experts with experience of donmain

n?ne nanaggnent and on-line legal dispute resolution, with access to other teans in Amazon Legal

i f required.

From NeuStar, registry service provider to Amazon: A Customer Support team of 12, a Product

Management Team of four and a Development -~ Engineering Team of 19 will be available as required

to support the legal team led by Jeff Neuman. This team has over 10 years’ experience with

igpkfnpnting registry launches including rights protection schenes such as the .biz Sunrise and

ai nms.

In addition, Amazon will be supported by its Registrar which will provide two |egal specialists,

four client managers and six operational staff. The operational staff wll undertake the

val i dati on checks on registration requests.

The Inplenentation Teamwill create a formal Re?istry Launch plan by 1 Cctober 2012. This plan

will set out the exact process for the |launch of each Amazon registry and will define

responsibilities and budgets. The Registry website, which is budgeted for in the three year

pl ans provided in our answers to Question 46, will be built by 1 Decenber 2012 or within 30 days

of pre-validation testing beginning, whichever is the sooner. It wll feature Rules of

Regi stration, Rules of Eligibility, Terms & Conditions of Registration, Acceptable Use Policies

as well as the Rules of the Sunrise, the Rules of the Sunrise Dispute Resolution Policy and the

Rul es of the Trademark C ains Service.

Techni cal inplenmentation between the registry and the Trademark C earinghouse will be undertaken

by the registry service provider as soon as practical after the Trademark C earinghouse is

operational and announces its integration process.

As denonstrated in our answer to question 46, a budget has been set aside to pay fees charged by

the Trademark C earinghouse Operator for this integration.

The contract we have with our registrar (the RAA) will require that the registrar uses the TMCH

adheres to the Terns & Conditions of the TMCH and will prohibit the registrar fromfiling domains

in our registries on its own behalf or utilizing any data from the TMCH except in the provision

of its duties as our registrar

When processing TMCS clains, our registrar will be required to use the specific form of notice
provided by ICANN in the Applicant Gui debook.

W will also require our registrar to inplenent appropriate privacy policies reflecting |oca

requi renents. For exanple, Amazon is a participant in the Safe Harbor program devel oped by the
U.S. Departnent of Comerce and the European Union

29.3 Mechani sns to identify and address the abusive use of registered domain names on an

ongoi ng basi s

To prevent the abusive use of registered donmain names on an ongoing basis we will adopt the
following Rights Protection Mechani sms (RPMs) which have been mandated by | CANN:

. The Uniform Di sgute Resol ution Policy (UDRP) to address domain names that have been
regi stered and used in bad faith in the TLD.

. The Uniform Rapid Suspension (URS) scheme which is a faster, nore efficient alternative
to the Uniform Di spute Resolution Policy to deal with clear-cut cases of cybersquatting

. The Post Del egation Dispute Resolution Procedure §Puum%. ) )

. I mpl enentation of a Thick WHO S naking it easier for rights holders to identify and

| ocate infringing parties.

The UDRP and the URS are targeted at abusive registrations undertaken by third parties and the
PDDRP at so called “Bad Actor” registries. As domains in our registry will be registered not to
third parties but only to Amazon or its subsidiaries through a single registrar which will be
required through contract to ensure that the rules covering eligibility and use of a domain are
adher ed éo, we believe that abusive registrations by third parties should be conpletely

revent ed.
Rbusive behavi our by representatives of Amazon or our subsidiaries will be prevented by our
internal processes, for exanple the pre-registration validation checks and nonitoring of use of
our registrar.
W ack%omdedge that we are subject to the UDRP, the URS and the PDDRP and we will co-operate
fully with 1 CANN and appropriate registries in the unlikely circunmstances that conplaints against
us, as the registrant, are nade.

29.3.1 The Uniform D spute Resolution Policy (UDRP)
The UDRP is an out-of-court dispute resolution mechanism for trademark owners to resolve clear
cases of bad faith, abusive registration and use of domain nanes. The UDRP applies by contract to
all domain name registrations in gTLDs. Standing to file a UDRP conplaint is limted to
trademark owners who nust denonstrate their rights. To prevail in a UDRP conplaint, the
conpl ai nant nust further denonstrate that the donmain nane registrant has no rights or legitinmate
interests in the disputed domain name, and that the disputed domain nanme has been registered and
is being used in bad faith. |In the event of a successful claim the infringing domaln name



registration is transferred to the conplainant’s control

Amazon or its subsidiaries will be the respondent in all UDRP conplaints because we will be the
only eligible registrants. Therefore we do not anticipate that there are any circunstances in

whi ch conpl ai nants can argue that we have “no rights or legitimate interests” in a domain in our
registry so the possibility of good faith UDRP conplaints should be nminimzed. 1In the unlikely
circunstances that a conplaint Is nade, we will respond in a tinely fashion, reflecting our
contractual responsibility to ICANN as a registry operator.

Ve will be aﬁplylng for an exenption to Clause 1b of the Registry Cperators Code of Conduct

This neans that we will not be allowed to transfer domains to third parties as the only
registrant will be Amazon or our subsidiaries. Therefore if a conplaint against us is filed, the
only possible remedy will be the cancellation of the donmain instead of the transfer to the
conpl ai nant .

Shoul d a successful conplaint be nade we will therefore place the cancelled donmain that is the
subj ect of the conplaint on a list that prevents it from being registered again.

29.3.2 The URS

The URS is intended to be a lighter, quicker conplenent to the UDRP. Like the UDRP, it is
intended for clear-cut cases of trademark abuse. Under the URS, the only renedy which a panel
may grant is the tenporary suspension of a domain name for the duration of the registration
peri od (which nay be extended by the prevailing conplainant for one year, at comrercial rates).
URS substantive criteria mrror those of the UDRP but with a higher burden of proof for
conpl ai nants, and additional registrant defences. Once a determination is rendered, a |osing
regi strant has several appeal possibilities from 30 days up to one year. Either party may file a
de novo appeal within 14 days of a decision. There are penalties for filing “abusive conplaints”
which may result in a ban on future URS filings.

As with the description of our UDRP process above, Amazon or its subsidiaries will be the
respondent in all URS conplaints because we will be the only eligible registrants. Therefore we
do not anticipate that there are any circunstances in which conplainants can argue that we have
“no legitimate right or interest to the domain name” and “that the domain name was registered and

is being used in bad faith.” Notwi thstanding this, should a conplaint be nade, we wll respond
in a tinmely fashion, reflectin% our contractual responsibility to ICANN as a registry operator.
Shoul d a successful conplaint be nade, we will suspend the donmain name for the duration of the
regi stration period.

W will co-operate with the URS panel providers and panelists as we will co-operate with UDRP
panel providers and paneli sts.

Being the only eligible registrant, we will not make changes to a domain in Locked Status or

%L;Srba &eg|stration record associated with a URS conplaint as required in the Applicant

i debook.

29.3.3 The Post-Del egation Dispute Resolution Procedure (PDDRP)

The PDDRP is an administrative option for trademark owners to file an objection against a
registry whose “affirmative conduct” in its operation or use of its gTLD is alleged to cause or
materially contribute to trademark abuse. In this way, the PDDRP is intended to act as a higher-
I evel enforcenent tool to assist | CANN conpliance activities, where rights holders nay not be
able to continue to turn solely to lower-level rmultijurisdictional enforcenent options in a
vast|ly expanded DNS.

The PDDRP involves a nunber of procedural |ayers, such as an administrative conpliance review,
appoi ntnent of a “threshold review panel”, an expert deternmnation as to liability under the
procedure (with inplermentation of any remedies at | CANN s discretion), a possible de novo appea
and further appeal to arbitration under ICANN' s registry ternms. The PDDRP requires specific bad
faith conduct i1ncluding profit from encouraging infringenment in addition to “the typica
registration fee.”

As set out in the Applicant Quidebook in the appendi x sumrmari sing the PDDRP, the grounds for a
conplaint on a second level registration are that, “(a) there is a substantial pattern or
practice of specific bad faith intent by the registry operator to profit fromthe sale of
trademark infringi ng domai n nanes; and {b) the registry operator’s bad faith intent to profit
fromthe systematic registration of domain names within the gTLD that are identical or
confusingly simlar to the conplainant’s mark, which (i) takes unfair advantage of the
distinctive character or the reputation of the complainant'’s mark or (ii) impairs the distinctive
character or the reputation of the complainant'’s mark, or(iii) creates a likelihood of confusion
with the complainant'’s mark.”

Whilst we will co-operate with any conplaints nade under the PDDRP and we will abide by any
determ nations, we think it is hlghly I nprobabl e that any PDDRP conplaints will succeed because
the grounds set out above cannot be satisfied as domains in the registry will not be for sale and

cannot be transferred to third parties.

29.3.4 Thick Whois

As required in Specification 4 of the Registry agreenent, all Amazon registries will provide
Thick Wiois. A Thick WHO S provides a centralized |ocation of registrant information within the
control of the registry (as opposed to thin Wwois where the data Is dispersed across registrars).

Thick Whois will provide rights owners and |law enforcenent with the ability to review the
registration record easily.

W will place a requirement on our registrar to ensure that all registrations are filed with
accurate Wiois details and we will undertake reviews of Wois accuracy every three nonths to

ensure that the integrity of data under our control is nmaintained.

Amazon will create and publish a Wwois Query email address so that third parties can submit
queries about any domains in our registry.

29.3.5 Inplenentation and Resourcing Plans for nmechanisms to identify and address the abusive
use of re?|stered domai n nanes on an ongoi ng basis

Qur post-lTaunch rights protection nechanisms will be in place from Day One of the l[aunch of the
registry

To ensure that we are conpliant with our obligations as a registry operator, we will develop a
section of our registrﬁ website to assist third Earties i nvolved in UDRP, URS and PDDRP
complaints including third parties wishing to make a conplaint, | CANN conpliance staff and the



providers of UDRP and URS panels. This will feature an enmail address for enquiries relating to

di sputes or seeking further information on specific domains. W will nonitor this address for all

of the followi ng: Notice of Conplaint, Notice of Default, URS Determination, UDRP Determ nation,

Notice of Appeal and Appeal Panel Findings where appropriate.

As stated in our answer to Question 18, Amazon's Intellectual Property group will be responsible

for the devel opment, mai ntenance and enforcenment of the Domain Managenent Policy. This wll

i nclude ensuring that the follow n% i mpl enentation targets are net:

. Locki ng domains that are the subject of URS conplaints within 24 hours of receipt of a

URS conpl aint, and ensuring our registrar |ocks domamins that are the subject of UDRP conplaints

within 24 hours of receipt of a UDRP conplaint.

. Confirmng the inplenentation of the lock to the relevant URS provider, and ensure our

registrar confirns the inplementation of the lock to the rel evant UDRP provider.

. Ensuring that our registrar cancels donmain nanes that are the subject of a successful

UDRP conpl aint within 24 hours

. Redirectin% servers to a website with the | CANN mandated information followi ng a

successful URS wi thin 24 hours

The human resources dedicated to manac[;i ng post-launch RPM i ncl ude:

From Amazon: the Director of IP will [ead a team of up to seven experts with experience of donmain

_n?n"e rra_naggrrent and on-line legal dispute resolution, with access to other teans in Amazon Legal

i f required.

From quuSt ar, registry service provider to Amazon: A Custoner Support team of 12, a Product

Management Team of four and a Development -~ Engineering Team of 19 will be available as required

to support the legal team I|ed by JeIfJf Neunan. This team has over 10 years’ experience wth

i gpl(jem;nti ng registry launches including rights protection schenes including the .biz Sunrise and
ai ns.

In addition, Amazon will be supported by its Registrar which will provide two |egal specialists,

four client managers and six operational staff. The operational staff wll undertake the

val i dati on checks on re%i stration requests.

We are confident that this staffing is nore than adequate for a registry where the only

registrant is Amazon or its subsidiaries. O course, should business goals change requiring nore

resources, Amazon will closely review any expansion plans, and plan for additional financial,
technical, and team nenber support to put the Registry in the best position for success. .
We will also require our registrar to i nplenment appropriate privacy policies reflecting the high

standards that we operate. For information on our Privacy Policies, please see:
http:~-~www.amazon.com-gp-help-customer~display.html-ref=footer privacy?ie=UTF8&nodeld=468496

29.4 Addi tional Mechani sm that exceed requirenents -

Rights protection is at the core of Amazon's objective in applying for this registry. Therefore
we are committed to providing the followi ng additional mechani sns:

29.4.1 Registry Legal WManager

Amazon wi Il appoint a Legal Manager to ensure that we are conpliant with | CANN policies. The

Legal Manager will also handle all disputes relating to RPMs.  This will involve eval uating
conpl aints, working with external |egal counsel and |aw enforcenent, and resolving disputes. The
Legal Manager will also liaise with external stakeholders including URS and UDRP panel providers,

the TMCH operator and trademark hol ders as needed.

29.4.2 Rights Protection Help Line

Amazon will rmaintain a Rights Protection Help Line. Calls to this Iline will be allocated a Case
Nurmber and the following details will be recorded: (i) the contact details of the conplainant;
(ii) the dommin nane that is the subject of the conplaint or query; (iii) the registered right,
if any, that is associated with the request; and (iv) an explanation of the concerns.

An initial response to a query or conplaint will be made within 24 hours. The Rights Protection
Hello Line will be in place on Day One of the registry. The cost of the Rights Help Line is
reflected in the Projections Tenplates provided at Question 46 as part of on-going registry

nmai nt enance costs.

The aim of the Rights Protection Help Line is to assist third parties in understanding the

m ssion and purpose of our registry and to see if a resolution can be found that is quicker and
easier than the filing of a UDRP or URS conpl aint.

The Legal Manager will oversee the Rights Protection Help Line.

29.4.3 Registrar Accreditation

Amazon will audit the performance of our registrar every six nonths and re-validate our Registry-
(I;%egl strar Agreenents annually. Qur audits will include site visits to ensure the security of
ata etc.

29.4.4 Audits of registration records

Every three nonths, whichever is the nmost of 250 or 2% of the total of domain nanes registered in
that period will be reviewed by our registrar to ensure accurate registration records and use
that 1s conpliant with our Acceptable Use guidelines.

29.4.5 Maintenance of Registry Wbsite

Amazon will create a website for all our registries and we will nake it easy for third parties

i ncl udi nP representatives of |law enforcenent to contact us by featuring our full contact details
(physical, email address and phone nunber).

29.4.6 dick Wapping our Terns & Conditlions

Al t hough only Amazon and its subsidiaries can register donain nanes in our reg%i stry, we will
bring to the attention of requestors of domain nanes the Terns & Conditions of registration and,
especi ally, Acceptable Use ternms through dick Wapping.

29.4.7 Annual Report

Amazon w |l publish an Annual Report on Rights Protection in our registries on our Registry
V\ébsited This will include relevant statistics and it will outline all cases and how they were
resol ved.

29.4.8 Contacts with WPO and other DRS providers ) .

Amazon will invite representatives of WPO and other DRS providers to review our RPM and to make

suggestions on any inprovenents that we night nake after the first full year of operation.
29.4.9 Registrant Pre-Verification



Al'l requests for registration will be verified by our registrar to ensure that they cone from a
legitimate representative of Amazon or our subsidiaries. A record of the request will be kept in
our on-line domai n managenent consol e including the requestor’s enmil address and ot her contact
i nformati on.

29.4.10 Take down Procedures

Amazon has descri bed Takedown Procedures for domains supporting Abusive Behaviours in Question
28. Wt think this is very unlikely in a registry where only Amazon or its subsidiaries are
registrants but we will reserve the right to termnate a registration and to take down al

associ ated services after a review by our Legal Manager if a takedown for reasons of rights
protection is requested by |law enforcement, a representative of a court we recognise etc
29.4.11 Speed of Response

Wher ever possible, as outlined above, Amazon conmitted to a response within 24 hours of a
conpl ai nt being nade. This exceeds the guidelines for the UDRP and the URS

Pl ease note that in the above answer the ternms “We”, “Qur” and “Amazon” may refer to either the
applicant Amazon EU S.a r.l. or Amazon.com lnc., the ultinmate parent.

30(a). Security Policy: Summary of the security policy for the proposed registry

Amazon EU S.a r.|l. and our back-end operator, Neustar, recognize the vital need to secure the
systenms and the integrity of the data in conmercial solutions. The .SONG registry solution wll
| everage industry-best security practices including the consideration of physical, network,
server, and application el erents.
Neustar’'s apﬁroach to information security starts with conprehensive information security
policies. These are based on the industry best practices for security including SANS (SysAdm n,
Audit, Network, Security) Institute, NI ST (National Institute of Standards and Technol ogy), and
Center for Internet Security (CIS). Policies are reviewed annually by Neustar’'s information
securltY t eam

o]

Thelfg] wing is a summary of the security policies that will be used in the .SONG registry,
i ncl udi ng:

1. Summary of the security policies used in the registry operations

2. Description of independent security assessments

3. Description of security features that are appropriate for .SONG

4. List of commitnents nade to registrants regardi ng security |evels

Al'l of the security policies and levels described in this section are appropriate for the .SONG
registry
30.(a).1 Sumary of Security Policies

Neustar, Inc. has devel oped a conprehensive Information Security Programin order to create
effective adm nistrative, technical, and physical safeguards for the protection of its
information assets, and to comply with Neustar's obligations under applicable law, regulations,
and contracts. This Program establishes Neustar's policies for accessing, collecting, storing,
using, transmtting, and protecting electronic, paper, and other records containing sensitive
i nformati on.
The Program defi nes:

The policies for internal users and our clients to ensure the safe, organized and fair
use of information resources

The rights that can be expected with that use.

The standards that nmust be net to effectively conply with policy.

The responsibilities of the owners, maintainers, and users of Neustar’s information
resour ces.

Rul es and principles used at Neustar to approach information security issues

The follow ng policies are included in the Program

1. AcceFtable Use Policy

The Acceptable Use Policy provides the “rules of behavior” covering all Neustar Associates for
usi ng Neustar resources or accessing sensitive information.

2. Informati on R sk Managenent Policy

The Information R sk Managenent Po[icY descri bes the requirenments for the on-going information
securltY ri sk managenent program including def|n|nﬁ roles and responsibilities for conducting
and eval uating risk assessments, assessments of technol ogies used to provide information security
and nmonitoring procedures used to neasure policy conpliance.

3. Data Protection Policy

The Data Protection Policy Provides the requirenents for creating, storin?, transmtting,

di scl osi ng, and disposing of sensitive information, including data classification and | abeling
requirenents, the requirenents for data retention. Encryption and related technol ogi es such as
digital certificates are also covered under this policy.

4, Third PartY Pol i cy

The Third Party Policy provides the requirenents for handling service provider contracts,
including specifically the vetting process, required contract reviews, and on-going nonitoring of
service providers for policy conpliance.

5. Security Awareness and Trainin? Pol i cy

The Security Awareness and Training Policy provide the requirenents for managi ng the on-going
awareness and training programat Neustar. This includes awareness and training activities



provided to all Neustar Associ ates.

6. I nci dent Response Policy

The Incident Response Policy provides the requirenments for reacting to reports of potenti al )
security policy violations. This policy defines the necessary steps for identifying and reporting
security i1 ncidents, renediation of problenms, and conducting “lessons | earned” post-nortemreviews
in order to provide feedback on the effectiveness of this Program Additionally, this policy
contains the requirenment for reporting data security breaches to the appropriate authorities and
to the public, as required by law, contractual requirenments, or regulatory bodies.

7. Physi cal and Environnmental Controls Policy

The Physical and Environment Controls Policy provides the requirenments for securely storing
sensitive information and the supﬂorting i nformation technol ogy equi prent and infrastructure.
This policy includes details on the storage of paper records as well as access to conputer
systens and equi pnent | ocations by authorized personnel and visitors.

8. Privacy Policy

Neustar supports the right to privacy, including the rights of individuals to control the

di ssem nation and use of personal data that describes them their personal choices, or life
experiences. Neustar supports donestic and international |laws and regul ations that seek to
protect the privacy rights of such individuals.

9. Identity and Access Managenent Policy

The Identity and Access Managenment Policy covers user accounts (login ID nam ng convention,
assignment, authoritative source) as well as ID lifecycle (request, approval, creation, use
suspension, deletion, review), including provisions for system-application accounts, shared-group
accounts, guest/public accounts, temporary-emergency accounts, administrative access, and remote
access. This policy also includes the user password policy requirenments.

10. Net wor k Securitr Pol i cy

The Network Security Policy covers aspects of Neustar network infrastructure and the technica
controls in place to prevent and detect security policy violations.

11. Pl at ornlsecuritY Pol i cy

The Platform Security Policy covers the requirenents for configuration nmanagement of servers,
shared systens, applications, databases, m ddle-ware, and desktops and | aptops owned or operated
by Neustar Associ ates.

12. Mobi | e Device Security Policy

The Mobile Device Policy covers the requirenents specific to nobile devices with information
storage or processing capabilities. This policy includes |aptop standards, as well as

requi renents for PDAs, nobile phones, digital caneras and nusic players, and any other renovable
device capable of transmitting, processing or storing information.

13. Vul nerability and Threat Managerment Policy

The Vulnerability and Threat Managenent Policy provides the requirenments for patch nanagenent,
vul nerability scannin%, penetration testing, threat nmanagenment (nodeling and nonitoring) and the
appropriate ties to the R sk Management Policy.

14. Monitoring and Audit Policy

The Mnitoring and Audit Policy covers the details regarding which tyPes of computer events to
record, how to nmaintain the logs, and the roles and responsibilities for how to review, nonitor,
and respond to log information. This policy also includes the requirements for backup, archival
reporting, forensics use, and retention of audit |ogs.

15. Proj ect and System Devel opnent and Mai ntenance Policy

The System Devel opnent and Mai ntenance Policy covers the mninum security requirenments for al
software, application, and system devel opnent perforned by or on behalf of Neustar and the

m ni mum security requirenents for maintalning | nfornmation systens.

30. (a).2 Independent Assessnent Reports
Neustar | T Operations is subject to yearly Sarbanes- Oxl ey éSCM), Statenment on Auditing Standards
#70 (SAS70) and |1SO audits. Testing of controls inplenmented by Neustar nmanagenent in the areas of
access to prograns and data, change managenent and I T Operations are subject to testing by both
internal and external SOX and SAS/0 audit groups. Audit Findings are comunicated to process
owners, Quality Managenment G oup and Executive Managenent. Actions are taken to nmake process
adj ustnments where required and renediation of issues is nonitored by internal audit and QM
groups.
External Penetration Test is conducted by a third party on a yearly basis. As authorized by
Neustar, the third party perfornms an external Penetration Test to review potential security
weaknesses of network devices and hosts and denonstrate the inpact to the environnent. The
assessnent is conducted renotely fromthe Internet with testing divided into four phases:

A network survey is perforned in order to gain a better know edge of the network that was
being tested

Vul nerability scanning is initiated with all the hosts that are discovered in the
previ ous phase

Identification of key systems for further exploitation is conducted

Exploitation of the i1dentified systens is attenpted
Each phase of the audit is supported by detail ed docunentation of audit procedures and results.
Identified vulnerabilities are classified as high, mediumand low risk to facilitate managenent’s
prioritization of renediation efforts. Tactical and strategic recomendati ons are provided to
managenent supported by reference to industry best practices.
30.(a).3 Augnented Security Levels and Capabilities
There are no increased security levels specific for .SONG However, Neustar wll provide the
same high level of security provided across all of the registries it manages.
A key to Neustar’'s Operational success is Neustar’s highly structured operations practices. The
standards and governance of these processes:

I ncl ude annual independent review of information security practices

I ncl ude annual external penetration tests by a third party

Conformto the 1SO 9001 standard (Part of Neustar’'s |1SO based Quality Minagenment System

Are aligned to Informati on Technology Infrastructure Library (ITIL) and CoBI T best



practices
Are aligned with all aspects of 1SO IEC 17799 )
Are in conpliance with Sarbanes-Oxley (SOX) requirenments (audited annually)
) Are focused on continuous process inprovenent (netrics driven with product scorecards
revi ewed nonthly).
A summary view to Neustar’s security policy in alignnment with 1SO 17799 can be found in section
30.(a).4 bel ow.
30.(a).4 Commitments and Security Levels ) )
The .SONG registry commits to high security levels that are consistent with the needs of the TLD.
These commi t nents i ncl ude:

Conpliance with H gh Security Standards
Security procedures and Fractices that are in alignment with |1SO 17799
Annual SOC 2 Audits on all critical registry systens
Annual 3rd Party Penetration Tests
Annual Sarbanes Oxley Audits

Hi ghly Devel oped and Docunent Security Policies

Compliance with all provisions described in section 30.(a).4 below and in the attached
security policy docunent.

Resources necessary for providing information security

Ful |y docurmented security policies

Annual security training for all operations personnel

H gh Levels of Registry Security
Mul ti pl e redundant data centers
H gh Availability Design
Architecture that includes multiple |ayers of security
Diversified firewall and networking hardware vendors
Multi -factor authentication for accessing registry systens
Physi cal security access controls
A 24x7 manned Network Operations Center that nonitors all systens and applications
A 24x7 manned Security Operations Center that nonitors and mitigates DDoS attacks
DDoS mitigation using traffic scrubbing technol ogies

© Internet Corporation For Assigned Names and Numbers.



<

ICANN
New gTLD Application Submitted to ICANN by: Amazon EU S.ar.l.

String: TUNES
Originally Posted: 13 June 2012

Application ID: 1-1317-30761

Applicant Information

1. Full legal name

Amazon EU S.a r.|.

2. Address of the principal place of business

Contact Information Redacted

3. Phone number

Contact Information Redacted

4. Fax number

Contact nformation Redacted

5. If applicable, website or URL



http:--www.amazon.com~

Primary Contact

6(a). Name

Ms. Lorna Jean G adden

6(b). Title

Qperations Director

6(c). Address

6(d). Phone Number

Con ac nforma ion Redac ed

6(e). Fax Number

Contact nformation Redacted

6(f). Email Address

Contact Information Redacted

Secondary Contact

7(a). Name

Ms. Dana Brown Northcott

7(b). Title



Associ ate CGeneral Counsel, |IP

7(c). Address

7(d). Phone Number

Contact nformation Redacted

7(e). Fax Number

Contact nformation Redacted

7(f). Email Address

Contact Informat on Redacted

Proof of Legal Establishment

8(a). Legal form of the Applicant

Corporation (Société a responsabilité limtée)

8(b). State the specific national or other jursidiction that defines the type of entity
identified in 8(a).

Luxenbour g

8(c). Attach evidence of the applicant's establishment.

Attachnents are not displayed on this form

9(a). If applying company is publicly traded, provide the exchange and symbol.



9(b). If the applying entity is a subsidiary, provide the parent company.

Amazon Europe Hol di ng Technologies S.C. S. (AEHT) owns 100% of Amazon EU S.a r.l. AEHT is held by
one unlinmited partner, Amazon Europe Hol dings, Inc. and two linmited partners, Amazon.com Inc.
and Amazon.com Int’'l Sales, Inc.

9(c). If the applying entity is a joint venture, list all joint venture partners.

Amazon EU S.a r.l. is not a joint venture.

Applicant Background

11(a). Name(s) and position(s) of all directors

[Al'l an Lyal | |[Manager |
[Eric Laurent Broussard |[Manager |
[Eva Charlotte Gehlin |[Manager |
|Gregory WIliam G eel ey|[Manager |
[John Tinothy Leslie |[Manager |

11(b). Name(s) and position(s) of all officers and partners

[Al'l an Lyal | [[Manager |
[Eric Laurent Broussard |[Manager |
[Eva Charlotte Gehlin |[Manager |
|Gregory WIliam G eel ey|[Manager |
[John Tinothy Leslie |[Manager |

11(c). Name(s) and position(s) of all shareholders holding at least 15% of shares

||Amazon Eur ope Hol di ng Technol ogies S.C.S.|[Not Appli cabl e||

11(d). For an applying entity that does not have directors, officers, partners, or
shareholders: Name(s) and position(s) of all individuals having legal or executive
responsibility

Applied-for gTLD string



13. Provide the applied-for gTLD string. If an IDN, provide the U-label.

TUNES

14(a). If an IDN, provide the A-label (beginning with "xn--").

14(b). If an IDN, provide the meaning or restatement of the string in English, that is, a
description of the literal meaning of the string in the opinion of the applicant.

14(c). If an IDN, provide the language of the label (in English).

14(c). If an IDN, provide the language of the label (as referenced by ISO-639-1).

14(d). If an IDN, provide the script of the label (in English).

14(d). If an IDN, provide the script of the label (as referenced by ISO 15924).

14(e). If an IDN, list all code points contained in the U-label according to Unicode
form.

15(a). If an IDN, Attach IDN Tables for the proposed registry.

Attachnents are not displayed on this form

15(b). Describe the process used for development of the IDN tables submitted,
including consultations and sources used.



15(c). List any variant strings to the applied-for gTLD string according to the relevant
IDN tables.

16. Describe the applicant's efforts to ensure that there are no known operational or
rendering problems concerning the applied-for gTLD string. If such issues are
known, describe steps that will be taken to mitigate these issues in software and
other applications.

Neustar, Amazon EU S.a r.l.'s provider of back end registry services, confirms that it does not
anticipate any problens in the operation or rendering of this ASCII string. The string conforns
to accepted standards and poses no threat to the operational security and stability of the

I nternet.

17. (OPTIONAL) Provide a representation of the label according to the International
Phonetic Alphabet (http://www.langsci.ucl.ac.uk/ipa/).

Mission/Purpose

18(a). Describe the mission/purpose of your proposed gTLD.

Founded in 1994, Anmmzon opened on the Wrld Wde Wb in July 1995 and today offers Earth’s

Bi ggest Sel ection. Amazon seeks to be Earth’s npbst custoner-centric conpany, where custoners can
find and discover anything they mght want to buy online, and endeavors to offer its custoners
the | owest possible prices. Amazon and other sellers offer nmllions of unique new, refurbished
and used itens in categories such as Books; Myvies, Misic & Ganes; Digital Downl oads; Electronics
& Computers; Home & Garden; Toys, Kids & Baby; Gocery; Apparel, Shoes & Jewelry; Health &
Beauty; Sports & Qutdoors; and Tools, Auto & Industrial. Amazon Wb Services provides Anazon’s
devel oper customers with access to in-the-cloud infrastructure services based on Anmazon’s own
back-end technology platform which developers can use to enable virtually any type of business.
The new | atest generation Kindle is the lightest, nost conpact Kindle ever and features the sane
6-inch, nost advanced el ectronic ink display that reads |ike real paper even in bright sunlight.
Ki ndl e Touch is a new addition to the Kindle famly with an easy-to-use touch screen that nakes
it easier than ever to turn pages, search, shop, and take notes — still with all the benefits of
the nost advanced el ectronic ink display. Kindl e Touch 3Gis the top of the line e-reader and
offers the same new design and features of Kindle Touch, with the unparalleled added conveni ence
of free 3G Kindle Fire is the Kindle for novies, TV shows, nusic, books, nmgazi nes, apps,
games and web browsing with all the content, free storage in the Amazon d oud, Whi spersync,
Amazon Silk (Amazon’s new revolutionary cloud-accel erated web browser), vibrant color touch
screen, and powerful dual -core processor.

The m ssion of the . TUNES registry is:

To provide a unique and dedicated platform for Amazon while sinultaneously protecting the
integrity of its brand and reputation.

A . TUNES registry will:

. Provi de Amazon with additional controls over its technical architecture, offering a
stabl e and secure foundation for online conmunication and interaction.

. Provi de Amazon a further platform for innovation.

. Enabl e Amazon to protect 1ts intellectual property rights.

18(b). How do you expect that your proposed gTLD will benefit registrants, Internet



users, and others?

The . TUNES registry will benefit registrants and internet users by offering a stable and secure
foundation for online communication and interaction.

What is_thg goal of your proposed gTLD in ternms of areas of specialty, service levels or
reputation?
Amazon intends for its new . TUNES gTLD to provide a unique and dedicated platform for stable and

secure online conmmunication and interaction. The .TUNES registry will be run in line with
current industry standards of good registry practice. . o
VWhat do you anticipate your proposed gTLD will add to the current space in terns of conpetition,

differentiation or innovation? ) ) )
AmPfon val ues the opportunity to be one of the first conpanies to own a gTLD. A .TUNES registry
will:

. Provi de Amazon with additional controls over its technical architecture, offering a
stabl e and secure foundation for online conmunication and interaction.

. Provi de Amazon a further platform for innovation.

. Enabl e Amazon to protect 1ts intellectual property rights.

What goal s does your proposed ¢gTLD have in terns of user experience?

Amazon intends for its new . TUNES gTLD to provide a uni que and dedicated platform for stable and
secure online comunication and interaction.

Provi de a conplete description of the applicant’s intended registration policies in support of the
goal s above

Amazon’s Intellectual Property group will be responsible for the devel opnment, mai ntenance and
enforcenent of a Domain Management Policy. The Domain Managenment Policy will define (i) the

rules associated with eligibility and domain nanme allocation, (ii) the license terns governing
the use of a . TUNES domain nane, and (iii) the dispute resolution policies for the . TUNES gTLD
Amazon will continually update the Domai n Managenment Policy as needed to reflect Anmazon’s business
goal s and, where appropriate, |CANN consensus policies.

Regi stration of a domain nane in the .TUNES registry will be undertaken in four steps: i[
Elirgibility Confirmation, (ii) Naming Convention Check, (iii) Acceptable Use Review, an iv)
Registration. Al domains in the . TUNES registry will remain the property of Amazon

For exanple, on the rules of eligibility, each applied for character string nust conformto the
.TUNES rules of eligibility. Each .TUNES nane nmnust:

be at least 3 characters and no nore than 63 characters |ong

not contain a hyphen on the 3rd and 4th position (tagged domai ns)

contain only letters (a-z), nunbers (0-9) and hyphens or a conbination of these

start and end with an al phanunmeric character, not a hyphen

not match any character strings reserved by | CANN

not match any protected country nanes or geographical terns

Addi tionally:

. Internationalized domain names (IDN) nay be supported in the . TUNES registry at the
second | evel.

. The . TUNES registry will resPect third party intellectual property rights.

. _ . TUNES domai ns may not be del egated or assigned to third party organizations,
institutions, or individuals. ) )
. Al'l . TUNES donmains will carry accurate and up-to-date registration records.

Amazon’'s Intellectual Property group reserves the right to revoke a license to use a . TUNES
gorain nane, at any tinme, if any use of a .TUNES domain nane viol ates the Donmmi n Managemnent
ol i cy.
W | iour proposed gTLD i npose any neasures for protecting the privacy of confidentia
informati on of registrants or users?
Yes. Anmazon will inplenent appropriate privacy policies respecting requirements of |oca
jurisdictions. For exanple, Amazon is a participant in the Safe Harbor program devel oped by the
U S. Departnent of Comerce and the European Union
EEchibeomhether and in what ways outreach and conmunications will help to achi eve your projected
enefits?”
There is no foreseeable reason for Amazon to undertake public outreach or mass comunication
abort its new gTLD registry because donains will be provisioned in line with Amazon' s busi ness
goal s.

18(c). What operating rules will you adopt to eliminate or minimize social costs?

Amazon intends to initially provision a relatively small number of domains in the . TUNES registry
to support the business goals of Amazon. These initiatives should not inpose social costs of any
type on consuners.

How wi Il nultiple applications for a particular domain be resolved, for exanple, by auction or on
a first cone first served basis?

Applications from Amazon and its subsidiaries for domains in the . TUNES registry will be

consi dered by Amazon’'s Intellectual Property group and allocated in line with Amazon' s business
goals. The .TUNES registry will not be promoted by hundreds of registrars simultaneously, so
there will not be nultiple-applications for a particular domain

Expl ain any cost benefits for registrants you intend to inplenent (e.g. advantageous pricing,
i ntroductory discounts, bulk registration discounts).



Domains in the . TUNES registry will rovi sioned to support the business goals of Ammzon
A@cordin% “cost benefits” may be exp ored depending on the business goals of Amazon. Amazon
shares the goals of enhancing custoner trust and choice.

The Registry Agreenent requires that registrars be offered the option to obtain initial domain
nanme registrations for periods of one to ten years at the discretion of the registrar, but no
greater than 10 years Additional ly the Registry Agreenent requires advance witten notice of

price increases. Do you intend to nmake contractual commitnents to registrants regarding the
nmagni tude of price escalation?
The Domai n Managenent Policy will include the costs and benefits of Amazon's uni que and dedicated

platform for stable and secure online conmunication and interaction.

Community-based Designation

19. Is the application for a community-based TLD?

No

20(a). Provide the name and full description of the community that the applicant is
committing to serve.

20(b). Explain the applicant's relationship to the community identified in 20(a).

20(c). Provide a description of the community-based purpose of the applied-for
gTLD.

20(d). Explain the relationship between the applied-for gTLD string and the
community identified in 20(a).

20(e). Provide a description of the applicant's intended registration policies in
support of the community-based purpose of the applied-for gTLD.

20(f). Attach any written endorsements from institutions/groups representative of the
community identified in 20(a).

Attachnents are not displayed on this form



Geographic Names

21(a). Is the application for a geographic name?

No

Protection of Geographic Names

22. Describe proposed measures for protection of geographic names at the second
and other levels in the applied-for gTLD.

Amazon EU S.a r.l., with support of its ultinmate parent conpany, Anmazon.com Inc. (collectively

referred to in this response throughout as “Amazon”), is committed to nanagi ng the . TUNES

registry in full conpliance with all applicable |aws, consensus policies, 'CANN guidelines, RFCs

and the Specifications of the Registry Agreenment. In the managenent of domain names in the

. TUNES registrK, based on GAC advice and Specification 5 Amazon intends to block frominitial

registration those country and territory names contained in the following lists:

1 The short form (in English) of all countrx and territory nanes contained on the |1SO 3166-
e

1 list, as updated fromtine to time, including t Eur opean Uni on; and

2. The United Nations Goup of Experts on Ceographical Nanes, Technical Reference Manual for
the Standardization of Geographical Nanmes, Part [l Nanes of Countries of the Wrld; and
3. The list of United Nations nmenber states in 6 official United Nations |anguages prepared

by the Wrking Goup on Country Names of the United Nations Conference on the Standardization of
Geogr aphi cal Nanes.

The process for reserving these names, and hence blocking them fromregistration, will be agreed
to wth our technical service provider Neustar. _ )
Because the . TUNES registry will be a single entity registry and for purposes which serve

Amazon' s strategi c business aims, the reserved nanmes cannot be offered to CGovernments or other
official bodies for their own use as this would conflict with the m ssion and purpose of the

gTLD.  However, for the same reason, they will not be offered to third parties. )
The . TUNES registry only provides for the registration of names at the second level. No third
| evel domains will be delegated at the registry level. It is consistent with GAC advice that

Amazon may choose to create sub domains using country names or abbreviations at the third |evel
For exanple, Amazon may register information.tunes and its internal users nay create sub domains
such as us.information.tunes or uk.information.tunes.

Amazon may al so use a folder structure to represent country nanes in its URLs, while the block
exists at the second level. For example, information.tunes-germany or information.tunes-uk.

We imagi ne that over time, there will be demand from brand gTLDs l[eading to the devel opnent of a
st andardi zed process for requesting GAC review and | CANN approval for the rel ease of country and
territory nanes for registration by the Registry Qperator en the registry is a single entity
reglstry: When such a process is in place, Amazon expects to apply for the release of country
and territory nanes within . TUNES

Registry Services

23. Provide name and full description of all the Registry Services to be provided.

23.1 Introduction

Amazon EU S.a r.l. has elected to partner with Neustar, Inc. to provide back-end services for the
. TUNES registry. In making this decision, Arazon EU S.a r.|. recognized that Neustar already
possesses a production-proven registry systemthat can be quickly deployed and snmoothly operated



over its robust, flexible, and scalable world-class infrastructure. The existing registry
services will be leveraged for the . TUNES registry. The follow ng section describes the registry
services to be provided.
23.2 Standard Techni cal and Busi ness Conponents
Neustar will provide the highest |evel of service while delivering a secure, stable and
conprehensive registry platform Amazon EU S.a r.l. will use Neustar’s Registry Services
platformto deploy the . TUNES registry, by providing the followi ng Registry Services (none of
these services are offered in a manner that is unique to . TUNES.

Regi st rgl Regi strar Shared Registration Service (SRS)

Ext ensi bl e Provi si oniDr,l% Prot ocol (EPP)
Domai n Name System ( )

VWHA S

DNSSEC

Dat a Escrow

Di ssem nation of Zone Files using Dynam c Updates

Access to Bul k Zone Files

Dynam ¢ WHO S Updat es

| Pv6 Support

Ri ghts Protecti on Mechani sns

I nternationalized Domain Nanmes (| .
yplg% following is a description of each of the services.
Neustar’s secure and stable SRS is a production-proven, standards-based, highly reliable, and
hi gh—Perfor mance domain nane registrati on and management system The SRS includes an EPP
interface for receiving data fromregistrars for the purpose of provisioning and managi ng domain
Egges and name servers. The response to Question 24 provides specific SRS Information.
The . TUNES registry will use the Extensible Provisioning Protocol (EPP) for the provisioning of
domai n nanes. The EPP inplenmentation will be fully conpliant with all RFCs. Registrars are
provided with access via an EPP APl and an EPP based Wb GUI . Wth nore than 10 gTLD, ccTLD,
and private TLDs inplenentations, Neustar has extensive experience building EPP-based registries.
éﬂgiti onal discussion on the EPP approach is presented in the response to Question 25.

Amazon EU S.a r.l. will leverage Neustar’'s world-class DNS network of geographically distributed
naneserver sites to provide the highest |evel of DNS service. The service utilizes “Anycast”
routing technol ogy, and supports both |Pv4 and | Pv6. The DNS network is highly proven, and
currently provides service to over 20 TLDs and thousands of enterprise conpanies. Additional
{erlfaorsnatlon on the DNS solution is presented in the response to Questions 35.
Neustar’s existing standard WHO S solution will be used for .TUNES. The service provides
supports for near real -tinme dynam c updates. The design and construction is agnostic with regard
to data display policy is flexible enough to accommpdate any data nodel. In addition, a
searchable WHO' S service that conplies with all I CANN requirenents will be provided. The
following WHO S options will be provided:
Standard WHO' S (Port 43)
Standard WHO S (Web)
Sear chabl e WHO S (\Web)
DNSSEC
An RFC conpliant DNSSEC inplementation will be provided using existing DNSSEC capabilities.
Neustar is an ex?erlenced provi der of DNSSEC services, and currently manages signed zones for
three Iarge top level domains: .biz, .us, and .co. Registrars are provided with the ability to
submt and manage DS records using EPP, or through a web GUI. Additional information on DNSSEC,
i ncludi ng the managenent of security extensions Is found in the response to Question 43.
Dat a Escrow
Data escrow will be perforned in conpliance with all |ICANN requirenents in conjunction with an
approved data escrow provider. The data escrow service will:

Protect against data |oss

Fol I ow i ndustry best practices

Ensure easy, accurate, and tinmely retrieval and restore capability in the event of a
hardware failure

M ni m zes the inpact of software or business failure.
Additional information on the Data Escrow service is provided in the response to Question 38.
Di ssem nation of Zone Files using Dynamic Updates
Di ssem nation of zone files will be provided through a dynam c, near real -tinme process. Updates
will be perfornmed within the specified performance |evels. The ;t))roven technol ogy ensures that
updates pushed to all nodes within a few mnutes of the changes being received by the SRS.
Additional information on the DNS updates nmay be found in the response to Question 35.
Access to Bul k Zone Files
Amazon EU S.a r.l. will provide third party access to the bulk zone file in accordance with
specification 4, Section 2 of the Registry Agreenent. Credentialing and dissemination of the
zone files will be facilitated through the Central Zone Data Access Provider.
Dynami ¢ WHO S Updat es
Updates to records in the WHO S database will be provided via dynamic, near real -tine updates.
Guar ant eed delivery nessage oriented mddl eware is used to ensure each individual WHO S server is
refreshed with dynam ¢ updates. This conponent ensures that all WHO S servers are kept current
as changes occur in the SRS, while also decoupling WHO S fromthe SRS. Additional information on
WHO S updates is presented in response to Question 26.
| Pv6 Support
The . TUNES registry will provide |IPv6 support in the following registry services: SRS, WHO S,
and DNS~DNSSEC. In addition, the registry supports the provisioning of IPv6 AAAA records. A
detail ed description on |Pv6 is presented in the response to Question 36.



Required Rights Protecti on Mechani sms
Amazon EU S;a r.l. will provide all |ICANN required Ri ghts Mechani sns, including:
Trademark Cl ainms Service _
Trademar k Post - Del egati on Di spute Resol ution Procedure (PDDRP)
Regi strati on Restriction Dispute Resol ution Procedure (RRDRP)
UDRP
URS _
Sunri se service
More information is presented in the response to Question 29.
Internationalized Domain Nanes (IDN)

IDN registrations are Provided in full conpliance with the IDNA protocol. Neustar possesses
extensi ve experience offering IDN registrations in nunerous TLDs, and its IDN inplenentation uses
advanced tec nolp?y to accommodat e the uni que bundling needs of certain |anguages. Character
mappi ngs are easily constructed to block out characters that nmay be deemed as confusing to users.
A detall ed description of the IDN inplenentation is presented in response to Question 44.

23.3 Uni que Services

Amazon EU S.a r.l. will not be offering services that are unique to . TUNES.

23.4 Security or Stability Concerns

Al'l services offered are standard registry services that have no known security or stabilitg
pogcerns. Neustar has denobnstrated a strong track record of security and stability within the

i ndustry.

Demonstration of Technical & Operational Capability

24. Shared Registration System (SRS) Performance

24.1 Introduction
Amazon EU S.a r.l. has partnered with Neustar, Inc., an experienced TLD registry operator, for
the operation of the . TUNES Registr%. Amazon EU S.a r.l. Is confident that the plan in place for
the operation of a robust and reliable Shared Registration System (SRS) as currently provided by
Neustar will satisfy the criterion established by | CANN.
Neustar built its SRS fromthe ground up as an EPP based platform and has been operatinP it
reliably and at scale since 2001. The software currently provides registry services to five TLDs
(.Blz, .US, TEL, .CO and .TRAVEL% and is used to provide gateway services to the .CN and . TW
registries. Neustar’'s state of the art registrY has a proven track record of being secure,
stgble, and robust. It manages nore than 6 nillion domains, and has over 300 registrars connected
t oday.
The followi ng describes a detailed plan for a robust and reliable SRS that nmeets all | CANN
requi renents including conpliance with Specifications 6 and 10
24.2 The Plan for Operation of a Robust and Reliable SRS
H gh-1evel SRS System Description
The SRS to be used for .TUNES will |everage a production-proven, standards-based, highly
reliable and high-performance domain nane registration and managenent systemthat fully meets or
exceeds the requirenents as identified in the new gTLD Application Gui debook
The SRS is the central conponent of any registry i mpl enentation and its quality, reliability and
capabilities are essential to the overall stability of the TLD. Neustar has a documented history
of deploying SRS inplenmentations with proven and verifiable performance, reliability and
availability. The SRS adheres to all i1ndustry standards and protocols. By |everaging an existing
SRS platform Amazon EU S.a r.|l. is mtigating the significant risks and costs associated with
t he devel opnent of a new system Highlights of the SRS include

State-of -the-art, production proven nulti-Ilayer design

Ability to rapidly and easily scale fromlow to high volunme as a TLD grows

Ful ly redundant architecture at two sites

Support for IDN registrations in conpliance with all standards

Use by over 300 Registrars

EPP connectivity over |Pv6

Per f ormance bei ng neasured using 100% of all production transactions (not sanpling).

SRS Systens, Software, Hardware, and Interoperability

The systens and software that the registry operates on are a critical elenment to providing a high
quality of service. If the systens are of poor quality, if they are difficult to nmaintain and
operate, or if the registry personnel are unfamliar with them the registry will be prone to
outages. Neustar has a decade of experience operating registry infrastructure to extrenely high
service level requirements. The infrastructure is designed using best of breed systenms and
software. Much of the application software that perforns registry-specific operations was

devel oped by the current engineering teamand a result the teamis intimately famliar with its
oper at i ons.

The architecture is highly scal able and provides the sane high level of availability and



performance as volunes increase. It conbines | oad bal ancing technol ogy with scal abl e server
technol ogy to provide a cost effective and efficient nmethod for scaling.
The Registr% is able to limt the ability of any one registrar from adversely inpacting other
registrars by consum ng too many resources due to excessive EPP transactions. The system uses
network |layer 2 |evel packet shaping to limt the nunber of sinultaneous connections registrars
can open to the protocol |ayer.
Al interaction with the Re?istry is recorded in log files. Log files are generated at each |ayer
of the system These log files record at a m ni num

The | P address of the client

Ti nesta

Transaction Details

Processing Tine.
In addition to logging of each and every transaction with the SRS Neustar nmintains audit
records, in the database, of all transformational transactions. These audit records allow the
Regi stry, in support of Amazon EU S.a r.l., to produce a conplete history of changes for any
domai n nane.
SRS Desi gn
The SRS Incorporates a nulti-layer architecture that is designed to nitigate risks and easily
scale as volunes increase. The three |layers of the SRS are:

Prot ocol Layer

Busi ness Policy Layer

Dat abase.
Each of the layers is described bel ow.
Prot ocol Layer
The first layer is the protocol l|ayer, which includes the EPP interface to registrars. It
consists of a high availability farm of |oad-bal anced EPP servers. The servers are designed to be
fast processors of transactions. The servers perform basic validations and then feed information
to the business policy engines as described bel ow The protocol layer is horizontally scal able as
dictated by vol une.
IhflEPP servers authenticate against a series of security controls before granting service, as
ol | ows:

The registrar’s host exchanges keys to initiates a TLS handshake session with the EPP
server.

The registrar’s host nust provide credentials to determ ne proper access |evels.

o The registrar’s | P address must be preregistered in the network firewalls and traffic-

shapers.
BusPness Pol i cy Layer
The Busi ness Policr Layer is the “brain” of the registry system Wthin this layer, the policy
engi ne servers performrul es-based processing as defined through configurable attributes. This
process takes individual transactions, applies various validation and policy rules, persists data
and di spatches notification through the central database in order to publish to various externa
systenms. External systens fed by the Business Policy Layer include backend processes such as
dynam c update of DNS, WHO S and Billing.
Simlar to the EPP protocol farm the SRS consists of a farm of application servers within this
| ayer. This design ensures that there is sufficient capacity to process every transaction in a
manner that nmeets or exceeds all service level requirenents. Some registries couple the business
logic layer directly in the protocol layer or within the database. This architecture linmits the
ability to scale the registry. Using a decoupled architecture enables the |oad to be distributed
anong farns of inexpensive servers that can be scaled up or down as dermand changes.
The SRS today processes over 30 million EPP transactions daily.
Dat abase
The database is the third core conponents of the SRS The primary function of the SRS dat abase
is to provide highly reliable, ﬁersistent storage for all registry information required for
domain registration services. The database is highly secure, with access limted to transactions
from authenticated registrars, trusted application-server processes, and highly restricted access
by the registry database adm nistrators. A full description of the database can be found in
response to Question 33.
Figure 24-1 depicts the overall SRS architecture including network conponents.

Nurmber of Servers _ ) _ _ )
As depicted in the SRS architecture diagram above Neustar operates a high availability
architecture where at each level of the stack there are no single points of failures. Each of

the network |evel devices run with dual pairs as do the databases. For the .TUNES registry, the
SRS will operate with 8 protocol servers and 6 policy engine servers. These expand horizontally
as volunme increases due to additional TLDs, increased |oad, and through organic grow h. In

addition to the SRS servers described above, there are nultiple backend servers for services such
as DNS and WHO' S. These are discussed in detail within those respective response sections
Description of Interconnectivity with O her Registry Systens

The core SRS service interfaces with other external systens via Neustar’'s external systens |ayer.
The servicessghat the SRS interfaces with include:

DNS

Billing

Dat a Warehouse (Reporting and Data Escrow).
O her external interfaces may be deployed to nmeet the unique needs of a TLD. At this tinme there
are no additional interfaces planned for .TUNES.
The SRS includes an “external notifier” concept in its business policg engi ne as a nessage
di spat cher. This design allows time-consunming backend processing to be decoupled fromcritica
online registrar transactions. Using an external notifier solution, the registry can utilize
“control levers” that allow it to tune or to disable processes to ensure optimal performance at



all tines. For exanple, during the early mnutes of a TLD | aunch, when unusually high vol unes
of transactions are expected, the registry can elect to suspend processing of one or nore back
end systens in order to ensure that greater processing power is available to handle the increased
| oad requirements. This proven architecture has been used with numerous TLD |aunches, sone of

whi ch have involved the processing of over tens of mllions of transactions in the opening hours
The following are the standard three external notifiers used the SRS

VWHO S External Notifier

The WHO S external notifier dispatches a work item for any EPP transaction that nmay Potentially
have an inpact on WHO S. It is Inportant to note that, while the WHO S external notifier feeds
the WVHO S system it intentionally does not have visibility into the actual contents of the WHO S
system The WHO S external notifier serves just as a tool to send a signal to the WHO S system
that a change is ready to occur. The WHO S system possesses the intelligence and data visibility
to know exactly what needs to change in WHO S. See response to Question 26 for greater detail
DNS External Notifier

The DNS external notifier dispatches a work item for any EPP transaction that nmay potentially
have an inpact on DNS. Like the WHO S external notifier, the DNS external notifier does not
have visibility into the actual contents of the DNS zones. The work itens that are generated by
the notifier indicate to the dynam ¢ DNS update sub-system that a change occurred that may inpact
DNS. That DNS system has the ability to decide what actual changes nust be propagated out to the
DNS constel lation. See response to Question 35 for greater detail.

BiIIin? Ext ernal Notifier

The billing external notifier is responsible for sending all billable transactions to the
downstream financial systems for billing and collection. This external notifier contains the
necessary logic to determ ne what types of transactions are billable. The financial systens use
this information to apply appropriate debits and credits based on registrar.

Dat a \War ehouse

The data warehouse is responsible for managing reporting services, including registrar reports,
busi ness intelligence dashboards, and the processing of data escrow files. The Reporting

Dat abase is used to create both internal and external reports, primarily to support registrar
biIIin% and contractual reporting requirenent. The data warehouse databases are updated on a
daily basis with full copies of the production SRS data.

Frequency of Synchronizati on between Servers

The external notifiers discussed above performupdates in near real -tinme, well within the
prescribed service level requirements. As transactions fromregistrars update the core SRS
update notifications are pushed to the external systens such as DNS and WHO S. These updates are
typically live in the external systemwthin 2-3 mnutes.

Synchroni zation Schenme (e.g., hot standby, cold standby)

Neustar operates two hot databases within the data center that is operating in primry node.
These two databases are kept in sync via synchronous replication. Additionally, there are two
dat abases in the secondary data center. These databases are updated real tine through
asynchronous replication. This nodel allows for high performance while also ensuring protection
of data. See response to Question 33 for greater detail

Conpl i ance with Specification 6 Section 1.2

The SRS inplenentation for .TUNES is fully conpliant with Specification 6, including section 1.2
EPP Standards are described and enbodied Iin a nunber of | ETF RFCs, | CANN contracts and practices,
and registry-regi strar agreenments. Extensible Provisionin%]Protocol or EPP is defined by a core
set of RFCs that standardize the interface that nake up the registry-registrar nodel. The SRS
interface supports EPP 1.0 as defined in the followi ng RFCs shown in Table 24-1

Addi tional information on the EPP inplenentation and conpliance with RFCs can be found in the
response to Question 25

Compl i ance with Specification 10

Speci fication 10 of the New TLD Agreenent defines the performance specifications of the TLD
includin% service level requirenments related to DNS, RDDS (WHO S), and EPP. The requirenents

i nclude both availabilitY and transacti on response time neasurenents. As an experienced registry
operator, Neustar has a ong and verifiable track record of(froviding registry services that
consi stently exceed the performance specifications stipulated in | CANN agreenents. This sane
hi gh |l evel of service will be provided for the . TUNES Registry. The follow ng section describes
Neustar’s experience and its capabilities to nmeet the requirenents in the new agreenent.

To properly neasure the technical performance and progress of TLDs, Neustar collects data on key
essential operating metrics. These neasurenents are key indicators of the ﬁerfornance and
health of the registry. Neustar’s current .biz SLA conmitnents are anong the nobst stringent in
the industry today, and exceed the requirenents for new TLDs. Table 24-2 conpares the current
SRS performance | evels conpared to the requirenents for new TLDs, and clearly denonstrates the
ability of the SRS to exceed those requirenents.

Their ability to commit and neet such high performance standards is a direct result of their
phi | osophy towards operational excellence. See response to Question 31 for a full description
of their phil osophy for building and nmanagi ng for performance
24.3 Resourcing Plans
The devel opnent, custom zation, and on-goi ng support of the SRS are the responsibility of a
conbi nati on of technical and operational teans, including:

Development~-Engineering

Dat abase Admi nistration

Systens Administration

Net wor k Engi neeri ng.
Additionally, if custom zation or nodifications are required, the Product Managenent and Quality
Assurance teans will be involved in the design and testing. Finally, the Network Operations and
I nf ormati on SecuritY play an inportant role in ensuring the systens involved are operating
securely and reliably.
The necessary resources will be pulled fromthe pool of operational resources described in detail



in the response to Question 31. Neustar’'s SRS inPIenentation is very mature, and has been in
production for over 10 years. As such, very little new devel opnent related to the SRS will be
required for the inplenentation of the . TUNES registry. The followi ng resources are avail able
from t hose teans:

Development~-Engineering - 19 employees

Dat abase Administration- 10 enpl oyees

Systens Administration — 24 enpl oyees

Net wor k Engi neering — 5 enpl oyees

The resources are nore than adequate to support the SRS needs of all the TLDs operated by
Neustar, including the . TUNES registry.

25. Extensible Provisioning Protocol (EPP)

25.1 Introduction

Amazon EU S.a r.|.’s back-end registry operator, Neustar, has over 10 years of experience
operating EPP based registries. They deployed one of the first EPP registries in 2001 with the

| aunch of .biz. In 2004, they were the first gTLD to inplement EPP 1.0. Over the last ten years
Neustar has inplemented nunmerous extensions to neet various unique TLD requirenents. Neustar
will leverage Its extensive experience to ensure Amazon EU S.a r.l. is provided with an
unparal | el ed EPP based registry. The follow ng discussion explains the EPP interface which wll
be used for the . TUNES registry. This interface exists within the protocol farm | ayer as
described in Question 24 and is depicted in Figure 25-1.

25.2 EPP Interface

Registrars are provided with two different interfaces for interacting with the registry. Both
are EPP based, and both contain all the functionality necessary to provision and nmanage domain
nanes. The primary nechanismis an EPP interface to connect directly with the registry. This is

the interface registrars will use for nost of their interactions with the registry.

However, an alternative web GU (Registry Adnministration Tool) that can also be used to perform
EPP transactions will be provided. The primary use of the Registry Administration Tool is for
perfornin? adm ni strative or customer support tasks.

The main features of the EPP inplenentation are:

St andards Conpliance: The EPP XM. interface is conpliant to the EPP RFCs. As future EPP
RFCs are published or existing RFCs are updated, Neustar makes changes to the inplenmentation
keeping in mnd of any backward conpatibility issues.

Scal ability: The systemis deployed keeping in mnd that it may be required to grow and
shrink the footprint of the Registry systemfor a particular TLD

Fault -tol erance: The EPP servers are deployed in two geographically separate data centers
to provide for quick failover capabilitg in case of a major outage in a particular data center.
The EPP servers adhere to strict availability requirements defined in the SLAs.

Configurability: The EPP extensions are built in a way that they can be easily
configured to turn on or off for a particular TLD

Extensibility: The software is built ground up using object oriented design. This allows
for easy extensibility of the software w thout risking the possibility of the change rippling
t hrough t he whol e application.

Audi tabl e:  The system stores detailed informati on about EPP transactions from
provisioning to DNS and WHO S publishing. In case of a dispute regarding a nane registration
the Registry can provide conprehensive audit information on EPP transactions.

Security: The system provides |P address based access control, client credential -based
aut horization test, digital certificate exchange, and connection limting to the protocol [ayer.
25.3 Compliance with RFCs and Specifications
The registry-registrar nodel is described and enbodied in a nunber of |ETF RFCs, | CANN contracts
and practices, and registry-registrar agreenents. As shown in Table 25-1, EPP is defined by the
core set of RFCs that standardize the interface that registrars use to provision donains wth the
SF?.EPPAEF%Score conponent of the SRS architecture, the inplenentation is fully conpliant with
a .

Neustar ensures conpliance with all RFCs through a variety of processes and procedures. Menbers
from the engi neering and standards teans actively nonitor and participate in the devel opnent of
RFCs that inmpact the registry services, including those related to EPP. Wien new RFCs are

i ntroduced or existing ones are updated, the team perfornms a full conpliance review of each
sKsten1|npacted by the change. Furthernore, all code releases include a full regression test
that includes specific test cases to verify RFC conpliance

Neustar has a |long history of proyidin? exceptional service that exceeds all performance
specifications. The SRS and EPP interface have been designed to exceed the EPP specifications
defined in Specification 10 of the Registry Agreement and profiled in Table 25-2. Evi dence of
Neustar’s ability to performat these |levels can be found in the .biz nonthly progress reports
found on the | CANN website.

EPP Tool kits ] ] ) _ ] ] _
Tool kits, under open source licensing, are freely provided to registrars for interfacing with the



SRS. Both Java and C++ toolkits will be provided, along with the acconpanyi ng docunentation. The
Regi strar Tool Kit (RTK) is a software devel opment kit (SDK% that supports the devel opnment of a
regi strar software systemfor registering domain names in the registry using EPP. The SDK

consi sts of software and documentati on as described bel ow.

The software consists of working Java and C++ EPP commpn APlIs and sanples that inplenent the EPP
core functions and EPP extensions used to communi cate between the registry and registrar. The RTK
illustrates how XM. requests (registration events) can be assenbled and forwarded to the registry

for processing. The software provides the registrar with the basis for a reference inplenentation

that conforns to the EPP registry-registrar protocol. The software conponent of the SDK al so

i ncludes XML schema definition files for all Registry EPP objects and EPP object extensions. The
RTK al so includes a “dumy” server to aid in the testing of EPP clients.

The acconpanyi ng document ati on describes the EPP software package hierarchy, the object data
nodel , and the defined objects and nethods (including callln? paraneter lists and expected
response behavior). New versions of the RTK are made available fromtinme to tinme to provide
?upport for additional features as they becone avail able and support for other platforns and
anguages.

25.4 Proprietary EPP Extensions

The . TUNES registry will not include proprietary EPP extensions. Neustar has inplenmented various
EPP extensions for both internal and external use in other TLD registries. These extensions use
the standard EPP extension framework described in RFC 5730. Table 25-3 provides a list of
extensi ons devel oped for other TLDs. Should the .TUNES registry require an EPP extension at sone
point in the future, the extension will be inplemented in conpliance with all RFC specifications
I ncl udi ng RFC 3735.

ghﬁ full EPP schema to be used in the . TUNES registry is attached in the docunent titled “EPP
chema. ”

25.5 Resourcing Plans

The development and support of EPP is largely the responsibility of the Development-Engineering
and Quality Assurance teams. As an exPerience registry operator with a fully devel oped EPP

sol ution, on-going support is largely limted to periodic updates to the standard and the

i mpl enentati on of TLD specific extensions.

The necessary resources will be pulled fromthe pool of available resources described in detail
in the response to Question 31. The follow ng resources are available from those teans:
Development~-Engineering - 19 employees

Qual ity Assurance - 7 enpl oyees.

These resources are nore than adequate to support any EPP nodification needs of the . TUNES
registry

26. Whois

26.1 Introduction
Amazon EU S.a r.|l. recognizes the inportance of an accurate, reliable, and up-to-date WHO S
dat abase to governnents, |aw enforcenent, intellectual property holders and the public as a whole
and is firn1z committed to complying with all of the applicable WHO S specifications for data
obj ects, bulk access, and | ookups as defined in Specifications 4 and 10 to the Registry
Agreerment. Amazon EU S.a r.l.’s back-end registry services provider, Neustar, has extensive
experience providing | CANN and RFC-conpliant WHO S services for each of the TLDs that it operates
both as a Registry Operator for gTLDs, ccTLDs and back-end registry services provider. As one of
the first “thick” registry operators in the gTLD space, Neustar’s WHO S service has been designed
fromthe ground up to display as nuch information as required by a TLD and respond to a very
stringent availability and performance requirenent.
Sone of the key features of .TUNES s sol ution include:

Fully conpliant with all relevant RFCs including 3912

Production proven, highly flexible, and scalable with a track record of 100% availability
over the past 10 years

Exceeds current and proposed ﬁerfornance specifications

Supports dynami c updates with the capability of doing bul k updates

CGeographically distributed sites to provide greater stability and performance

In addition, .TUNES s thick-WHO S solution also provides for additional search
capabilities and nechanisms to mitigate potential forms of abuse as discussed below (e.g., IDN,
regi strant data).
26.2 Software Components
The WHO' S architecture conprises the follow ng conponents

An in-nenory database local to each WHO S node: To provide for the perfornance needs,
the WHO' S data is served from an in-nmenory database indexed by searchabl e keys.

Redundant servers: To provide for redundancy, the WHO S updates are propagated to a
cluster of WHO S servers that maintain an independent copy of the database

Attack resistant: To ensure that the WHO S system cannot be abused using nalicious
queries or DOS attacks, the WHO' S server is only allowed to query the |ocal database and rate
l'imts on queries based on IPs and IP ranges can be readily applied

Accuracy auditor: To ensure the accuracy of the information served by the WHO S servers,



a daily audit is done between the SRS informati on and the WHO S responses for the domai n nanes
whi ch are updated during the |ast 24-hour Feriod. Any di screpanci es are resolved proactively.

Modul ar design: The WHO S system allows for filtering and translation of data el enents
between the SRS and the WHO S database to allow for custoni zations.

Scal abl e architecture: The WHO S system is scal able and has a very small footprint.
Dependi ng on the query volune, the deploynent size can grow and shrink quickly.

Flexible: It is flexible enough to accommpdate thin, thick, or nodified thick nodels and
can accommodate any future | CANN policy, such as different information display |evels based on
user categorization.

SRS naster database: The SRS database is the main persistent store of the Registry
i nformati on. The Update Agent conputes what WHO S updates need to be pushed out. A publish-
subscri be mechani sm then takes these increnmental updates and pushes to all the WHO S sl aves that
answer queries.

26. 3 Oonﬁl iance with RFC and Specifications 4 and 10

Neustar has been running thick-WHO S Services for over 10+ years in full conpliance with RFC 3912
and with Specifications 4 and 10 of the Registry Agreement.RFC 3912 is a sinple text based
protocol over TCP that describes the interaction between the server and client on port 43.

Neustar built a home-grown solution for this service. It processes millions of WHO S queries per

day.
Tagl e 26-1 describes Neustar’s compliance with Specifications 4 and 10.

Neustar ensures conpliance with all RFCs through a variety of processes and procedures. Menbers
fromthe engineering and standards teanms actively nonitor and participate in the devel opnent of
RFCs that inmpact the registry services, including those related to WHO S. When new RFCs are

i ntroduced or existing ones are updated, the team perforns a full conpliance review of each
system i npacted by the change. Furthernore, all code releases include a full regression test
that includes specific test cases to verify RFC conpliance.

26.4 H gh-level WHO S System Description
26.4.1 WHO S Service (port 432)
The WHO S service is responsible for handling port 43 queries. Qur WHO S is optimzed for speed
using an in-nmenory database and naster-slave architecture between the SRS and WHO S sl aves.
The WHO S service also has built-in support for IDN. If the domain nane being queried is an |DN,
the returned results include the |anguage of the donmain nanme, the donain nane’s UTF-8 encoded
representation along with the Unicode code page.
26.4.2 Wb Page for WHO S queri es
In addition to the WHO S Service on port 43, Neustar provides a web based WHO S application
(www. whoi s. TUNES). It is an intuitive and easy to use apglication for the general public to use.
WHO S web application provides all of the features available in the port 43 WHO S. This includes
full and partial search on:

Domai n names

Nanmeservers

Regi strant, Technical and Adm nistrative Contacts

Regi strars
It also provides features not available on the port 43 service. These include:
1. Redenption Grace Period calculation: Based on the registry's policy, domains in
pendingDelete can be restorable or scheduled for release depending on the date-time the domain
went into pendingDelete. For these domains, the web based WHO S di spl ays “Restorable” or
“Schedul ed for Release” to clearly show this additional status to the user.
. Ext ensive support for international domain nanmes (IDN)
Ability to perform WHO S | ookups on the actual Unicode |DN
Di splay of the actual Unicode IDN in addition to the ACE-encoded nane
A Uni code to Punycode and Punycode to Unicode translator
An extensive FAQ
. A list of upconi ng domain deletions
26.5 IT and Infrastructure Resources
As described above the WHO S architecture uses a workflow that decouples the update process from
the SRS. This ensures SRS performance is not adversely affected by the |oad requirenments of )
d?/nam c updates. It is also decoupled fromthe WHO S | ookup agent to ensure the WHO S service is
al ways avail able and performing well for users. Each of Neustar's geographically diverse WHO S
sites use:

Firewalls, to protect this sensitive data

Dedi cated servers for MQ Series, to ensure guaranteed delivery of WHO S updat es

Packet shaper for source |P address-based bandwidth linmting

Load bal ancers to distribute query | oad

Multiple WHO S servers for nmaxim zing the performance of WHO S servi ce.
The WHO S service uses HP BL 460C servers, each with 2 X Quad Core CPU and a 64CGB of RAM The
existing infrastructure has 6 servers, but is designed to be easily scaled with additional
servers should it be needed.
Figure 26-1 depicts the different conponents of the WHO S architecture.

NOUIRWN

26.6 Interconnectivity with Qther Registry System

As described in Question 24 about the SRS and further in response to Question 31, “Technical
Overview, when an update is made by a registrar that inmpacts WHO S data, a trigger is sent to
the WHO S system by the external notifier layer. The update agent processes these updates,
transforms the data if necessary and then uses nessaging oriented mddl eware to publish all
updates to each WHO S sl ave. The |ocal update agent accepts the update and apﬁlies it to the

| ocal in-nenory database. A separate auditor conpares the data in WHO S and the SRS daily and
monthly to ensure accuracy of the published data.



26.7 Frequency of Synchronization between Servers
Updates from the SRS, through the external notifiers, to the constellation of independent WHO S
slaves happens in real-time wvia an asynchronous publish-subscribe messaging architecture. The
updates are guaranteed to be updated in each slave within the required SLA of 95% < 60 minutes.
Please note that Neustar’s current architecture is built towards the stricter SLAs (95% < 15
mnutes) of .BlZ  The vast mgjority of updates tend to happen within 2-3 minutes.
26.8 Provision for Searchable WHO S Capabilities
Neustar will create a new web-based service to address the new search features based on
requirenents specified in Specification 4 Section 1.8. The application will enable users to
search the WHO' S directory using any one or nore of the follow ng fields:

Domai n nane

Regi strar 1D

Contacts and registrant’s nane

Contact and registrant’s postal address, including all the sub-fields described in EPP
(e.g., street, city, state or province, etc.)

Nanme server name and nanme server |P address

The systemwi |l also allow search using non-Latin character sets which are conpliant
with I DNA specification.
The user will choose one or nore search criteria, conbine them by Bool ean operators (AND, OR
NOT) and provide partial or exact match regular expressions for each of the criterion name-value
pairs. The domai n nanmes matching the search criteria will be returned to the user.
Fi gure 26-2 shows an architectural depiction of the new service.

Potential Fornms of Abuse

As recogni zed by the Terns of Reference for Wwois Msuse Studies,
http:~~-gnso.icann.org-issues-whois~tor-whois-misuse-studies-25sep09-en.pdf, a number of reported
and recorded harnful acts, such as spam phishing, identity theft, and stalking which Registrants
believe were sent using WHO S contact information. Although these Wois studies are still
underway, there is a general belief that public access to Wwois data may | ead to a neasurabl e
degree of msuse — that is, to actions that cause actual harm are illegal or illegitimte, or
otherwi se contrary to the stated legitimte purpose. One of the other key focuses of these
studies will be to correlate the reported incidents of harnful acts with anti-harvesting neasures
that sone Registrars and Registries apply to WHO S queries (e.g., rate limting, CAPTCHA, etc.).

Neustar firmy believes that adding the increased search capabilities, wthout appropriate
controls could exacerbate the potential abuses associated wth the Wwois service. To mitigate the
risk of this powerful search service being abused bK unscrupul ous data miners, a |ayer of

security will be built around the query engine which will allow the registry to identify rogue
activities and then take appropriate nmeasures. Potential abuses include, but are not limted to:
. Data M ning

. Unaut hori zed Access

. Excessive Querying

. Deni al of Service Attacks

To nmitigate the abuses noted above, Neustar will inplenment any or all of these mechani sns as

appropri ate:

User name- password based aut hentication

Certificate based authentication

Data encryption

CAPTCHA nechanism to prevent robo invocation of Wb query

Fee- based advanced query capabilities for prem um custoners.
The searchable WHO S application will adhere to all privacy |laws and policies of the . TUNES
registry.
26.9 Resourcing Plans
As with the SRS, the devel opnment, customi zation, and on-going support of the WHO S service is the
responsibility of a conbination of technical and operational teans. The prinmary groups
responsi ble for nanagi ng the service include:

Development~-Engineering — 19 employees

Dat abase Admi nistration — 10 enpl oyees

Systens Administration — 24 enpl oyees

Net wor k Engi neering — 5 enpl oyees
Additionally, if custom zation or nodifications are required, the Product Managenent and Quality
Assurance teans will also be involved. Finally, the Network Operations and Information Securit
play an inportant role in ensuring the systens involved are operating securely and reliably. The
necessary resources will be pulled fromthe pool of available resources described in detail in
the response to Question 31. Neustar’s WHO S inplementation is very mature, and has been in
production for over 10 years. As such, very little new devel opnent will be required to support
the inplementation of the . TUNES registry. The resources are nore than adequate to support the
VWHO S needs of all the TLDs operated by Neustar, including the . TUNES registry.

27. Registration Life Cycle

27.1 Registration Life Cycle
I ntroduction ] ) _ o
.TUNES will followthe lifecycle and business rules found in the majority of gTLDs today. CQur



back-end operator, Neustar, has over ten years of experience managi ng nunmerous TLDs that utilize

standard and uni que business rules and lifecycles. This section describes the business rules,
registration states, and the overall donmain [ifecycle that will be used for .TUNES.

Domai n Lifecycle - Description

The registry will use the EPP 1.0 standard for provisioning domain names, contacts and hosts.

Each domain record is conprised of three registry object types: dommin, contacts, and hosts
Domai ns, contacts and hosts nay be assigned various EPP defined statuses indicating either a
particular state or restriction placed on the object. Sonme statuses nmay be applied by the

Regi strar; other statuses nay only be applied by the Registry. Statuses are an integral part of
the domain lifecycle and serve the dual purpose of indicating the particular state of the domain
and indicating any restrictions placed on the domain. The EPP standard defines 17 statuses,
however only 14 of these statuses will be used in the .TUNES registry per the defined . TUNES
busi ness rul es.

The follomﬁnﬂ is a brief description of each of the statuses. Server statuses may only be
applied by the Registry, and client statuses may be applied by the Registrar.

OK — Default status applied by the Registry.

Inactive — Default status applied by the Registry if the domain has |less than 2
nameservers

Pendi ngCreate — Status applied by the Registry upon processing a successful Create
command, and indicates further action is pending. This status will not be used in the . TUNES
registry

Pendi ngTransfer — Status applied by the Registry upon processing a successful Transfer
request command, and indicates further action is pending

Pendi ngDel ete — Status applied by the Registry uPon processi ng a successful Delete
conmmand that does not result in the imedi ate deletion of the domain, and indicates further
action is pending.

Pendi ngRenew — Status applied by the Re?istry upon processing a successful Renew command
that does not result in the inmediate renewal of the domain, and indicates further action is
pending. This status will not be used in the . TUNES registry.

Pendi ngUpdate — Status applied by the Registry if an additional action is expected to
conpl ete the update, and indicates further action is pending. This status will not be used in
the . TUNES registry.

Hol d — Renpves the domain fromthe DNS zone.

Updat eProhi bited — Prevents the object from being nodified by an Update conmmand.

TransferProhibited — Prevents the object frombeing transferred to another Registrar by
the Transfer command.

RenewPr ohi bited — Prevents a domain from being renewed by a Renew conmand.

Del et eProhi bited — Prevents the object from being deleted by a Del ete comand.

The lifecycle of a domamin begins with the registration of the donmin. All registrations nust
follow the EPP standard, as well as the specific business rules described in the response to

Question 18 above. Upon registration a domain will either be in an active or inactive state.
Domai ns in an active state are delegated and have their delegation information published to the
zone. Inactive domains either have no del egation information or their delegation information in

not published in the zone. Following the initial registration of a donmin, one of five actions
may occur during its lifecycle

Domai n may be updated

Domain may be deleted, either within or after the add-grace period

Domai n may be renewed at an%tinﬁ during the term

Domai n may be auto-renewed by the Registry

Domai n may be transferred to another registrar.
Each of these actions may result in a change in domain state. This is described in nore detail
in the follow ng section. Every domain nust eventually be renewed, auto-renewed, transferred, or
del et ed. A registrar may apply EPP statuses described above to prevent specific actions such as
updates, renewals, transfers, or deletions.

27.1.1 Registration States
Domai n Lifecycle — Registration States

As described above the .TUNES registry will inplement a standard domain |ifecycle found
in nmost gTLD registries today. There are five possible domain states:

Active

| nacti ve

Locked

Pendi ng Transfer

Pendi ng Del ete.
Al'l domains are always in either an Active or |nactive state, and throughout the course of the
lifecycle may also be in a Locked, Pending Transfer, and Pending Delete state. Specific
conditions such as applied EPP policies and registry business rules will determnine whether a
domain can be transitioned between states. Additionally, within each state, domains may be subject
to various tinmed events such as grace periods, and notification periods.
Active State
The active state is the normal state of a domamin and indicates that del egation data has been
provi ded and the del egation information is published in the zone. A domain in an Active state
may al so be in the Locked or Pending Transfer states.
I nactive State
The I nactive state indicates that a domain has not been delegated or that the delegation data has
not been published to the zone. A domain in an Inactive state nay also be in the Locked or
Pendi ng Transfer states. By default all domain in the Pending Delete state are also in the
I nactive state.
Locked State
The Locked state indicates that certain specified EPP transactions may not be perforned to the
domain. A domain is considered to be in a Locked state if at |east one restriction has been



pl aced on the domain; however up to eight restrictions nay be applied simltaneously. Domains in
the Locked state will also be in the Active or Inactive, and under certain conditions may al so be
in the Pending Transfer or Pending Del ete states.
Pendi ng Transfer State
The Pending Transfer state indicates a condition in which there has been a request to transfer
the domain fromone registrar to another. The domain is placed in the Pending Transfer state for
a period of tine to allow the current (losing) registrar to approve (ack) or reject (nack) the
transfer request. Registrars may only nack requests for reasons specified in the Inter-Registrar
Transfer Policy.
Pending Delete State
The Pending Delete State occurs when a Del ete conmand has been sent to the Registry after the
first 5 days (120 hours) of registration. The Pending Delete period is 35-days during which the
first 30-days the name enters the Redenption Gace Period (RGP) and the last 5-days guarantee
that the domain will be purged from the Registry Database and available to public pool for
registration on a first cone, first serve basis.
27.1.2 Typical Registration Lifecycle Activities
Domai n Creation Process
The creation (registration) of domain nanes is the fundanental registry operation. Al other
\(I)\,ﬁerati ons are designed to support or conplinment a donain creation. The follow ng steps occur

en a domain is created.
1

. Contact objects are created in the SRS dat abase. The sanme contact object may be used
for each contact type, or they may all be different. |[If the contacts already exist in the
dat abase this step may be skipped.
2. Nameservers are created in the SRS database. Naneservers are not required to conplete
the registration process; however any donmain with less than 2 nane servers will not be
resol vabl e.
3 The donein is created using the each of the objects created in the previous steps. In

addition, the termand any client statuses may be assigned at the time of creation.
The actual nunber of EPP transactions needed to conplete the registration of a domain nane can be
as few as one and as many as 40. The latter assumes seven distinct contacts and 13 naneservers,
with Check and Create conmands subnmitted for each object.
Updat e Process
Regi stry objects may be updated (nodified) using the EPP Mddify operation. The Update
transaction updates the attributes of the object.
FOE}I exgrrpl e, the Update operation on a domain nane will only allow the following attributes to be
updat ed:

Domai n st at uses

Regi strant |ID

Admi ni strative Contact 1D

Billing Contact 1D

Techni cal Contact ID

Nameservers

Aut hl nf o

Addi tional Registrar provided fields.

The Update operation will not nmodify the details of the contacts. Rather it may be used to
associate a different contact object (using the Contact ID) to the domain nane. To update the
details of the contact object the Update transaction nust be applied to the contact itself. For
exanple, if an existing registrant wished to update the postal address, the Registrar would use
the Update command to nodify the contact object, and not the domain object.
Renew Process
The term of a domain may be extended using the EPP Renew operation. | CANN policy general
establishes the maxi mumterm of a domain name to be 10 years, and Neustar recomends not
deviating from this policy. A domain may be renewed-extended at any point time, even immediately
following the initial registration. The only stipulation is that tKe overall term of the domain
nane may not exceed 10 years. |If a Renew operation is performed with a termvalue wll extend
the domain beyond the 10 year limit, the Registry will reject the transaction entirely.
Transfer Process
The EPP Transfer command is used for several dommin transfer related operations:

Initiate a domain transfer

Cancel a domain transfer

Approve a donmin transfer

Rej ect a domain transfer.
To transfer a domain from one Registrar to another the foIIomﬁngmﬁrocess is foll owed:
4. The gaining (new) Registrar submits a Transfer conmand, ich includes the Authlnfo code
of the domain nare.
5. If the Authlnfo code is valid and the domain is not in a status that does not allow
transfers the domain is placed i nto pendi ngTransfer status

- A poll nmessage notifying the losing Registrar of the pending transfer is sent to the

Regi strar’s nessage queue
7. The domain remains in pendingTransfer status for up to 120 hours, or until the | osing
(current) Registrar Acks (approves) or Nack (rejects) the transfer request
8. If the losing Registrar has not Acked or Nacked the transfer request within the 120 hour
timeframe, the Registry auto-approves the transfer

9. | c']Il'he requesti ng Regi strar may cancel the original request up until the transfer has been
conpl et ed.

A transfer adds an additional year to the termof the domain., |In the event that a transfer wll
cause the domain to exceed the 10 year maximumterm the Registry will add a partial termup to
the 10 year limit. Unlike with the Renew operation, the Registry will not reject a transfer
oper ation.

Del eti on Process



A domain may be del eted fromthe SRS using the EPP Del ete operation. The Del ete operation will
result in either the domain being inmrediately renoved from the database or the domain being

pl aced in pendingDel ete status. The outcome is dependent on when the domain is deleted. |If the
domain is deleted within the first five days (120 hours) of registration, the domain is .
i medi ately renoved from the database. A deletion at any other tine will result in the domain

bei ng placed in pendingDel ete status and entering the Redenption G ace Period 1RGP).
Additionally, domains that are deleted within five days (120) hours of any billable (add, renew,
transfer) transaction may be deleted for credit.
27.1.3 Applicable Tine El enents
The follow ng section explains the tine elenents that are involved.
Grace Periods
There are six grace periods:

Add-Del ete Grace Period (AGP)

Renew- Del ete Grace Period

Transfer-Del ete Grace Period

Aut 0- Renew- Del ete Grace Period

Aut o- Renew Grace Period

Redenpti on Grace Period (RGP).
The first four grace periods |listed above are designed to provide the Registrar with the ability
to cancel a revenue transaction (add, renew, or transfer) within a certain period of time and
receive a credit for the original transaction.
The follow ng describes each of these grace periods in detail.
Add- Del ete Grace Period
The APG is associated with the date the Domain was registered. Domains nay be deleted for credit

during the initial 120 hours of a registration, and the Registrar will receive a billing credit
for the or|?| nal registration. |If the domain is deleted during the Add Grace Period, the domain
is dropped from the database inmediately and a credit is applied to the Registrar’s billing
account .

Renew- Del ete Grace Period ) ) ) ) )
The Renew-Delete Grace Period is associated with the date the Domai n was renewed. Donains ma?/ be
ow

deleted for credit during the 120 hours after a renewal. The grace period is intended to al
Registrars to correct dommins that were nistakenly renewed. It should be noted that domains that
are deleted during the renew grace period will be placed into pendingDelete and will enter the

RGP (see bel ow). )
Transfer-Delete Grace Period ) _ ) )
The Transfer-Delete Grace Period is associated with the date the Donain was transferred to

anot her Registrar. Donmmins may be deleted for credit during the 120 hours after a transfer. It
shoul d be noted that dommins that are deleted during the renew grace period will be placed into
pendi ngDel ete and will enter the RGP. A deletion of domain after a transfer is not the nethod

used to correct a transfer mistake. Donmmins that have been erroneously transferred or hijacked
by another party can be transferred back to the original registrar through various neans

i ncluding contacting the Registry.

Aut 0- Renew- Del ete Grace Period

The Auto-Renew-Delete Grace Period is associated with the date the Domain was auto-renewed.

Donmei ns may be deleted for credit during the 120 hours after an auto-renewal. The grace peri od
is intended to allow Registrars to correct domains that were mstakenly auto-renewed. It should
be noted that domamins that are deleted during the auto-renew delete grace period will be placed

into pendingDelete and will enter the RGP

Aut o- Renew Grace Peri od

The Auto- Renew Grace Period is a special grace period intended to provide registrants with an
extra anount of tine, beyond the expiration date, to renew their domain nane. The grace period
lasts for 45 days fromthe expiration date of the domain nane. Registrars are not required to
provide registrants with the full 45 days of the period.

Redenpti on G ace Period

The RGP is a special grace period that enables Registrars to restore dommins that have been

i nadvertently deleted but are still in pendingDelete status within the Redenption G ace Period.
Al'l dommins enter the RGP except those del eted during the AGP.

The RGP period is 30 daP/s, during which time the domain may be restored using the EPP RenewDomai n
conmmand as descri bed below. Following the 30day RGP period the domain will remain in

pendi ngDel ete status for an additional five days, during which time the domain nmay NOT be
restored. The donmain is released fromthe SRS, at the end of the 5 day non-restore period. A
restore fee applies and is detailed in the Billing Section. A renewal fee will be automatically
applied for any domain past expiration.

Neustar has created a unique restorati on process that uses the EPP Renew transaction to restore
the domain and fulfill all the reporting obligations required under | CANN policy. The follow ng
describes the restoration process.

27.2 State Diagram

Figure 27-1 provides a description of the registration |ifecycle.

The different states of the |ifecycle are active, inactive, |ocked, pending transfer, and pending
delete. Please refer to section 27.1.1 for detail description of each of these states. The
lines between the states represent triggers that transition a domain from one state to another.

The details of each trigger are described bel ow

Create: Registry receives a create dormain EPP command.

WthNS: The domain has met the m ni mum nunber of nameservers required by registry policy
in order to be published in the DNS zone.

WthQutNS: The domain has not net the mnimum nunber of naneservers required by registry
policy. The domain will not be in the DNS zone.



Remove Nameservers: Domain's nameserver(s) is removed as part of an update domain EPP
command. The total naneserver is below the m ni mum nunber of naneservers required by registry
policy in order to be published in the DNS zone

Add Narneservers: Naneserver(s) has been added to donmain as part of an update donain EPP
command. The total nunber of nameservers has nmet the mini num nunber of naneservers required by
registry policy in order to be published in the DNS zone

Del ete: Registry receives a delete domain EPP command.

Del eteAfterGrace: Domain deletion does not fall within the add grace period.

Del eteWt hi nAddGrace: Donmin deletion falls within add grace period.

Restore: Domain is restored. Domain goes back to its original state prior to the delete

comand.
Transfer: Transfer request EPP command is received.
Transfer Approve-Cancel-Reject: Transfer requested is approved or cancel or rejected.
TransferProhibited: The domain is in clientTransferProhibited and~-or
serverTranferProhibited status. This will cause the transfer request to fail. The domain goes

back to its original state

DeleteProhibited: The domain is in clientDeleteProhibited and-or serverDeleteProhibited
status. This will cause the delete conmand to fail. The domain goes back to its original state
Note: the |l ocked state is not represented as a distinct state on the diagram as a donmin nmay be
in a |locked state in conbination with any of the other states: inactive, active, pending
transfer, or pending delete.
27.2.1 EPP RFC Consi st ency
As described above, the domain lifecycle is determned by I CANN policy and the EPP RFCs. Neustar
has been operating | CANN TLDs for the past 10 years consistent and conmpliant with all the | CANN
policies and related EPP RFCs.
27.3 Resources
The registration lifecycle and associ ated business rules are largely determ ned by policy and
busi ness requirenments; as such the Product Managenment and Policy teams will play a critical role
in working with Amazon EU S.a r.|l. to determne the precise rules that neet the requirenments of
the TLD. Inplenmentation of the lifecycle rules will be the responsibility of
Development~-Engineering team, with testing performed by the Quality Assurance team. Neustar’s
SRS inplenmentation is very flexible and con?igurable, and in nany case devel oprent is not
required to support business rule changes.

The . TUNES registry will be using standard |ifecycle rules, and as such no custom zation is
antici pated. However should nodifications be required in the future, the necessary resources
will be pulled fromthe pool of available resources described in detail in the response to
Question 31. The followi ng resources are available from those teans:

Development~-Engineering - 19 employees

Regi stry Product Managenent — 4 enpl oyees
These resources are nore than adequate to support the devel opnment needs of all the TLDs operated
by Neustar, including the . TUNES registry.

28. Abuse Prevention and Mitigation

28.1 Abuse Prevention and Mtigation

Amazon EU S.a r.l. and its registry service provider, Neustar, recognize that preventin?.and
mtigating abuse and malicious conduct in the . TUNES registry is an inmportant and significant
responsibility. Amazon EU S.a r.l. wll leverage Neustar’'s extensive experience in establishing

and inplementing registration policies to prevent and nitigate abusive and malicious domain
activity within the proposed . TUNES space.

.TUNES will be a single entity registry, with all donmins registered to Amazon for use in pursuit
of Amazon’s business goals. There will be no re-sellers in . TUNES and there will be no market in
. TUNES domai ns. Amazon will strictly control the use of .TUNES domains. Opportunities for abusive
and mal i cious domain activity in . TUNES are therefore very restricted but we wll nonethel ess

abi de by our obligations to | CANN. A responsible domain name registry works towards the
eradi cati on of abusive domain nanme registrations and malicious activity, which may include
conduct such as:

II'legal or fraudulent actions

Spam

Phi shi ng

Phar m ng

Di stribution of malware

Fast flux hosting

Bot net s

Mal i ci ous hacki ng

Di stribution of child pornograth

Online sale or distribution of illegal pharmaceuticals.

By taking an active role in researching and nonitoring abusive domain nanme registration and
mal i ci ous conduct, Neustar has devel oped the ability to efficiently work with various |aw
enforcenent and security comrunities to mtigate fast flux DNS-using botnets.

Pol i cies and Procedures to Mnimze Abusive Registrations

A registry nmust have the policies, resources, personnel, and expertise in place to combat such
abusive registration and malicious conduct. Neustar, Amazon EU S.a r.l.’s registry services



provi der, has played a leading role in preventing of such abusive practices, and has devel oped
and inplenented a “donmin takedown” policy. Amazon EU S.a r.l. also believes that conbating
abusive use of the DNS is inmportant in protecting registrants.

Rermoving a domain name fromthe DNS before it can cause harmis often the best preventative
nmeasure for thwarting certain nmalicious conduct such as botnets and nalware distribution.
Because renoving a domain name fromthe zone will stop all activity associated with the domain
nane, including websites and e-mail, the decision to renove a donain nane from the DNS nust
follow a documented process, culminating in a determination that the domain name to be renoved
poses a threat to the security and stability of the Internet or the registrx. Amazon EU S. a
r.l., via Neustar, has an extensive, defined, and docunmented process for taking the necessary
action of rermoving a domain fromthe zone when its presence in the zone poses a threat to the
security and stability of the infrastructure of the Internet or the registry.

Abuse Point of Contact

As required by the Registry Agreement, Amazon EU S.a r.l. will establish and publish on its
website a single abuse point of contact responsible for addressing inquiries from|aw enforcenent
and the public related to malicious and abusive conduct. Amazon EU S.a r.I. wll also provide
such information to | CANN before delegating any donmain nanes in . TUNES. This information shal
consist of, at a mininum a valid e-mail address dedicated solely to the handling of nualicious
conduct conplaints, and a tel ephone nunber and nailing address for the primary contact. Anmazon
EU S.a r.l. will ensure that this information is accurate and current, and that updates are
provided to ICANN if and when changes are nmade. 1In addition, the registry services provider for
. TUNES, Neustar, shall continue to have an additional point of contact for requests from
registrars related to abusive domain nane practices.

28.2 Policies Re?ardin? Abuse Conpl ai nts ) )
Amazon EU S.a r.I. will adopt an Acceptable Use Policy that (i) clearly defines the types of

activities that will not be ﬁernitted in .TUNES; (ii) reserves Amazon EU S.a r.l. s right to

| ock, cancel, transfer or otherw se suspend or take down domai n names violating the Acceptable
Use Policy; and (iii) identify the circunstances under which Amazon EU S.a r.l. may share
information with I aw enforcement. Amazon EU S.a r.l. wll incorporate its .TUNES Acceptable User
Policy into its Registry-Registrar Agreenent.

Under the . TUNES Acceptable Use PolicK, which is set forth below, Amazon EU S.a r.l. may |ock
down the domain name to prevent any changes to the donmmin nanme contact and nameserver

information, place the domain nane “on hold” rendering the domain nane non-resol vabl e, transfer
the domain name to another registrar and-or in cases in which the domain name is associated with
an ongoi ng | aw enforcenent investigation, Amazon EU S.a r.l. will coordinate with | aw enforcenent
to assist in the investigation as described in nore detail bel ow

It is Amazon EU S.a r.l.’s intention that all .TUNES donmain nanes will be registered and used by
it and its Affiliates and that only | CANN-accredited registrars that have signed a Registry-
Regi strar Agreenment will be pernitted to register . TUNES donmain nanes. Accordingly, the
otential for abusive registrations and malicious conduct in the . TUNES registry is expected to
e limted. In the unlikely event that such abuse should occur, Amazon EU S.a r.l. will work
with its registry services provider, Neustar, to inplement the follow ng policies and processes
to prevent and mtigate such activities. Below is initial Acceptable Use Policy for the . TUNES
registry.
.T%NES cheptable Use Policy
This Acceptable Use Policy gives the . TUNES registry the ability to quickly I ock, cancel
transfer or take ownership of any .TUNES donmain nanme, either tenporarily or permanently, if the
domain nanme is being used in a manner that appears to threaten the stability, integrity or
security of the .TUNES registry, or any of its registrar ﬁartners - and-or that may put the
safety and security of any registrant or user at risk. The process also allows the . TUNES
registry to take preventive neasures to avoid any such crimnal or security threats.
The Acceptable Use Policy may be triggered through a variety of channels, including, anong other
things, private conplaint, public alert, government or enforcenment agency outreach, and the on-
going nonitoring by the . TUNES registry or its partners. In all cases, the .TUNES registry or
Its designees wll alert .TUNES registry's registrar partners about any identified threats and
will work closely with themto bring offending sites into conpliance.
The followi ng are sone (but not all) activities that may be subject to rapid donmain conpliance

Phishing: the attenpt to acquire personally identifiable information by masqueradi ng as
a website other than . TUNES s own.

Pharming: the redirection of Internet users to websites other than those the user
intends to visit, usually through unauthorized changes to the Hosts file on a victins conputer
or DNS records in DNS servers.

Dissemination of Malware: the intentional creation and distribution of "malicious”
software designed to infiltrate a conputer system w thout the owner’s consent, including, w thout
limtation, computer viruses, worns, key |oggers, and Trojans.

Fast Flux Hosting: a technique used to shelter Phishing, Pharm ng and Malware sites and
networks from detection and to frustrate methods enployed to defend agai nst such practices,
whereby the | P address associated with fraudul ent websites are changed rapidly so as to nmake the
true location of the sites difficult to find

Botnetting: the devel opnent and use of a command, agent, notor, service, or software
which is inplemented: (1) to renotely control the conputer or conputer system of an Internet user
wi t hout their know edge or consent, (2) to generate direct denial of service (DDOS) attacks.

Mal i ci ous Hacking: the attenpt to gain unauthorized access (or exceed the |evel of
aut hori zed access) to a conputer, information system user account or profile, database, or
security system

Child Pornography: the storage, publication, display and-or dissemination of
pornographlc materials depicting individuals under the age of majority in the rel evant
Jurisdiction.

The . TUNES registry reserves the right, in its sole discretion, to take any adnministrati ve and



operational actions necessary, including the use of conputer forensics and information security
technol ogi cal services, anong other things, in order to inplement the Acceptable Use Policy. 1In
addition, the . TUNES registry reserves the right to deny, cancel or transfer any registration or
transaction, or place any domain nanme(s) on registry lock, hold or similar status, that it deens
necessary, in its discretion (1) to protect the integrity and stability of the registry; (2) to
comply wth any applicable |aws, government rules or requirements, requests of |aw enforcenent,
or any dispute resolution process; (3) to avoid any liability, civil or crimnal, on the part of
the . TUNES registry as well as its affiliates, subsidiaries, officers, directors, and enployees;
(4) per the ternms of the registration agreenment, or (5) to correct nmistakes nmade by the . TUNES
registry or any Registrar in connection with a domain nane registration. The .TUNES registry

al so reserves the right to place upon registry lock, hold or sinmilar status a domain nanme during
resolution of a dispute.

Taking Action Against Abusive and-or Malicious Activity

The . TUNES registry is committed to acting in a tinely manner agai nst those domain nanes

associ ated with abuse or malicious conduct in violation of the Acceptable Use Policy. After a
conplaint is received froma trusted source or third-party, or detected by the . TUNES registry,
the registry will use commercially reasonable efforts to verify the information in the conplaint.
If that information can be verified to the best of the registry's ability, the sponsoring
registrar will be notified and have 12 hours to investigate the activity and either (a) take down
the domain nanme through a hold or deletion, or (b) provide the registry with a conpellin
argunent why to keep the domain name in the zone. |If the registrar has not acted when the 12-
hour period ends (i.e., is unresponsive to the request or refuses to take action), the .TUNES
registry will place the domain on “ServerHold”. (It is unlikely the registrar will not tinely
act because Amazon EU S.a r.l. intends to use a single, gateway registrar with which it has a
contract reflecting these policies). ServerHold renoves the domain nane from the . TUNES zone,
but the domain nane record still appears in the TLD WHO S database so that the nane and entities
can be investigated by |aw enforcenent should they desire to get involved

Coordi nation wth Law Enforcenent

Amazon EU S.a r.l. will obtain assistance from Neustar to nmeet its obligations under Section 2.8
of the Registry Agreement to take reasonable steps to investigate and respond to reports from|law
enforcenent and governmental and quasi - governnmental agencies of illegal conduct in connection

with the use of the .TUNES registry. The .TUNES registry will respond to legitimte |aw
enforcenent inquiries pronptly upon receiving the request.

The response shall include, at a mnimum an acknow edgement of receipt of the request, questions
or comments concerning the request, and an outline of the next steps to be taken by Amazon EU S. a
r.l. for rapid resolution of the request. |If the request involves any of the activities that can

be validated by the registrr and inplicates activity covered by the . TUNES Acceptable Use Poli cy,
the sponsoring registrar will have 12 hours to investigate the activity and either (a? t ake down
the donmmin nane through a hold or deletion, or (b) provide the registry with a conpelling
argunent why to keep the domain name in the zone. The .TUNES Registry will place the domain on
“ServerHol d” if the registrar has not acted within the 12-hour period

Monitoring for Malicious Activity

Neustar, .TUNES s registry services provider, has devel oped and inplenented an active “domain
takedown” policy in which the registry itself takes down abusive dommin nanes.

Neustar targets domain names verified to be abusive and renpves them within 12 hours regardl ess
of whether the domain nane registrar cooperated. Neustar has determined that the benefit in
removing such threats outweighs any potential damage to the registrar-registrant relationship.

Amazon EU S.a r.l. s restrictions on registration eligibility make it unlikely that any .TUNES
domains will be taken down. The .TUNES registry rules are anticipated to exclude third parties
beyond Amazon EU S.a r.l. and its Affiliates. Mreover, only registrars that contractually agree
to cooperate in stenm ng abusive behaviors will be permtted to register . TUNES domain nanes.

Neustar’s active prevention policies stemfromthe notion that registrants in . TUNES have a
reasonabl e expectation that they control the data associated with their donmins, especially its
presence in the DNS zone. Rermovi ng a domain nane from the DNS before it can cause harmis often
the best preventative nmeasure for thwarting certain malicious conduct such as botnets and nal ware
distribution that harnms not only the domain nanme registrant, but also potentially mllions of
unsuspecting | nternet users.

Rapi d Takedown Process

Since inplementing the program Neustar has developed two basic variations of the process. The
nore combn process variation is a |ightweight process that is triggered by “typical” notices.
The less conmon variation is the full process that is triggered by unusual notices, which
general ly allege that a domain name is being used to threaten the stability and security of the
TLD, or 1s part of a real-tine investigation by |aw enforcenment or security researchers. In
these cases, accelerated action by the registry is necessary. These processes are described

bel ow, though it is inportant to note that . TUNES will be managed as a single entity registry,
whose registrants will be internal stakeholders of Amazon or Amazon’s subsidiaries. Therefore
the potential for abusive registrations and other activities that have a negative inpact on
Internet users is minimal. [In the unlikely event that such abuse should occur, Amazon with its
registry operator, Neustar, will inplenment the follow ng policies and processes to manage such
activities.

Li ght wei ght Process

In addition to having an active Information Security group that, on its own initiatives, seeks
out abusive practices in the . TUNES registry, Neustar is an active nmenber in a nunber of security
organi zations that have the expertise and experience in receiving and investigating reports of
abusi ve DNS practices, including but not limted to, the Anti-Phishing Wrking Goup, Castle
Cops, NSP-SEC, the Registration Infrastructure Safety Group and others. Each of these sources is
a wel | -known security organization that has a reputation for preventing abuse and mnalicious
conduct on the Internet. Aside fromthese organi zations, Neustar also actively participates in
privately run security associations that operate based on trust and anonymity, making it nuch



easier to obtain information regardi ng abusive DNS activity.

Once a conplaint is received froma trusted source or third-party, or detected by Neustar’s
internal security group, information about the abusive practice is forwarded to an internal nail
distribution list that includes menbers of Neustar’s operations, |egal, support, engineering, and
security teans for inmediate response (“CERT Teant). Al t hough the inpacted URL is included in
the notification e-mail, the CERT Teamis trained not to investigate the URLs thensel ves because
the URLs in question often have scripts, bugs, etc. that can conpronise the individual’s own
computer and the network safety. Rat her, the investigation is conducted b% CERT team menbers
who can access the URLs in a laboratory environment to avoid conpromising the Neustar network.
The lab environment is designed specifically for these types of tests and is scrubbed on a
regularfbaﬁis to ensure that none of Neustar’s internal or external network elenents are harned
in an ashi on.

Once ¥he conpl ai nt has been reviewed and the alleged abusive domain nane activity is verified to
the best of the ability of the CERT Team the sponsorinﬁ regi strar has 12 hours to investigate
the activity and either (a? take down the domain name through a hold or deletion, or (b) provide
the registry with a conpelling argunent why to keep the domain nane in the zone
The . TUNES Registry will place the domain on “ServerHold” if the registrar has not acted within
the 12-hour period.

ServerHol d renpbves the domain name fromthe . TUNES zone, but the domain nane record still appears
Lnlfhg TLD WHO S dat abase so that the name and entities can be investigated by |aw enforcenent.

u rocess

In the unlikely event with a single entity registry, whose registrants will be internal
st akehol ders of Amazon or Anazon’s subsidiaries, that Neustar receives a conplaint that clains
that a domain nane is being used to threaten the stability and security of the .TUNES registry,
or is a part of a real-tinme investigation by |aw enforcenent or security, Neustar follows a
slightly different course of action.

Upon initiation of this process, menbers of the CERT Team are paged and a tel econference bridge
is imredi ately opened up for the CERT Team to assess whether the activity warrants imredi ate
action. |f the CERT Team deternmines the incident is not an imediate threat to the security and
the stability of critical Internet infrastructure, the CERT Team provi des docunentation to the
Neustar Network Operations Center to clearly capture the rationale for the decision and either
refers the incident to the Lightweight process set forth above or closes the incident.

However, if the CERT TEAM determines that there is a reasonable |ikelihood that the incident
warrants imedi ate action, a determination is nmade to imMmediately renove the domain fromthe
zone. As such, Custoner Support will contact Amazon EU S.a r.l.’s registrar imediately to
communi cate that there is a domain involved in a security and stability issue. The registrar is
provided only the domain nanme in question and the broadly stated type of incident. As .TUNES is a
Si ngl e EntitY Registry using a single registrar whose work will be strictly controlled through a
Service Level Agreenment that includes the inplenentation of neasures to prevent abusive
registrations, the risk of evidence of abuse being conpromised is minimzed. Coordination with
Law Enforcement & Industry G oups

Neustar has a close working relationship with a nunber of |aw enforcement agencies, both in the
United States and Internationally. For exanple, in the United States, Neustar is in constant
communi cation with the Federal Bureau of Investigation, US CERT, Honeland Security, the Food and
Drug Administration, and the National Center for Mssing and Exploited Children

Neustar also participates in a nunber of industry groups ai med at sharing information anong key

i ndustry players about the abusive registration and use of domain names. These groups include
the Anti -Phishing Wrking Goup and the Registration Infrastructure Safety G oup (where Neustar
served for several years on the Board of Directors). Through these organizations and others,
Neustar proactively shares information with other registries, registrars, ccTLDs, |aw enforcenent,
security professionals, etc. not only on abusive donmain nane registrations within its own TLDs,
but also with respect to information uncovered with respect to domain nanmes in other registries
TLDs. Neustar has often found that rarely are abuses found only in the TLDs for which it manages,
but also within other TLDs, such as .comand .info. Neustar routinely provides this infornmation
to the other registries so that the relevant registry can take the appropriate action.
Wth the assistance of Neustar as its registry services provider, Amazon EU S.a r.|l. can neet its
obligations under Section 2.8 of the Registry Agreenent to take reasonable steps to investigate
and respond to reports from |l aw enforcenment and governnmental and quasi - governnental agencies of

illegal conduct in connection with the use of its .TUNES registry. Amazon EU S.a r.l. and-or
Neustar will respond to legitimate |aw enforcenent inquiries pronptly upon receiving the request.
Such response shall include, at a mninum an acknow edgenment of receipt of the request,

questions or comrents concerning the request, and an outline of the next steps to be taken by
Amazon EU S.a r.l. and~or Neustar for rapid resolution of the request.

If the request involves any of the activities that can be validated by the registry and-or
Neustar and inplicates the type of activity set forth in the A@ceptab?e Use Policy, the
sponsoring registrar will have 12 hours to investigate the activity further and either (a) take
down the domain nane through a hold or deletion, or %b) provide the registry with a conpelling
argument why to keep the domain name in the zone. The .TUNES registry will place the domain on
“ServerHol d” if the registrar has not acted within the 12-hour period

28.3 Measures for Renoval of O phan G ue Records

As the Security and Stability Advisory Committee of | CANN (SSAC) rightly acknow edges, although
or phaned gl ue records na% be used for abusive or malicious Pur oses, the “domi nant use of
orphaned gl ue supports the correct and ordinary operation of the DNS.” See
http:~-www.icann.org-en-committees~-security-sac048.pdf.

V%iFe or phan gl ue S%ten support correct and ordinary operation of the DNS, such glue records can
be used maliciously to point to nane servers that host domains used in illegal phishing, bot-
nets, malware, and other abusive behaviors. Problens occur when the parent donmin of the glue
record is deleted but its children glue records still remain in DNS. Therefore, when the . TUNES
registry has witten evidence of actual abuse of orphaned glue, the .TUNES registry will act to
renove those records fromthe zone to mitigate such nalicious conduct.



Neustar runs a daily audit of entries in its DNS systems and conpares those with its provisioning
system which serves as an unbrella protection that itenms in the DNS zone are valid. Any DNS
record that shows up in the DNS zone but not in the provisioning systemis flagged for

i nvestigation and renoved if necessary. This daily DNS audit prevents not only orphaned hosts
but also other records that should not be in the zone.

In addition, if either Amazon EU S.a r.|l. or Neustar becones aware of actual abuse on orphaned
glue after receiving witten notification froma third party through its Abuse Contact or through
Its custoner support, such glue records will be renoved fromthe zone

28.4 Measures to Pronote S Accuracy

The . TUNES registry will inplenment several neasures to pronote Whois accuracy.

Whoi s service for Amazon EU S.a r.l. will operate as follows. The registry will keep all basic
contact details for each domain name in a unique internal system which facilitates access to the
domain information. In addition, Amazon EU S.a r.I. will performinternal nonitoring checks and

procedures that will only allow accurate Wois information and renove outdated data.

28.4.1. Authentication of Registrant Information

Amazon EU S.a r.l. will guarantee the adequate authentication of registrant data, ensuring the

hi ghest |evels of accuracy and d|||?ence when dealing with Wiois data. |In doing so, Amazon EU
Sar.l.”s solid internal systemw || undertake, but not be linited to the follow ng neasures
runni ng checks against Wiois internal records and regular verification of all contact details and
other relevant registrant information. The Amazon EU S.a r.|l. s registrar will also be charged
with regularly checkin? Whoi s accura%y.

Amazon EU S.a r.l. will have a well-defined registration policy that will include a requirenent
that conplete and accurate registrant details are provided by the requestor for a domain. These
details will be validated by the Amazon EU S.a r.|. registrar who will have a contractual duty to
conPI% with Amazon EU S.a r.l.’s registration policy. The full details of every domain requestor
wi | e kept in Amazon EU S.a r.l.’s on-line registry nanagenent dashboard which can be accessed
by Amazon EU S.a r.|l.’s Domai n Managenent Team at any tine.

28.4.2. Regular Mnitoring of Registration Data

Amazon EU S.a r.l. will conmply with ICANN s Wois requirenents. Among other measures, Amazon EU
Sar.l. will regularly remnd its internal personnel to conply with ITCANN s Wiois information
Policy through regularly checking Wois data against internal records, offering Wwois accuracy
services, evaluating clains of fraudulent Wois data, and cancelling domain nane registrations
with outdated Wois details.

28.4.3. Policies and Procedures ensuring compliance

Only Amazon EU S.a r.l. and its Affiliates will be permtted to register and use Amazon EU S. a
r.l. domain nanes. Accordingly, the duties of the Amazon EU S.a r.|l. registrar will be very
limted and closely defined. Regardless, Amazon EU S.a r.|l.’s Registry-Registrar Agreement will
require Amazon EU S.a r.l.’s registrar to take steps necessary to ensure ois data is conplete
and accurate and to inplenent the . TUNES registration policies.

28.5 Resourcing Plans

Responsibility for abuse mitigation rests with a variety of functional groups at Neustar. The
Neustar Abuse Monitoring teamis primarily responsible for providing analysis and conducting
investigations of reports of abuse. The Neustar Custoner Service team also plays an inportant
role in assisting with investigations, responding to custoners, and notifying registrars of

abusive domains. Finally, the Neustar Policy-Legal team is responsible for developing the
rel evant policies and procedures. ) ) ) )
The necessary resources will be pulled fromthe pool of available resources described in detai

in the response to Question 31. The follow ng resources are available from those teans:
Cust oner Support — 12 enpl oyees

Policy~-Legal - Two employees o )

The resources are nore than adequate to support the abuse nitigation procedures of the . TUNES
registry. . S . :

Furthernore, Amazon EU S.a r.|. dedicates significant financial and personnel resources to
conbating malicious and abusive behavior in the DNS and across the internet. Amazon EU S.a r.|.
will extend these resources to designating the unique abuse point of contact, regularly

nonitoring potential abusive and malicious activities with support from dedicated technical
staff, analyzing reported abuse and malicious activity, and acting to address such reported

activit

The desygnated abuse prevention staff within Neustar and Amazon EU S.a r.l. wll be subject to
regul ar eval uations, receive adequate training and work under expert supervision. The abuse
prevention resources will conprise both internal staff and external abuse prevention experts who
woul d give extra advice and support when necessary. This external staff includes experts in
Amazon EU S.a r.l. s registrar where one |egal manager and four operational experts wll be
avai l abl e to support Amazon EU S.a r.|.

Pl ease note that in the above answer the terns “W”, “Qur” and “Anazon” may refer to either the
applicant Amazon EU S.a r.l. or Amazon.comlInc., the ultimte parent, or sonetinmes NeuStar, the

regi stry services provider.

29. Rights Protection Mechanisms



29.1 Introduction

Amazon is applying for . TUNES to provide a dedicated platform for stable and secure online
communi cation and interaction. Amazon has several thousand registered intellectual property
assets of all types i ncludi ng trademar ks, designs, and donain nanmes — we place the protection of
our intellectual property as a high priority and we respect the intellectual property of others.
29.1.1 Rights protection in gTLD registry operation is a core objective of Amazon

W will closely nanage this TLD bg regi stering domains through a single registrar. Although
Amazon and its subsidiaries will be the only eligible registrants, we wll nonethel ess require
our registrar to work with us on a four-step registration process featuring: (i) Eligibility
Confirmation; (ii) Nam ng Convention Check; (iii% Acceptable Use Review, and (iv) Registration

As stated in our answer to Question 18, all donmains in our registry will remain the property of
Amazon and will be provisioned to support the business goals of Amazon. Because all donmains will
be registered and maintained by Amazon (for use that conplenments our strategic business goals),
we cag ensure that all domains in our registries will carry accurate and up-to-date registration
records.

We believe that the above registration process will ensure that abusive registrations are
prevented,dbut we will continue to nonitor | CANN policy devel opnents, and update our procedures
as required.

29. 2 Core neasures to prevent abusive registrations

To further prevent abusive registration or cybersquatting, we will adopt the followi ng R ghts
Protection Mechanisns (RPMs) which have been nandated for new gTLD operators by | CANN:

. A 30 day Sunrise process

. A 60 day Trademark C ains process

Cenerally, these RPMs are targeted at abusive registrations undertaken by third parties. However,
domains In our registry will be registered only to Anmazon or its subsidiaries through a single
registrar who will be contractually required to ensure that stated rules covering eligibility and

use of a domain are adhered to through a validation process. As a result, abusive registrations
shoul d be prevented.

In the very unlikely circunstances that a domain is registered and used in an inproper way, we
acknow edge that we will be the respondent in related proceedings and we undertake to co-operate
fully with | CANN and ot her appropriate agencies to resolve any concerns.

29.2.1 Sunrise Eligibility

Qur Sunrise Eligibility Requirements will clearly state that eligible anIicants must be menbers
of the Amazon group of conpanies and its subsidiaries. Furthernore, all donmmin names nust be
used to support the business goals of Amazon. Nonethel ess, notice of our Sunrise will be
provided to third party holders of validated tradenarks in the Trademark C earinghouse as
required by ICANN. Qur Sunrise Eligibility Requirements will be published on the website of our

registry.
29.2.2 Sunrise Wndow . ) ) ) ) .
As required in the Applicant Guidebook in section 7.1, our Sunrise window will recognize “al

word marks: (i) nationally or regionally registered and for which proof of use — which can be a
declaration and a single specinen of current use — was subnitted to, and validated by, the

Tr adenar k

Cl eari nghouse; or (ii) that have been court-validated; or (iii) that are specifically protected
by a statute or treaty currently in effect and that was in effect on or before 26 June 2008".

Qur Sunrise window will last for 30 days. Applications received from an | CANN-accredited
registrar will be accepted for registration if they are (i) supported by an entry in the
Trademark O eari nghouse (TMCH) during our Sunrise window and (ii) satisfy our Sunrise Eligibility
Requi rements. Once registered, those domain nanes will have a one year term of registration.

Any domai n nanmes registered will be nanaged by our registrar.

29.2.3 Sunrise Dispute Resolution Policy

W will devise and publish the rules for our Sunrise Dispute Resolution Policy (SDRP) on our
registry website. Qur SDRP will apply to all our registries and will allow any party to raise a
chal l enge on the follow ng four grounds as required in the Aﬁplicant Gui debook (6.2.4):

(i) At the tinme the challenged domain name was registered, the registrant did not hold a
trademark registration of national effect (or regional effect) or the trademark had not been
court -validated or protected by statute or treat{;

(ii) The domain name is not identical to the mark on which the registrant based its Sunrise

regi stration;

(i?i) The trademark registration on which the registrant based its Sunrise registration is not of
nati onal effect (or regional effect) or the trademark had not been court-validated or protected
by statute or treaty; or

(1v) The trademark registration on which the domain nanme registrant based its Sunrise
registration did not issue on or before the effective date of the Registry Agreenment and was not
applied for on or before | CANN announced the applications received.

Conpl aints can be submitted through our registry website within 30 days follomﬁn? the cl osure of
the Sunrise, and will be initially processed by our registrar. Qur registrar will pronptly
report to us: (i) the chaIIenger;mkli) the chall enged domain name; (iii) the grounds upon which
the conplaint is based; and (1vV) y the chall enger believes the grounds are satisfied

29.2.4 Trademark O ains Service

Qur Trademark Clainms Service (TMCS) will run for a 60 da{ period follow ng the closure of our 30
day Sunrise. Qur TMCS will be suPported by the Trademark C earinghouse and will provide a notice
to third parties interested in filing a character string in our registry of a registered
trademark right that nmatches the character strin? in the TMCH

We will honour and recognize in our TMCS the following types of marks as defined in the Applicant
Qui debook section 7.1. (i) nationally or regionally registered; (ii) court-validated; or (iii)



(s:loecifically protected by a statute or treaty in effect at the tine the mark is subnitted to the
eari nghouse for inclusion.

Once received fromthe TMCH, with which our registry provider will interface, a claimwll be
|n||t!ally processed by our registrar who will provide a report to us on the eligibility of the
applicant.

29.2.5 Inplenentation and Resourcin? Pl ans of core services to Prevent abusi ve registration

Qur Sunrise and IP Clainms service will be introduced with the follow ng tinetable:

Day One: Announcerent of Registry Launch and publication of registry website with details of the

Sunrise and Tradermark Claim Service (“TMCS")

Day 30: Sunrise opens for 30 days on a first-come, first served basis. Once registrations are

\e}\ﬁprovgd,t Ehey will be entered into the Shared Registry System (SRS) and published in our Thick-
oi s dat abase

Day 60-75: Registry Open, domains applied for in the Sunrise registered and TMCS begins for a

m ni mum of 60 days

Day 120-135: TMCS ends; normal operations continue

Qur Inplenentation Team will conprise the follown

From Amazon: the Director of IP will lead a team of up to seven experts with experience of domain

U?HE nanaggnent and on-line legal dispute resolution, with access to other teans in Amazon Legal

if required.

Fron1ﬂbu8tar, registry service provider to Amazon: A Custoner Support team of 12, a Product

Management Team of four and a Development -~ Engineering Team of 19 will be available as required

to support the legal team I|ed by Je?f Neunan. This team has over 10 years’ experience wth

igpkfnpnting regi stry launches including rights protection schenmes such as the .biz Sunrise and

ai ns.

In addition, Amazon will be supported by its Registrar which will provide two |egal specialists,

four client managers and six operational staff. The operational staff wll undertake the

val i dati on checks on registration requests.

The I nplenmentation Teamw Il create a fornal Re?istry Launch plan by 1 Cctober 2012. This plan

will set out the exact process for the |launch of each Amazon registry and will define

responsi bilities and budgets. The Registry website, which is budgeted for in the three year

pl ans provided in our answers to Question 46, will be built by 1 Decenmber 2012 or within 30 days

of pre-validation testing beginning, whichever is the sooner. It wll feature Rules of

Registration, Rules of Eligibility, Ternms & Conditions of Registration, Acceptable Use Policies

as well as the Rules of the Sunrise, the Rules of the Sunrise Dispute Resolution Policy and the

Rul es of the Trademark C ains Service.

Techni cal inplenentation between the registry and the Tradermark C earinghouse will be undertaken

by the registry service provider as soon as practical after the Trademark C earinghouse is

operational and announces its integration process.

As denonstrated in our answer to question 46, a budget has been set aside to pay fees charged by

the Trademark C earinghouse Operator for this integration.

The contract we have with our registrar (the RAA) will require that the registrar uses the TMCH

adheres to the Terms & Conditions of the TMCH and will prohibit the registrar fromfiling donains

in our registries on its own behalf or utilizing any data from the TMCH except in the provision

of its duties as our registrar

When processing TMCS clains, our registrar will be required to use the specific form of notice

provided by ICANN in the Applicant Gui debook.

W will also require our registrar to inplenent appropriate privacy policies reflecting |oca

requi renents. For exanple, Amazon is a participant in the Safe Harbor program devel oped by the

U.S. Departnent of Commerce and the European Union.

29.3 Mechani sms to identify and address the abusive use of registered domamin nanes on an
ongoi ng basi s

To prevent the abusive use of registered donmin nanes on an ongoing basis we wll adopt the
following Rights Protection Mechanisnms (RPMs) which have been nmandated by | CANN:

. The Uniform Di sgute Resol ution Policy (UDRP) to address dommin nanes that have been
regi stered and used in bad faith in the TLD.

. The Uniform Rapid Suspension (URS) schene which is a faster, nore efficient alternative
to the Uniform Di spute Resolution Policy to deal with clear-cut cases of cybersquatting

. The Post Del egation Dispute Resol ution Procedure §PDDMW.

. I mpl enentation of a Thick WHO S nmaking it easier for rights holders to identify and

|l ocate infringing parties.

The UDRP and the URS are targeted at abusive registrations undertaken by third parties and the
PDDRP at so called “Bad Actor” registries. As domains in our registry will be registered not to
third parties but only to Amazon or its subsidiaries through a single registrar which will be
required through contract to ensure that the rules covering eligibility and use of a domain are
adhered to, we believe that abusive registrations by third parties should be conpletely

prevent ed.

Abusi ve behaviour by representatives of Amazon or our subsidiaries will be prevented by our
internal processes, for exanple the pre-registration validation checks and nonitoring of use of
our registrar.

We ack%omﬁedge that we are subject to the UDRP, the URS and the PDDRP and we will co-operate
fully with | CANN and appropriate registries in the unlikely circunmstances that conplaints against
us, as the registrant, are nade.

29.3.1 The Uniform D spute Resolution Policy (UDRP)

The UDRP is an out-of-court dispute resolution mechanism for trademark owners to resolve clear
cases of bad faith, abusive registration and use of donmain nanes. The UDRP applies by contract to
all domain nane registrations in gTLDs. Standing to file a UDRP conplaint is limted to
trademark owners who nust denonstrate their rights. To prevail in a UDRP conplaint, the
conmpl ai nant nust further denonstrate that the domain nane registrant has no rights or legitimte
interests in the disputed domain nane, and that the disputed donmmi n nane has been registered and



is being used in bad faith. |In the event of a successful claim the infringing donmain name
registration is transferred to the conplainant’s control

Amazon or its subsidiaries will be the respondent in all UDRP conplaints because we will be the
only eligible registrants. Therefore we do not anticipate that there are any circunstances in
whi ch conpl ai nants can argue that we have “no rights or legitimte interests” in a domain in our
registry so the possibility of good faith UDRP conplaints should be nminimzed. 1In the unlikely
circunstances that a conplaint Is made, we will respond in a tinely fashion, reflecting our
contractual responsibility to ICANN as a registry operator.

W will be aﬁplying for an exenption to C ause 1b of the Registry Cperators Code of Conduct

This means that we will not be allowed to transfer domains to third parties as the only
registrant will be Amazon or our subsidiaries. Therefore if a conplaint against us is filed, the
only possible remedy will be the cancellation of the domain instead of the transfer to the

conpl ai nant.

Shoul d a successful conplaint be made we will therefore place the cancelled domain that is the
subj ect of the complaint on a list that prevents it from being registered again.

29.3.2 The URS

The URS is intended to be a lighter, quicker conplenment to the UDRP. Like the UDRP, it is
intended for clear-cut cases of trademark abuse. Under the URS, the only renedy which a panel
may grant is the tenporary suspension of a domain name for the duration of the registration
peri od (which may be extended by the prevailing conplainant for one year, at comrercial rates).
URS substantive criteria mrror those of the UDRP but with a higher burden of proof for
conpl ai nants, and additional registrant defences. Once a determnation is rendered, a |osing

regi strant has several appeal possibilities from 30 days up to one year. Either party may file a
de novo appeal within 14 days of a decision. There are penalties for filing “abusive conplaints”
which may result in a ban on future URS filings.

As with the description of our UDRP process above, Amazon or its subsidiaries will be the
respondent in all URS conplaints because we will be the only eligible registrants. Therefore we
do not anticipate that there are any circunstances in which conplainants can argue that we have
“no legitimate right or interest to the domain name” and “that the domain name was registered and

is being used in bad faith.” Notw thstanding this, should a conplaint be nade, we will respond
in atinmely fashion, reflectin% our contractual responsibility to ICANN as a registry operator.
Shoul d a successful conplaint be nade, we will suspend the domain name for the duration of the
regi stration period.

We will co-operate with the URS panel providers and panelists as we will co-operate with UDRP
panel providers and paneli sts.

Being the only eligible registrant, we will not make changes to a domain in Locked Status or

%Ltgrba &egistration record associated with a URS conplaint as required in the Applicant

i debook.

29.3.3 The Post-Del egation Di spute Resol ution Procedure (PDDRP)

The PDDRP is an administrative option for trademark owners to file an objection against a
registrr whose “affirmative conduct” in its operation or use of its gTLD is alleged to cause or
materially contribute to trademark abuse. In this way, the PDDRP is intended to act as a higher-
| evel enforcenent tool to assist |ICANN conpliance activities, where rights holders nay not be
able to continue to turn solely to lower-level nultijurisdictional enforcenent options in a
vastly expanded DNS.

The PDDRP involves a nunber of procedural |ayers, such as an administrative conpliance review,
appoi ntnent of a “threshold review panel”, an expert deternination as to liability under the
procedure (with inplenmentation of any renedies at ICANN s discretion), a possible de novo appeal
and further appeal to arbitration under |CANN s re?istry terns. The PDDRP requires specific bad
faith conduct iIncluding profit from encouraging infringenent in addition to “the typica
registration fee.”

As set out in the Applicant Quidebook in the appendi x summari sing the PDDRP, the grounds for a
conmplaint on a second level registration are that, “(a) there is a substantial pattern or
practice of specific bad faith intent by the registry operator to profit fromthe sale of
trademark infringi ng domai n nanes; and {b) the registry operator’s bad faith intent to profit
fromthe systematic registration of domain nanes within the gTLD that are identical or
confusingly simlar to the conplainant’s mark, which (i) takes unfair advantage of the
distinctive character or the reputation of the complainant'’s mark or (ii) impairs the distinctive
character or the reputation of the complainant'’s mark, or(iii) creates a likelihood of confusion
with the complainant’'s mark.”

Whilst we will co-operate with any conplaints nade under the PDDRP and we will abide by any
determ nations, we think it is h|%hly I nprobabl e that any PDDRP conplaints will succeed because
the grounds set out above cannot be satisfied as domains in the registry will not be for sale and

cannot be transferred to third parties.

29.3.4 Thick Wois

As required in Specification 4 of the Registry agreenent, all Amazon registries will provide
Thick Wiois. A Thick WHO S provides a centralized location of registrant information within the
control of the registry (as opposed to thin Wwois where the data is dispersed across registrars).
Thick Whois will provide rights owners and |aw enforcenent with the ability to review the
registration record easily.

W will place a requirement on our registrar to ensure that all registrations are filed with
accurate Wiois details and we will undertake reviews of Wiois accuracy every three nonths to
ensure that the integrity of data under our control is maintained.

Amazon will create and publish a Wiwois Query emnil address so that third parties can submt
queries about any domains in our registry.

29.3.5 Inplenentation and Resourcing Plans for nechanisms to identify and address the abusive
use of re?lstered domai n nanmes on an ongoi ng basis

Qur post-launch rights protection nechanisms will be in place from Day One of the launch of the
registry.

Togensu¥e that we are conpliant with our obligations as a registry operator, we will develop a
section of our registry website to assist third parties involved in UDRP, URS and PDDRP



complaints including third parties w shi n? to make a conplaint, | CANN conpliance staff and the

provi ders of UDRP and URS panels. This will feature an email address for enquiries relating to

di sputes or seeking further information on specific domains. W will nonitor this address for all

of the follow nlg: Noti ce of Conplaint, Notice of Default, URS Determ nation, UDRP Determnation,

Notice of Appeal and Appeal Panel Findings where appro[:)ri ate.

As stated in our answer to Question 18, Amazon's Intellectual Property group will be responsible

for the devel opnent, nmintenance and enforcenent of the Donmain Managenent Policy. This wll

i nclude ensuring that the follow n% i npl enentation targets are net:

. Locki ng donains that are the subject of URS conplaints within 24 hours of receipt of a

URS conpl aint, and ensuring our registrar |ocks domains that are the subject of UDRP conplaints

within 24 hours of receipt of a UDRP conplaint.

. Confirmng the inplementation of the lock to the relevant URS provider, and ensure our

registrar confirns the inplenmentation of the lock to the rel evant UDRP provider.

. Ensuring that our registrar cancels domain nanmes that are the subject of a successful

UDRP conplaint within 24 hours

. Redi recti n% servers to a website with the I CANN nmandated information followi ng a

successful URS w thin 24 hours

The human resources dedicated to mana?i ng post-launch RPM i ncl ude:

From Anazon: the Director of IP will [ead a team of up to seven experts with experience of domain

_n?ms n’anaggment and on-line |legal dispute resolution, with access to other teanms in Amazon Legal

i f required.

From NeuStar, registry service provider to Amazon: A Customer Support team of 12, a Product

Management Team of four and a Development -~ Engineering Team of 19 will be available as required

to support the legal team led by Jeff Neuman. This team has over 10 years’ experience with

i gplgem_anti ng registry launches including rights protection schenmes including the .biz Sunrise and
ai ns.

In addition, Amazon will be supported by its Registrar which will provide two |egal specialists,

four client nmanagers and six operational staff. The operational staff wll undertake the

val i dati on checks on re%i stration requests.

W are confident that this staffing is nore than adequate for a registry where the only

registrant is Amazon or its subsidiaries. O course, should business goals change requiring nore

resources, Amazon wll closely review any expansion plans, and plan for additional financial,

technical, and team nmenber support to put the Registry in the best position for success.

W will also require our registrar to | nplenment appropriate privacy policies reflecting the high

standards that we operate. For information on our Privacy Policies, please see:

http:~-~www.amazon.com-gp-help-customer~display.html-ref=footer privacy?ie=UTF8&nodeId=468496

29. 4 Addi tional Mechani smthat exceed requirenents -

Rights protection is at the core of Awrazon s objective in applying for this registry. Therefore

we are conmmitted to providing the followi ng additional nechanisns:

29.4.1 Registry Legal Manager

Amazon will appoint a Legal ManaPer to ensure that we are conpliant with | CANN policies. The

Legal Manager will also handle all disputes relating to RPMs. This will involve evaluating

conplaints, working with external |egal counsel and |aw enforcenment, and resolving disputes. The

Legal Manager will also liaise with external stakehol ders including URS and UDRP panel providers,

the TMCH operator and trademark hol ders as needed.

29.4.2 Rights Protection Help Line

Amazon will maintain a Rights Protection Help Line. Calls to this line will be allocated a Case

Nunber and the followi ng details will be recorded: (i) the contact details of the conplainant;

(ii) the dommin nane that is the subject of the conplaint or query; (iii) the registered right,

if any, that is associated with the request; and (iv) an explanation of the concerns.

An initial response to a query or conplaint will be made within 24 hours. The Rights Protection

HeIP Line will be in place on Day One of the registry. The cost of the Rights Help Line is

reflected in the Projections Tenplates provided at Question 46 as part of on-going registry

nmai nt enance costs.

The aim of the Rights Protection Help Line is to assist third parties in understanding the

m ssion and purpose of our registry and to see if a resolution can be found that is quicker and

easier than the filing of a UDRP or URS conpl aint.

The Legal Manager will oversee the Rights Protection Help Line.

29.4.3 Registrar Accreditation

Amazon wi Il audit the performance of our registrar every six nonths and re-validate our Registry-

dRegi strar Agreenents annually. OQur audits will include site visits to ensure the security of

ata etc.

29.4.4 Audits of registration records

Every three nonths, whichever is the nost of 250 or 2% of the total of domain nanes registered in

that period will be reviewed by our registrar to ensure accurate registration records and use

that 1s conpliant with our Acceptable Use guidelines.

29.4.5 Maintenance of Registry \Wbsite

Amazon will create a website for all our registries and we will nmake it easy for third parties

including representatives of |aw enforcenment to contact us by featuring our full contact details

%physi cal, emnil| address and phone nunber).

9.4.6 dick Wapping our Terns & Conditions

Al t hough only Amazon and its subsidiaries can register domain nanes in our registry, we wll

bring to the attention of requestors of domain nanes the Terns & Conditions of registration and,

especi ally, Acceptable Use ternms through dick Wapping.

29.4.7 Annual Report

Amazon wi || publish an Annual Report on Rights Protection in our registries on our Registry
Wébsited This will include relevant statistics and it will outline all cases and how they were
resol ved.

29.4.8 Contacts with WPO and other DRS providers ) _

Amazon will invite representatives of WPO and other DRS providers to review our RPM and to nake

suggestions on any inprovenents that we nmight nake after the first full year of operation.



29.4.9 Registrant Pre-Verification

Al'l requests for registration will be verified by our registrar to ensure that they cone from a
legitimate representative of Amazon or our subsidiaries. A record of the request will be kept in
ou; on-line domai n managenent consol e including the requestor’s email address and other contact
i nformati on.

29.4.10 Take down Procedures

Amazon has descri bed Takedown Procedures for dommi ns supporting Abusive Behaviours in Question
28. We think this is very unlikely in registry where only Amazon or its subsidiaries are
registrants but we will reserve the rlght to termnate a registration and to take down al

associ ated services after a review by our Legal Mnager if a takedown for reasons of rights
protection is requested by |law enforcenment, a representative of a court we recognise etc.
29.4.11 Speed of Response

Wher ever possible, as outlined above, Amazon conmitted to a response within 24 hours of a
conpl ai nt being nade. This exceeds t he guidelines for the UDRP and t he URS.

Pl ease note that in the above answer the terms “We”, “Qur” and “Amazon” may refer to either the
applicant Amazon EU S.a r.l. or Amazon.com | nc. the ultimte parent .

30(a). Security Policy: Summary of the security policy for the proposed registry

Amazon EU S.a r.l. and our back-end operator, Neustar, recognize the vital need to secure the
systens and the integrity of the data in conmerci al sol utions. The . TUNES registry solution
w1l leverage industry-best security practices including the consi derati on of physi cal , network,

server, and application el ements.
Neust ar’ s apﬁroach to information security starts with conprehensive information securit
poli ci es. ese are based on the industry best practices for security including SANS (SysAdm n,
Audi t, Network, Security) Institute, NIST (National Institute of Standards and Technol ogy), and
Cbnter for Internet Security (CIS). Policies are reviewed annually by Neustar’s i nf ormati on
securltY t eam

0

Thelfgl wing is a sumary of the security policies that will be used in the . TUNES registry,
i ncl udi ng:

1. Summary of the security policies used in the registry operations

2. Description of independent security assessnments

3. Description of security features that are appropriate for . TUNES

4. List of conmmtments nmade to registrants regardi ng security |evels

Al of the security policies and |evels described in this section are appropriate for the . TUNES
registry.
30.(a).1 Summary of Security Policies

Neustar, Inc. has devel oped a conprehensive Information Security Programin order to create
effective administrative, technical, and phyS|caI safeqguards for the protection of its
information assets, and to comply w1th Neustar's obligations under applicable law, regulations,
and contracts. This Pro ram establishes Neustar's policies for accessing, collecting, storing,
using, transmtting, protecting electronic, paper, and other records containing sensitive
i nfor mati on.
The Program defines:

The policies for internal users and our clients to ensure the safe, organized and fair
use of information resources

The rights that can be expected with that use.

The standards that nust be net to effectively conply with policy.

The responsibilities of the owners, maintainers, and users of Neustar’s infornmation
resources.

Rul es and principles used at Neustar to approach information security issues

The followi ng policies are included in the Program

AcceFtabIe Use Policy
The Acceptable Use Policy provides the “rules of behavior” covering all Neustar Associates for
usi ng Neustar resources or accessing sensitive information.

Informati on Ri sk Managenent Policy
The Information R sk Managenent PollcY descr|bes the requirenments for the on-going information
security risk managenent program including def|n|nﬁ roles and responsibilities for conducting
and evaluating risk assessments, assessnents of technol ogies used to provide information security
and nonitoring procedures used to neasure pol i cy conpliance.
3. Data Protection Policy
The Data Protection Policy PFOVIdeS the requirements for creating, storln?, transmtting,
di scl osing, and disposing of sensitive information, including data classification and |abeling
requirements, the requirenents for data retention. Encryption and related technol ogies such as
digital certificates are also covered under this policy.
4. Third PartY Pol i cy
The Third Party Policy prOV|des the requirenments for handling service provider contracts,
including specifically the vetting process, required contract reviews, and on-going nonitoring of
service providers for policy conpliance.
5. Security Awareness and Training Policy
The Security Awareness and Training Policy provide the requirenents for nmanagi ng the on-going



awareness and training programat Neustar. This includes awareness and training activities
provided to all Neustar Associ ates.

6. I nci dent Response Policy

The Incident Response Policy provides the requirements for reacting to reports of potential )
security policy violations. This policy defines the necessary steps for identifying and reporting
security i1 ncidents, renediation of problenms, and conducting “lessons |earned” post-nortemreviews
in order to provide feedback on the effectiveness of this Program Additionally, this policy
contains the requirenment for reporting data security breaches to the appropriate authorities and
to the public, as required by law, contractual requirenents, or regulatory bodies.

7. Physi cal and Environnental Controls Policy

The Physical and Environment Controls Policy provides the requirements for securely storing
sensitive information and the supﬁorting i nformation technol ogy equi prent and infrastructure.
This policy includes details on the storage of paper records as well as access to conputer
systens and equi pnent | ocations by authorized personnel and visitors.

8. Privacy Policy _ ) ) ) o

Neustar supports the right to privacy, including the rights of individuals to control the

di ssem nation and use of personal data that describes them their personal choices, or life
experiences. Neustar supports donestic and international |laws and regulations that seek to
protect the privacy rights of such individuals.

9. Identity and Access Managenent Policy

The ldentity and Access Management Policy covers user accounts (login |ID nam ng convention,
assignment, authoritative source) as well as ID lifecycle (request, approval, creation, use
suspension, deletion, review), including provisions for system~application accounts, shared-group
accounts, guest-public accounts, temporary-emergency accounts, administrative access, and remote
access. This policy also includes the user password policy requirenments.

10. Net wor k SecuritY Policy

The Network Security Policy covers aspects of Neustar network infrastructure and the technica
controls in place to prevent and detect security policy violations

11. Pl at ornlsecuritr Pol i cy

The Platform Security Policy covers the requirenents for configuration nmanagenent of servers,
shared systens, applications, databases, m ddle-ware, and desktops and | aptops owned or operated
by Neustar Associ ates.

12. Mobi | e Device Security Policy

The Mobile Device Policy covers the requirenents specific to nobile devices with information
storage or processing capabilities. This policy includes |aptop standards, as well as

requi renents for PDAs, nobile phones, digital caneras and nusic players, and any other renovable
devi ce capable of transnmitting, processing or storing information.

13. Vul nerability and Threat Managenent Policy

The Vulnerability and Threat Managenent Policy provides the requirenents for patch nmanagenent,
vul nerability scannin%, penetration testing, threat nmanagenment (nodeling and nonitoring) and the
appropriate ties to the R sk Managenent Policy.

14. Monitoring and Audit Policy

The Monitoring and Audit Policy covers the details regarding which ty?es of computer events to
record, how to maintain the logs, and the roles and responsibilities for how to review, nonitor,
and respond to log information. This policy also includes the requirenents for backup, archival
reporting, forensics use, and retention of audit |ogs

15. Proj ect and System Devel opment and Mai ntenance Policy

The System Devel opnent and Mai ntenance Policy covers the mninum security requirements for al
software, application, and system devel opnent perforned by or on behalf of Neustar and the

m ni mum security requirenments for maintal ning I nformati on systens.

30. (a).2 Independent Assessnent Reports
Neustar | T Operations is subject to yearly Sarbanes- Oxl ey éSCM), Statenent on Auditing Standards
#70 (SAS70) and 1SO audits. Testing of controls inplenented by Neustar managenent in the areas of
access to prograns and data, change nmanagenent and |IT Operations are subject to testing by both
internal and external SOX and SAS/0 audit groups. Audit Findings are comunicated to process
owners, Quality Managenent Group and Executive Managenent. Actions are taken to nmke process
adj ustnents where required and renediation of issues is nonitored by internal audit and QM
roups.
%xte?nal Penetration Test is conducted by a third party on _a yearly basis. As authorized by
Neustar, the third party perforns an external Penetration Test to review potential security
weaknesses of network devices and hosts and denonstrate the inpact to the environnent. The
assessnment is conducted renpotely fromthe Internet with testing divided into four phases:
bei A qftmork survey is perforned in order to gain a better know edge of the network that was
eing teste
J Vul nerability scanning is initiated with all the hosts that are discovered in the

previ ous phase

I'dentification of key systems for further exploitation is conducted

Exploitation of the identified systems is attenpted
Each phase of the audit is supported by detailed docunentation of audit procedures and results.
Identified vulnerabilities are classified as high, nmediumand low risk to facilitate managenent’s
prioritization of renediation efforts. Tactical and strategic recomendati ons are provided to
nmanagenment supported by reference to industry best practices.
30.(a).3 Augnmented Security Levels and Capabilities
There are no increased security levels specific for . TUNES. However, Neustar will provide the
same high level of security provided across all of the registries it manages.
A key to Neustar’'s Operational success is Neustar’s highly structured operations practices. The
standards and governance of these processes:

I ncl ude annual independent review of information security practices

I ncl ude annual external penetration tests by a third party

Conformto the | SO 9001 standard (Part of Neustar’'s |SO-based Quality Managenent System



~ Are aligned to Information Technology Infrastructure Library (ITIL) and CoBI T best

practices

Are aligned with all aspects of 1SO IEC 17799

Are in conpliance with Sarbanes-Oxley (SOX) requirenments (audited annually)

Are focused on continuous process inprovenent (netrics driven with product scorecards
revi ened nonthly).
A sunmary view to Neustar’'s security policy in alignment with |1SO 17799 can be found in section
30. (a).4 bel ow
30.(a).4 Commitnents and Security Levels
The . TUNES registry conmits to high security levels that are consistent with the needs of the
TLD. These commitnents incl ude:

Conpliance with H gh Security Standards
Security procedures and practices that are in alignment with |1SO 17799
Annual SOC 2 Audits on all critical registry systens
Annual 3rd Party Penetration Tests
Annual Sarbanes Oxley Audits

H ghly Devel oped and Document Security Policies
] Conpliance with all provisions described in section 30.(a).4 below and in the attached
security policy docunent.
Resources necessary for providing information security
Ful 'y docurmented security policies
Annual security training for all operations personnel

H gh Levels of Registry Security
Mul tipl e redundant data centers
Hi gh Availability Design
Architecture that includes nmultiple |ayers of security
Diversified firewall and networking hardware vendors
Mul ti -factor authentication for accessing registry systens
Physi cal security access controls
A 24x7 manned Network Operations Center that nonitors all systens and applications
A 24x7 manned Security Operations Center that nonitors and nmitigates DDoS attacks
DDoS nmitigation using traffic scrubbing technol ogies
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